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hydrogen and
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the first stars
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Internet Consumer ldentity ...Yesterday?

Consumer Internet interactions are repetitive, frustrating and littered with outdated info
Identity ( ] Buy.com LOGIN_ | SHIPPING _

»
Default userpic This is the image that will display on your Profile. It will also represent you in your entries and co
(no image A A o
uploadeq) ~ Change default userpic Slgn in to Yahoo! Enter a new shipping address.
Please fi required address fields.
Are you protected? L
Name [yastrzemski Your name will be displayed on your Profile and in search results Create your sign in seal First Name:
Gender | (Unspecified) v (Why?) ~ Last Name:

Birthday . . Company Name:
Show your Birthday to: * Address Line1:
Birthday display options: | Display only the menth and day ¥/ Yahoo! |D: Street address, c/o

Schools show your schools to: |Everybody ¥ Manage schools Address Line2: |

Apartment, suite, unit, building, floor, etc.

= City: |

Interests (e.9. free2rthyme@yahoo.com)
List all your interests, separated by commas, to allow other users to find you using the Interest Search.

~ State: AL v|

= ZIP/Postal Code:
= Phone Number:

Password:

Rule of thumb: You should be able to put the interest in the sentence I

facebook Home Profile Friends Inbox
My Account
_IEZEITE networks | Notifications | Mobile | Language
You have no cards associated with your account.
Back to Accoun Page | Add a new card below:
Cardhalder's Name CorlYastrzemshi
Credt Card Type: via v
Credt Card Number
vaton Date o1 v][z008 ]
o o ot his)
Country Unted tates v,
Adress
Address 2
Ext:

Fidelitycom
Mobile phone number (optional)

Login Country: ‘Aveaz HPhone # ‘
Customer ID*/SSN || 3

O remember me A Passport information
Add a passport

PIN % Country/Region:

Passport number coptionaly.

Short single-word phrases are best.

Expedia will use the preferences below whenever you make travel plans.

[l Traveler information
First name:

l |
‘Middle hame: ‘

Last name:

Tip: Make sure this name matches the traveler's passport or driver's license to avoid travel delays.

Home phone number
Country: Area: Phone #:

[ |

Tip: You can enter an international phone number above; For US and Canada the courtry code is "1".

Work phone number (optional)
Country: Area Phone #:

Dchange your start page
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Consumer Trust and Safety
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ldentity Evolution
Finally Addressing the Consumer
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User Centric

Federated Partners

PayPal



e

cookies
historical
data

Transactional Opportunity

~

Fraud/Risk
Reduction

= = = = = = =| PayPal

identity service

Consumer
Claims

Reduced Targeted
Friction Marketing

checkout-
time
identity

=
f— h\

Increased
Checkout
Completion



The ldentity Trust Gradient

Intelligence
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Social
Networks
V
Low
Value
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Transaction “value”
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Regulatory /
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Risk

None



ldentity Assurance Frameworks

- Kantara (and others)

— Framework supporting mutual acceptance, validation and
lifecycle maintenance across identity federations

* |t consists of 4 parts:
— Assurance Levels
— Service Assessment Criteria

— Accreditation and Certification Model

— Business Rules
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US Federal Govt Assurance Levels

Assurance Example Assessment Criteria | Assessment Criteri
Level P — Organization — ldentity ProofinJ_
Registration to a | Minimal Minimal criteria - Self
AL 1 news website Organizational criteria | assertion
/ ]
L=
Change of Moderate Moderate criteria -
address of organizational crit¢ria
AL 2 record by
beneficiary

Attestation of Govt. ID }
autheptication protocol

: STt
Face-to-Face
or
Multiple Forms of
Govt Id

rql of token through

AL 3

Access to an
online brokerage
account

Stringent
organizational criteria

\ =
Stringent criteria —

stronger attestation
and verification of
records

Multi-factor auth;
Cryptographic protocaol;
“soft”, “hard”, or “OTP”
tokens

AL 4

Dispensation of
a controlled drug

or $1mm bank
wire

Stringent
organizational criteria

More stringent criteria
— stronger attestation
and verification

Multi-factor auth w/hard
tokens only; crypto
protocol w/keys bound
to auth process

PayPal




So how is it, that...

* Anonymity with user attributes is
acceptable?
— One time credit card #

+ shipping address
= product shipment

PayPal



So how is it, that...

* You can perform a transaction with a high level
of assured identity but low authentication

— E-commerce

— Library borrowing

PayPal



So how is it...

A digital representation of
me is sufficient in many
(most?) cases as opposed
to my real world identity

* Additional conversation at:

http://Iwww.xmlgrrl.com/blog/2009/12/31/how-to-
rest-assured/

http://connectid.blogspot.com/2010/01/taxonomy-
of-federated-applications.html

PayPal
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Well for a start ...

 There should be a lot more levels between AL1
and AL2

Pseudo-anonymity should have much broader
acceptance (maybe at all levels)

In broad e-commerce transactional domains a
level 1.x may be the 80% case

Even government e-commerce transactions
probably don’t have to know who you are

PayPal



But maybe mostly because ...

 The model fails to account for risk based
processing

* Financial institutions and most commerce sites
apply a set of risk based evaluation rules

PayPal



But maybe mostly because ...

» Unlike NIST, risk based systems are not a one
time identity proofing exercise

» Continual verification of identity “goodness”

— Context, transaction history, behavior, ...

« Enhancement to
authentication

— Triggers for step-up authentication s

PayPal



US Federal Privacy Policy

Informed Consent
— Define default information to be released to RPs

— Should provide ability to deny release of certain attributes

Abstract Identifier
— Where PII not required

Minimal Transmission

— No more attrib than required shared

Activity Tracking

— Not disclosed to other parties



User Managed Access

Authorizing User

user agent
Authorize

\%

Host . s :
Protected PEPRProtect=zls Authorization Grant Access

Resource Manager

Enforce

\Y

Access

Requester

PayPaI http://kantarainitiative.org/confluence/display/uma/UMA+Explained



UMA Dashboard

000 Top Sites
‘ ‘TF‘ (] (@] Ii‘@co to this address ¢l (ar ) (=]
[ i URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »
Top Sites [

@ CopMonkey protects your data

an UMA sample AM

Home User Profile Analytics Hosts Policy Grant Access

Resources/Hosts or Basket Type of Information
. . 5
P Unseen University 4
3
p» UniBank Corp 2 —
= ——- |
p Financial RISK CS
. Locational B Vacational
» Resources4Loan I Biological Biographical
BigCo.Com .Tra.nsactional
Resources Shared: CV Professional _
Requestors Host or Basket: Unseen University Privacy Exposure
) Created: 01/29/2010
v BlgCo‘Com' Contract: Data Processing
CV Professional Status: Active
P Financial Service Suspend Edit Policy
Delete Transaction History

Your information around the World

Alerts and Notifications

P Pending Requests (2)
» Contracts Expiring (1) J;l 3 -
- L
P Transactions (3) T ‘
P Violations (0)
Click to enlarge view
Contact | Jobs | Site Map

© copyright 2009 CMinc. All rights reserved. |
‘ /.

PayPaI http://kantarainitiative.org/confluence/display/uma/User+Experience



Role of IDP?

Relying
Party
Contracts

“All information
should be free” Consumer

Agreements

“Help keep me safe” Consumer
IDP

“Assurance
“l am very - evel 3”
privacy conscious” Inforrr_|§t|or.1 ,
Classification

P ay P a’ Attribute Providers




Credit Card Analog

Credit cards evolved a similar if
more complex ecosystem

Card
Network «
Consumer and Merchant o e
: . Switch fee Switch fee™-.,
agl’eements with penaltIeS Jassessment  /assessment
................... Interchange ..., & @ |
Caveat Emptor foo 11
i |
— Credit card SyStem iIsina Steady state \ > merchant usage ::4 ssuer
* discount feeslawardg,:
— VERY different world during startup : /
phase
— Features now available were not Merchant
economically viable during the Consumer
equivalent credit card big bang % Acct
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Consumer IDP as Consumer Advocate

Consumer IDP must be focused on:
— The success of their users

— Privacy and Control
— Usability

Anonymity — the cut case

Consumer Control / Permission

— Tools and protocols necessary but not sufficient condition
— Consumer information classification

* What does the consumer think is sensitive?
- What are the trigger conditions?
Notification
— Exception reporting in human terms
Auditing

— “Just where did | go last week...?”

PayPal



The Three Laws of Consumer IDP’s???

1. An IDP may not injure a consumer, or through
Inaction, allow a consumer to come to harm.

2. An IDP must obey orders given by consumers,

except where such orders would conflict with
the First Law.

3. An IDP must protect its own existence as long
as such protection does not conflict with the
First or Second Law.

Reprod uction) rights ubza iiiiiiiiii
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Paypal "No kidding? — you broke all

three laws of robotics?"
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Unpaid Plug

I IW INTERNET IDENTITY WORKSHOP 10

A WORKING GROUP OF IDENTITY COMMONS
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