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Intel® Expressway Cloud Access 360

Enterprise to Cloud SSO Securing Custom or SaaS Apps
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Combining Enterprise Class Strong Auth with SSO
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ICAM Trust Frameworks

(Identity, Credential and Access Management)

Private-Sector
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-Source- Open Identity Exchange

US ICAM LOA 1 trust framework enables U.S. federal agency websites to begin

accepting OpenlID and Information Card credentials from
OIX certified private-industry providers.
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Background

e Background - PayPal & Intel implemented a
POC to prove how an OpenlD provider can
enable access to SAML aware apps

e Challenge - ICAM community requires LoA2
certification- to be an IdP to high assurance
apps. This requires support for SAML

e Solution - Openld to SAML bridge

e Benefit - Enables users to leverage private
sector credential to access federal apps
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OpenlD Provider
( OpenlID Provider \

e.g. PayPal
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Able to target high Convert to SAML / SAML

assurance verticals
as ID provider
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Cost savings and

User Log-in w/OpeniD expanded audience
to access high that can access app
assurance app that is

SAML aware
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Enterprise Leverage OpenliD
w/Strong Auth

(~ Enterprise (IdP) ™\

Intel® Expressway

Cloud Access 360
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Service Provider (SP)

I OpenlD

e Leverage OpenlD over internal AD (e.g. Contract workers or affiliates)
e Add 2" factor authentication to OpenlD

e Convert to SAML for accessing LoA 2 level apps kanta G



Service Providers - Who want to Accept
Open Ids w/Strong Auth

/ Service Provider (SP) \

Intel® Expressway

Cloud Access 360
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Strong Auth : e.g. JSON SEERKe
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o Have applications accept both direct login and federated authentication
e Add 2" factor authentication
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More Info

2 Webinars with
FORRESTER

Regain Control...Secure the ' Dynamic Perimeter (intel

Home Products Solutions Info Library ~Partner Solutions News / Events Contact Us C I O u d I D

oy e SO Session *Strong Auth
L T *Provisioning

Tt o July 27 & 28
Information Library G
Download

FEATURED: Security Gate

Data Sheets (more) Analyst Reviews (more) Intel SOA Expressway v 2.5
B - Ovum/Butler: Gateway Technology Audit Free 30 Day Trial
White Papers (more) -
- XML Threat Model-Web 2.0 - 451 Group-Security Gateways
- Comparison to IBM DataPower x150 Video Tutorials (more)
- Take Control of the Cloud White Paper - e-Storefront- Backend Security Expert Security Education
- Integrated Governance Framework - 8 Appliance Usage Scenarios
- Gateway as an Enterprise Service Router .
Case Studies (more) v P O Latest wieninar 1
- 1d Broker-SAP= NetWeaver ecure the Edge
i Tech Training Series
- Secure Mediation- Health Service
- Data Transformation: Financial Industry ——

© 0n Demand Tutorials

' Partner Solutions

Learn About
Cloud Security Risks

© Landmark Intel Cloud
Security White Paper

External Web
Service Security
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Demos
www.intel.com/gol/identity
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