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NSTIC Pilot Overview

“This work was performed under the following financial assistance award 70NANB13H186
 from the U.S. Department of Commerce, National Institute of Standards and Technology”



•  Founded by two Army Rangers in 2010 to help members of the military to verify 
their service affiliation online


•  Developed a real-time, attribute verification service to ensure the individual 

accessing a benefit or service online (e.g. military or student discount) is eligible

•  Selected by the Department of Commerce for a $2.8M grant as one of five 

companies in America with the most advanced digital identity technology

•  Awarded the title of “Most Veteran-Friendly Small Business in America” for 

2013 by the US Chamber of Commerce and Spike TV

•  Finalists for The Wall Street Journal Startup of the Year

•  Brand Partners include: Sears, Overstock.com, Sam’s Club, Under Armour, 
Columbia, eBay Motors and many more

•  Today, ID.me has over 300,000 users and over fifty national retailers
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Veteran Owned, ID.me is a Leader in Digital Identity



Started by solving digital identity barriers for the military
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Veteran verifies with 
ID.me to receive discount

Member claim is verified 
and account is registered

Veteran sees button 
on UnderArmour.com1 2 3

Through a privacy enhancing and voluntary attribute 
verification process for Commercial RPs
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Access: Service members and veterans do not possess a digital credential 
and are limited to inefficient processes for verification

Liability: The requirement to present a Military ID or DD Form 214 to a 
Relying Party substantially increases the risk of identity theft

Awareness: Relying Parties are unable to communicate with, or 
recognize, service members or veterans through digital channels

1
2
3
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The current status quo creates issues with Access, 
Liability, and Awareness and is unacceptable



Expanding API: Verify Primary Identity & More Groups
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Student IDFirst Responder ID

•  EMTs
•  Fire Fighters
•  Police Officers

•  Undergraduate 
•  Graduate

Troop ID
•  Active Military
•  Veterans
•  Spouses
•  Family Members
•  Reservists



ID.me Identity Broker Acts as a Digital ID Card for Customers

Customer Reviews Data Requested And Grants Permission

Verified 
Name/Age

Time 
Savings

Upgraded 
Authentication

Lower 
Cost

Better 
CRM

Organization Requests Information

AgeHobbiesPhone 
Number

Business 
Credit
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Sex

Purchase 
History

LinkedInFacebook
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E-Mail
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Work 
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Creating an Efficient Identity Gateway for the Web



ID.me’s value proposition rests on the ability to rapidly verifying customer eligibility through 
government data, physical credentials, and private APIs

Public Data Stores
National EMT Registry
Medical Licensing Board
Teacher Registries

Physical Credentials
Drivers License
First Responder ID
Student ID

Private APIs 
Membership groups
Financial Institutions
Card Networks
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Value Proposition and Rapidly Verifying Customers 




ID.me Verified as a:
    Veteran 
    UT-Austin Graduate
    AAA Member
    EMT Certified
    Income
    Home Address

Meet Amy

Enabling a user-centric, interoperable eauth solution
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NSTIC Pilot Overview

Providing Military Service Members and Veterans 
with Digital Credentials to Access Benefits Online 



Schedule Overview
Months After Award 

Oct	   Nov	   Dec	   Jan	   Feb	   Mar	   Apr	   May	   Jun	   Jul	   Aug	   Sep	   Oct	   Nov	   Dec	   Jan	   Feb	   Mar	   Apr	   May	   Jun	   Jul	   Aug	   Sep	  

Project 
Kickoff 

LOA 2/3  
Pre-Assessment  

Certify Conformance to  
Kantara Trust Framework 

DAON IdentityX  
Integration 

Experian Precise ID Integration 

Development of SAML  Authentication Capability 

TELCO Integration  

PCI Compliance Assertion 

Government Agency  2 Web Services Integration 

ORC Integration (PIV-I, ACES, eAuth) 

Legend 
        Primary Identity Proofing Integration 
        Kantara Trust Framework Integration 
        Lower Level RP integration 
        LOA 3 Relying Party Integration 
        PCI Compliance 
        Additional Identity Proofing Integration 
 

DMV Integration 

FI Integration  

VSO Integration 

Yodlee Integration  

Government Agency 1 Integration 

Mobile Application Development  

Quarterly Findings       And Status Reports 

Phase 1 

Phase 2 

Phase 3 

FCCX  Integration 
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Existing partners are expanding their programs across 
channels, while adding more attributes
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Veteran Service Organizations will use Troop ID to verify membership 
eligibility and remove the requirement to scan a DD Form 214
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Virginia DMV will be able to partner for federated identity
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Government agencies will expand use of Troop ID as 
an Identity Provider



Users Establish Credentials Across a Network
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Becomes easier for each participating network partner to receive verified data

Amy finds Overstock.com’s 
veteran discount

Amy creates an ID.me account 
and verifies veteran status

Sensitive PII tokenized and 
securely encrypted at rest

Amy encounters Mariott’s 
MOAA ID.me program

Amy receives Marriott discount without 
need to present card in-person

ID.me issues MOAA 
credential to Amy

ID.me decrypts relevant PII fields 
and preforms match with MOAA

Amy provides her MOAA number 
manually or through a card image

Amy comes across 5.11’s 
First Responder discount

Amy signs in with ID.me and 
provides her EMT number

ID.me decrypts relevant PII fields 
and preforms match with registry

ID.me issues First Responder 
credential to Amy



Members “Trust Elevate” across network
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Prevents fraud and allows access to higher value, higher risk transactions

Amy verifies Military service 
on UnderArmour.com

Amy receives a 15% discount 
off her entire purchase

Amy needs access to her VA 
medical records online

She upgrades her account with 
multi-factor authentication

BestBuy.com asks Amy to 
verify with ID.me

Amy uses her fingerprint or 
voice to authenticate

Best Buy process transaction 
for Amy

Amy attempts to purchase a 
$2,000 item from Best Buy



LOA 1

LOA 2

LOA 3

Low

High

Through the NSTIC Pilot, Troop ID will enable a veteran to 
expand the type and value of benefits they can access online 
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Appendix

Meet our Team, Advisors, & Board Members



Captain, United States Army (OIF Veteran)
MBA, Harvard Business School

Blake Hall
CEO & Founder______________________________________

Captain, United States Army (OEF/OIF Veteran)
MBA, Harvard Business School

Matthew Thompson
CEO & Founder______________________________________

Chief of Network Security, Pentagon
Executive Director, Microsoft

Glenn Schoonover
Director of Information Security, CISSP______________________________________

Director of Product Management, ePals
Director of Product Management, Mixx.com

Will Kern
Vice President of Product______________________________________

Senior Engineer, Onyx
MS Computer Science, George Washington

Tony Huynh
Vice President of Engineering______________________________________

Direct Response Marketing, World Wildlife Fund 
Director of Marketing, Bills.com

Jeanne Martin
Director of Digital Marketing______________________________________

Senior Site Ops Engineer, Vocus
Network Ops Manager, General Dynamics

Steve McGrane
Director of Developer Operations______________________________________

Vice President of Business Development, Living Social
Senior Director of Business Development, AOL

Holly Tennant
Vice President of Development______________________________________

Captain, United States Army (OIF Veteran)
MBA, Tufts

Aaron Tiffany
Vice President of Operations______________________________________

Principal Identity and Fraud Solutions ,Equifax
Lead Associate Identity and CSS, Booz Allen Hamilton

Ryan Fox
Director of Product Marketing______________________________________

Executive Team
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Co-Founder & CTO, TargetClose
Co-Founder & CTO, ZAG/TrueCar

Oded Noy
Advisor______________________________________

Managing Director, TechStars NYC
Angel Investor, Box Group

David Tisch
Investor & Advisor______________________________________

Co-Founder & CEO, TargetClose
Advisor, Pandora (P) LinkedIn (LNKD) Eteamz (ACTV)

Kelly Perdew
Investor & Board Member______________________________________

CEO, Palo Alto Networks
CEO, Verisign

Mark McLaughlin
Investor & Advisor______________________________________

Vice President, United States Chamber of Commerce
Superintendent, United States Military Academy

Naniel Christman
Advisor______________________________________

Founder, Preventsys,  Acquired by McAfee
Advisor/Investor, Mobile Cause, Active Network

Patrick Ravenel
Investor & Advisor______________________________________

Donald K. David Professor of Business Administration &
Dean, Chair of the MBA Program, Harvard Business School

Youngme Moon
Investor & Advisor______________________________________

President of the Americas,  Phycal
Battalion Commander, US Army

Alex Perwich
Investor & Board Member______________________________________

Payments Evangelist, Litle & Co.
SVP Electronic Commerce, Mastercard

Tom Puliot
Advisor______________________________________

VP Standards and Emerging Technology, DAON
VP Standards and Technology, SAFLINK

Catherine Tilton
Advisor______________________________________

Advisors are Prominent Leaders in Diverse Fields
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Discussion

Feedback from Kantara



The Case for a “Commercial” version of NIST 800-63

The need for Attribute Levels of Assurance

The Trust Elevation Challenge

1
2
3
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Initial observations from an “outsider”


