
Forensic Identity 
Management Based 
in Web 4.0
DAL Identity Management employs forensic onboarding through its Web 4.0 
platform and utilizes forensic cryptographic provenance to establish a 
seamless connection between a and an Single Existing Real-World Human 
Being and their Single Digital Twin Identity, ensuring global interoperability.



IDENTITY ESSENTIALS



WHAT IS AN IDENTITY?



WHAT IS A DIGITAL IDENTITY?









WEB 4.0



Web 4.0, or “WebNext”, connects all the 
operations of a business into a sustainable 
& profitable system by turning web objects 

into their own microservices.



THE BASICS OF WEB 4.0 INFRASTRUCTURE & IDENTITY

Web Layer

Internet Layer

(Root Level)

Protocols Blocks Keys

ServersProgramsObjects

Web Objects

Keys

WEB 2.0

WEB 3.0

WEB 4.0

Centralized, limited scale to servers 
Limited security

(De)Centralized, limited scale to ledgers 
Even more limited security

Autonomous & cleanly distributed  
Unlimited scale at any level due to interoperability 

Fully secure at every layer or level

Web 2.0/Web 3.0 identities owned & managed by 3rd 
parties driving AI-generated synthetics or fakes

MUTUAL CONSENT

REAL PERSON SAME IDENTITY



WEB4 LAYERS WEB4 SERVICES

applications

middleware

datacenters

interoperating system

virtualization

INTERNET OF SERVICES SUITE

PRIVACY + SECURITY SERVICES

IMPACT PERFORMANCE ANALYTICS

INTEROPERATING INFRASTRUCTURE

INTEROPERATING METAVERSES

Introducing Web4 (“WebNext”)

autonomous businesses

autonomous utilities 

autonomous  computing 

autonomous objects 

WEB4 ASSETS

no 3rd parties, “my data under my control”

autonomous networked interactions!

autonomous models 

WEB2 WEB3 

“Decentralized”  
apps with centralized 

inefficiencies

Connecting 
middleware is costly 

& wastes energy

No interconnected 
standing datacenters, 

massive compute costs

No available 
interoperating system

Virtualization is limited 
because data is limited

Centralized  
apps are time-intensive 
therefore costly to develop

Middleware used to 
connect apps/services is 
costly & hard to maintain

Datacenters incur 
massive compute costs, 
or, can’t scale businesses

No available 
interoperating system

Virtualization is limited 
because data is limited

Web4, or “WebNext”, connects all the operations of a business into a sustainable & profitable system. 
We invented Web4 in a Tier 1 software stack interoperable with any type of computing system. 
This software stack is 5x less in computing costs, and is 20x more profitable with its microservices. 

Click here to watch this 
amazing explainer video of 
our technology made by our 

customer, Deloitte.

SHIFTSAPBANKSERVDELOITTENEOMDHL

customers:

socioecological + socioeconomic parameters

https://www.youtube.com/watch?v=0ijU9DLcCw0


FORENSIC CRYPTOGRAPHY



DAL Identity’s Forensic Cryptography

Forensic Cryptography

• Forensic cryptography combines the 
principles of cryptography and forensic 
protocol.

• It provides secure communication and data 
protection and enables the proper collection 
of digital data (evidence).

Advantages of Using Forensic 
Cryptography for Identity 
Management

• Provides end-to-end encryption, tokenization, 
and secure key management

• Ensures data integrity, confidentiality, and 
availability

• Improves digital security and provides 
consistent and reliable processes

• Aids in the identification of cybercriminals 
and the prevention of future attacks



DAL’s Web4 Post-PGP, Post-Quantum Security at a glance 

AES PQC W4S
(Advanced Encryption Standard)

Protocol-Based Elliptical Curves

Largest solvable key size: 795-bit (2019)

(Post-Quantum Cryptography)

Protocols Applied to Web Objects

Indeterminable Key Sizes

RSA-Focused Algorithms Shor’s/Grover’s Algorithms

(Web4 Security)

Complete Object-Orientations, SuperKernels

1-Bit Binary Representations (no key limits)

Holonomial Algorithms (instances)

MATH MATH OR LANGUAGE MATH + LANGUAGE

SSH Completeness (no traceability)SSH Incompleteness (some traceability)Lots of SSH exploits



Traditional PGP security.
“Charlies” that are cast out which don’t support actual, real trust between peers or counterparties.

BOB ALICE CHARLIE(s)
I verify that you are 
a real person with a 
reputable identity.

I also verify that you 
are a real person with a 

reputable identity.

I verify as the closed 
network that you both 

are real & reputable.

Bob’s key is used for 
this one exchange & 

then discarded

Alice’s key is used for 
this one exchange & 

then discarded

Charlie’s “master key” 
represents this single exchange 
as an object & then is discarded

Charlie, as the 
closed network, 

now facilitates 
(web) object 

redistribution 
between 

counterparties, 
once an asset is 

exchanged beyond 
the initial one.

asset metadata as web object asset metadata as web object TRANS-ACTIONACCESS



Trustless trust.
Keyless object pairings (without trust seals) that support actual, real trust between peers or counterparties.

Charlies search for a “master key” 
representing this single exchange 

as an object & then find it!

asset metadata as web object asset metadata as web object TRANS-ACTIONACCESS

Two Charlies 
become a trusted 
Bob and a trusted 

Alice with a 
“master key”!

A bunch of untrusted 
Charlies, in an open 
network which all 

have the potential of 
acting on behalf of 
Bob and Alice, but 

are still required to 
generate a key to 

access an asset for a 
trans-action.



Person Device

Cryptographic Key

DATA REQUEST

New Cryptographic Key (IdentiKee) generated for this instance

Encrypted Object

 (Information)

Cryptographic Key

THE BASICS OF “TRUSTLESS TRUST” REUSABLE IDENTITY



WEB4 Security object-level holomorphic hashing system

node
object

objects represented as fully 
programmable entities

labeled strings (smart strings) as 
fully hashable graph objects

HOLONOMIALS

Holonomials simulate post-
quantum level cryptography with a 
holomorphic hashing mechanism as 
1-bit succinct binary representations 
of root primes, symbols & syntax.



QUANTUM-TOLERANT/SAFE CRYPTOGRAPHY

ONCE

ONCE

container which 
receives mainnet data

container which sorts & 
compiles metadata

Root prime numbers as 
hashes (holomorphic) are used 
to naturally accelerate, or slow 
down, processing & computation 
of binary bits (blockchains) & 
qubits (quantum ledgers).

When an asset is 
transferred from container 
to container, the blocks “slow 
down” the instance of the 
transfer such that it is 
captured as metadata. That 
metadata is owned, managed 
& permissioned by you.

quantum dots

As represented on its own holomorphic node…



PHOTONIC ENERGY TRANSFER SECURITY

ONCE ONCE ONCE

Real Identity transferred & captured via real quantum mechanical energy.

electron to quantum dot transfer

nodes as objects

corresponding root prime hashes
quantum to electron dot transfer

WHOLE ENTITY

In other words, quantum 
energy as qubits, arranged as 
ordered pairs, through special 
primes, as complete labeled 

smart strings — progammable 
as full entities in a self-

organizing graph with the 
fully secured Real Digital Twin 
at the center of interactivity!

orbitals orbitals



WEB 4.0 REFERENCE METHODOLOGY

Authenticated Personal LibraryReferencable Instanced Hashes of Pii + MetadataPersonally Owned Digital Twin

b#b*

b*#(b*#b*)

b#(b#(b#b*))

(b#(b*#b#)#b*

new ledger entry

new ledger entry

One, uniquely owned instance of you Unique hashes representing one use for every instance/request

WEB

OBJECT

Cryptographic hashes referenced & ledgered



THE FUNDAMENTALS OF DAL’S FORENSIC CRYPTOGRAPHY

A B C D

Bodily data are harvested 
as pre-encrypted hashes

Corresponding hashes are indexed 
into the DAL reference library 

owned by the individual

The library has any number of public 
versions or instances per the data request

E

If the data request is authenticated 
(self-referenced) then the data 

move freely & securely

If the data request is not 
authenticated, then only 

the hashes are referenced

The corresponding hashes 
matched to the underlying data 
are paired back to the source

A complete, ongoing forensic audit, preserving all data integrity & the individual’s identity

The forensic trail leads back to the source, and to wherever 
the source data go, with each step (re)authenticated



IN SUMMATION



AUTONOMOUS SECURITY IN THE DAL IDENTITY SYSTEM
WHOLE PERSON

WHOLE SYSTEM

Encrypted 
Object

Requested  
Encrypted 

Object

(NEW VERSION/INSTANCE) (NEW VERSION/INSTANCE) (NEW VERSION/INSTANCE)

Requested  
Encrypted 

Object

Requested  
Encrypted 

Object

1st Party 
Verified 
Consent

1st Party 
Verified 
Consent

1st Party 
Verified  
Consent

A whole person supported by a whole system with each 
part protected & therefore invulnerable as a whole!





Thank you.

https://www.dal-identity.com/

https://ceruleancircle.com/

