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Data Control & Privacy Transparency

Academic Research
« CCTV Notice Transparency in London actually decreased in public from

89% - 92% over 8 years
« Only 8% compliant with the data protection act

Privacy Policy & Notice Research
- 90% + of Privacy Policies are Fake
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Why We Have Privacy Policies”

1.Transparency

4. Used as privacy Notice

2. Society is run on consent ——
consent CE—

3. Tool of Selt Regulation JR—
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Privacy Status

Notification of Privacy Policy Changes

Whenever we make a material change to the information collected through Brave or how we use it we'll update the
policy posted here. When this policy changes, we'll announce it to let you know — or you can check back here after each

update. We hope you'll find any changes agreeable, but if you're not comfortable with the info we collect or how we use

it, we understand your choice to stop using—— 1
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Why Privacy Policies are Privacy 1.0

eThey are too long to see
the changes

e Static Policy Document
people can’t track accurately

eNot usable for people to
understand privacy in
context
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CCTV in London

Missing basic information

« Purpose

Contact information

e When called - not usable for privacy in
context for security - Fake privacy
e Security Tool - used as deterrent
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Netflix

0 Important Notice

We periodically update our service terms and policies. Please confirm that you have read and agree to the current Terms of Use and Privacy
Statement. If you do not agree, you can cancel your membership in Account.

| Agree

Home TV Shows Movies Originals Recently Added My List Q KID

CONSENT
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Netflix

Important Notice

We periodically update our service terms and policies. Please confirm that you have read and agree to the current Terms of Use and Privacy
Statement. If you do not agree, you can cancel your membership in Account.

| Agree

Shows Movies Originals Recently Added My List Q K

- LK w-w
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Google

Welcome to the Google Privacy Policy

An updated version of our Privacy Policy takes effect on May 25, 2018. See the
updated version of the policy

Advertising identiﬂers for mobile apps

To serve ads in services where cookie technology may not be available (for example, in mobile applications), we may
use technologies that perform similar functions to cookies. Sometimes Google links the identifier used for
advertising on mobile applications to an advertising cookie on the same device in order to coordinate ads across
your mobile apps and mobile browser. This can happen, for example, when you see an ad within an app that launches
a web page in your mobile browser. This also helps us improve the reports we give to our advertisers on the
effectiveness of their campaigns.

To opt out of personalized ads in apps on your mobile device, follow the instructions below.
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Google:

We may share non-personally identifiable information publicly and with our partners —

like publishers, advertisers, developers, or rights holders. For example, we share
information publicly to show trends about the general use of our services. We also

allow specific partners to collect information from your browser or device for

advertising and measurement purposes using their own cookies or similar
technologies.

If Google is involved in a merger, acquisition, or sale of assets, we'll continue to ensure

the confidentiality of your personal information and give affected users notice before

personal information is transferred or becomes subject to a different privacy policy.
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Facebook

To show you better ads we
use data that

Advertisers, app
developers, and publishers
provide us about your
activity.

We show you better ads by using data from
advertisers, app developers and publishers

We care about protecting your privacy. We don't sell your data,
and we've designed our ad system so we can show you relevant
and useful ads without telling advertisers who you are. To show
you better ads, we use data that advertisers, app developers and
publishers providé Us about your activity ol Facebook company
Products. This data includes your use of these partners' websites
and apps and certain offline interactions with them, like
purchases. You control whether we use this data to show you ads.
To confirm we can use this data to decide which ads to show you,
select Accept and Cojjiiiié ou UL 1 0 USE LIS U
to decide which ads t@show you, select Manage Data Setting.

What's collected

Manage Data Setting Accept and Continue
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Privacy 1.0 Summary

1. Inspired a global practice of providing privacy polices
2. Privacy policies are not fit for purpose of people facing
orivacy

3. Obscure privacy status to avoid liability

4. Written by lawyers that don’t understand privacy
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Privacy 2.0




What's Privacy 2.0 Really About?

eRelationships - Require Awareness of state of Consent

e Co - Regulation: Business, Regulator & People

*Types of Consent - Authority For Processing PII

e |dentity Relationship Management
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Consent Across Jurisdictions

APEC Privacy Framework

Japan Personal Information
Protection Act

Austrailian Privacy Principles

Safe Harbour Privacy

US FTC Fair Information
Practices

Canadian Standards
Association Code

Health Insurance Portabilty &
Accountabilty Act (HIPAA)

ePrivacy Directive

General Data Protection
Regulation

UK Data Prtoection Act

EU Data Protection Directive

UN Guidelines Conceming
Computerised Personal Data

1980 OECD Guidelnes

Privacy Act of 1974

X

X

CONSENT

OPEN

Accountability

Notice

Consent

Collection

Limitation

Use Limitation

Disclosure

Access and Correction

Security SafeGuards

Data Quality



A Receipt

the world.

iting in

A receipt is the oldest known wr



Version
Jurisdiction

Consent Timestamp Proof of Consent : Consent Assurance
Collection Method

oy Consent Records & Receipts

Consent Transaction Parties

Consent Recelipt

Pl Principal ID

‘rs Pil Controller

joint controller

\
5
%0 OA . On Behalf (processor)
S
O

Pll Controller Contact

~
?0 S Consent PURPOSE SHARING TREATMENT
Based

Pl Controller Email
Pll Controller Phone

Data, collection, and useThis

Multiple/Delegated @
Identity of :
Data Contact flexible @

Controller(s) Yes or No o
categories, attributes, Pll o -
confidentiality level, and Pll Sensitive Primary/Secondary ®

Sensitivity. Data Purpose Category @

< Service Description ®

Privacy Policy
Service Purpose Pll Categories @
Purpose Specification Termination

Purpose Category ) o Sharing Purpose @
. 0 Consent Type Shanng_ and 3rd P
I O . q 3 Categories of arty (type)
n’ QrQ In“\cx\ PH Categories Data Shared Data Retention
Primary Purpose (o) :
: Logic Processing
Termination @ Data _
Third Party Disclosure Treatment Location Storage
Recipients Profiling
Third Party Name

Sensitive Pll
Sensitive Pll Category
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OPEN CONSENT
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Types of Consent

Consent Types

Explicit Consent

Implied Consent

No Consent with Notice

Consent Type: Justification

and Authority to Process
Consent for personal data
processing

Contract, Legitimate Interest,
Vital Interests for processing
Personal Data

Public Interest, Safety &

Security

Example

Health care or OpenBanking

Video Surveillance in a Mall,

with a sign on door

Surveillance, CCTV in public
spaces

Criminal Investigation, Gov



Privacy & Consent Status

« Consent Receipts enable people to compare
current against the original privacy policy

* People can independently see privacy status.
* Provides Proof of Consent

« With GDPR - People can use a receipt for
privacy rights, administer identity, and control
data

openwsem
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Why |dentity is Important to Privacy

- Consent Management

- Track who consented to what,

- Protect Organisations
Weaponised privacy
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User Managed Access

* Enable people to manage their own access

« UMA enables all types of identity
architectures, with people controlling access

* public systems where data practices are
co-regulated,

* private systems - which people own solve
the pseudo privacy problem

=N
dUMA

&

UMA Chair: Eve Maler - Chief Umanitarian
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|[dentity Relationship Management

* For Privacy To Be Usable

 |dM systems can be aware
of the relationship in context

* |dentity Can Be Co-
Managed

« Consent Status providing
critical context for IRM

Ildentity

Management

OPENwISENT e
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|[dentity Relationship Management

Authorization

By Kantara Chair of IRM - Sal D’Agostino
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kaNtara

Driving standards in Identity & Privacy

» CIS: Consent &Information Sharing
« UMA: User Managed Access
 -|RM: lIdentity Relationship Management
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