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End Of Privacy 1.0



© Open Consent Group 2017

Data Control & Privacy Transparency

Academic Research 
• CCTV Notice Transparency in London actually decreased in public from 

89% - 92% over 8 years 
• Only 8% compliant with the data protection act

Privacy Policy & Notice Research 
• 90% + of Privacy Policies are Fake
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Why We Have Privacy Policies?
1.Transparency
2. Society is run on consent 
consent

3. Tool of Self  Regulation

4. Used as privacy Notice
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Privacy Status
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Why Privacy Policies are Privacy 1.0
•They	are	too	long	to	see	
the	changes	

•Static	Policy	Document	
people	can’t	track	accurately		

•Not	usable	for	people	to	
understand	privacy	in	
context	
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CCTV in London

Missing	basic	information

• Purpose

Contact	information	

• When	called	- not	usable	for	privacy	in	
context	for	security	- Fake	privacy

• Security	Tool	- used	as	deterrent	
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Netflix
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Netflix
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Google
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Google: 
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Facebook

To	show	you	better	ads	we	
use	data	that	
Advertisers,	app	
developers,	and	publishers	
provide	us	about	your	
activity.	



© Open Consent Group 2017

Privacy 1.0 Summary

1. Inspired	a	global	practice	of	providing	privacy	polices	
2. Privacy	policies	are	not	fit	for	purpose	of	people	facing	

privacy
3. Obscure	privacy	status	to	avoid	liability
4. Written	by	lawyers	that	don’t	understand	privacy	



Privacy 2.0
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What’s Privacy 2.0 Really About?

•Co	- Regulation:	Business,	Regulator	&	People

•Types	of	Consent		- Authority	For	Processing	PII	

•Identity	Relationship	Management	

•Relationships	- Require	Awareness	of	state	of		Consent	
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Consent Across Jurisdictions

A receipt is the oldest known writing in the world.



A  Receipt

A receipt is the oldest known writing in the world.
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Consent Receipt
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Types of Consent 

Consent Types
Consent Type: Justification 

and Authority to Process 
Example

Explicit Consent
Consent for personal data 

processing
Health care or OpenBanking 

Implied Consent

Contract, Legitimate Interest, 

Vital Interests for processing 

Personal Data

Video Surveillance in a Mall, 

with a sign on door

No Consent with Notice
Public Interest, Safety & 

Security

Surveillance, CCTV in public 

spaces

Legal Obligation: Published 
Criminal Investigation, Gov 
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Privacy & Consent Status

• Consent Receipts enable people to compare 
current  against the original privacy policy 
• People can independently see privacy status. 
• Provides Proof of Consent 
• With GDPR - People can use a receipt for 

privacy rights, administer identity, and control 
data
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Why Identity is Important to Privacy

Consent	Management

Track	who	consented	to	what,

Protect	Organisations	
Weaponised	privacy	
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User Managed Access

• Enable people to manage their own access
• UMA enables all types of identity 

architectures, with people controlling access
• public systems where data practices are 

co-regulated, 
• private systems - which people own solve 

the pseudo privacy problem 
UMA	Chair:	Eve	Maler	- Chief	Umanitarian
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Identity Relationship Management

• For Privacy To Be Usable
• IdM systems can be aware 

of the relationship in context
• Identity Can Be Co-

Managed
• Consent Status providing 

critical context for IRM
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Identity Relationship Management

By	Kantara	Chair	of	IRM	- Sal	D’Agostino	
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Driving standards in Identity & Privacy

• CIS: Consent &Information Sharing
• UMA: User Managed Access
• -IRM: Identity Relationship Management
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Thank	you


