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Community Group
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W3C Community Group made up of academia, industry, legal experts

Obijective: to provide Vocabularies based on the heterogeneity or homogeneity
of the agreed upon use cases and requirements, we will define a single or a
modular set of vocabularies for exchanging and representing interoperably:
personal data, purposes/processing, disclosure/consent, anonymisation, and
transparency logs.

Released first draft of Data Protection Vocabulary (dpv)
Access at http://w3.ora/ns/dpv
Development at hitp://aithub.com/dpvca/dpv

Welcome feedback and comments !!!
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http://github.com/dpvcg/dpv

DPV - A collection of vocabularies

[ Data Sub]ect Data Controller Recipient ]
Personal
Processing Data Purpose
Handling

r*/ R.

Technical
Personal Data Organisational
Legal Basis [ Categories ] Measures




Purposes

W Purpose
Sector

N~

Service Commercial . Service .
R&R Interest Optimisation [P ers?)ir;;igim on]
Cusotmer Care / Academic / ; ; Access Control
: : Sell to Third Parties, : Optimisation for?
{ Delivery of Goods ] Commercial Sell Insights, Analytics Fraud Detection P

Identity Verification Controller
Data Subject




Processing

Processing

is Systematic Monitoring?
is Evaluation or Scoring?
is Matching or Combining?
is Automated Decision Making?
is Large Scale?
is Innovative use of new solutions?
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\ Restrict

P

Destruct
Erase
N/ Disclose b
( Ad.apt \ énalyslt: Transmissign
Align onet Disseminate
Alter Profiling Make Available
Anonymise Retrieve Share
Combine Acquire Transmit
Derive Collect
PseudoAnonymise Record



Personal Data Categories

The following are of i ion relating to an indivi whether it relates to his or her pnvate
pmfesslonal or public life. C: ies are not exclusive. {0 d multiple

INTERNAL HISTORICAL FlNANCIAL!:’
Q =i ] | e

Ownership
Information about things
anindividual has owned, rerted,

bormwed, possessed

Transactional
Information sbout an individual's
purchasing, spending or income

Credit
Information about an indvidual's

reputation with regads to money

SOCIAL Q

Professional
Infomation about an individuals
educatonal orprofess ional carer

Authenticating
Information used to autherticate
an individusl with some thing they know

& Preference
< ® ’ EXTERNAL

Identifying
Information that uniquely or sem -uniquely
arnitan 8 specifc ckunl
E-3 Ethmc
ﬁn il
* an individu .nmgms.m..u;

Sexual
Information that describes an individuals sexual ife

Personal Data
Category

Criminal ¢°9

Irfomnation about an ndnidual's criminal actvity 66

E Behavioral

2B, e ortt

g Demographic
sham!wmmhers

Z Family
Medkzl and Heall Inf ﬂ

L 4 it 4 Special Category of

formation aboutan individual's public life

Personal Data

Information that des cribes an individusls health 3 rariages dvarces
2 Social Network X

medical conditions or healthcare.
Commumcamon

Information mmmumm ﬁnmnlo. mﬁ dual r‘-
TRACKING

Computer Device Contact Location
nformation abous a device that an individual uses @ Infomation that provides a mechanism Infommation abouta
= ) individual n individuals location

m I;hysical Chalaclens:a B

s b o

Provided by Enterprivacy Consulting Group https://enterprivacy.com




Technical and Organisational Measure

Technical & measure implemented by
Organisational storage
Measure

location
duration

[ Organisational

Guidelines &
Principles

PseudoAnonymisation] At Rest

In Transfer

Access Control
Authentication

Code of Conduct
Design Standards
Privacy by Default
Deldentification s T
Al Authorisation Risk Mana ement]
Storage Legal Agreement [ ’
Restriction | Certification/Seal \'

Re-certification
Deletion Staff Training

Privacy by Design
Location

Duration




Consent

Consent

'L notice

] fcmmt]

[ is explicit

time J
expiry

[ provision
v/’——[ wnhdrawal
[ justlflcatlon event or
provision by .

condition

[ method &

time ]
[withdrawal by] [ mettirr:?: & :]
justification




Representation

RDF+OWL2 JSON-LD Controlled Vocabulary

Semantic Web

W3C Standards
Universal Serialisation
Knowledge Graphs

Inferences + Rules

Web-native JSON
Ready to integrate
Linking vocabularies

Bridge between
semantics and systems

Compatible with
Knowledge Graphs

Words only (Text)
Loses semantics
Cannot be extended
Cannot be reasoned

Easy to integrate




Ongoing Work

e Examples and Use-Cases
e Expand with more categories
e Recipients, Third Parties, Roles

Contribute

Q  Join DPVCG

0 Send suggestions/comments/feedbacks to public mailing list
d  Interact on Github

O  Communicate with one of the CG members
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