The following DRAFT evaluation report of the IDESG Use Cases v1.4 was prepared by the Privacy Evaluation Subcommittee for approval by the Privacy Committee. Prior to that approval, the Standards Committee voted in a ballot ending 2 April 2015 not to forward this document to the Plenary, so no further action was taken by the Privacy Committee
The draft evaluation report is below to provide a record of the evaluation that took place.
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DRAFT

Date: 25 February 2015
To: Plenary Chair, Management Council Chair
From: Privacy Committee Chair
Subject: Submission of Privacy Review Report for Plenary Consideration

The following Privacy Review Report was prepared for the following work product:
IDESG Use Cases v1.4, available online at 
https://www.idecosystem.org/filedepot/folder/161?fid=1601
Submitted for privacy evaluation on: February 11, 2015
By Standards Committee/Use Case Ad-Hoc Committee
Based on our evaluation of the work product and our efforts to identify and remediate any privacy issues or risks, consistent with the Privacy Evaluation Methodology, we are submitting our report along with the following intention regarding a 5.3.3.2 objection:
 No Privacy Issues
 Privacy Issues, No Objection
 Privacy Issues, Formal Objection
This work product was evaluated as a change from IDESG Use Cases v1.2 as described in Step 2.8 of the Privacy Evaluation Methodology v2.0. Accordingly, issues that have been satisfactorily addressed in the revision have been removed from the report, and a brief explanation of the status of remaining items is included in italics following each item. Non-privacy issues have not been re-reviewed because they are only informational.
List of Privacy Issues (if applicable)
Issue numbering below corresponds to the numbering of issues in the UCAHG response to the draft privacy report. They are not sequential because non-privacy comments are listed separately and a few issues were later deemed to be moot.
Device Integrity Supporting User Authentication
No remaining issues.
Authenticate Person Use Case
2. The goals/user stories section describes the use of the user’s email address to identify the user’s Identity Service Provider. This is not privacy preserving and, in the absence of reasonable alternatives, is too fundamental a privacy impact to address adequately as a Privacy Consideration.
The use case still does not present an alternative to the use of email address.
Identity Proofing Use Case
No remaining issues.
Cryptographic Authentication for Access to Online Resources
17. The Third Party described gets information on user activity and the Relying Party gets information on user association with a particular third party.
The use case acknowledges but does not address the privacy issue. In particular, the relationships of the Third Party need to be spelled out.
Delegated Authentication for User Managed Access
23. It is unclear who operates the authorization server, such as whether it is a third party or hosted by the resource owner. Suggest that a privacy consideration be included describing the responsibility of the host of the authorization server and their responsibility with respect to other parties.
The added privacy consideration, especially the first paragraph, is not specific enough to address the privacy concern.
25. The requirement for the relying party to enter email and mobile number requires the release of potentially too much information about the requesting party. Yet the phrase "arbitrary requesting party" in user story seems to imply the requesting party may be anonymous or pseudonymous.
This remains an issue.
27. The use case does not describe how informed consent is established when information is authorized to be shared, and how that permission may be revoked. This could be addressed in privacy considerations.
Partially addressed; revocation of permission is not discussed.
Credential Issuance Use Case
29. To be privacy-preserving, credentials (as defined in the glossary) need to be created "on the fly" based on the needs of a particular transaction, release of which is authorized by the user. Creation therefore may not happen in the registration process but rather as the transaction takes place. 
The use case seems to be confusing the terms “credential” and “token”, which is a privacy impact because credentials carry user attributes. Portions of the Privacy Considerations (correlation of data among applicable parties to the transaction) appear not to make sense in the context of this use case.
33. The note in the process flow saying that the process “may require publication of information” is potentially a very significant privacy concern and needs to be described more completely.
There is still no information on what the nature of the “publication” is.
Access Age Restricted Content Use Case
35. Authentication to the Attribute Provider cannot be anonymous and still establish the user’s age. This can be addressed by describing anonymity/pseudonymity as being with respect to the Relying Party, but not the Attribute Provider.
The Privacy Considerations do not address the issue; for example, and “identified interchange” among which parties? Do Not Track also does not address the unnecessary release of identifying information to a Relying Party.
Privacy Enhanced by User Agent
38. Users should be able to choose whether they want credentials to be cached and to retain choices for release of information. It should be clearer that there is user choice and informed consent for both, and not just by analogy with browser cookies. This could be included in privacy considerations.
The Privacy Considerations added are not very specific with respect to this issue.
40. The requirement for attestation about the user agent probably allows the registration authority to be aware of all of the RPs the user visits. Registration Authorities are not usually involved in normal transactions, and the requirement to involve the RA and inform it of transactions remains as a privacy concern.
The Privacy Considerations acknowledge the issue, but “Implementations should consider…” is not sufficiently normative.
Trust Elevation Use Case
43. The verifier gets visibility to what relying parties the user accesses. This is likely to be a privacy concern, particularly if the verifier is not a benefits provider and/or not entitled to know how the information is used.
“Implementers should consider…” acknowledges the issue but isn’t sufficiently normative.
Four Party Authentication and Authorization Use Case
45. The focus on user identification seems unnecessary. Insufficient thought seems to have been given to explicitly accommodating anonymous and pseudonymous credentials.
Response isn’t specific enough.
46. The relying party may collect information directly from the identity provider and/or the attribute provider, allowing either or both to track user interaction. Unclear how user notice and consent is managed in this use case. Despite mention in privacy consideration, the issue remains; direct communication between RP and IdP/attribute provider is fundamental to the use case.
Issue is not addressed; permission controls aren’t sufficient to address the concerns from direct communication.
Un and Underserved People Use Case
No privacy concerns.
Selectively Disclose Attributes Use Case
51. It is unclear who chooses the attribute verifier, the claimant or the relying party. This choice impacts the user’s privacy.
Language describing the choice of attribute provider is vague.
52. The use case appears to deal exclusively with a scenario in which a claimant must obtain attributes for the relying party at the time of the transaction. Success Scenario point no. 2, though, appears to contradict this by indicating that the claimant is able to disclose their attribute information without re-verification. What if a claimant already has credentials with the required attributes acceptable to the relying party?
Issue is not addressed.
53. The attribute provider appears to pass information directly to the relying party, enabling it to track the claimant’s interactions with relying parties. The need to provide blinding of the use of attributes to attribute providers is fundamental and cannot be addressed only by privacy considerations.
Issue is acknowledged but not addressed.
Remote Electronic Identity Proofing Use Case
The consensus of the committee is that no remaining issues remain. However, one member of the Evaluation Subcommittee has the following opinion:
This use case has been greatly improved from earlier versions and it is clear that much effort has been taken to address privacy concerns. 
My reservations are as follows:
        It is not clear how informed consent for the collection of individual human data and attributes is obtained. Nor how pressures such as employment success may influence consent. 
        Without better performance metrics the KBA aspects of the collection and dissemination of human attributes provides significant persistent and unreliably mitigated privacy and civil liberties risks.
        It is not clear what effect the collection, transmission and storage of individual human data and attributes across national border jurisdictions may have on privacy and civil liberties risks.  

Justification for Formal Objection (if applicable)
To be supplied.
General Comments
Throughout the Use Cases, many general themes have emerged that raise privacy concerns. Those themes:
1. Insufficient provision for anonymity and/or pseudonymity
2. Identity and attribute providers interacting directly with relying parties, enabling potential tracking
3. Insufficient consideration of post-conditions (e.g., attribute retention)
4. Description of specific solutions, which could have the effect of discounting more privacy-enhancing implementations
5. Inconsistent/confusing terminology complicating interpretation
The non-privacy comments were not re-reviewed in this version.
Minority Privacy Committee Opinion (if  applicable)
(no minority report)
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