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[bookmark: _Toc251591795]Executive Summary

The purpose of the Privacy Evaluation Methodology (PEM) is to provide a structured, objective process for evaluating the privacy issues and risks associated with Identity Ecosystem Steering Group (IDESG) work products and proposals. The IDESG Rules of Association and the Privacy Committee Charter both establish the requirement and responsibility for the development and execution of a privacy evaluation methodology.
As stated in the IDESG Rules of Association, establishing the Privacy Committee:
2.1.3.1.1 The responsibility to develop, maintain, publish and adhere to a consistent evaluation methodology for identifying privacy, and identity-related civil liberties risks and issues ("Privacy Evaluation Methodology").
Structured around the two phases of the evaluation process, the evaluation criteria, and the evaluation workbook, this document provides a perspective on both the process and the criteria used to evaluate privacy issues and risks. As the PEM is implemented, it will be evaluated for effectiveness and be revised or amended, as appropriate to help ensure that it meets expectations and incorporates the latest privacy standards, practices, and evaluation criteria.
The two phases of the evaluation process are:
PHASE 1: Privacy Engineering (Informal Evaluation) – Focused on the collaborative interaction between the Privacy Committee Liaison and Committee, with the objective of identifying privacy issues early in the development process and providing guidance on the mitigation alternatives. This is considered an informal privacy evaluation, and an opportunity to engineer privacy into the work products during development.

PHASE 2: Formal Privacy Evaluation – This describes the formal evaluation of IDESG Committee work products, with the objective to identify any unresolved or previously unidentified privacy issues or risks, propose mitigation alternatives, and work to develop a consensus agreement. The output of the formal evaluation will be the Privacy Committee’s Privacy Review Report and may include a formal objection, if privacy issues or risks remain unresolved. Recognizing the significance of raising a formal objection, the Privacy Committee does not intend to lodge objections over immaterial  issues or risks. 
The potential outcomes from the privacy evaluation process fall into one of the following three categories:
No Privacy Issues – No privacy issues or risks have been identified or remain unresolved. 
Privacy Issues, No Objection – Privacy issues or risks have been identified and remain unresolved, however, the Privacy Committee does not consider the issues or risks significant enough to warrant raising a formal objection.
Privacy Issues, Formal Objection – Privacy issues or risks have been identified and remain unresolved. The Privacy Committee considers the issues or risks significant enough to warrant raising a formal objection.
To set expectations for the timeframes involved, as required by the Rules of Association, the following timelines will serve as guidelines. In certain circumstances, based on the type of work product or the complexity of the privacy issues identified, these timelines may be extended or modified. The Privacy Committee will strive to meet the following timeliness for completing formal privacy evaluations of proposals and work products:
No Privacy Issues (30 days) – Evaluations of proposals and work products with no privacy issues or risks will be completed within 30 days from the beginning of the Formal Privacy Evaluation Phase. 
Unresolved Privacy Issues Identified (90 days) – Evaluations of proposals and work products with unresolved privacy issues or risks, identified either in Phase 1: Privacy Engineering or Phase 2: Formal Privacy Evaluation, will be completed within 90 days from the beginning of the Formal Privacy Evaluation. This will provide sufficient time to document the privacy issues or risks, develop mitigating alternatives, discuss with the submitting committee to seek a resolution of unresolved issues, consider the application of a formal objection, and gain Privacy Committee approval.
The most important component of the PEM is the evaluation criteria. As described in the Privacy Committee Charter, the objective was to develop a “standard set of criteria based on the Fair Information Practice Principles (FIPPs) as referenced in the NSTIC and related and consistent privacy frameworks or relevant privacy best practices.”  The evaluation criteria were developed from an initial set of privacy references, including the FIPPs and the Consumer Privacy Bill of Rights (CPBR), a set of privacy and civil liberties risks, numerous discussions, and the deliberations of the privacy experts on the evaluation methodology development team. 
The Privacy Evaluation Methodology Guidance and Analysis Workbook contains the detailed description of the evaluation criteria.
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[bookmark: _Toc251591796]Introduction
The purpose of the Privacy Evaluation Methodology (PEM) is to provide a structured, objective process for evaluating the privacy issues and risks associated with Identity Ecosystem Steering Group (IDESG) work products and proposals. The IDESG Rules of Association and the Privacy Committee Charter both establish the requirement and responsibility for the development and execution of a privacy evaluation methodology. 
Section 2.1.3.1.1 and 2.1.3.1.3 of the Rules of Association places the following responsibilities on the Privacy Committee:
2.1.3.1.1 The responsibility to develop, maintain, publish and adhere to a consistent evaluation methodology for identifying privacy, and identity-related civil liberties risks and issues ("Privacy Evaluation Methodology").
2.1.3.1.3 The responsibility to review all IDESG work products prior to approval by the Plenary in a timely manner and issue a Privacy Review Report, consistent with the time frames and procedures enumerated in the Privacy Evaluation Methodology.
Section 6 of the Privacy Committee Charter confirms and further clarifies these responsibilities:
It is the responsibility of the Privacy Committee to develop, maintain, and adhere to a consistent evaluation methodology for reviewing work products, identifying privacy risks, and providing mitigating recommendations. The Privacy Committee shall develop processes and tools using a standard set of criteria based on the Fair Information Practice Principles as referenced in the NSTIC and related and consistent privacy frameworks or relevant privacy best practices. The Privacy Committee shall publish the methodology to the Steering Group.
Charged with these responsibilities, the Privacy Committee formed a workgroup to develop the PEM, and determine the most effective way to execute a privacy evaluation methodology, including the process workflows, evaluation criteria, the individual and organizational roles and responsibilities, and the timelines necessary to perform evaluations. This document represents the culmination of that effort and the Privacy Committee and IDESG’s official Privacy Evaluation Methodology.  
[bookmark: _Toc251591797]Structure of the Privacy Evaluation Methodology
Structured around the two phases of the evaluation process, the evaluation criteria, and the evaluation workbook, the document provides a perspective on both the process and the criteria used to evaluate privacy issues and risks. As the PEM is implemented, it will be evaluated for effectiveness and be revised or amended, as appropriate to help ensure that it meets expectations and incorporates the latest privacy standards, practices, and evaluation criteria. This is described in the section on implementation. 



The two phases of the evaluation process are:
PHASE 1: Privacy Engineering (Informal Evaluation) – Focused on the collaborative interaction between the Privacy Committee Liaison and Committee, with the objective of identifying privacy issues early in the development process and providing guidance on the mitigation alternatives. This is considered an informal privacy evaluation, and an opportunity to engineer privacy into the work products during development.

PHASE 2: Formal Privacy Evaluation – This describes the formal evaluation of IDESG Committee work products, with the objective to identify any unresolved[footnoteRef:1] or previously unidentified privacy issues or risks, propose mitigation alternatives, and work to develop a consensus agreement. The output of the formal evaluation will be the Privacy Committee’s Privacy Review Report and may include a formal objection, if privacy issues or risks remain unresolved. Recognizing the significance of raising a formal objection, the Privacy Committee does not intend to lodge objections over immaterial issues or risks, and may produce the following types of Privacy Review Reports: [1:  In this document, the term “unresolved” means “not satisfactorily addressed.” The term “resolved” means “satisfactorily addressed.”] 

· No Privacy Issues
· Privacy Issues, No Objection 
· Privacy Issues, Formal Objection

In order to ensure that the PEM is effectively implemented and remains current, the following section describes the process for implementing and updating the PEM:
Implementation and Updating the Privacy Evaluation Methodology – This phase describes the finalization and approval process for adopting the PEM and the process for implementing the PEM by training Liaisons and educating committees. It also includes an iterative process for evaluating the efficacy of the methodology and periodically updating the methodology to improve the process or incorporate refinements in the evaluation criteria.
In addition to the process, this document details the evaluation criteria that will be applied to the evaluation of proposals and work products. The evaluation criteria is incorporated in the Privacy Evaluation Methodology: Guidance and Analysis Workbook (PEM: Workbook), which serves as a tool to support the evaluation process. 
[bookmark: _Toc251591798]Roles and Responsibilities
The following provides a description of the roles and responsibilities defined in the PEM. It encompasses both defined Privacy Committee roles and references to roles within IDESG committees.
Privacy Committee Liaison – Each IDESG Committee will have a liaison from the Privacy Committee assigned to support the application of the PEM, provide guidance on privacy matters, and support the work of the committee. The Liaison will be the lead on the Privacy Engineering Phase of the process. They will work closely with the committee, the development team, and the Evaluation Subcommittee to ensure the proposals and work products under development are identified, that assistance is provided during the development process to identify privacy issues or risks, and that the PEM process and any results are effectively communicated to the members of the committee.
Evaluation Subcommittee (ESC) – The ESC is comprised of members of the Privacy Committee and responsible for providing privacy subject-matter expertise and supporting the evaluation of proposals and work products. The ESC will meet regularly to discuss newly identified proposals and work products, review any privacy issues or risks identified during the Privacy Engineering phase, recommend mitigation alternatives, and provide the formal privacy evaluation, mitigation alternatives and recommendations for formal objection during the Formal Privacy Evaluation Phase.  
Privacy Committee – The Privacy Committee is responsible for reviewing the Privacy Review Report, recommendations for formal objection, and approving the final communication to the IDESG Plenary. The Privacy Committee is also responsible for approving the periodic updates to the PEM.
Privacy Committee Chair – The Privacy Committee Chair is responsible for monitoring the execution of the PEM during all phases, and ensuring the effective application of the PEM. The Chair is also responsible for communicating with the Chair of the submitting committee to inform them of the status of the evaluation and engage in discussions to resolve any privacy issues or risks, prior to finalization of the Privacy Review Report. The Privacy Committee Chair is responsible for delivering the Privacy Review Report and Formal Objections to the Plenary.
IDESG Committees – Committees of the IDESG are responsible for participating in the privacy evaluation process, and working collaboratively with the Privacy Committee, Evaluation Subcommittee, and Liaison to ensure that privacy issues or risks in the proposals or work products of the committee are identified and resolved. 
[bookmark: _Toc251591799]Evaluation Timeframes
The design of the PEM, with involvement early in the development process, will facilitate the timely delivery of the evaluations. To set expectation for the timeframes involved, as required by the Rules of Association, the following timelines will serve as guidelines. In certain circumstances, based on the type of work product or the complexity of the privacy issues identified, these timelines may be extended or modified. The Privacy Committee will strive to meet the following timeliness for completing formal privacy evaluations of proposals and work products:
No Privacy Issues (30 days) – Evaluations of proposals and work products with no privacy issues or risks will be completed within 30 days from the beginning of the Formal Privacy Evaluation Phase. 
Unresolved Privacy Issues Identified (90 days) – Evaluations of proposals and work products with unresolved privacy issues or risks, identified either in Phase1: Privacy Engineering or Phase2: Formal Privacy Evaluation, will be completed within 90 days from the beginning of the Formal Privacy Evaluation. This will provide sufficient time to document the privacy issues or risks, develop mitigating alternatives, discuss with the submitting committee to seek a resolution of unresolved issues, consider the application of a formal objection, and gain Privacy Committee approval.
[bookmark: _Toc251591800]Potential Privacy Evaluation Outcomes
There are three potential outcomes from the privacy evaluation process. They incorporate a desire to resolve privacy issues, informally during the development process, and opportunities to resolve identified privacy issues or risks during the Formal Privacy Evaluation Phase. In the event that privacy issues or risks remain unresolved and the committee is unable to reach a compromise position, upon the recommendation of the ESC, the Privacy Committee may elect to raise a formal objection, as defined in Section 2.1.3.1.4 and 5.3.3.2 of the Rules of Association. Specifically:
2.1.3.1.4 The authority to raise formal objections to IDESG proposals as set forth in §5.3.3.2 of these Rules if a proposal fails to overcome shortcomings identified in the Privacy Review Report.
5.3.3.2. Requirements for Approval. All matters before the Plenary for a vote, whether technical or administrative, shall be adopted by a Preponderance of the Plenary. In the event the Privacy Committee raises a written and unresolved objection in accordance with §2.1.3.1 of these Rules the matter shall be adopted by a Supermajority Vote of the Plenary.
The potential outcomes from the Privacy evaluation process fall into one of the following three categories:
No Privacy Issues – No privacy issues or risks have been identified or remain unresolved. 
Privacy Issues, No Objection – Privacy issues or risks have been identified and remain unresolved, however, the Privacy Committee does not consider the issues or risks significant enough to warrant raising a formal objection.
Privacy Issues, Formal Objection – Privacy issues or risks have been identified and remain unresolved. The Privacy Committee considers the issues or risks significant enough to warrant raising a formal objection.


[bookmark: _Toc251591801]PHASE 1: PRIVACY ENGINEERING (Informal Evaluation) 
The initial phase of the PEM focuses on the collaborative interaction between the Privacy Committee Liaison and Committee, with the objective of identifying privacy issues early in the development process and providing guidance on the mitigation alternatives. This is an informal privacy evaluation, and an opportunity to engineer privacy into the work products during development.
[bookmark: _Toc251591802]Stage 1: Privacy Engineering Initiation 
Stage 1 begins the privacy engineering process with the identification and initial assessment of the proposal from the committee. Privacy implications are identified and communicated to the appropriate parties.
Step 1.1 – Introduce Proposal
Liaison identifies that a new proposal being contemplated or developed by the committee, initiating the Informal Evaluation Process.
Step 1.2 - Notify Evaluation Subcommittee
Liaison notifies Evaluation Subcommittee (ESC) that a new proposal is being contemplated or developed by the committee.  
Step 1.3 - Assess Privacy Implications
Liaison considers the type of proposal being developed and its potential privacy implications. “Implication” in this context refers to an initial consideration of the subject matter and scope of the proposal distinguishing between proposals that have or may have privacy impacts from those that may not have any privacy impacts.
TEST: Privacy Implications?
Have any privacy implications related to the proposal been identified?
If YES proceed to Step 1.4
If NO proceed to Step 1.6
Step 1.4 - Notify Evaluation Subcommittee
Liaison notifies the ESC that there are privacy implications in the proposal under development. Liaison provides an explanation of the privacy implications to the ESC. ESC may identify additional implications or refine the identified privacy implications. 
Step 1.5 - Notify Committee Chair
Liaison notifies the Committee Chair that the proposal under development has privacy implications. Liaison provides an explanation of the privacy implications to the Committee Chair.
Step 1.6 - Monitor Development Activities
Liaison continues to monitor development activities throughout the development process.
Proceed to Stage 2.
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[bookmark: _Toc251591804]Stage 2: Development and Privacy Engineering
Stage 2 is an iterative process that repeats during the course of the development to identify privacy issues and develop mitigation alternatives.
Step 2.1 - Evaluate Privacy Issues
As the committee engages in the development process, the Liaison participates in development activities and, using the Evaluation Criteria as a basis, evaluates the proposal for privacy issues. 
TEST: Privacy Issues Identified?
Have any privacy issues been identified during the development process?
If YES proceed to Step 2.2
If NO proceed to Step 2.4
Step 2.2 - Notify Evaluation Subcommittee and Develop Mitigation
Liaison notifies ESC that they have evaluated the current development of the proposal and identified privacy issues. ESC will discuss the identified privacy issues, evaluate any additional privacy issues and develop initial recommendations for mitigating the identified privacy issues.
Step 2.3 - Review Privacy Issues and Mitigation with Committee
Liaison meets with members of the committee’s development team to review identified privacy issues and mitigation recommendations. Liaison provides an explanation of the privacy issues and mitigation recommendations, answers any questions, and collects feedback on the discussion.
Step 2.4 - Monitor Development Activities
Liaison continues to monitor development activities and works to evaluate and identify any additional privacy issues throughout the development process.
TEST: Final Draft?
Is the proposal in a final draft work product and ready to be submitted to the formal approval process?
If YES proceed to Stage 3: Finalization of the Privacy Engineering Process.
If NO return to Step 2.1
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[bookmark: _Toc251591806]Stage 3: Finalization of the Privacy Engineering Process 
Stage 3 is the final stage of the privacy engineering phase and informal privacy evaluation process. The objective is to resolve any identified privacy issues prior to the formal issuance of a final draft work product. 
Step 3.1 – Final Informal Assessment
Liaison performs a final informal assessment of the final draft work product to identify any unresolved privacy issues.
TEST: All Privacy Issues Resolved?
Have all of the identified privacy issues been resolved in the final draft?
If YES, proceed to Step 3.5
If NO, proceed to Step 3.2
Step 3.2 – Notify Privacy Committee Chairs
Liaison notifies the Privacy Committee Chair that there remain unresolved privacy issues with a final draft of a work product. Liaison describes the unresolved privacy issues, proposed mitigation recommendations, and interactions with the development team and committee. 
Step 3.3 – Develop Mitigation Recommendations
Liaison, Evaluation Subcommittee and Privacy Committee Chair develop a final set of informal recommendations to mitigate unresolved privacy issues. 
Step 3.4 – Notify Committee Chair
Privacy Committee Chair and Liaison meet with Committee Chair to discuss the unresolved privacy issues and final informal recommendations. In addition to discussing the issues, Privacy Committee Chair and Liaison will attempt to determine the reason the privacy issues remain unresolved in preparation for formal privacy evaluation activities.
TEST: Mitigation Recommendations Accepted?
Have the final informal mitigation recommendations been accepted and implemented?
If YES, return to Step 3.1
If NO, proceed to Step 3.5
Step 3.5 – Submit to Formal Privacy Evaluation
Final draft work product proceeds to the Formal Privacy Evaluation Process.
Proceed to PHASE 2: FORMAL PRIVACY EVALUATION
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[bookmark: _Toc251591808]PHASE 2: FORMAL PRIVACY EVALUATION
This phase constitutes the formal evaluation of IDESG Committee work products, with the objective to identify any unresolved privacy issues or risks, propose mitigation alternatives, and work to develop a consensus agreement. The output of the formal evaluation will be the Privacy Committee’s Privacy Review Report and may include a formal objection, if privacy issues or risks remain unresolved.
[bookmark: _Toc251591809]Stage 1: Formal Privacy Evaluation Initiation
Stage 1 initiates the formal privacy evaluation phase and determines if a work product requires a full privacy evaluation or if all privacy issues and risks have been resolved.
Step 1.1 – Work Product Submitted to Privacy Committee
Committee work product is formally submitted to the Privacy Committee to perform the formal privacy evaluation. Liaison provides comments and an explanation of activities conducted during the informal privacy evaluation. Privacy Committee Chair conveys the work product to the ESC. Date of submission is recorded and begins the evaluation timeframe.
Step 1.2 – Evaluate Unresolved Privacy Issues
ESC evaluates the type and scope of the work product, any unresolved privacy issues identified during the informal evaluation, ensures that there are no additional privacy issues with the work product, and determines the appropriate level of privacy evaluation.
TEST: Full Privacy Evaluation Required?
Does the work product require a full privacy evaluation due to unresolved privacy issues or the type and scope of the deliverable?
If YES proceed to Stage 2: Evaluation
If NO proceed to Stage 4: Privacy Report Finalization
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[bookmark: _Toc251591811]Stage 2: Evaluation
Stage 2 is the formal evaluation process and includes the detailed review and characterization of the work product, and subsequent analysis of privacy issues or risks, based on the privacy evaluation criteria. If privacy issues or risks are identified, mitigation alternatives are developed.
Step 2.1 – Work Product Characterization
Characterize the work product using the PEM: Workbook and identify relevant lifecycle stages and the following categories: Actors & Relationships, Type of Information, Intended Use, Data Flows, and Legal & Regulatory Requirements.
Step 2.2 – Analysis
Apply the guidance in the PEM: Workbook, analyze the characterized work product by lifecycle phase and evaluate any privacy issues or risks related to the following evaluation categories: FIPPs/CPBR, Privacy/Civil Liberties Risks[footnoteRef:2], Legal & Regulatory Implications, and Other Privacy Issues. Document analyzed privacy issues and risks in the PEM: Workbook to facilitate the development of the Privacy Review Report. [2:  “Risks” is used in the informal sense and not as a technical term.] 

TEST: Identified Privacy Issues or Risks?
Has the evaluation identified any privacy issues or risks?
If YES proceed to Step 2.3
If NO proceed to Stage 4: Privacy Report Finalization
Step 3 – Develop Mitigation Alternatives
ESC develops mitigation alternatives for any privacy issues or risks identified in the analysis process. Mitigation alternatives are documented and prioritized to facilitate the communication stage and development of the Privacy Review Report.
Proceed to Stage 3: Communication
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[bookmark: _Toc251591813]Stage 3: Communication
Stage 3 generates the draft Privacy Review Report and communicates the results of the privacy evaluation to the committee chair. Conveying the Privacy Review Report to the committee chair will provide a final opportunity to discuss and resolve outstanding privacy issues or risks. 
Step 3.1 – Generate Privacy Review Report Draft
ESC generates a draft version of the Privacy Review Report incorporating the analysis and mitigation alternatives. This initial draft does not include a recommendation for or against a formal objection, in the event that work product is introduced to the plenary approval process without addressing the identified privacy issues and risks. 
Step 3.2 – Deliver Report to Privacy Committee Chair
The ESC provides a draft copy of the Privacy Review Report and discusses the identified privacy issues and risks, and mitigation alternatives. In addition, the ESC provides a preliminary recommendation regarding a potential formal objection.
Step 3.3 – Review Report with Committee Chair
Privacy Committee Chair and Liaison meet with Committee Chair to discuss the Privacy Review Report. Discussion will include the identified privacy issues and risks, mitigation alternatives, and will attempt to reach a consensus on a course of action. 
TEST:  Mitigation Alternative Accepted?
Will the Committee Chair accept a mitigation alternative and modify the final draft and resubmit the work product?
If YES proceed to Step 3.4
If NO proceed to Stage 4: Finalization of the Privacy Review Report
Step 3.4 – Revise Work Product
Work Product is returned to committee to revise and incorporate agreed upon mitigation alternatives. Privacy Evaluation timeframe paused during committee revision activities.
Proceed to Stage 1: Step 1.1
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[bookmark: _Toc251591815]Stage 4: Finalization of the Privacy Review Report 
Stage 4 is the final stage of the Formal Privacy Evaluation Phase. This stage will determine whether to recommend a formal objection to a work product or to take alternative action based on any unresolved privacy issues or risks. Once finalized, the Privacy Review Report will be submitted to the Privacy Committee for approval.
Step 4.1 – Formal Objection Evaluation
ESC evaluates the identified privacy issues and risks, along with the draft Privacy Review Report to determine the appropriateness of a formal objection. Objection recommendations will be incorporated into the Final Privacy Review Report.
TEST: All Privacy Issues or Risks Resolved?
Have all privacy issues or risks in the work product been resolved?
If YES proceed to Step 4.3.
IF NO proceed to next TEST
TEST: Formal Objection?
Does the ESC recommend that the deliverable receive a formal objection?
If YES proceed to Step 4.5
If NO proceed to the next TEST
TEST: Non-material issues?
Are all unresolved issues with the work product strictly non-material issues such as those relating to style, formatting, or typographical errors?

If YES proceed to Step 4.2
If NO proceed to the next TEST

TEST: Newly identified issues?
Are any of the unresolved privacy issues or risks ones that were identified in Stage 1 but have yet to be addressed at all (i.e., they have not gone through Stage 3)?

If YES proceed to Workflow FPE-3
If NO proceed to Step 4.4

Step 4.2 – Provide informal feedback to submitting committee chair
Informally communicate comments regarding non-material issues to the chair of the committee that submitted the work product.

Step 4.3 – No Privacy Issues
Generate an abbreviated Privacy Review Report indicating that there are no unresolved privacy issues or risks and no objection to the committee’s work product. 
Proceed to Step 4.6
Step 4.4 –Privacy Issues, No Objection
Generate a formal Privacy Review Report indicating the identified privacy issues and risks, and mitigation alternatives, and the intention of the Privacy Committee to not raise a formal objection to the committee’s work product. 
Proceed to Step 4.6
Step 4.5 – Privacy Issues, Formal Objection
Generate a formal Privacy Review Report indicating the identified privacy issues and risks, and mitigation alternatives, and the intention of the Privacy Committee to raise a formal objection to the committee’s work product.
Step 4.6 – Submit for Privacy Committee Approval
Submit the Privacy Review Report and objection recommendation to the full Privacy Committee for approval.
TEST: Privacy Committee Approval?
Has the Privacy Committee approved the Privacy Review Report and objection recommendation?
If YES proceed to Step 4.8
If NO proceed to Step 4.7
Step 4.7 – Revise Report
ESC will revise the Privacy Review Report and/or objection recommendation to incorporate the results of the Privacy Committee deliberations.
Proceed to Step 4.6
Step 4.8 – Submit to Plenary
Privacy Committee Chair submits the approved Privacy Review Report to Plenary Chair. This represents the termination of the privacy evaluation process.
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[bookmark: _Toc251591817]IMPLEMENTING AND UPDATING THE PRIVACY EVALUATION METHODOLOGY
This section describes the finalization and approval process for adopting the PEM, and the process for implementing the PEM by training Liaisons and educating committees. It also includes an iterative process for evaluating the efficacy of the methodology and periodically updating the methodology to improve the process or incorporate refinements in the evaluation criteria.
[bookmark: _Toc251591818]Stage 1: Development, Approval, and Publication 
Stage 1 describes the process for developing and approving the PEM, including both Privacy Committee and Plenary approval.
Step 1.1 – Develop Methodology
ESC develops the Privacy Evaluation Methodology workflow process and evaluation criteria. 
Step 1.2 – Submit to Privacy Committee Approval
Submit Privacy Evaluation Methodology to the full Privacy Committee for approval.
TEST: Privacy Committee Approval?
Has the Privacy Committee approved the Privacy Evaluation Methodology?
If YES proceed to Step 1.4
If NO proceed to Step 1.3
Step 1.3 – Revise Methodology
ESC will revise the Privacy Evaluation Methodology to incorporate the results of the Privacy Committee or Plenary deliberations, or Liaison feedback.
Proceed to 1.2.
Step 1.4 – Publish Methodology
Privacy Committee Chair publishes the Privacy Evaluation Methodology.
Proceed to Stage 2.
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[bookmark: _Toc251591820]Stage 2: Training and Implementation
Stage 2 describes the training of Liaisons and coaching of committees on the application of the methodology. The process also includes the iterative gathering of feedback and monitoring of the implementation of the PEM, and the initiation of updates to the PEM.
Step 2.1 – Train Liaisons
ESC trains Liaisons on using the Privacy Evaluation Methodology to evaluate proposals within their committees.
Step 2.2 –Coach Committees
Liaisons provide tailored guidance to their committees on how the Privacy Evaluation Methodology will apply to the proposals they will develop.
Step 2.3 – Provide Feedback
Liaisons and Privacy Committee members provide feedback on the implementation of the Privacy Evaluation Methodology.
TEST: Updates Needed?
Based on feedback, is an update needed for the Privacy Evaluation Methodology?
If YES proceed to Stage 1: Step 1.3
If NO proceed to Step 2.4
Step 2.4 – Continue Monitoring
Liaisons and Privacy Committee members monitor the implementation of the Privacy Evaluation Methodology.
Proceed to Step 2.3.
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[bookmark: _Toc251591822]Privacy Evaluation Criteria
The most important component of the PEM is the evaluation criteria. As described in the Privacy Committee Charter, the objective was to develop a “standard set of criteria based on the Fair Information Practice Principles (FIPPs) as referenced in the NSTIC and related and consistent privacy frameworks or relevant privacy best practices.”  The evaluation criteria were developed from an initial set of privacy references, including the FIPPs and the Consumer Privacy Bill of Rights (CPBR), a set of privacy and civil liberties risks, numerous discussions, and the deliberations of the privacy experts on the evaluation methodology development team. 
The Privacy Evaluation Methodology Guidance and Analysis Workbook contains the detailed description of the evaluation criteria. The following external resources were used to inform the development of the evaluation criteria:
· “Fair Information Practice Principles (FIPPS)”[footnoteRef:3] [3:  http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf] 

· “Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and Promoting Innovation in the Global Digital Economy”[footnoteRef:4] [4:  http://www.whitehouse.gov/sites/default/files/privacy-final.pdf] 

· “A Taxonomy of Privacy”[footnoteRef:5] [5:  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622] 

· “Privacy as Contextual Integrity”[footnoteRef:6] [6:  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=534622] 

· “The Boundaries of Privacy Harm”[footnoteRef:7] [7:  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1641487] 

· “Privacy by Design: A Counterfactual Analysis of Google and Facebook Privacy Incidents”[footnoteRef:8] [8:  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2128146] 

· National Institute of Standards and Technology (NIST) Special Publication 800-53 "Recommended Security and Privacy Controls for Federal Information Systems and Organizations"[footnoteRef:9] [9:  http://csrc.nist.gov/publications/drafts/800-53-rev4/sp800-53-rev4-ipd.pdf
] 

In addition, subject-matter experts, who have been involved in external privacy research projects on applicable legal statues, regulatory regimes, civil liberties issues and privacy assessment methodologies, contributed material and their respective expertise to the development process. Material on these topics was circulated to members of the development team and Privacy Committee for consideration.
The evaluation criteria align FIPPs with the Consumer Privacy Bill of Rights and define potential privacy and civil liberties risks. The articulation of the evaluation criteria involves the interpretation and applicability of a particular criterion to facilitate the analysis process. The interpretation and articulation process is ongoing, and seeks to refine the current set of evaluation criteria, and ensure that the evaluation criteria remain consistent as the privacy landscape evolves.

[bookmark: _Toc251591823]Privacy Evaluation Methodology: Guidance and Analysis Workbook
The primary tool for the collection and analysis of privacy issues and risks is the Privacy Evaluation Methodology: Guidance and Analysis Workbook (PEM: Workbook). The PEM: Workbook provides a structure, consistent with the steps outlined in the workflow, to characterize, analyze, and develop mitigation alternatives. The PEM: Workbook includes the evaluation criteria and specific guidance on the application of the criteria.
The PEM: Workbook uses an information lifecycle approach to segment elements of a work product under evaluation, allowing a discrete characterization and analysis of the work product. The information lifecycle includes the following major phases:
· Collection
· Processing
· Use
· Disclosure
· Retention 
The characterization section examines in detail the elements of a work product to capture the different dimensions relevant to privacy analysis. These include:
· Actors,  Authorizations & Relationships
· Type & Sensitivity of Information
· Intended Uses & Potential Secondary Uses
· Data Flows
· Legal & Regulatory Requirements
The analysis section provides a structure to collect comments and observations related to the application of the evaluation criteria. The columns align to the types of evaluation criteria:
· FIPPs/CPBR 
· Privacy/Civil Liberties Risks
· Legal & Regulatory Implications
· Other Privacy Issues
The inclusion of privacy and civil liberties risks provides a novel, but critical layer to the analysis. The FIPPs do not provide much guidance around how they should be implemented, and do not address privacy or civil liberties risks beyond FIPPs violations per se. The result may be an assessment that checks boxes without truly achieving effective safeguards for privacy and civil liberties. Some part of this challenge arises from the fact that it has proven very difficult to know when a state of privacy exists. By contrast, defining the privacy and civil liberties risks for the Identity Ecosystem creates a set of characteristics that delineate the absence of privacy. Consequently, if we can assess when privacy is non-existent and the nature of the particular gap, we can develop more targeted mitigation strategies, as well as better test their effectiveness. The FIPPs are more effectively used in combination with the privacy and civil liberties risks to provide a full analysis and support the development of appropriate controls for any identified privacy or civil liberties risks or issues. The PEM Workbook contains supporting guidance to assist evaluators and proposal developers in completing this analysis. Finally, the Mitigation & Compensating Controls section provides a structure to capture potential mitigation alternatives and descriptions of controls that could be applied to further mitigate a privacy issues or risk. 
The PEM: Workbook serves as the primary mechanism for collecting the comments of evaluators and supports the consistent examination of the articulated issues, risks, or mitigation alternatives between multiple participants in the evaluation process. Once populated, the PEM: Workbook will serve as a basis for the development of the Privacy Review Report.

[bookmark: _Toc251591824]APPENDIX A: Privacy Evaluation Methodology (PEM) Update Schedule
The Privacy Evaluation Methodology (PEM) includes “…an iterative process for evaluating the efficacy of the methodology and periodically updating the methodology to improve the process or incorporate refinements in the evaluation criteria.” In this process, Liaisons and Privacy Committee members provide feedback and monitor the implementation of the PEM. The Privacy Evaluation Methodology Development Subcommittee (PEM-Dev) is responsible for updating the PEM based on this feedback. The following schedule (based on a 180 day timeline) governs the process for incorporating and approving these updates:
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Once a formal evaluation has begun, the version of the PEM in force at the beginning of the evaluation remains in the force for the duration of the evaluation.






[bookmark: _Toc251591825]APPENDIX B: Sample Transmittal Form

Date: <submission date>
To: Plenary Chair, Management Council Chair
From: Privacy Committee Chair
Subject: Submission of Privacy Review Report for Plenary Consideration

The attached Privacy Review Report was prepared for the following work product:
<work product title>
Submitted for privacy evaluation on:
<submission date>
Based on our evaluation of the work product and our efforts to identify and remediate any privacy issues or risks, consistent with the Privacy Evaluation Methodology, we are submitting our report along with the following intention regarding a 5.3.3.2 objection:
 No Privacy Issues
 Privacy Issues, No Objection
 Privacy Issues, Formal Objection



[bookmark: _Toc251591826]APPENDIX C: Sample Privacy Review Report
TBD


[bookmark: _Toc251591827]APPENDIX D: Consolidated Privacy Evaluation Methodology Workflows
Phase 1: Privacy Engineering (Informal Evaluation) 
[image: ]

Phase 2: Formal Privacy Evaluation
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Implementing and Updating the Privacy Evaluation Methodology
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