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Executive Summary
The IDESG Privacy Coordination Committee (PSC) Evaluation Subcommittee (ESC) undertook a preliminary (or “Alpha”) privacy evaluation, applying the newly developed Privacy Evaluation Methodology (PEM) to the IDESG website https://www.idecosystem.org.  The preliminary evaluation was to simultaneously examine the IDESG website for privacy impacts, and exercise the PEM to demonstrate its applicability to real life IDESG work items.  This report covers our findings regarding both the IDESG website and the PEM.  
The IDESG website and its accompanying policy documentation exhibit several privacy problems.  The site has no publically available Privacy Policy, and the draft Policy made available falls short of commonly accepted privacy practices.  The Policy appears to have been based on an entertainment industry template and has been customised hastily, without a great deal of attention to NSTIC specifics.  The Policy is still not linked from the IDESG website, and contact email addressed provided by the Policy are not operable.  A third party email service provider is involved behind the IDESG website but is not disclosed to users during routine use of the site, nor are its services adequately set out in the Privacy Policy, this despite the fact that email bureaus have in the past been a source of data leaks.  The IDESG site also installs a surprisingly high number of cookies and web tracking beacons on the user’s browser, and might therefore be characterised as relatively invasive.  
We find that the IDESG website creates poorly controlled and opaque flows of Personally Identifiable Information from users of the site.  It is a matter of judgement, but the Preliminary Evaluation Team was disappointed by the privacy of the site; we suggest it reflects poorly on the program.  It is non-compliant with several of the FIPPs, especially in respect of notice. There seems a significant political risk that if the flagship NSTIC property does not ‘walk the talk’, it will harm the overall program’s reputation.  We recommend an urgent overhaul of the Privacy Policy per detailed comments previously submitted to the Secretariat.  The Policy needs to be made available at https://www.idecosystem.org as soon as possible, and privacy contact mechanism made live. 
We found that the PEM is a practical and useful tool, and that it broadly meets its objectives.  In particular, the PEM provided a framework to guide and structure the conduct of the privacy assessment.  The PEM’s pro forma Excel structure was useful for data gathering; however it required significant re-formatting to create a user friendly report.  This is only a minor criticism.  
In the available time, the Preliminary Privacy Evaluation was unable to examine certain matters.  We recommend that extra resources be applied to view the Member Registration and Voting functions.  The aggregation of PII at external federated identity providers should be explored further, and privacy related contractual obligations between the Secretariat and its service providers reviewed. 
Methodology
The PEM used by the Alpha team is contained in the files: 
· Privacy Evaluation Methodology DRAFT v1 0 - FINAL DRAFT Highlighted v3 
· PEM Matrix - DRAFT v8. 
The evaluation began by examining https://www.idecosystem.org to identify areas of website functionality with potential privacy implications:
· Account Creation
· Membership Registration
· Voting
· Forums
· Mailing List (listserv) Subscription, Subscription Management & Archives
· Membership Information Posting
· Document repository
· Meeting Registration
· Facebook & Twitter (which are linked from the website)
· Privacy Policy 
· Terms of Use
· Notices sent by an email bureau. 
The PEM is organised into a number of “lenses” through which to examine privacy positives and negatives: 
· Data Flows
· Legal & Regulatory Requirements
· Privacy/Civil Liberty Harms 
· FIPPs/CPBR
· Legal & Regulatory Implications
To help break the evaluation down, we allocated Alpha team members different lenses.  
Methodological limitations
As an exercise conducted by a geographically dispersed team of volunteers, the preliminary evaluation was limited a little by difficulty pursuing detailed matters and accessing Subject Matter Experts.  Specifically: 
· We did not have much visibility of how the IDESG website voting and member registration functions work and were not able to analyse these in any detail. 

Findings
Detailed findings regarding the IDESG Privacy Policy have been documented elsewhere. 
The following tables present our observations of the IDESG website functionality through the various lens provided by the PEM. 


Description
	
	System/Process
	Description
	Data Lifecycle Phase(s)
	Sub-phase
	Type of Information

	1
	Account Creation
	An individual can set up an account to log into the IDESG website. The current account structure uses PingFederate and only allows credentials from Google, Yahoo, and Janrain. The individual can create a Google or Yahoo account using either service, or create a Janrain credential by clicking on the Janrain link on the IDESG website. By clicking on the Janrain link, the registrant is taken to a form to submit their email address and name (optional), and create a password. Once they choose a credential to use, they are taken to the IDESG website Account Setup to confirm the account information. They can also choose a picture to associate with their profile, and their time zone. They can also add additional credentials to the IDESG account. For example, if they set up a Janrain account on the IDESG website, they can also add a Google credential to the IDESG account. The website’s legacy username and password account structure has been disabled. 
	Collection, Processing
	Direct collection, indirect collection; processing - transmission, transmission - aggregation
	E-Mail Address, Name, Time Zone, Picture, IDP Identifier

	2
	Membership Registration
	We do not have visibility of the registration function.
	Collection, Processing
	
	Name, Organization, Participation Level, Stakeholder Category, Email Address

	3
	Voting
	We do not have visibility of the voting function.
	Use; if PII shared with voting solutions providers, then this becomes a Disclosure as well 
	
	

	4
	Forums
	The Forums feature of the IDESG website allows users to view postings, create topics, make postings, and reply to postings. A person has to log into the IDESG website to use all features other than viewing the postings.
	Use; Aggregation (of opinions)
	
	Name, Picture, Various Personal Information Elements

	5
	Mailing List (listserv) Subscription
	An IDESG listserv is a communications tool that allows users to send email to lists of people who subscribe to the listserv. A person subscribes to an IDESG listserv by providing their email address, name (optional), and a password to manage their subscription. A person does not have to be an IDESG member to subscribe to a listserv. A person can subscribe by using the IDESG website or by sending an email to the listserv email address. When subscribing by sending an email, a password will be automatically picked for the person. ¶ The mail lists are implemented using the freeware GNU Mailman version 2.1.15
	Use
	Identification
	E-Mail Address, Name

	6
	Mailing List (listserv) Subscription Management
	Users can manage their subscription(s) and preferences using the IDESG website. To make any changes to their subscription, they must log into the IDESG subscription management service using their password.  They can also request their password, which is sent to the email address they provided in plaintext. A user can unsubscribe from a listserv without providing the password. Once logged into the IDESG  subscription management service, a user can unsubscribe from the listserv, change email address, name, and/or password, view a list of other listservs subscribed to, disable email delivery, set email delivery to digest mode, set preference for MIME or plaintext digests, receive copies of emails he or she sends to the listserv, receive acknowledgements for emails he or she sends to the listserv, receive a password reminder once a month, conceal email address from the subscriber roster, and avoid duplicate copies of emails. There are also functions for language preference and topic categories, but neither is currently enabled. These changes may be made globally for several of these options.
	Use
	Identification
	E-Mail Address, Name

	7
	Mailing List (listserv) Archives
	The listserv archives compile emails sent to each listserv. Users can download zip files that collate all emails sent to the listserv by month. They can also sort through individual emails by date, thread, subject, and author. Anyone can access these records.
	Use
	Identification
	E-Mail Address, Name, Various Personal Information Elements

	8
	Membership Information Posting
	The IDESG website posts information about members in several locations. It includes lists of IDESG Members and Management Council Delegates. It also contains lists of members for each Working Group, Standing Committee, and Task Force.
	Disclosure
	External to organization
	Name, Organization, Participation Level, Stakeholder Category

	9
	Documents
	The Documents feature of the IDESG website contains documents posted by the various Committees. Some members have special privileges to manage documents in Documents. These members can upload, edit, lock, and delete documents. They can also create new versions of documents and broadcast notifications about documents. Members who are logged into the IDESG website can subscribe to files posted to Documents. This feature will send an email to the subscriber when the document is updated. Anyone can view or download these documents. 
	
	
	Various Personal Information Elements

	10
	Meeting Registration
	The IDESG website posts meeting registration forms prior to Plenary meetings. A person does not have to be a member to use this form. Upon submitting the form, the person receives an email confirmation at the email address he or she provided. These forms collect information to track attendance (in-person, virtual, and not attending) at the meetings.
	
	
	First Name, Last Name, Organization Name, E-Mail Address, Meeting Attendance Preference

	11
	Facebook
	The IDESG website contains a link to its Facebook account (managed by the IDESG Secretariat). When clicking this link, a new browser window opens that displays the IDESG Facebook homepage.
	
	
	

	12
	Twitter
	The IDESG website contains a link to its Twitter account (managed by the IDESG Secretariat). When clicking this link, a new browser window opens that displays the IDESG Twitter homepage.
	
	
	

	13
	Privacy Policy 
	The Privacy Policy for the website; see consolidated detailed review comments. 
	ALL
	
	

	14
	Terms of Use
	The Terms of Use for the website; see consolidated detailed review comments. 
	ALL
	
	

	15
	Notices
	IDESG uses Constant Contact Inc. to send notices by email.  Constant Contact uses Web Beacons to monitor the proportion of recipients that open the emails. See http://ui.constantcontact.com/roving/CCPrivacyPolicy.jsp.  This policy is not transparent to IDESG users. A longer policy document is at http://www.constantcontact.com/privacy_guarantee.jsp.  See separate analysis in Findings. 
	Use; Disclosure. 
	
	



Data flows
	
	System/Process
	Data flows

	1
	Account Creation
	The IDESG is open to international members; we must assume users will come from all over the world. Therefore in account creation where PII is gathered we need to determine the locations of the Secretariat’s primary and backup data centers and service logs. Knowing the server physical locations would help determine compliance with international frameworks such as US-EU and US-Swiss Safe Harbor Frameworks, and in general with the US FIPPs. Further, detailed knowledge of data center management and privacy policies is important but beyond our resources. In general a chain of privacy policies that adheres to FIPPs is desirable as data moves from one physical location to another and/or virtual or software application to another. Any break in that chain can be a source of concern.  Where many third party vendors are involved (such as with third party IDPs and federated logins) tracking the chain of privacy policies and management best practices may also be required. 

	2
	Membership Registration
	It is not clear if and how a registered user can later request that their data be purged or deleted, and how that is verified.  An IDESG Privacy Policy should answer such concerns.

	3
	Voting
	Not visible. 

	4
	Forums
	

	5
	Mailing List (listserv) Subscription
	

	6
	Mailing List (listserv) Subscription Management
	

	7
	Mailing List (listserv) Archives
	

	8
	Membership Information Posting
	

	9
	Documents
	

	10
	Meeting Registration
	It is not clear to me how ad hoc visitors as compared to members are handled. 

	11
	Facebook
	

	12
	Twitter
	

	13
	Privacy Policy 
	

	14
	Terms of Use
	

	15
	Notices
	Constant Contact is a third party email service provider.  Their privacy policy has been reviewed separately.  



FIPPs
	
	System/Process
	FIPPs 

	1
	Account Creation
	I. Notice of privacy practices is not available unless applicant knows to click on Janrain's website link and then scroll to bottom of page for company's privacy policy. This is a violation of FIPPs best practices.
II. Customer does have choice over how data is disseminated to other parties and whether or not they would want advertisements from Janrain.  This appears to be an opt-in policy.
III. Once logged in, the customer has the ability to review and modify their data.  
IV. Account data is secured using secured http protocol and encryption.
V. It is unclear whether or not security practices of Janrain are enforceable by the IDESG.  Would require a review of contract language between IDESG and Janrain.

	2
	Membership Registration
	It is unclear what the IDESG Secretariat does with the data once it is collected.  There are no privacy notices on the IDESG website that could be found - presumably because it is an open forum.  Will need more information to make accurate assessment.

	3
	Voting
	No personal identifying information is collected once the voting process is over.  It is unclear what the secretariat is collecting during an open voting process.  Afterwards, only results are displayed. 

	4
	Forums
	There does not appear to be a choice for how information is collected and used in the forum (FIPPs #2).  All users’ identities are visible when they post to any forum and there is no option to request anonymity.  [In this case, our reviewer recalled that consent to display the names of members who post to the forum was given when the member signed original membership application]. 
No violation of FIPPs found.

	5
	Mailing List (listserv) Subscription
	Member names (if given) and email addresses are available only to members of the subscribing list.  Members and non-members have the option of leaving the listserv if they so choose.  
No violation of FIPPs found.

	6
	Mailing List (listserv) Subscription Management
	Log-in credentialing protected using secure sign-on and encryption services.  Customers are then given the option to add or remove their information from listservs. 
No violation of FIPPs found.

	7
	Mailing List (listserv) Archives
	This practice appears to violate FIPPs by failing to provide notice that a person's personally identifiable information is available to anyone reviewing the archives.  The user was not asked to provide consent to this service prior to using it nor was it mentioned in the membership agreement.  Customers are not able to request corrections to the archives should incorrect information appear in an archived list.  At the very least, members should be notified that their identity and email content may be become available to anyone that requests it and be given the opportunity to correct any errors affecting the accuracy of the information provided.

	8
	Membership Information Posting
	Members were advised that the IDESG was an open forum at the time of creation.  Thus, notification was given regarding the collection, use and dissemination of data with regards to posting in public forums and listservs.  This function meets FIPPs guidelines.

	9
	Documents
	Members have the opportunity to correct data errors by contacting the document's designated manager. With regards to consent, the membership application and member's willingness to participate in the drafting of these documents serves as consent to data disclosure provided the document manager allows the members the opportunity to correct errors in their personal data and data submissions.  FIPPs requirements met.

	10
	Meeting Registration
	If a 3rd party is used to send these notices, members should be advised that a 3rd party has access to view and use their data for registration purposes.  Also, it is unclear whether or not all parties viewing the data on the website have the ability to view the members that are registered and in what capacity.  We assume that the data would naturally be organised in categories of those attending, those not attending, and those who are unsure or have not responded.  In this case, the organization has met FIPPs requirements.  

	11
	Facebook
	What information is collected or tracked when a person/member links to this website?  Facebook privacy notices and data collection activities should be outlined in the IDESG's privacy policy and agreed upon as part of the application process.

	12
	Twitter
	What information is collected or tracked when a person/member links to this website?  Twitter privacy notices and data collection activities should be outlined in the IDESG's privacy policy and agreed upon as part of the application process.

	13
	Privacy Policy 
	Not reviewed

	14
	Terms of Use
	Not reviewed

	15
	Notices
	Not reviewed



Privacy/Civil Liberty Harms
	
	System/Process
	Privacy/Civil Liberty Harms 

	1
	Account Creation
	In reviewing the IDESG's website and Janrain's home page, it is unclear what type of information Janrain collects and shares with IDESG.  According to Janrain’s home page, they are able to gather statistical information from social login credentials to track trending topics and consumer interests.  It appears that the company aggregates this info before transmitting it to the client but should be verified. 

	2
	Membership Registration
	The nature of registration requires certain information to be collected.  No privacy or civil harms occur from this process provided the managing authority only shares information that has been authorized for release by the member.

	3
	Voting
	As with registration, certain information must be collected from a member in order to vote.  This maintains fairness and transparency in the voting process.  No harms have occurred through this process provided the managing authority does not share a person's personal voting record with another party.

	4
	Forums
	General appearance would indicate that only an individual’s username is displayed in the forum. Users must sign in using their designated credentials to post to a forum.

	5
	Mailing List (listserv) Subscription
	Since this service is voluntary only and only information necessary for contacting the person is required (i.e. name and email address).

	6
	Mailing List (listserv) Subscription Management
	

	7
	Mailing List (listserv) Archives
	All email archives are available to the public and list the participants of the email chain, including email signatures which could contain personal contact information.  A person can receive more information by subscribing.  Name is optional.

	8
	Membership Information Posting
	Member's first and last names are posted along with company affiliation and company website if available.

	9
	Documents
	Only user name is available to visitors.

	10
	Meeting Registration
	Unsure what other data is collected? What about names and/or addresses?

	11
	Facebook
	Service is voluntary

	12
	Twitter
	Service is voluntary

	13
	Privacy Policy 
	No issues found

	14
	Terms of Use
	No issues found

	15
	Notices
	Seems IDESG relationship with Constant Contact is undisclosed. 


Cookie & Web Tracker Characterization
	Section
	Links
	Session Cookie(s)
	Persistent Cookie(s)
	Cookie Notes
	Web Trackers

	Idecosystem
	All primary - not going to a third party
	1
	0
	
	0

	Federated Logins
	
	
	
	
	

	
	Google
	3
	1
	Includes Youtube cookie
	0

	
	Yahoo!
	0
	4
	
	1

	
	IDESG
	1
	0
	
	0

	
	Powered by Ping Identity 
	6
	40
	Links to https://www.pingidentity.com/products/pingfederate.  Includes cookies from pingidentity.com, addthis.com and doubleclick.net
	12

	
	Powered by Janrain
	3
	15
	Links to janrain.com. Includes cookies from janrain.com and vimeo.com.
	11

	Follow Us
	
	
	
	
	

	
	Twitter
	3
	7
	
	2

	
	Facebook
	3
	1
	
	0

	
	Linkedin
	8
	14
	Placed one cookie from ad.doubleclick.net prior to clearing all linkedin cookies/did not appear in new link
	5

	
	YouTube
	1
	6
	
	0

	Other 3rd Party Links 
	
	
	
	
	

	
	http://nstic.gov 
	0
	0
	Takes you to http://www.nist.gov/nstic/  But note, if you go to www.nist.gov/index.html first, you pick up cookies that are visible with this page.  
	1

	
	Trusted Federal Systems 
	0
	0
	
	0

	
	NIST
	1
	5
	Links to http://www.nist.gov/index.html
	1

	
	NSTIC
	0
	0
	Links to http://www.nist.gov/nstic/
	1

	
	NIST
	1
	5
	Takes you to http://www.nist.gov/index.html
	1



Analysis
Privacy Policy
Detailed assessment of the IDESG Privacy Policy were collated and presented previously to IDESG management.  
To summarise our concerns: 
· the IDESG Privacy Policy remains unavailable to users of the website
· the Policy makes insufficient reference to third party services providers that access users’ PII, such as the email bureau 
· the Policy provides no information about how PII flows to third party services providers nor does it describe any conditions imposed by the Secretariat on those third parties.  
Federated login
We were not able to fully assess the degree to which Personal Information flows to external federated authentication partners, especially Janrain, but there are indications that commercial interests are at play in the aggregation user information.  This is not unexpected but needs to be  made more fully transparent.  
Constant Contact Inc. 
There is something of a disconnect between the available Constant Contact privacy documentation (http://www.constantcontact.com/privacy_guarantee.jsp) and the IDESG presentation.  The Constant Contact materials are addressed to corporate clients and not end users, making it difficult to unpick the organisation’s commitments to individuals, and by extension, the impact on IDESG’s relationship with those users.  It appears that IDESG users become automatically registered with Constant Contact, without being aware of the existence of this third party.  We were not able to trace all subsequent information flows but this is a matter for concern.   More work may be needed by the Secretariat on the contractual interface they have with Constant Contact, and more translation of the email bureau’s privacy undertakings relative to IDESG users into the IDESG Privacy Policy. 
Cookies and Web Beacons
See table above. We used software from ghostery.com on one particular computer accessing the site to uncover tracking beacons, web bugs, web trackers, and pixels.  It should be noted that every computer and every browser will be different in respect of cookie handling due mainly to variations in user settings and browser defaults.  Further, third part sites are constantly changing their cookies and web trackers.  So results may vary.  Our findings should be treated as indicative.  
Open questions
Where are the Secretariat data centres and log files located?  The privacy impact for international users of IDESG cannot be resolved without more detail. 
Conclusions & Recommendations
While there are several open questions remaining, the preliminary privacy evaluation reported here has served to uncover a number of important issues, which if resolved would likely lead to a significant enhancement of privacy for users of the IDESG website.  In summary: 
· The IDESG Privacy Policy should be revised, approved by IDESG Management, and posted on the website without delay. Using the FIPPs as a benchmark, a particular shortcoming of the Policy (and of the website interfaces more broadly) is that users of the website are generally given insufficient notice of how their PII is collected and used. 
· The relationship between the IDESG Secretariat and all third party service providers (such as email bureaus and data centre operators) should be clarified and documented in the Privacy Policy. In particular, Secretariat should take care to understand the effect of third party services on IDESG users, and should take more explicit responsibility for how the effects flow through.  
· There should be periodic privacy evaluation of the IDESG website, auditable follow-up, and publication of results. 
· More work is needed to map and analyse the possible aggregation of PII of IDESG site users at the federated login provider Janrain.  The present review was not resourced sufficiently to properly investigate federated login (a topic which really should have no uncertainty given the nature of the IDESG). 
· IDESG Management should discuss and agree to a privacy “posture” regarding what it views as reasonable flows of Personal Information about website users to third parties such as federated login services, and then set high level rules for the secretariat to follow when contracting third parties.  The IDESG privacy policy should reflect these decisions in due course. 
· The use of cookies and Web Beacons needs to be reviewed by IDESG Management.  In the US market, it is a matter of judgement as to what degree of cookie usage and tracking is acceptable.  We suggest that IDESG Management needs to act as a proxy for the IDESG community and agree on a position on whether an operation of this nature should indulge in such a relatively high level of tracking. Once a position is reached and promulgated, the use of cookies and beacons at the IDEGS website can be revised.  At this stage, the judgement of the Evaluation Team members is not sufficient basis with which to hold the website operators to account. 

Appendix: Reflections on the PEM
The Alpha Team found the PEM to be easy to work with, by way of guidance for the conduct of the assessment.  The various headings and “lenses” are clear and effective. 
The PEM leads to great deal of raw data gathering.  Inexperienced users may get lost in the data.  Yet we feel that with experience, privacy evaluators using the PEM should be able to triage privacy findings as they go, so that priority issues ‘float to the top’.  Perhaps more narrative guidance might be developed to accompany the PEM spread sheet that would help users in this regard.  The hard thing to systematise in any evaluation methodology is the application of mature judgement. 
Obviously in some verticals (such as healthcare, or in international jurisdictions), NSTIC privacy evaluators will find themselves subject to particular regulated privacy requirements, and we should expect the PEM to be customised accordingly in certain settings. 
