


[bookmark: _GoBack]Date: 5 January 2016
To: Plenary Chair, Management Council Chair
From: Privacy Committee Chair
Subject: Submission of Privacy Review Report for Plenary Consideration
The following Privacy Review Report was prepared for the following work product:
OpenID Connect Standards Nomination
Including:
	OpenID Connect Core 1.0 incorporating errata set 1
	OpenID Connect Discovery 1.0 incorporating errata set 1
	OpenID Connect Dynamic Client Registration 1.0 incorporating errata set 1
	OAuth 2.0 Multiple Response Type Encoding Practices
	OAuth 2.0 Form Post Response Mode
	OpenID Connect Session Management 1.0 – draft 25
	OpenID Connect HTTP-Based Logout 1.0 – draft 03
	OpenID Connect Back-Channel Logout 1.0 – draft 01
Submitted for privacy evaluation on:
8 October 2015
By Standards Coordination Committee
Based on our evaluation of the work product and our efforts to identify and remediate any privacy issues or risks, consistent with the Privacy Evaluation Methodology, we are submitting our report along with the following intention regarding a 5.3.3.2 objection:
 No Privacy Issues
X Privacy Issues, No Objection
 Privacy Issues, Formal Objection
List of Privacy Issues (if applicable)
Particular attention was paid in the evaluation to the OpenID Connect Discovery specification and its use of the WebFinger protocol, which would seem to require that the user provide an email address-like identifier to the Relying Party, thereby interfering with anonymity and pseudonymity, and facilitating inter-site tracking. However, users could also provide an identifier that names their OpenID Connect provider only, such as user@example.com (where “user” is a generic identifier used by all users). They would then be redirected to their provider at which they would identify themselves more specifically. It is important that OpenID Connect providers support this option, and that users understand that they can do this, in order for the privacy requirements of the Identity Ecosystem to be fully realized.
As with many standards, OpenID Connect can be used in various ways, not all of which are privacy preserving. Profiles of OpenID Connect, specifying how the protocol will be used in an operational environment, will require evaluation to determine the privacy characteristics of the protocol’s application.
Justification for Formal Objection (if applicable)
Not Applicable
Non-Privacy Comments
Three of the specifications in this set are drafts, and not finalized specifications. They may require re-evaluation when finalized if any significant changes are made.
Minority Privacy Committee Opinion (if  applicable)
None.
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