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[bookmark: _Toc280610706]Executive Summary
The purpose of the Privacy Evaluation Methodology (PEM) is to provide a structured, objective process for evaluating the privacy issues and risks associated with Identity Ecosystem Steering Group (IDESG) work products and proposals. The IDESG Rules of Association and the Privacy Committee Charter both establish the requirement and responsibility for the development and execution of a privacy evaluation methodology.
As stated in the IDESG Rules of Association, establishing the Privacy Committee:
2.1.3.1.1 The responsibility to develop, maintain, publish and adhere to a consistent evaluation methodology for identifying privacy, and identity-related civil liberties risks and issues ("Privacy Evaluation Methodology").
Structured around the two phases of the evaluation process, the evaluation criteria, and the evaluation workbook, this document provides a perspective on both the process and the criteria used to evaluate privacy issues and risks. As the PEM is implemented, it will be evaluated for effectiveness and be revised or amended, as appropriate to help ensure that it meets expectations and incorporates the latest privacy standards, practices, and evaluation criteria.
The two phases of the evaluation process are:
PHASE 1: Pre-Evaluation Engagement – Focused on the collaborative interaction between the Privacy Committee Liaison and their IDESG committee, with the objective of identifying privacy issues early in the development process and providing guidance on the mitigation alternatives. This is an opportunity to engineer privacy into the work products during development.

PHASE 2: Privacy Evaluation – This describes the evaluation of IDESG Committee work products, with the objective to identify any unresolved or previously unidentified privacy issues or risks, propose mitigation alternatives, and work to develop a consensus agreement. The output of the evaluation will be the Privacy Committee’s Privacy Review Report and may include a formal objection, if privacy issues or risks remain unresolved. Recognizing the significance of raising a formal objection, the Privacy Committee does not intend to lodge objections over immaterial  issues or risks. 
The potential outcomes from the privacy evaluation process fall into one of the following three categories:
No Privacy Issues – No privacy issues or risks have been identified or remain unresolved. 
Privacy Issues, No Objection – Privacy issues or risks have been identified and remain unresolved, however, the Privacy Committee does not consider the issues or risks significant enough to warrant raising a formal objection.
Privacy Issues, Formal Objection – Privacy issues or risks have been identified and remain unresolved. The Privacy Committee considers the issues or risks significant enough to warrant raising a formal objection.
Upon receiving a work product for evaluation, the Evaluation Subcommittee (ESC) will perform an initial assessment of the work product’s size, complexity, and privacy relevance. Based on this assessment, along with the ESC’s pre-existing commitments, the ESC will project either a 30-day or a 90-day period for the evaluation. In certain circumstances, based on the type of work product or the complexity of the privacy issues identified, these timelines may be extended or modified.
The most important component of the PEM is the evaluation criteria. As described in the Privacy Committee Charter, the objective is to develop a “standard set of criteria based on the Fair Information Practice Principles (FIPPs) as referenced in the NSTIC and related and consistent privacy frameworks or relevant privacy best practices.”  The evaluation criteria were developed from an initial set of privacy references, including the FIPPs and the Consumer Privacy Bill of Rights (CPBR), a set of privacy and civil liberties risks, numerous discussions, and the deliberations of the privacy experts on the evaluation methodology development team. 
The Privacy Evaluation Methodology Guidance and Analysis Workbook (available at http://www.idecosystem.org/group/privacy-coordination-committee) contains the detailed description of the evaluation criteria.
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[bookmark: _Toc280610707]INTRODUCTION
The purpose of the Privacy Evaluation Methodology (PEM) is to provide a structured, objective process for evaluating the privacy issues and risks associated with Identity Ecosystem Steering Group (IDESG) work products and proposals. The IDESG Rules of Association and the Privacy Committee Charter both establish the requirement and responsibility for the development and execution of a privacy evaluation methodology. 
Section 2.1.3.1.1 and 2.1.3.1.3 of the Rules of Association places the following responsibilities on the Privacy Committee:
2.1.3.1.1 The responsibility to develop, maintain, publish and adhere to a consistent evaluation methodology for identifying privacy, and identity-related civil liberties risks and issues ("Privacy Evaluation Methodology").
2.1.3.1.3 The responsibility to review all IDESG work products prior to approval by the Plenary in a timely manner and issue a Privacy Review Report, consistent with the time frames and procedures enumerated in the Privacy Evaluation Methodology.
Section 6 of the Privacy Committee Charter confirms and further clarifies these responsibilities:
It is the responsibility of the Privacy Committee to develop, maintain, and adhere to a consistent evaluation methodology for reviewing work products, identifying privacy risks, and providing mitigating recommendations. The Privacy Committee shall develop processes and tools using a standard set of criteria based on the Fair Information Practice Principles as referenced in the NSTIC and related and consistent privacy frameworks or relevant privacy best practices. The Privacy Committee shall publish the methodology to the Steering Group.
Charged with these responsibilities, the Privacy Committee formed a workgroup to develop the PEM, and determine the most effective way to execute a privacy evaluation methodology, including the process workflows, evaluation criteria, the individual and organizational roles and responsibilities, and the timelines necessary to perform evaluations. This document represents the culmination of that effort and the Privacy Committee and IDESG’s official Privacy Evaluation Methodology.  
[bookmark: _Toc280610708]Structure of the Privacy Evaluation Methodology
Structured around the two phases of the evaluation process, the evaluation criteria, and the evaluation workbook, the document provides a perspective on both the process and the criteria used to evaluate privacy issues and risks. As the PEM is implemented, it will be evaluated for effectiveness and be revised or amended, as appropriate to help ensure that it meets expectations and incorporates the latest privacy standards, practices, and evaluation criteria. This is described in the section on implementation. 



The two phases of the evaluation process are:
PHASE 1: Pre-Evaluation Engagement – Focused on the collaborative interaction between the Privacy Committee Liaison and their IDESG committee, with the objective of identifying privacy issues early in the development process and providing guidance on the mitigation alternatives. This is an opportunity to engineer privacy into the work products during development.

PHASE 2: Privacy Evaluation – This describes the evaluation of IDESG Committee work products, with the objective to identify any unresolved[footnoteRef:1] or previously unidentified privacy issues or risks, propose mitigation alternatives, and work to develop a consensus agreement. The output of the evaluation will be the Privacy Committee’s Privacy Review Report and may include a formal objection, if privacy issues or risks remain unresolved. Recognizing the significance of raising a formal objection, the Privacy Committee does not intend to lodge objections over immaterial issues or risks, and may produce the following types of Privacy Review Reports: [1:  In this document, the term “unresolved” means “not satisfactorily addressed.” The term “resolved” means “satisfactorily addressed.”] 

· No Privacy Issues
· Privacy Issues, No Objection 
· Privacy Issues, Formal Objection

In order to ensure that the PEM is effectively implemented and remains current, the following section describes the process for implementing and updating the PEM:
Implementation and Updating the Privacy Evaluation Methodology – This phase describes the finalization and approval process for adopting the PEM and the process for implementing the PEM by training Liaisons and educating committees. It also includes an iterative process for evaluating the efficacy of the methodology and periodically updating the methodology to improve the process or incorporate refinements in the evaluation criteria.
In addition to the process, this document details the evaluation criteria that will be applied to the evaluation of proposals and work products. The evaluation criteria is incorporated in the Privacy Evaluation Methodology Guidance and Analysis Workbook (“PEM Workbook,” available at http://www.idecosystem.org/group/privacy-coordination-committee), which serves as a tool to support the evaluation process. 
[bookmark: _Toc280610709]Roles and Responsibilities
The following provides a description of the roles and responsibilities defined in the PEM. It encompasses both defined Privacy Committee roles and references to roles within IDESG committees.
Privacy Committee Liaison – Each IDESG Committee will have a designated Privacy Committee liaison to support the application of the PEM, provide guidance on privacy matters, and support the work of the committee. The Liaison will be the lead on the Pre-Evaluation Engagement phase of the process. They will work closely with the committee, the development team, and the Evaluation Subcommittee to ensure the proposals and work products under development are identified, that assistance is provided during the development process to identify privacy issues or risks, and that the PEM process and any results are effectively communicated to the members of the committee.
Evaluation Subcommittee (ESC) – The ESC is comprised of members of the Privacy Committee and responsible for providing privacy subject-matter expertise and supporting the evaluation of proposals and work products. The ESC also provides informal feedback on draft work products upon request. The ESC will meet regularly to discuss newly identified proposals and work products, review any privacy issues or risks identified during the Pre-Evaluation Engagement phase, recommend mitigation alternatives, and evaluate submitted work products, including drafting Privacy Review Reports.
Privacy Committee – The Privacy Committee is responsible for reviewing the Privacy Review Report, recommendations for formal objection, and approving the final communication to the IDESG Plenary. The Privacy Committee is also responsible for approving the periodic updates to the PEM.
Privacy Committee Chair – The Privacy Committee Chair is responsible for monitoring the execution of the PEM during all phases, and ensuring the effective application of the PEM. The Chair is also responsible for communicating with the Chair of the submitting committee to inform them of the status of the evaluation and engage in discussions to resolve any privacy issues or risks, prior to finalization of the Privacy Review Report. The Privacy Committee Chair is responsible for delivering the Privacy Review Report and Formal Objections to the Plenary.
IDESG Committees – Committees of the IDESG are responsible for participating in the privacy evaluation process, and working collaboratively with the Privacy Committee, Evaluation Subcommittee, and Liaison to ensure that privacy issues or risks in the proposals or work products of the committee are identified and resolved. 
[bookmark: _Toc280610710]Evaluation Timeframes
The design of the PEM, with involvement early in the development process, will facilitate the timely delivery of the evaluations. Upon receiving a work product for evaluation, the ESC will perform an initial assessment of the work product’s size, complexity, and privacy relevance. Based on this assessment, along with the ESC’s pre-existing commitments, the ESC will project either a 30-day or a 90-day period for the evaluation. In certain circumstances, based on the type of work product or the complexity of the privacy issues identified, these timelines may be extended or modified. The projected evaluation period will be communicated to the chair of the submitting committee. Under no circumstances will the evaluation period for a work product be predicted prior to formal submission.
[bookmark: _Toc280610711]Potential Privacy Evaluation Outcomes
There are three potential outcomes from the privacy evaluation process. They incorporate a desire to resolve privacy issues, informally during the development process, and opportunities to resolve identified privacy issues or risks during the Privacy Evaluation Phase. In the event that privacy issues or risks remain unresolved and the committee is unable to reach a compromise position, upon the recommendation of the ESC, the Privacy Committee may elect to raise a formal objection, as defined in Section 2.1.3.1.4 and 5.3.3.2 of the Rules of Association. Specifically:
2.1.3.1.4 The authority to raise formal objections to IDESG proposals as set forth in §5.3.3.2 of these Rules if a proposal fails to overcome shortcomings identified in the Privacy Review Report.
5.3.3.2. Requirements for Approval. All matters before the Plenary for a vote, whether technical or administrative, shall be adopted by a Preponderance of the Plenary. In the event the Privacy Committee raises a written and unresolved objection in accordance with §2.1.3.1 of these Rules the matter shall be adopted by a Supermajority Vote of the Plenary.
The potential outcomes from the Privacy evaluation process fall into one of the following three categories:
No Privacy Issues – No privacy issues or risks have been identified or remain unresolved. 
Privacy Issues, No Objection – Privacy issues or risks have been identified and remain unresolved, however, the Privacy Committee does not consider the issues or risks significant enough to warrant raising a formal objection.
Privacy Issues, Formal Objection – Privacy issues or risks have been identified and remain unresolved. The Privacy Committee considers the issues or risks significant enough to warrant raising a formal objection.


[bookmark: _Toc280610712]PHASE 1: PRE-EVALUATION ENGAGEMENT
The initial phase of the PEM focuses on the collaborative interaction between the Privacy Committee Liaison and their IDESG committee, with the objective of identifying privacy issues early in the development process and providing guidance on the mitigation alternatives. This is an opportunity to engineer privacy into the work products during development. Figure 1 illustrates the steps in this process explicated below.
Step 1.1 – An IDESG Committee Initiates Development of a New/Revised Work Product
Liaison becomes aware that a new work product is being developed by their committee or that a previously evaluated work product is being revised.
Step 1.2 – Liaison Updates Privacy Committee
Liaison notifies Privacy Committee by way of the ESC or directly.  
Step 1.3 – Liaison Monitors Work Product Development
Liaison stays abreast of the evolution of the work product for the purpose of identifying potential privacy issues as they arise.
TEST: Potential Privacy Issues Identified?
Has a possible privacy issue or risk related to the work product been identified?
If YES proceed to Step 1.4
TEST: Is the Work Product Complete?
Has the committee completed development of the work product preparatory to submission for privacy evaluation?
If NO proceed to Step 1.3
If YES proceed to Step 1.7

Step 1.4 – Liaison Works with Committee to Resolve Issues
If Liaison is sufficiently comfortable doing so by dint of experience and expertise, Liaison attempts to work with the committee to shape or alter the work product to address the potential privacy issue identified. This step does not preclude Steps 1.5 and 1.6 as well.
Step 1.5 – Liaison Consults with Privacy Committee as Necessary
Liaison brings the potential privacy issue to the attention of the Privacy Committee by way of the ESC or directly. This step may be taken in lieu of or in addition to Step 1.4.
Step 1.6 – Privacy Committee Engages with Committee as Necessary
If judged desirable, the Privacy Committee may directly engage with the committee developing/revising the work product to attempt to address the potential privacy issue. This may be done via the Liaison, the Chair of the ESC, or the Chair of the Privacy Committee as appropriate. 
Step 1.7 – Liaison Notifies ESC
Liaison informs the ESC that the work product has been completed and will be submitted for privacy evaluation.
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[bookmark: _Toc280602113]Figure 1. Pre-Evaluation Engagement Workflow


[bookmark: _Toc280610713]PHASE 2: PRIVACY EVALUATION
This phase constitutes the evaluation of the committee work product to identify any extant privacy issues or risks, propose mitigation alternatives where possible, and develop a consensus agreement. The output of the evaluation will be the Privacy Committee’s Privacy Review Report and may include a formal objection, if privacy issues or risks remain unresolved. Figure 2 illustrates the steps in this process as explicated below.
Step 2.1 – Work Product Submitted to Privacy Committee
The work product is formally submitted to the Privacy Committee to perform the privacy evaluation. Work products should be e-mailed by an officer of the submitting committee to privacyleadership@idecosystem.org[footnoteRef:2] with the subject line REQUEST FOR PRIVACY EVALUATION and the formal title of the work product and confirmation that it is the final version in the body. The first recipient able to do so will distribute the work product to the Privacy Committee and by extension to the ESC. Date of submission is recorded and begins the evaluation timeframe. Liaison provides elaboration as necessary. [2:  This is a closed list, the membership of which consists of the Privacy Committee officers, sub-committee chairs and working group leaders, that is configured to allow posting by non-members. List traffic is archived and available for inspection.] 

Step 2.2 – ESC Estimates Review Period and Communicates to Chair of Submitting Committee
Upon receiving a work product for evaluation, the ESC will perform an initial assessment of the work product’s size, complexity, and privacy relevance. Based on this assessment, along with the ESC’s pre-existing commitments, the ESC will project either a 30-day or a 90-day period for the evaluation. In certain circumstances, based on the type of work product or the complexity of the privacy issues identified, these timelines may be extended or modified. The projected evaluation period will be communicated to the chair of the submitting committee by the ESC Chair. 
TEST: Baseline Deviation Approach Applicable?
Can the work product be evaluated by considering how it deviates from a use case that has already been analyzed?
If NO proceed to Step 2.4
Step 2.3 ESC Documents and Analyzes Deviations from Baseline Use Case
The ESC documents where and how the work product deviates from the characterization of the baseline use case. The effects of these changes on the baseline analysis (grounded in the evaluation criteria) and on the baseline mitigating controls are then assessed and documented. If the work product is a revised version of a work product that has previously been evaluated in this manner, the ESC may opt to begin with the prior baseline deviation analysis and update it to reflect the revisions.
Step 2.4 – ESC Performs Textual Review of Work Product
If a baseline deviation approach cannot be used, the ESC will perform a textual review of the work product with respect to the evaluation criteria. If the work product is a revised version of a work product that has previously been evaluated in this manner, the ESC may opt to begin with the prior Privacy Review Report and update it to reflect the revisions.
TEST: Clarifications Needed?
Are there ambiguities in the work product which might be resolved through consultation with the submitting committee?
If NO proceed to Step 2.6
Step 2.5 – ESC Engages Submitting Committee
The ESC, either via the ESC Chair or the Liaison, seeks desired clarifications from the submitting committee.
Step 2.6 – ESC Documents Any Issues and Mitigation Suggestions in Draft Privacy Review Report
The ESC drafts the Privacy Review Report, itemizing any privacy issues and, where appropriate, mitigation suggestions. The ESC also itemizes any non-privacy comments.
TEST: Issues?
Does the draft Privacy Review Report contain any privacy issues or non-privacy comments?
If NO proceed to Step 2.9
Step 2.7 – ESC Engages Submitting Committee
The ESC Chair provides the draft Privacy Review Report to the submitting committee. If desired by the submitting committee, the ESC works with them to attempt to resolve the issues listed in the draft Privacy Review Report.
Step 2.8 – ESC Finalizes Privacy Review Report
The ESC revises the draft Privacy Review Report as necessary to reflect changes to the work product by the submitting committee.
Step 2.9 – Privacy Committee Reviews Report
The Privacy Committee reviews the draft Privacy Review Report.
TEST: Approved?
Has the Privacy Committee approved the draft Privacy Review Report
If Yes proceed to Step 2.11
Step 2.10 – Revise Report
The ESC revises the draft Privacy Review Report based on Privacy Committee feedback/decisions.
Proceed to Step 2.9
Step 2.11 -  Submit Review Report to Plenary, MC, and Submitting Committee Chairs
The Privacy Committee Chair submits the approved Privacy Review Report, together with the work product to which it applies, to the chairs of the Plenary, Management Council, and submitting committee.
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[bookmark: _Toc280602114]Figure 2. Privacy Evaluation Workflow

[bookmark: _Toc280610714]IMPLEMENTING AND UPDATING THE PRIVACY EVALUATION METHODOLOGY
This section describes the finalization and approval process for adopting the PEM, and the process for implementing the PEM by training Liaisons and educating committees. It also includes an iterative process for evaluating the efficacy of the methodology and periodically updating the methodology to improve the process or incorporate refinements in the evaluation criteria.
[bookmark: _Toc280610715]Stage 1: Development, Approval, and Publication 
Stage 1 is the process for developing and approving the PEM, including both Privacy Committee and Plenary approval. Figure 3 illustrates the steps in this process explicated below.
Step 1.1 – Develop Methodology
ESC develops the Privacy Evaluation Methodology workflow process and evaluation criteria. 
Step 1.2 – Submit to Privacy Committee Approval
Submit Privacy Evaluation Methodology to the full Privacy Committee for approval.
TEST: Privacy Committee Approval?
Has the Privacy Committee approved the Privacy Evaluation Methodology?
If YES proceed to Step 1.4
If NO proceed to Step 1.3
Step 1.3 – Revise Methodology
ESC will revise the Privacy Evaluation Methodology to incorporate the results of the Privacy Committee or Plenary deliberations, or Liaison feedback.
Proceed to 1.2
Step 1.4 – Publish Methodology
Privacy Committee Chair publishes the Privacy Evaluation Methodology.
Proceed to Stage 2



[bookmark: _Toc347409833] (
Figure 
3
. PEM Development, Approval, and Publication Workflow
)[image: ] 
 


[bookmark: _Toc280610716]Stage 2: Training and Implementation
Stage 2 involves the training of Liaisons and coaching of committees on the application of the methodology. The process also includes the iterative gathering of feedback and monitoring of the implementation of the PEM, and the initiation of updates to the PEM. Figure 4 illustrates the steps in this process explicated below.
Step 2.1 – Train Liaisons
ESC trains Liaisons on using the Privacy Evaluation Methodology to evaluate proposals within their committees.
Step 2.2 –Coach Committees
Liaisons provide tailored guidance to their committees on how the Privacy Evaluation Methodology will apply to the proposals they will develop.
Step 2.3 – Provide Feedback
Liaisons and Privacy Committee members provide feedback on the implementation of the Privacy Evaluation Methodology.
TEST: Updates Needed?
Based on feedback, is an update needed for the Privacy Evaluation Methodology?
If YES proceed to Stage 1: Step 1.3
If NO proceed to Step 2.4
Step 2.4 – Continue Monitoring
Liaisons and Privacy Committee members monitor the implementation of the Privacy Evaluation Methodology.
Proceed to Step 2.3
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[bookmark: _Toc280602115]Figure 4. PEM Training and Implementation


[bookmark: _Toc280610717]PRIVACY EVALUATION CRITERIA
The most important component of the PEM is the evaluation criteria. As described in the Privacy Committee Charter, the objective was to develop a “standard set of criteria based on the Fair Information Practice Principles (FIPPs) as referenced in the NSTIC and related and consistent privacy frameworks or relevant privacy best practices.”  The evaluation criteria were developed from an initial set of privacy references, including the FIPPs and the Consumer Privacy Bill of Rights (CPBR), a set of privacy and civil liberties risks, numerous discussions, and the deliberations of the privacy experts on the evaluation methodology development team. 
The Privacy Evaluation Methodology Guidance and Analysis Workbook contains the detailed description of the evaluation criteria. The following external resources were used to inform the development of the evaluation criteria:
· “Fair Information Practice Principles (FIPPS)”[footnoteRef:3] [3:  http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf] 

· “Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and Promoting Innovation in the Global Digital Economy”[footnoteRef:4] [4:  http://www.whitehouse.gov/sites/default/files/privacy-final.pdf] 

· “A Taxonomy of Privacy”[footnoteRef:5] [5:  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622] 

· “Privacy as Contextual Integrity”[footnoteRef:6] [6:  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=534622] 

· “The Boundaries of Privacy Harm”[footnoteRef:7] [7:  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1641487] 

· “Privacy by Design: A Counterfactual Analysis of Google and Facebook Privacy Incidents”[footnoteRef:8] [8:  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2128146] 

· National Institute of Standards and Technology (NIST) Special Publication 800-53 "Recommended Security and Privacy Controls for Federal Information Systems and Organizations"[footnoteRef:9] [9:  http://csrc.nist.gov/publications/drafts/800-53-rev4/sp800-53-rev4-ipd.pdf
] 

In addition, subject-matter experts, who have been involved in external privacy research projects on applicable legal statues, regulatory regimes, civil liberties issues and privacy assessment methodologies, contributed material and their respective expertise to the development process. Material on these topics was circulated to members of the development team and Privacy Committee for consideration.
The evaluation criteria align FIPPs with the Consumer Privacy Bill of Rights and define potential privacy and civil liberties risks. The articulation of the evaluation criteria involves the interpretation and applicability of a particular criterion to facilitate the analysis process. The interpretation and articulation process is ongoing, and seeks to refine the current set of evaluation criteria, and ensure that the evaluation criteria remain consistent as the privacy landscape evolves.

[bookmark: _Toc280610718]PRIVACY EVALUATION METHODOLOGY GUIDANCE AND ANALYSIS WORKBOOK 
The primary tool for the collection and analysis of privacy issues and risks is the PEM Guidance and Analysis Workbook. The PEM Workbook provides a structure, consistent with the steps outlined in the workflow, to characterize, analyze, and develop mitigation alternatives. The PEM Workbook includes the evaluation criteria and specific guidance on the application of the criteria.
The PEM Workbook uses the Identity Ecosystem Functional Model [footnoteRef:10]to segment elements of a work product under evaluation, allowing a discrete characterization and analysis of the work product. The functional model includes the following core operations: [10:  IDESG, Functional Model Representation of the Identity Ecosystem, n.d.] 

· Registration
· Credentialing
· Authentication
· Authorization
· Transaction Intermediation 
The characterization section examines in detail the elements of a work product to capture the different dimensions relevant to privacy analysis. These include:
· Actors,  Authorizations & Relationships
· Type & Sensitivity of Information
· Intended Uses & Potential Secondary Uses
· Data Flows
· Legal & Regulatory Requirements
The analysis section provides a structure to collect comments and observations related to the application of the evaluation criteria. The columns align to the types of evaluation criteria:
· FIPPs/CPBR 
· Privacy/Civil Liberties Risks
· Legal & Regulatory Implications
· Other Privacy Issues
The inclusion of privacy and civil liberties risks provides a novel, but critical layer to the analysis. The FIPPs do not provide much guidance around how they should be implemented, and do not address privacy or civil liberties risks beyond FIPPs violations per se. The result may be an assessment that checks boxes without truly achieving effective safeguards for privacy and civil liberties. Some part of this challenge arises from the fact that it has proven very difficult to know when a state of privacy exists. By contrast, defining the privacy and civil liberties risks for the Identity Ecosystem creates a set of characteristics that delineate the absence of privacy. Consequently, if we can assess when privacy is non-existent and the nature of the particular gap, we can develop more targeted mitigation strategies, as well as better test their effectiveness. The FIPPs are more effectively used in combination with the privacy and civil liberties risks to provide a full analysis and support the development of appropriate controls for any identified privacy or civil liberties risks or issues. The PEM Workbook contains supporting guidance to assist evaluators and proposal developers in completing this analysis. Finally, the Mitigation & Compensating Controls section provides a structure to capture potential mitigation alternatives and descriptions of controls that could be applied to further mitigate a privacy issues or risk. 
The PEM Workbook serves as the primary mechanism for collecting the comments of evaluators and supports the consistent examination of the articulated issues, risks, or mitigation alternatives between multiple participants in the evaluation process. Once populated, the PEM Workbook will serve as a basis for the development of the Privacy Review Report.

[bookmark: _Toc280610719]APPENDIX A: Privacy Evaluation Methodology (PEM) Update Schedule
The Privacy Evaluation Methodology (PEM) includes “…an iterative process for evaluating the efficacy of the methodology and periodically updating the methodology to improve the process or incorporate refinements in the evaluation criteria.” In this process, Liaisons and Privacy Committee members provide feedback and monitor the implementation of the PEM. The Privacy Evaluation Methodology Development Subcommittee (PEM-Dev) is responsible for updating the PEM based on this feedback. The following schedule (based on a 180 day timeline) governs the process for incorporating and approving these updates:
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Once an evaluation has begun, the version of the PEM in force at the beginning of the evaluation remains in the force for the duration of the evaluation.






[bookmark: _Toc280610720]APPENDIX B: Privacy Review Report Form

Date: <submission date>
To: Plenary Chair, Management Council Chair
From: Privacy Committee Chair
Subject: Submission of Privacy Review Report for Plenary Consideration

The following Privacy Review Report was prepared for the following work product:
<work product title>
Submitted for privacy evaluation on:
<submission date>
By <submitting committee>
Based on our evaluation of the work product and our efforts to identify and remediate any privacy issues or risks, consistent with the Privacy Evaluation Methodology, we are submitting our report along with the following intention regarding a 5.3.3.2 objection:
 No Privacy Issues
 Privacy Issues, No Objection
 Privacy Issues, Formal Objection

List of Privacy Issues (if applicable)

Justification for Formal Objection (if applicable)

Non-Privacy Comments

Minority Privacy Committee Opinion (if  applicable)


[bookmark: _Toc280610721]APPENDIX C: Privacy Principles and Risks as Articulated in the PEM Guidance and Analysis Workbook

	FIPP
	Description

	Transparency
	Organizations should be transparent and notify individuals regarding collection, use, dissemination, and maintenance of personally identifiable information (PII).

	Individual Participation
	Organizations should involve the individual in the process of using PII and, to the extent practicable, seek individual consent for the collection, use, dissemination, and maintenance of PII. Organizations should also provide mechanisms for appropriate access, correction, and redress regarding use of PII.

	Purpose Specification
	Organizations should specifically articulate the authority that permits the collection of PII and specifically articulate the purpose or purposes for which the PII is intended to be used.

	Data Minimization
	Organizations should only collect PII that is directly relevant and necessary to accomplish the specified purpose(s) and only retain PII for as long as is necessary to fulfill the specified purpose(s).

	Use Limitation
	Organizations should use PII solely for the purpose(s) specified in the notice. Sharing PII should be for a purpose compatible with the purpose for which the PII was collected.

	Data Quality and Integrity
	Organizations should, to the extent practicable, ensure that PII is accurate, relevant, timely, and complete.

	Security
	Organizations should protect PII (in all media) through appropriate security safeguards against risks such as loss, unauthorized access or use, destruction, modification, or unintended or inappropriate disclosure.

	Accountability and Auditing
	Organizations should be accountable for complying with these principles, providing training to all employees and contractors who use PII, and auditing the actual use of PII to demonstrate compliance with these principles and all applicable privacy protection requirements.





	Consumer Privacy Bill of Rights
	Description

	Individual Control
	Consumers have a right to exercise control over what personal data companies collect from them and how they use it.

	Transparency
	Consumers have a right to easily understandable and accessible information about privacy and security practices.

	Respect for Context
	Consumers have a right to expect that companies will collect, use, and disclose personal data in ways that are consistent with the context in which consumers provide the data.

	Security
	Consumers have a right to secure and responsible handling of personal data.

	Access and Accuracy
	Consumers have a right to access and correct personal data in usable formats, in a manner that is appropriate to the sensitivity of the data and the risk of adverse consequences to consumers if the data is inaccurate.

	Focused Collection
	Consumers have a right to reasonable limits on the personal data that companies collect and retain.

	Auditing
	Consumers have a right to have personal data handled by companies with appropriate measures in place to assure they adhere to the Consumer Privacy Bill of Rights.



“Context” means the circumstances surrounding the collection, use, maintenance, and disclosure of PII, including but not limited to: (1) the extent and frequency of direct interactions between an individual and the entity collecting, using, maintaining or disclosing the PII; (2) the level of understanding that a typical user of a product or service would have about the type and amount of PII that is being collected and how the PII is being used, retained, or disclosed; (3) the range of products or services that an entity offers, the use of such products or services by individuals, and the brand names that the entity uses to offer such goods or services; (4) the types, scale, and scope of PII that is collected, retained, used or disclosed; and (5) the age and sophistication of individuals who are using the products or services, including whether the products or services are directed toward children, adolescents, or the elderly.	


	Privacy/Civil Liberties Risks*
	Description*

	Appropriation
	Personal data is used in ways that deny a person self-determination and/or revenue and/or fair value exchange

	Breach of Trust
	Breach of implicit or explicit trusted relationship, including a breach of a confidential relationship

	Distortion
	The use or dissemination  of inaccurate or misleadingly incomplete personal data

	Exclusion
	Denial  of knowledge about or access to personal data, also includes denial of service

	Induced Disclosure 
	Requiring an individual to divulge unnecessary or inappropriate information

	Insecurity
	Exposure to future harm, including tangible harms such as identity theft and loss of revenue

	Loss of Liberty
	Improper use of information leading to exposure to arrest or detainment

	Power Imbalance
	Acquisition of personal data about a person which creates an inappropriate power imbalance, or takes unfair advantage of or abuses a power imbalance between acquirer and the person

	Stigmatization
	Personal data is linked to an actual identity in such a way as to create a stigma

	Surveillance
	Collection or use, including tracking or monitoring of personal data that can create a chilling effect on behavior including free speech and/or freedom of association

	Unanticipated Revelation
	Dissonance in the contextual use reveals or exposes person or facets of a person in unexpected ways



*Based on Daniel Solove’s “A Taxonomy of Privacy”
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