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To: Privacy Committee Chair
From: Acting Lead, Privacy Evaluation Subcommittee
The following Privacy Review Report was prepared for the following work product:
ISO/IEC 27002 Information Technology Security Technologies Code of Practice for Information Security Controls
Submitted for privacy evaluation on 4 January 2016
By Standards Coordination Committee
Based on our evaluation of the work product and our effort to identify and remediate any privacy issues or risks, consistent with the Privacy Evaluation Methodology, we are submitting our report along with the following intention regarding a 5.3.3.2 objection:
No Privacy Issues
List of Privacy Issues (if applicable)
No privacy issues were found.  As with many standards, ISO/IEC 27002 can be used in various ways and we note that separate implementations for specific industries exist, not all of which are privacy preserving.  Profiles of these standards, specifying how they will be implemented in specific operating environments will require evaluation to determine the privacy characteristics of the specific application.
We are concerned regarding the anticipated use of standards by members of the IDESG.  It is not clear whether standards cited, including ISO/IEC 27002, are to be considered normative or illustrative for purposes of assessing whether an organization meets the IDESG Framework and requirements.  This could/would color the recommendation of the ESC.  This concern extends to whether certain standards could preclude consideration of members who have adopted specific open source or community standards that may not be consistent with standards specifically cited by the IDESG (See Minority Opinion below).
Justification for Formal Objection (if applicable):
Not Applicable
Non-Privacy Comments
Concern regarding clarity of IDESG Standards Adoption practices extends beyond privacy considerations of those standards.
Minority Privacy Committee Opinion (if applicable)
A minority opinion was expressed that the acceptance of ISO Standards, including ISO/IEC 27002, is incompatible with open source projects/communities projects and would preclude those applications from being acceptable to the IDESG, including from a privacy perspective.
Standards link different roles across the identity ecosystem.  For example, IdPs, attribute providers and authorization servers could be developed by complete business models but all would have to adhere to a particular standard in order to create a practical and non-coercive ecosystem.  In this example, suppose one decided to support only standards like ISO issuances that are inaccessible to community supported open source.   In that case, the other roles in the ecosystem would be at tremendous disadvantage and might not be able to participate effectively.
Exclusion of community supported open source participants from any significant aspect of the identity ecosystem is a privacy issue because privacy practice transparency as well as regulation are privacy considerations.  As with security solutions, where open source and peer review are deemed essential, the ability for open source community privacy solutions to compete in the ecosystem is also essential.
In response to the objection above it is also noted that another member opined that regarding any potential transparency issues, in privacy, transparency is all about the collections, use and disclosure of personal information.  The software that does all the handling of the personal data could be totally open, so people have no doubt about internal information flows.  You don’t need all administrative aspects of the development lifecycle to be visible for the information flows to be transparent. 
   


