NSTIC Identity Ecosystem Steering Group
Privacy Coordination Standing Committee 
Minutes – June 10, 2013 Con Call
1. The meeting was called to order at 2:02 pm

2. The legal & procedural disclaimers were read

3. In attendance were:

Ann Racuya-Robbins
Anna Slomovic
Jay Stanley (Vice-Chair)
Jeff Brennan
Jim Elste (Chair)
Leonard Tillman
M.A. Signorino (Secretary)
Mary Hodder
Secretariat
Steven Toporoff
Stuart Shapiro
Trent Adams


4. Approval of Minutes – Approved by consensus 

5. Subcommittee & Working Group Reports
a. Privacy Evaluation Subcommittee (ESC): Jim Elste
i. Meeting last week
ii. A submission from the Financial Services Committee will be sent to the Privacy Committee as a whole, with a  ‘no issues’ recommendation
1. A synopsis will be created
iii. Alpha Evaluation (the IDESG website Privacy Policy, Terms of Service (TOS) agreement)
1. Discussion ensued regarding the need for the Privacy Committee to have a process in place for resolving fundamental privacy requirements in a number of different areas. 
2. A motion was made to include this concern in the minutes; Anna Slomovic will provide a written articulation of these concerns to be included in the minutes, so as to avoid problems in the future. PASSES.
a. The written articulation is attached to these minutes.
3. A motion was made to commend the recommendation of policies to the Secretariat for publication. PASSES
b. Proactive Privacy Guidance Subcommittee (PPG): Jay Stanley
i. Articulation Document: Ann Racuya-Robbins reported that they looked at different trust marks, noting that the PPG should look at it as an ecosystem, a natural history type of approach.
ii. Peter Alterman from Oasis sent around a note w/r/t their privacy evaluation methodology, agreed that it might be good to have it get into the articulation doc.
iii. Documents can be found on the Privacy Committee’s private Reddit page: http://www.reddit.com/r/IDESG_PrivacySC . To view this page, you will need to create a free Reddit account, and request an invitation to join from moderators Marc-Anthony Signorino (/u/PrivacyMarc) or Naomi Lefkowitz (/u/naombl).    
c. Membership Outreach Subcommittee (MOR): Debra Diener
i. In process of producing a standardized set of slides that can be put into a presentation.
ii. Looking for opportunities to shine.
d. Privacy Evaluation Methodology Development Working Group (PEM-Dev): Stuart
i. A broadcast email inviting the whole IDESG to attend PEM-Dev meetings was to have been sent out by the Secretariat, but they seem to want to merely include it in a larger newsletter. 
ii. PEM-Dev will meet this Thursday, on Group Calendar.

6. Integrating Economic Inclusion into Privacy – Ann Racuya-Robbins
a. Discussion regarding the gap and concern of economic inclusion, regarding the under-banked and unbanked. The Privacy Committee will monitor this issue. 

7. No other business to be discussed.

8. Adjournment – 3:40 pm (EST)



Statement of Need for Process to Resolve Fundamental Privacy Issues 
within the IDESG Privacy Committee

The Privacy Committee of the IDESG needs to consider how to address substantive differences about appropriate privacy practices when such practices implicate business models of various members. 
[bookmark: _GoBack]
The American Bar Association Federated Identity Management Task Force found that while there are many US laws that might apply to identity information in various contexts, there are no laws that apply to identity information as such. 

In the U.S., privacy laws are limited in their scope and applicability, and may not affect all identity management activities. U.S. privacy laws generally apply only to certain sectors (e.g., financial sector, healthcare sector, video rental sector, federal government sector, etc.), certain types of data (e.g., Social Security numbers, credit card numbers, driver’s license numbers, etc.), or certain types of activities or events (e.g., breach of data security, rental of videos, communications of SSN over the Internet, etc.). [Solving The Legal Challenges of Online Identity Management, Part 2: Legal Regulation Of and Barriers To Identity Management, Draft, December 30, 2011, p. 10.]

In the absence of a comprehensive legal framework, different participants in the identity eco-system may collect, use and disclose data in different ways as they construct their business models. For example, the federal government’s guidance to Trust Framework assessors and auditors includes an Opt-In requirement, which reads:

Opt In – Identity Provider must obtain positive confirmation from the End User before any End User information is transmitted to any government applications. The End User must be able to see each attribute that is to be transmitted as part of the Opt In process. Identity Provider should allow End Users to opt out of individual attributes for each transaction.  [Federated Identity, Credentialing, and Access Management Privacy Guidance for Trust Framework Assessors and Auditors, Version 1.0, June 29, 2011, Section 2.1.2.]

It also includes a prohibition against activity tracking:

Activity Tracking – Commercial Identity Provider must not disclose information on End User activities with the government to any party, or use the information for any purpose other than federated authentication. [Ibid, Section 2.1.4]

These types of limitations are not part of current identity systems. There are identity providers whose value proposition to relying parties depends on providing a particular set of attributes tied to an identity, with limited or no End User ability to object to the inclusion or exclusion to any particular attribute. For some organizations activity tracking is at the core of the business model. Companies whose business models depend on processes or activities that are less than optimal from a privacy perspective may claim to offer other benefits to users, relying parties, or the overall economy, and in the absence of legal or regulatory requirements there are limited mechanisms for prohibiting such activities.

The Privacy Committee needs to have a process in place for resolving fundamental issues related to privacy requirements in areas of individual choice, activity tracking, data collection and re-use, uses of attribute or activity data for marketing, and other areas where different participants in the system may prefer different formulations of what is desirable, all permissible within the current legal framework.






