
Date: August 11, 2015
To: Management Council Chair
From: Privacy Committee Chair
Subject: Privacy Review Report 

The following Privacy Review Report was prepared for the following document:
HIMSS Recommended Identity Assurance for Patient Portals
Submitted for privacy evaluation on:
June 10, 2015
By Management Council
Based on our evaluation of the submitted document and our efforts to identify and remediate any privacy issues or risks, consistent with an adaptation of the Privacy Evaluation Methodology to this request from the Management Council, we are submitting our report along with the following recommendation:
 No Privacy Issues
 Minor Privacy Issues, but concur with endorsement
X Privacy Issues, objections to endorsement
We recognize that this is an important topic for the health segment, and while it does not fully meet the NSTIC objectives we hope that they will continue to develop the document and continue the conversation.

List of Privacy Issues (if applicable)
The Privacy Evaluation Subcommittee had the following comments on the privacy-related aspects of this document:
1. The document makes multiple references to NIST [SP 800-63-2] LOA 3 as a requirement for access by a patient to their own health records. LOA 3 requires identity proofing with high confidence and assertion of that identifying information to the healthcare provider. What is actually needed is strong confidence that the requester be the same person that received treatment, regardless of identifying information such as name. Identity proofing may accomplish this (subject to duplicate identifying information) but alternate forms of identifying a requester that is known to the practice, but perhaps being treated under a pseudonym, should be accommodated.
2. The document refers to a well-defined exception to identity proofing requirements but does not say what that exception is. The discussion that follows refers to the concept of “known to the practice” but does not directly say that this is such an exception.
3. Exceptions are described as “rare” but this may not be true in certain patient populations (e.g., free clinics serving drug addicts). Describing the exceptions as rare also may lead some to believe that the exceptions are unimportant.

Justification for Formal Objection (if applicable)
Consensus of Privacy Evaluation Subcommittee was that the lack of attention to pseudonomy in this document is inconsistent with NSTIC privacy principles.
Non-Privacy Comments
The policy does not adequately address multi-party situations, such as between a healthcare provider, a testing lab, and a patient.
Minority Privacy Committee Opinion (if  applicable)
[bookmark: _GoBack]No minority opinion was expressed.
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