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September 28, 2015

Attendees:
Jim Fenton
Doug Blough
Jeff Brennan
Jim Zok
Sean Brooks
Linda Braun, Global Inventures

Meeting called to order at 4:06pm ET

At this meeting, ESC reviewed the baseline requirements and supplemental guidance document that was sent out on September 26 and reflects all the changes made to the document during the Tampa Plenary and the September 24 pre-final version that was circulated to chairs for confirmation purposes.  ESC hopes to complete the review in less than seven-days with three meetings scheduled to complete the review.

INTEROP-1. THIRD PARTY AUTHENTICATION
Comments:
· Statement was made as to whether or not this requirement was a privacy concern.
· At some point on the usability, we had talked about user choice.  If it is covered in another requirement, no need to edit further.  User choice covered under Privacy requirements.  Choice of providers – came up.  This is noted in INTEROP BPA, however that is more about recourse, not having to doing with choice.
· Do we think user choice for a broader set of providers is a privacy issue worth commenting on?
· You don’t have a lot of choice, if all users’ credentials are managed by a small number of providers; then users don’t have a choice. USABLE-4 – was referenced as a place that covers this issue. However, it was concluded that is more about displaying who you are talking to.  
· At the end of the day, the user ought to know who is providing their data and how it is being used.   
· Jim Fenton:  This is not a major issue. Let’s note as a minor privacy issue and we should not rise to the level of an objection.  

INTEROP-2. THIRD PARTY CREDENTIALS
Can you have an insertion that is intended for a particular party?   Or does INTEROP-2 refer to format or just the details?  Jim to note concern about fuzziness.

INTEROP-3. STANDARD CREDENTIALS
No comments.

INTEROP-4. STANDARDIZED DATA INTERCHANGES
No comments.  

INTEROP-5. DOCUMENTED PROCESSES
No comments.
In the next version of the document, it would be a good idea to reference privacy or UXC requirements about notice.  Action: Sean to send Jim Fenton reference.

INTEROP-6. – DELETED

INTEROP-7. – LEGAL REQUIREMENTS - DELETED – Requirement was moved to Best Practices.

INTEROP-8. (IS NOW INTEROP-6) THIRD PARTY COMPLIANCE
No comments.

INTEROP-7. USER REDRESS
No comments.
Applies to activities - it’s more than registration and credentials.  Typo?  Massaged too much or too quickly?

INTEROP-8. ACCOUNTABILITY
If logging is going on for future auditing, we should reference in SECURE- 14 and 
SECURE-15.  Good place to make comments.

Privacy Requirements not covered during meeting since this is the team that put the requirements together.

SECURE-1. SECURITY PRACTICES
No comments.
If you are not complying with the regulatory requirements that are out there, are you still meeting the security practices as they are written in supplemental guidance? Document doesn’t mandate which security information policy or information you must use.  Suggests there are others.

SECURE-2. DATA INTEGRITY
No comments.

SECURE-3. CREDENTIAL REPRODUCTION 
Jim noted this is “avoiding reproduction.”

SECURE-4. CREDENTIAL PROTECTION 
No comments.
Jim Fenton noted this is “identity proofing.”

SECURE-5. CREDENTIAL ISSUANCE
No comments.

SECURE-6. CREDENTIAL UNIQUENESS
Question – identifiable to whom or to which party? 
Suggested language:  Recommend consistency with previous language approach and previous requirements and note who this applies to, in particular with anonymous and suenomyous credentials.  Or should it be authentication?  Additional comment after discussion:  “Must be assigned to each paring by whom for whom for clarity.”  This is not clear as to how this requirement applies to anonymous and suenomyous usage either.
Action: Jim Fenton to write up something and run by everyone. 

SECURE-7. TOKEN CONTROL
Jim Zok.  Only talks about user – what about token control for the provider?  What about unissued tokens?  Additional language in SECURE-5 recommended.
Action:  Jim to provide.

SECURE-8. MULTIFACTOR AUTHENTICATION
No comments.

SECURE-9. AUTHENTICATION RISK ASSESSMENT
2nd paragragh, line 977.  Attributes – potential privacy issue.  
Comment:  Suggestion is to reference at a minimum, PRIVACY-13 requirement about controls/risk.  Could use:  “Must be done in accordance with the privacy requirements” to cover both PRIVACY-10 and PRIVACY-13 suggestions.

SECURE-10.  Tuesday’s meeting to start here.



