
Date: September 9, 2014
To: Plenary Chair, Management Council Chair
From: Privacy Committee Chair
Subject: Submission of Privacy Review Report for Plenary Consideration

The following Privacy Review Report was prepared for the following work product:
Functional Model Representation of the Identity Ecosystem (draft, version 1, with Privacy Committee response completed)
Submitted for privacy evaluation on:
August 11, 2014 and revised on August 29, 2014
By Security Committee
Based on our evaluation of the work product and our efforts to identify and remediate any privacy issues or risks, consistent with the Privacy Evaluation Methodology, we are submitting our report along with the following intention regarding a 5.3.3.2 objection:
☒ No Privacy Issues
[bookmark: _GoBack] Privacy Issues, No Objection
 Privacy Issues, Formal Objection
List of Privacy Issues (if applicable)
Not applicable
Justification for Formal Objection (if applicable)
Not applicable
General Comments
Several privacy and non-privacy issues had been noted and have been corrected in the revised Functional Model.
Minority Privacy Committee Opinion
The following Minority Opinion was submitted by Ann Racuya-Robbins:
The Minority Opinion Disposition is: Privacy Issues, No Objection
My concerns are best placed within the context of an overall Functional Model Minority Report which is forthcoming. My Minority Privacy concerns are as follows: 
It has been represented by the NPO that the Functional Model Representation of the Identity System (Functional Model) provided for review is a representation of identity ecosystems as it currently exists—that is identity systems that do not contain NSTIC guiding principles including Privacy. However, sometimes the model infers that it does include the NSTIC Guiding Principle including in sections “Redress, Recovery, and Enterprise Governance” on Page 11. This confusion needs to be cleared. 
The question needs to be asked and considered: Does the complexity of layers, levels and parts in the Function Model compound privacy risks?  I believe it does. How does this impact the individual-as-user’s ability to understand and evaluate their privacy risks? The extension of the Functional Model will likely make this problem worse.
Page 5 states that “The operations and actions could be executed at different times, in different orders, and by different actors, depending on the use case, and each is intended to be considered independent of the others.” 
Privacy risks arise largely in the context of interactions or transactions where independence is not possible even if interactions or transactions happen in different orders, with different actors and at different times. It is more appropriate to consider the Functional Model operations and actions as interdependent when evaluating privacy risks and concerns.  For this reason the challenge for an identity ecosystem to enable anonymity is not met simply by “no persistent identifier associated with a transaction”.  That doesn’t mean we have to give up on the internet but we need to tell the truth about this gap and its implications for privacy and civil liberties risks while we come together to solve this problem.
There is no protection against vertical (in entity, in identity system) aggregation and analysis of personal and human attributes.  
The whole subject of non-person entities needs to be better defined and placed in the Functional Model. Thank you for the hard work of all that participated in the creation and evaluation of the Functional Model.
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