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Introduction

This white paper is a summary of foundational background information about three inter-related activities: the National Strategy for Trusted Identities in Cyberspace (NSTIC Strategy); the Identity Ecosystem Steering Group (IDESG); and the IDESG’s Privacy Coordination Standing Committee (Privacy Committee).  This summary is that --- an overview about these activities.  More details about the NSTIC Strategy can be found at: www.nstic.gov;  more information about the IDESG and the Privacy Committee can be found at: www.idecosystem.org.

NSTIC Strategy

In April 2011, the Administration issued the NSTIC Strategy.  In brief, the NSTIC Strategy envisions a cyber world, specifically an Identity Ecosystem, that improves upon the current online environment --- for individuals, businesses and governmental agencies.  It is a world that will help minimize the need for individuals to create countless new passwords in order to conduct online transactions.  The envisioned Identity Ecosystem would promote a robust marketplace that permits individuals to choose among multiple identity providers --- both private and public --- that would issue trusted credentials that prove identity.  Additionally, individuals would be able to use already existing identity credentials if those credentials are already among those deemed trustworthy to be used.

As outlined in the NSTIC Strategy, the Identity Ecosystem would foster this more robust marketplace since individuals would find it easier and more convenient to conduct online transactions with multiple entities.  Businesses as well as governmental agencies (Federal, State and local) would be able to put services online that currently have to be conducted in person.  

The NSTIC Strategy is also based on a key principle, that is, its use will be voluntary.

IDESG

As noted in the NSTIC Strategy, the “...Identity Ecosystem is the embodiment of the [Strategy’s] vision.” (see, NSTIC Strategy, page 21, “The Identity Ecosystem”).  To be created and implemented, the Identity Ecosystem Framework has to be multi-faceted and “... is the overarching set of interoperability mechanisms, risk models, privacy and liability policies, requirements, and accountability mechanisms that govern the Identity Ecosystem.  It will guide the development of individual trust frameworks and will be flexible enough to accommodate the varied needs of Identity Ecosystem participants.” (see, NSTIC Strategy, page 29, “Goal 1: Develop a Comprehensive Identity Ecosystem Framework”).

The development and implementation of this Identity Ecosystem Framework is to be led by the private sector in a close partnership with the Federal Government.  The private sector is to be the “...primary developer, implementer, owner, and operator of the Identity Ecosystem ....” (see, NSTIC Strategy, page 29, “Goals and Objectives”).  But how will this development be done?  The vehicle identified in the NSTIC Strategy for doing so is the IDESG.

The IDESG is responsible for bringing together all the interested stakeholders.  As noted above, the Federal Government is providing initial financial support for the small business that has been selected to serve as the IDESG’s Secretariat, providing administrative infrastructure support.  The National Institute of Standards & Technology (NIST) at the Commerce Department was designated to establish --- which it has --- the National Program Management Office to held lead the Federal Government’s efforts to implement the NSTIC Strategy (see, NSTIC Strategy, pages 38 to 39, “The National Program Office”).

The IDESG’s first organizational meeting was held in Chicago in August 2012.  The basic IDESG governance structure was discussed and subsequently adopted.  It consists of a Plenary body in which all Participating and Observing members may participate (although only Participating Members may vote in the Plenary); and a Management Council.  The Chair and Deputy Chair of the Plenary and the Chair of the Management Council are elected as are the 16 delegates to the Management Council (one delegate elected by each of the 14 Stakeholder groups and two At Large delegates).

The IDESG membership represents a broad and diverse range of stakeholders.  There are participants from small and large private sector businesses and corporations (e.g., financial and health industries; IT sector; retail sector; trade associations); public sector groups (e.g., Federal, State and local government agencies; colleges and universities); and advocacy groups (e.g., seniors, privacy, civil liberties); and unaffiliated individuals.

The IDESG’s substantive work is being undertaken in numerous Standing Committees.  This white paper only focuses on the role and scope of the Privacy Committee. 

Privacy Committee

Mandated Role and Responsibilities

The Privacy Committee’s creation was specifically mandated in the initial version of the IDESG Charter.  That was due to the fact that privacy principles are among the foundational elements of the NSTIC Strategy and, therefore, for the envisioned Identity Ecosystem.  The privacy principles are those articulated in the Fair Information Practice Principles (FIPPs).

The Privacy Committee’s IDESG Charter reflects the unique and very specific responsibility it has been given.  That role is to “...facilitate and promote the implementation of the Privacy-enhancing and Voluntary Guiding Principle of the National Strategy for Trusted Identities in Cyberspace (NSTIC) in the Identity Ecosystem Framework.”(see, Privacy Committee Charter, “Scope of Objectives”).

It is fair to say that the Privacy Committee has been actively engaged within the IDESG ever since the very first organizational meeting in Chicago.  

Membership and Organizational Structure

The Privacy Committee currently has over 30 members from a range of professional backgrounds and affiliations.  Some members participate in their individual capacity while others do so as representatives of their respective companies and organizations.  The latter encompass private sector businesses, not-for-profits and advocacy groups as well as Federal and State governmental agencies.  The group has an elected leadership team consisting of a Chair, Vice Chair and Secretary.

As reflected in its Charter, the Privacy Committee is responsible for collaborating with all of the other IDESG committees.  It does so to help ensure that the work products from those other committees adhere to the FIPPs.  It fulfills this role by having multiple Privacy Committee liaisons; there is one liaison assigned to each of the other committees.  These liaisons participate in the conference calls and discussions for their assigned committee; they provide guidance on privacy issues; and they review draft products so any privacy issues are identified early in the development stage and any concerns or conflicts can be resolved.  

The other committees are in varying stages of work product development so there have been differing degrees of privacy review at this stage.  We anticipate many more as there are work products under discussion for development by several other committees.

The Privacy Committee holds conference calls twice a month.  The Subcommittees described below are holding calls once or twice a month.
Subcommittees NOTE: I’ve listed the Subcommittees in alphabetical order.  
Evaluation Methodology Subcommittee

From its first meeting, the Privacy Committee members recognized the need for ensuring that its assessments of work products were done transparently and consistently.  These goals were imperative so members of the other committees understood the process, knew it to be objective and had prior and full knowledge of the evaluative criteria.  Through their discussions, the Privacy Committee determined that i needed to create a written tool for its privacy assessments.  An Evaluation Methodology Subcommittee was formed which developed the “Privacy Evaluation Methodology Matrix” (PEM Matrix) which will be used to assess the IDESG work products.

The PEM Matrix is a group of questions and issues that are grouped into separate categories covering core privacy issues. 

The Evaluation Methodology Subcommittee is now the Evaluation Subcommittee since the work of developing the assessment tool has been completed.  It will now work with the Privacy Committee liaisons to help them understand the PEM Matrix so they can then explain it to, and use it with, their respective committees.  The Subcommittee will also refine the PEM Matrix, as needed, based on its usage with the other IDESG committees.

Membership and Outreach Subcommittee

The Privacy Committee also recognized it has a responsibility to continue to educate others about the work and activities of both the IDESG and the Privacy Committee.  In order to do so, the Membership and Outreach Subcommittee was just formed in March 2013.  

There are two goals for this Subcommittee: one, broadening the numbers of individuals and organizations who are knowledgeable about the work being undertaken by the IDESG; and two, to broaden the membership of the Privacy Committee to help ensure that its membership continues to expand.  The Subcommittee will identify opportunities (formal and informal) through which its members can meet with others to talk about the IDESG and the Privacy Committee.  The outreach will be both internal and external to the IDESG.  

Pro-active Privacy Subcommittee
This Subcommittee has just been formed in March 2013 to focus on specific privacy and privacy related issues.  The need for this Subcommittee became evident over the last few months as individuals from other committees as well as those involved in the NSTIC pilot projects sought the Privacy Committee’s guidance on their respective projects and emerging privacy considerations.
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