Rough notes from today's ESC meeting:

Present: Jim Fenton, Adrian Gropper, Jim Zok, Jeff Brennan, Sean Brooks, Ken Klingenstein Linda Braun (Secretariat)

Started 4:04 pm EST

Began evaluation of OpenID Connect (standards adoption from Standards Committee).

Core specification: http://openid.net/specs/openid-connect-core-1_0.html

This specification is generally infrastructure, analogous to OAuth 2.0 and SAML. Depending on how it is used/profiled, it might or might not have a privacy concern. But there is not an inherent concern in the protocol itself.

Section 17 deals with privacy considerations, which like the analogous section of the SAML specification is very helpful.

Section 17.4, Offline Access, is particularly helpful since this could be a specific privacy concern. We interpreted "prudent" as the more conventional normative SHOULD, since explicit consent SHOULD be obtained.  In the last paragraph, the comments about quality of consent were also very relevant and we hope they will be taken seriously by implementers.

Discovery specification:
http://openid.net/specs/openid-connect-discovery-1_0.html

Although discovery is an optional specification, it might be less optional in a federation of the scale of the Identity Ecosystem, where there might be many thousands of IdPs. (Ken cited example of a monster pulldown list of 1500 IdPs).

Jim Zok noted that discovery issues affect both UX and Privacy committees.

Discovery calls for the use of WebFinger, which was not one of the standards in the list for evaluation. As we understand WebFinger, there is a particular issue with maintaining anonymity and pseudonymity when using it (you need to identify yourself to the RP so it can find your IdP). Implementers will need to consider whether their use of OpenID connect is consistent with the supplemental guidance in the Framework.

Ken pointed out OIDC relies on dynamic trust mechanisms to a much greater extent than what has currently been achieved. Trust relationships currently require a lot of negotiation.

The consensus was that, so far, there are issues but no formal objection.

There will be no meeting next week, and the following week is the Privacy Committee meeting, so the next ESC meeting will be December 8. I will try to get an OpenID Connect expert (Justin Richer was mentioned) to assist in the review.
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