Evaluation Subcommittee met on March 22 to evaluate NIST Special Publication 800-63-2

Present: Jim Zok, Adrian Gropper, Jenn Behrens, Bob Faron, Sean Brooks, Jim Fenton (chair)

Meeting was called to order at 4:04 pm EDT with a reminder of the IPR policy.

Discussion:

It was noted that SP 800-63-2 doesn't say a great deal about privacy.

SP 800-63-2 is part of a suite of documents that make up the FICAM trust model. It is a response to requirements set forth in OMB M-04-04. In conjunction with the other documents, privacy omissions might be mitigated. Federal agencies also need to adhere to the Privacy Act and related things.

There was some lack of clarity on how IDESG is using adopted standards.
Can we infer that privacy is covered because it's part of the SP 800 series? Are there privacy issues inherent in the Level of Assurance structure?

800-63 has apparently caused confusion in the healthcare space because it can be interpreted in a way that is opposite to Privacy by Design or Privacy Engineering.

On the other hand, as a foundational document, this document needs to be viewed in context, and perhaps no formal objection is required.

Alternatives to SP 800-63-2 were discussed, including:
- FIDO
- British GPG 44/45
- Next revision (SP 800-63-3)

Consensus:

- Formal objection to adoption because of lack of anonymity with strong authentication. Jim to give Standards Committee a heads up that this is happening.
- Point out alternatives (included in Standards Committee heads-up message)
- Cite "CIO Council" (Privacy IDM Subcommittee) response to Notice to Reviewers

Meeting adjourned 4:57 pm EDT.
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