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Based on our limited observation of IDESG Committee work, to date, to fulfill the Requirements process requested by the TFTM Committee and the Management Council's Framework Development Plan subcommittee, the FMO has a few suggestions and observations to share.

Context.   The Requirements exercise should result, eventually, in a definitive list of requirements for the Identity Ecosystem Framework which will serve as a test for relevance.  In other words, when this is done, if a proposed need or project does not address that list of requirements, then it will not be treated as immediately relevant to the mainstream of IDESG's work.

For that reason, it's important to get it right, and to be thoughtful and inclusive in assembling this list. The requirements, once agreed, also probably will form the organizational scheme for IDESG deliverables:  They become the conceptual tree, defining the branches off which various work product "ornaments" are hung, as well as a finding tool for future users.

Open-minded approach.   Obviously, as a community, we want to make sure that the tree has all the branches it needs to do its job.  For that reason, the first step in this process necessarily is a brainstorming exercise.  The Board's framework development planning committee proposed that four IDESG committees conduct the core of this exercise:  UX, Security, Standards and Privacy.  It seems reasonable to assume that a large share of the eventual Requirements will rise from those topical domains.  To enable an organized collection of proposed requirements, it will be helpful if stakeholders with views about a particular domain area bring their concerns to the IDESG committee which has primary responsibility for the topic.

However, the reason we have an IDESG is that a broad community-based consensus on development of the ecosystem is needed.  There may be other committees with essential perspectives on the needs of a federated identity systems, and other stakeholders inside and outside IDESG with knowledge or concerns that should be included as part of the framework's core principles.  We suggest that, while candidate requirements are principally being sought from the four designated committees, that TFTM will also need to consider and respond to submissions coming from elsewhere in the community, including our other committees, individual experts, and the NSTIC pilot projects.  A clear call for input, and deadlines for sequenced contributions and versions, should be broadly announced.

Working towards a chart, in steps.   The recommendations from your Board planning committee and TFTM for a "Requirements Catalog Matrix," in that September slide deck, represent TFTM's understandable need to receive reusable, comparable materials.  Still, it's possible that not all contributors of requirements will be able to bring a fully-based chart to life at once.  If that is the case, we suggest that the following practical approach be considered in stages:

1.   Committees should create an ad hoc group (as several have) to review the 2013 "Derived Requirements" document from NSTIC's NPO, as a set of suggestions, not a definitive list, and identify those within their area of expertise, so that we have the benefit of your comments on the ones that touch your field of knowledge.   That spreadsheet can be found here: http://www.idecosystem.org/filedepot?cid=28&fid=851
2.   Respondents should examine their own technical environment and area of expertise, for other practices and policies that suggest other ecosystem needs within their domain, not addressed by the proposed Derived Requirements, or that suggest corrections or improvements to them.  What's actually happening in your domain?  Are there rules, standards, policies or practices which strongly suggest that other actions are needed immediately – or should be or will need to be required – common features of an open, interoperable identity ecosystem?  Simply stated, what things must everyone do, to be a successful and participating member in federated identity exchanges?

3.   Wordsmith thoughtfully.  Contributors of proposed requirements should strive to produce a clear, simple statement of the proposed principle, so that it can be readily understood by newcomers and implementers.  We will need short, concise, clear terms, in a brief declarative statement, like the one-sentence statements in the example Matrix's "requirement statement" column.  We recommend twenty words or less.  A long textual treatment, or a set of references or unexplained pointers, will not be useful to our process.  Note, among other things, the statement should clearly indicate who must comply with the requirement.   (Individual citizens?  RPs only?  Everyone?)

Until you have a short, fairly clear functional statement of the desired action or outcome, you don't have agreement on what the requirement actually is.

We suggest that requirements should use the specific key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL".  The use of these key words is well-defined in the two-page text document “Key words for use in RFCs to Indicate Requirement Levels”, IETF RFC 2119 - https://www.ietf.org/rfc/rfc2119.txt
4.   Allocate your draft requirements to the appropriate actors.   Not all requirements will apply to all roles in an identity ecosystem.  We suggest that you use the role names defined in the IDESG Functional Model v1, so that we're all working from a common controlled vocabulary.  A summary list of the 14 roles current defined can be found at page 6 of the document, at https://www.idecosystem.org/index.php?q=filedepot_download/943/1423; more detailed descriptions of the roles are provided in tables at pages 9, 12 and 13.  Of course, some requirements may apply to multiple roles, or even all stakeholders.

5.   Once you have a collection of well-written requirement statements, expressed as short sentences and allocated to the relevant actors, you have your first draft of your domain's requirements list.  However, before proceeding to collect the other metadata requested, it may be useful for committees to take two additional steps, to organize the entries in a meaningful way.  First, consider assigning a rough aspirational time value to each candidate requirement:

· Is this proposed requirement, realistically, something must be in place today, immediately, before even working actively towards the technical steps for ecosystem participation?

· Will it be necessary early in the development of any identity federation?  Or, as a mandate for any entrant to a federation?

· Is this requirement one that the IDESG's framework is expected to impose only later in the process – as the necessary precursors are satisfied, as conditions are fulfilled, or as technology becomes available?

· Or is it a long-term, best-practice objective, which may never rise to the level of an entry condition?

Another way of putting this:  When will the door slam on parties who cannot fulfill this requirement, denying them entry to participation in an identity ecosystem framework?  Immediately, soon, later, or never?

We're using the "door slam" analogy deliberately – after all, we are talking about an ecosystem that will have doors, and will enforce a set of requirements that determine whether participants can walk in.  Like an electronic trading partner network, our ecosystem will constantly be in the business of bringing new participants on board, whether they are citizens, companies, agencies or service providers.  The National Strategy contemplates multiple levels of requirements and best practices, for different use cases and risk profiles;  IDESG almost certainly will develop degrees of application for these criteria.  However, we suggest that respondents collect and identifying all of the potential criteria first, and then work on their priority, relationships and gradations as a second step.

6.   We suggest you consider one more preliminary step:  Examine the aggregate candidate requirements that you've collected, in your domain area, for completeness, duplications, overlaps, contradictions and gaps.  That review might inspire some additions or editorial improvements itself, and sharpen up your set of candidate requirements.

Many of the candidate requirements will have conditions, and various specifications of which parties and roles are relevant to which requirements.  We expect that, once aggregated, those conditions and roles will converge somewhat on a common set of "clumps" or classes.  (For example, a number of requirements will prove to be contingent on a common set of expected future developments; or a number will prove to only apply to a certain level of reliability requirement, as stated "levels of assurance.")  Obviously, all requirements should state who is and is not expected to comply and under what conditions.  However, in this collection process, respondents should not overly focus on defining specific levels or clumps, across requirements.  Instead, let's see what we learn from the aggregate data from all of the received input; and then work our proper classes and levels from that.

7.   At this point, you should have a clear set of requirements, stated as declarative sentences with explicit conditions and limits to application if any.  Now, you should be in a better position to start filling in that Matrix.  Contributors of proposed requirements should put a good faith effort into supplying all of the metadata elements of the "Matrix" – all of the columns – if data is available.  However, they may not all be available in every case.  Also, the matrix is based on our colleagues' best guess,  as of today, of the organizing schemes and information that will be needed to assemble a coherent group requirements; but stakeholders with particular expertise may have other valuable insight here, and should not feel constrained only to pose questions or offer data that can fit within that draft matrix form.

8.   How these Requirements will be integrated into framework development.   We anticipate that, once a first draft set of requirements is collected and assembled, this will form the basis for the organization of IDESG's work product – forming that conceptual tree and branches.  We also expect that some of the conditions and classes of requirements will reveal natural divisions and progressions of roles and required activities.  We will work with IDESG management to report on and describe IDESG deliverables in context, taking advantage of that improved picture as an organizing principal.  So the requirements work done now also will strongly inform our understanding, and our reporting back to you, of the overall progress of IDESG's ecosystem framework development – and how individual committee projects and contributions should contribute to it.

9.   We also expect that the Requirements Lifecycle described in the September slide deck will be ongoing.  TFTM will be bringing its initial assembly of the combined requirements for eventual review and approval by the IDESG plenary, followed by widespread publication to share it with our broader stakeholder communities.  It's inevitable that those communities will have further feedback.  We will learn things as our various policies and work products are refined.  So we should expect continuous improvement of the Requirements, in declared phases, over time.

Regards, your Framework Management Office
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