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09/11/2012 - FSWG
	Name
	Organization
	
	Name
	Organization

	Rich Phillips
	Treasury
	
	Myisha Frazier-McElveen
	Deloitte

	Brian Russell
	Xtec
	
	Barbara Cuthill
	NIST

	John Paulson
	BITS
	
	Eric Cohen
	PWC

	Jeff Brennan
	Consumer Corporation
	
	Ken Reese
	Intel

	Anthony Nadalin
	
	
	Peter Brown
	

	Robert Krugman
	Broadridge
	
	Steve Coggeshall
	ID Analytics

	Dan Schutzer
	BITS
	
	Scott David
	University of Washington

	Calvert Thomas
	Intel
	
	Thomas Hardjono
	MIT

	Tom 
	Open Media
	
	Daniel Tumsuden 
	SecurIT

	Jerry Kikenson
	
	
	Zeca Pires
	Datacard

	Michael McCormick
	Wells Fargo
	
	John Carlson
	Financial Services Roundtable

	Lou Tinto
	
	
	
	


Agenda

1. Introductions

2. Work Group Leadership

a. Description of Roles

b. Leadership selection

3. Scope of Work Group

a. Draft Charter Review

b. Discussion on group scope

4. Meeting Schedule

5. Any Other Business

6. Adjourn

Discussion

· October 29th meeting of the Management Council, all WGs will present charter, goals and mission.  

· Scope: -
· Role of financial institutions as credential issuers and not just relying parties.  

· What is the expectation for what will come out of the work group?  

· Should one of the things that is considered is the viability of the IdM principles in this regulated space.

· Should this group strive to work with NSTIC and regulators on how rules need to change and how things relate in the identity space.  

· What do we mean by financial institutions

· Financial reporting and processing supply chain

· Range of financial services – banking, finance and insurance

· XPRL – Business reporting information for financial reporting.

· Most amount of value in IDESG if it had a broader scope of participants.  

· Given that so many of the FIs play in multiple states it’s best to look at the little F as opposed to the big F. 

· WG should be focused on the liability chain for the underpinning of the Identity Ecosystem (IE)
· The scope should cover unique requirements for Financial Institutions, in addition to providing input to the NSTIC pilots from our unique perspective
· Use case requirements

· Unique applications

· The work of the group should be split between citizen and business transactions.  
· Given the KYC requirements in the financial sector and laws around Identity Vetting in Healthcare, these two industries are uniquely qualified with to vet and identify individuals as strong issuing provider within the ecosystem.  

· It is Important to formally identify the NSTIC groups the financial working group will liaison with and who will be the liaison whose responsibility it will be to report back to the group and get the group’s input to take back to the NSTIC group they are liaison with
· Are there any organizations from Compliance organizations that should be participating in the Financial Work Groups

· Internal compliance officers from financial institutions
· FFIEC, SEC and other regulatory bodies 

· Consumer Financial Protection Bureau 

· NACHA – Susan 

· Perhaps the group should begin by creating an inventory of what exists – what the financial communities already do in this area.

· List and description of what Identity Related procedures, regulations and programs already exists

· e.g KYI, ACH network rule, confirming identity.

· A good start would be to identify someone from the government who we can work with to identify the relevant regulations

· Ultimately we may want to consider how the outputs of the use cases and pilots might call for change to current regulations

· If there is no other group that is talking about risk and economics then perhaps this is something that this group should also undertake
· Risk allocation

· Risk spreading mechanism

· Threat modeling

· Liability allocation

· Risk and Assurance working group is looking at Risk and needs more people.  

· Leadership – while Rich is currently performing the role of interim chair the NPO is really looking to industry to lead the effort.  

· Schedule

· Continue to move forward with weekly meetings for the moment and drop to bi-weekly if work thins out. 

· Skip next week and hold next meeting on 9/25
09/25/2012 - FSWG
	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Jim Pearsall
	US Bank

	Barbara Cuthill
	NIST
	
	Rich Phillips
	Treasury

	Eric Cohen
	PWC
	
	Bob Pinheiro
	Pinheiro Consulting

	S Coggeshall
	ID Analytics
	
	Bryan Russell
	XTEC

	Scott David
	U. of Wash.
	
	Dan Schutzer
	FSR / BITS

	Marianne Fitzpatrick
	World Privacy Forum
	
	Dan Tumsuden
	SecurIT

	Myisha Frazier-Mcelveen
	Deloitte
	
	Jim Varga
	MiiCard

	Tom Jones
	
	
	W. Ohnemus
	CSC


Agenda

1) Administrative

a) Roll Call

b) NSTIC Announcements
c) includes award of grants for pilots

d) Working Group Leadership 

2) Introduction of Privacy Liaison

3) Work Group Liaison Relationships

4) Scope of Work for Charter

5) Any other Business

6) Adjourn

Discussion

NSTIC Announcements

· Pilots were awarded.  

· One of the members of the financial work group is part of a group that was awarded a grant.  

· Financial work group should be positioned to be at the ready in the event that the pilots are seeking participation of financial services.  

· Brian Russel from X-tec and Scott David from UofW will connect off line to see if there is an opportunity for a pilot in which the work group may be interested

Leadership 
· Two people volunteered to perform the leadership functions of the group – Rob Krugman and Dan Schutzer.

· The agreement moving forward was that these two participate as co-chairs.

· The work group will move forward with a vote on leadership at next week’s meeting after reviewing the Bios of the two candidates.  

· Since there was not a volunteer for secretary the group decided that the minutes will be taken by a volunteer at the start of each call.  

Introduction of Privacy Liaison

· Mary Fitzpatrick - Senior PM with World Privacy Forum , research topics related to Privacy

· Has 8 years of experience with a financial institution in operational litigation support. 

· She will serve as a support function and provide conduit between Financial WG and Privacy Standing Committee.  

· Will take issues as necessary back to the Privacy group

Scope of Work for Charter

· Defining what Financial Services means may cause the group to actually leave out a particular stakeholders.  
· Do not define financial services but rather ensure that the membership of the WG represent the interests of the broader FS community

· Want to keep the scope broad so as not to limit the conduct of the work items. 
· Keep plans doable – avoid “boil the ocean.”
· Jerry Kickenson volunteered to flesh out the charter per the template and Brian Russell agreed to help review in preparation for next week’s meeting.  

· Group to vote on Charter at next meeting 
10/02/2012 - FSWG
	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Michael Donoghue
	MiiCard

	Mary Ann Fitzpatrick
	World Privacy Forum
	
	Tom Jones
	JW Secure

	Rob Krugman
	Broadridge
	
	Rich Philips
	Treasury

	Bob Pinhero
	Independent
	
	Sophia Robins
	World Knowledge Bank

	Dan Schutzer
	BITS
	
	
	


Agenda

Ask for volunteers for meeting secretary (based on agreement from last meeting)
1) Administrative

a) Roll Call 
b) Working Group Leadership 
c) NSTIC Announcements

2) Draft Charter review

3) Any other Business

4) Adjourn

Discussion

Announcements

· Rich’s detail from Treasury has expired and as a result he will be no longer supporting the FSWG in the capacity as the NPO representative.  He will continue to serve as the Treasury representative 

· The NPO will assign a new representative for the work group

· Deloitte will continue to support the WG in same capacity.  

Charter 

· Want to include a reference to the unbanked

· Should cross reference with the scope and mission of the Consumer Financial Protection Bureau covers to make sure we have Financial Services covered.

· Group consensus was that the definition of financial services should be cross referenced with the scope of the CFPB and reference the unbaked population.  

· A concern was raised regarding whether the “Requirements Document” deliverable should reference the “Use Case” deliverable as a matter of process for development.  

· For the purposes of the charter we want to leave the requirements as is, so as not to limit the process of the creation of the requirements document with what’s in the charter.  

The Charter is approved with the caveat that the definition of the unbanked is included in a definition for Financial Services and cross reference with the scope of the CFPB.  
Liaisons
Discussion around the specific work groups / standing committees with whom the Financial Services work group should maintain a liaison relationship as the development of the work products unfolds.  

· Privacy committee – review the WGs approved work products so that there is no barrier regarding privacy moving forward. 
· Regulated Industries – No current cross-representation but should seek to include representation as work products are developed.  
· User Experience – Tom Jones currently participates with this group and would consider performing the liaison role
· International Work Group - No current cross-representation but should seek to include representation as work products are developed.  

Chairs
· Bios for the two nominated co-chairs were posted on the Financial Service Work Group website.  

· By consensus two co-chairs were approved as leaders of the work group
Pilots

· Criterion systems received an NSTIC award for a pilot.

· The criterion award includes a team of participants including Broadridge
· Background on Broadridge.  
· Work very closely in the investment space.  

· 2/3rd of business is in communications space (e.g. prospectus, statements, confirmations, custody accounts, regulatory etc.) 

· Broadridge has relationships with most public companies, mutual funds and broker dealers.  

· eDelivery rates are approximately 14% in every industry and 11% in brokerage industry.

· To send digitally they really need strong IdM and attributes around how they want to receive communications.  

· Pilot Purpose:  How can a consumer / investor leverage an externally issued ID (currently using Verizon and Google) which would presumably validate a physical address, phone number and other information to ensure the identity of the end user and perform an action associated with their account? 
· Allow the user to set preferences for a specific broker or provide a cross broker.  

· Over time other types of preference will be allowed.  

· Benefit – much easier access to the information for their online brokerage account.  

· Payments would be made to attribute firms, identity provider and exchange network in the middle.  
· WOULD NOT INCLUDE – account opening and account management.  
· Areas of consideration where the Financial Services Work Group would help as it relates to the pilot.

· Trust Famework – The nature of a generic Trust Framework and how it relates to the Financial Services 

· Open area will be around liability 

· What are the liability rules if something goes wrong?

· What are the requirements for the IdP for them to be used in this industry.

· What is the quality of the verification to be provided by an attribute provider to ensure that it is a valid attribute?

· Is this a closed environment where the RPs are all firms or do you start to enable access to other kinds of channels and what does that mean? 

· AAMVA

· AAMVA will acquire a certificate from the Motor Vehicle groups and validate the identity of a driver’s license information online. 

· Looking to start with the Commonwealth of Virginia
· VA is looking to have a common identity city for all RPs throughout the state. 

· The DOL is doing the enrollment for In Person proofing and leveraged across other state agencies

· Some proofing required for initial enrollment.

· In person proofing will be required

· Treasury can help with how things are done with payments especially with the unbanked populations.

10/09/2012 - FSWG
	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Barbara Cuthill
	NIST

	Michael Donoghue
	MiiCard
	
	Mary Ann Fitzpatrick
	World Privacy Forum

	Tom Jones
	JW Secure
	
	Rob Krugman (Chair)
	Broadridge

	Bill Oneimus
	CSC
	
	Bob Pinhero
	Independent 

	Sophia Robbins
	World Knowledge Bank
	
	Brian Russell
	Xtec

	Dan Schutzer (Chair)
	BITS
	
	Myisha Frazier-McElveen
	Deloitte


Agenda

Ask for volunteers for meeting secretary (based on agreement from last meeting)

1. Administrative
a. Roll Call
b. NSTIC Announcements
2. Use Case Development
3. Any other Business
4. Adjourn
Discussion

NSTIC Announcements

· Barbara will now be supporting on behalf of the NSTIC NPO
· 20 years at NIST – PhD in Computer Science and an MBA

· Prior to NSTIC she worked on the Advance Technology Program and TIP
Liaison Updates 

· Tom Jones agreed to be the liaison for the User Experience WG 

· Jerry Kickenson agreed to be the liaison between our WG and the International WG.  
· Privacy - The group will be meeting later this week.  Currently addressing: 
· building framework 

· writing their charter

· ensuring the proper infrastructure for support moving forward 

· the roll of the liaison and proper checks and balances.  

Use Case Discussion
· Insurance industry – independent brokers that deal with multiple websites need a common credential to gain access.
· Not specific to insurance.  Also prevalent with independent broker dealers with interactions with correspondent firms

· Agree to broaden use group to include these other agent broker-FI relationships (e.g. insurance, broker dealer, mortgage brokers)

· Banks as identity proofers.
· Financial Institutions would like to improve identity proofing and do more on-line rather than in person proofings.  
· Can banks and other FI’s leverage a network of attribute providers to verify the identity, then issue a credential
· A protocol exists today to do this.  
· Control and a method of communication between the systems – exists today with NACHA for specific payment related products
· Ing Bank works on the web and doesn’t do in person proofing at all.  

· When you request to open an account they ask if you already have an existing account.  They leverage the in person proofing done with that original bank account. 

· Question becomes what is the FI comfortable in accepting as the KYC?  

· Are they intrinsic or extrinsic attributes and how is it tied to the identity.  

· To keep this use case we would need to:

· Describe how things are currently done.
· What changes if any are considered?
· What benefits if any would the changes provide?  

Deliverable approach

· Put together a tiger team to go through a discovery process to identify use cases for review and input by broader group.  
· Volunteers: Brian Russell volunteers, Tom Jones, Dan Schutzer

· The tiger team will discuss and determine the approach for identifying use cases.  

· Regulation Inventory should also consist of a subgroup that begins to identify applicable regulation which can then be reviewed and augmented by work group as a whole.  

· Regulation and Use Case documents can be started as separate work streams but could potentially merge to reflect what regulation is applied toward specific use cases.  

· There is a need to engage regulatory bodies in the FSWG.  

· Consensus was to determine which regulatory bodies should be engaged after the use case definition.  

10/16/2012 – Use Case Tiger Team Meeting

	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Eric Cohen
	PWG

	Barbara Cuthill
	NIST
	
	Sal D’Agostino
	ID Machines

	Michael Donoghue
	Mii Card
	
	Tom Jones
	JW Secure

	Jerry Kickenson
	
	
	Anthony Nadalin
	

	Bill Oneimus
	CSC
	
	Bob Pinhero
	Independent

	Jim Piersol
	US Bank
	
	Ann Racuya Robbins
	World Knowledge Bank

	Brian Russell
	Xtec
	
	Dan Schutzer
	BITS

	Myisha Frazier-McElveen
	Deloitte
	
	
	


Agenda

1. Template
2. Approach

3. Next Steps

4. AOB

Discussion

Template
· The template that was received from the Standards Standing Committee is just a template that is still in development.

· Has not been 100% approved but it’s anticipated that the template will be approved by the next call.

· The form of the template will likely remain the same as will many of the definitions

· The template is generic and can be modified as we see fit, but it’s prudent to keep some form of the template so that it’s easy to compare against use cases developed by other WGs

· The Standards Standing Committee group is developing terminology for the IE as a whole.  Everyone will have an opportunity to comment on them.  

· Many of the use cases that are currently documented are current ones represented in NSTIC or other NIST documents

· We can narrow down to those specific to FSWG
Consensus Reached: Leverage the existing template as a starting point for the Use Cases
· The document doesn’t include what are pre-conditions or post-conditions on the transaction.  

· Eg of pre-condition: The user is already provisioned.

· Recommended change:  As a category of assumption include pre-condition 

· Requirements – legal and regulatory requirements will be initially started as a separate document.  

· However, the document should include specific technical requirements for the completion of the use case. 
· E.g. transaction will be encrypted

Approach

· Through the completion of the use cases we will identify actors and goals.  
· Put the existing use cases discussed on the previous call into this template

· Release a call for contributions to the entire FSWG.  Include in the call for use cases:

· one or two use cases completed in the template as examples.

· Add criteria that could be applied for inclusion of a use case.
· What are the criteria that could be applied to determine which use cases would be included?  

· The use case is being proposed because
· It’s practical 
· The FS community will be interested in the near term 
· It’s something that has been discussed outside the FS community but think it could involve FS community
·  in this instance constraints on the FS community need to be identified.  

· It identifies a problem that currently exists and NSTIC could be a solution to that problem.
· Not limited to just financial transaction as well.  

· Should also include the role the the FI would play (IdP, RP, etc)

· Use the Identity Theft Prevention Use Case and Financial Industry as an IdP as the two use case as the two examples.  

· Have this done by next week so that we can have a call for contributions done by the call on Tuesday.  

· Upon completion e-mail them to the mailing list.  

10/23/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Chris Barducsh
	CSC
	
	Steve Coggeshal
	ID Analytics

	Eric Cohen
	PWC
	
	Sal D’Agostino
	ID Machines

	Mary Ann Fitzpatrick
	World Privacy Forum
	
	Tom Jones
	JW Secure

	Jerry Kickenson
	SWIFT
	
	Michael McCormick
	Wells Fargo

	Jim Pearsall
	USA Bank
	
	Bob Pinhero
	Independent

	Angela Rey
	Unisys
	
	Ann Racuya-Robbins
	World Knowledge Bank

	Brian Russel
	Xtec
	
	Dan Schutzer
	BITS

	Lilly Thomas
	ICBA
	Z
	
	


Agenda

1. Administrative
a. Roll Call
b. NSTIC Announcements
2. Liaison Report 

3. Liaison Confirmation  (I’ll e-mail the spreadsheet in advance for this particular item)

4. Use Case Tiger Team Update
5. Any other Business
6. Adjourn
Discussion

NSTIC Announcements

· Jim will now be working with the FSWG as the liaison

· Jim can provide assistance in bringing regulatory agencies to the table for the services of the FSWG.  

Liaison Report

· International Coordination Work Group (Jerry Kickenson) - update also sent to mail list.  

· 3 deliverables currently being proposed
· Inventory if IDM efforts worldwide

· Draft inventory has been developed 
· Inventory includes 1 financial system (Bank ID system in Sweeden) which is driven in partnership by the banking industry and the gov’t

· This group may want to work with the int’l work group to learn more about that specific project.  
· Recommendation’s for the establishment of a standing committee on international coordination.  

· Provide recommendations to help NSTIC meet its objectives.  
· Standards Group (Brian Russell)– Discussion on how they were going to receive input from others on terminology

· Considering bringing up a wiki page for terminology and existing standards inventory

· Ann Racuya Robbins – volunteers to be liaison of Governance Task Force and interested in participation as a backup for the Chairs Group
· There isn’t much activity in the risk and assurance group

· This is of concern to the FSWG – 

· Should be raised at the in person meeting next week. 
Use Case Discussion

· The FSWG group will meet to discuss the use cases at the meeting in Washington, DC next week.  
· Use the Monday morning time slot starting at 9 AM 

· Agenda:

· Charter

· Liaisons

· Use Cases

· Other Work Products

11/09/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Sal D’Agostino
	IdMachines
	
	Jerry Kickenson
	SWIFT

	Bob Pinhero
	Independent
	
	Angela Rey
	Unisys

	Ann Racuya Robbins
	World Knowledge Bank
	
	Brian Russell
	Xtec

	Dan Schutzer
	BITS
	
	Jim Sheire
	NSTIC

	Lilly Thomas
	ICBA
	
	Myisha Frazier-McElveen
	Deloitte

	
	
	
	
	


Agenda

1. Administrative
a. Roll Call
b. NSTIC Announcements
2. Liaison Report 

3. Liaison Confirmation

4. Terms for Standards Group

5. Use Case Tiger Team Update
6. Any other Business
7. Adjourn
Discussion

NSTIC Annoucemets
· The F2F meeting was moved to the 26th and 27th of November.  

· An e-mail for registration was sent out this morning.  

· Please re-register if you plan to attend either in person or remotely. 
Liaison Reports

· Security WG (Jerry Kickenson) report was sent to the mail list and repeated on the call

· International Group (Jerry Kickenson)– will meet next week. 

· Standards WG – (Peter Brown) don’t want to force the WGs to align the formal terms and language within the use cases.

· Scott Shorter asked if we could put together any suggestions for changes to the use case template.  

· Use the new version that the standards group has put together and see if we can conform to it.  
· Otherwise, all comments or suggested changes are due to Scott Shorter by the 20th.  

· Aim to discuss potential changes on the next call.  

· Communications and Outreach – Will be inviting the chairs and representatives from work groups to discuss internal communications within the IDESG.  
Use Case Discussion

· We should create a summary of the use cases in one document.  This summary should include

· Use Cases put together by the FSWG

· The use cases from the approved NSTIC pilots

· those developed by other work groups.

· Is the group planning to work through a use case for the unbanked population

· Could potentially include an FI that issues a credential that would be used by the unbanked for online services 
· Process for use case development and consolidation

· Use cases should be sent to Myisha Frazier-McElveen @ mfraziermcelveen@dleoitte.com and they will then be posted on the FSWG site.  

· Also posted to the site will be a comment template.  Comments to the use cases should be submitted to Myisha Frazier-McElveen via the templates.  

· All comments will be aggregated and reviewed in a future meeting.  
AOB
· Regulatory involvement 
· The regulatory inventory work effort would be better served for after the use cases are complete, then the regulations that apply to the specific use cases could be identified.  
· It is still valuable to have involvement of the regulatory bodies to participate in the group.  
· The NPO is looking to find the appropriate POC who could help with the group.

11/20/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Michael Donoghue
	MiiCard

	Mary Ann Fitzpatrick
	World Privacy Forum
	
	Rick O’brien
	Payment Pathways

	Bill Oneimus
	CSC
	
	Jim Pearsall
	USA Bank

	Bob Pinheiro
	Independent 
	
	Ann Racuya Robbins
	World Knowledge Bank

	Brian Russell
	Xtec
	
	Dan Schutzer
	BITS

	Myisha Frazier-McElveen
	Deloitte
	
	
	


Agenda

1. Administrative
a. Roll Call
b. NSTIC Announcements 
c. Reminder – call for use cases and comments
2. Liaison Reports 

3. Terms for Standards Committee (see attachment)

4. Face-to-Face Meeting Planning

5. Any other Business
6. Adjourn
Discussion

IDESG Face To Face Plenary

· Bob Pinhero, Ann Racuya Robbins and Bryan Russell will be in attendance in person 
· Bryan will represent the FSWG and will report back at our next meeting. 

Terms

· Do we want the standards group to consider the term “commercially reasonable” (relates to FFIEC guidance).  
· Requires FIs to do what is reasonable with what the industry is doing.  
· Where applicable regulations exist we need to point them out for the standards group to ensure the regulations are not made different from the specific industry standard.
· Dedicate time in the future for the different topics and perhaps look for different people to volunteer to work on them.  

Use cases

· General requirements vs. use cases.  

· There are some very specific requirements that exist in the financial industry like KYC 

· This group should document the crucial requirements that have to be considered by the IDESG.

· It was previously discussed that the two work items would be worked separately.  

· Use cases and Regulatory requirements.  

· The group should consider beginning work on the second topic (regulatory requirements)

· Current Use cases

· FI as an RP
· FI as an IDP
· FI Trust Framework
· Unbanked population – how the FIs will deal with them. 

· Should work flows be included in the use cases?  

· The workflows help with understanding certain components, for example, where privacy issues may come into play.  

· It could be captured within the current document.  

· It may be to early to define the specific work flow for the use cases.  

· It was the consensus of the group to take on the use case and work flows in a two step process - define the use case then define work flow within the use case.  Work flows can be added after the fact once the use cases are agreed upon.  

· More information is requested of the pilot awardees than what was included in the summary document.  Specifically:

· Can the group get the specific use cases that will be part of the pilots with the pilot participants using the template that the Standards group developed.
· If unavailable then can the get the detailed proposals / documentation that was submitted.  

11/26/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Brian Russell
	Xtec
	
	Ann Racuya Robbins
	World Knowledge Bank

	Bob Pinhero
	Independent
	
	Brett McDowell
	PayPal

	Chris Bardusch
	CSC
	
	
	

	
	
	
	
	


Discussion

· Use cases:

1) FI as an IDP

2) FI as an RP - Bob
· For KYC and non KYC regulated individuals

3) FI as part of a trust framework - Bob
4) Financially underserved – POS IdP issuance
· GreenDot – pre-paid universe.

· Not subject to Know Your Customer representation

· Pull the research regarding the use cases
· How many unbanked that we have.
5) Financial Services entity as an attribute provider – Abbi Barbir
6) FS who wants to elevate the assurance of a token that – Myisha 
· Log into FS account – would you like more security – present options that would enable the trust elevation with the bring your own token – enrollment and binding 

· Adding a stronger authenticator

· Based on previous enrollment

· Leveraging the IE – do I have to prompt them or can I automatically – discovery

· How do they give you the information.  

7) FS to do step up authentication with a trusted known 3rd party entity

12/04/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Eric Cohen
	PWC

	Mary Ann Fitzpatrick
	World Privacy Forum
	
	Jim Pearsall
	USA Bank

	Bob Pinheiro
	Independent
	
	Angela Rey
	Unisys

	Ann Racuya Robbins
	World Knowledge Bank
	
	Brian Russell
	Xtec

	Dan Schutzer
	BITS
	
	Myisha Frazier-McElveen
	Deloitte

	
	
	
	
	


Agenda

1. Administrative
a. Roll Call
2. Liaison Reports 

3. IDESG Face-to-Face Reports

4. Use Case Summary and Updates

a. FI as an IDP

b. FI as an RP

c. FI as part of a Trust Framework

d. Financially Underserved

e. Financial Services as an Attribute Provider

f. Elevate assurance of a token (technical)

g. Step up authentication with a trusted known 3rd party

5. Any other Business
6. Adjourn
Discussion
F2F Meeting - https://www.idecosystem.org/2ndPlenary 
· Lively use case discussion during the FSWG Break out session.  
· During the plenary there was a discussion around where the use cases would live

· The standing committee will keep use cases that are developed by other work groups.
· A wiki being used as a tool to provide use cases into the Standards Committee

· Scott Shorter as asked us to give a summary of our use case work

· There was a discussion around the rules of association and IPR work.  

· The membership agreement and IPR vote is currently underway.

· During one of the breakout sessions there was a visioning exercise of what the ID Ecosystem would look like.  

· The notes are captured on the website. 
· Concerns about the exercise 

· Results given the limited participation 

· How were the results driven – the contents were interpreted by two people which could have been misinterpreted.  

· During the Management Council meeting a subcommittee was created to take the feedback from the exercise and articulate it.

Use Cases

· From what perspective should the use cases be documented?
· The use cases should include the scenarios
· Three use cases from the original list will be consolidated into the enrollment use case.  

1. Single credential for multiple Financial Institutions

2. FI as an IDP

3. Underserved

4. Enrollment

5. Attribute provider

6. Trust elevation through technology

· Deadline: Target the last week in January to have a list of use cases and a description that could be presented and discussed at the F2F in February.  

· Upon completion of the use cases Brian Russell will take the completed activity to the Standards group. 

Any Other Business
· New round of pilot funding is planned. 

· It has not been confirmed as to when.  

· If new pilots are awarded, they will be based on new proposals and not funding old proposal submissions.

· Those in the work group that are interested in working on a proposal within the work group should contact fellow group members.  

12/11/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Sal D’Agostino
	ID Machines

	Michael Donoghue
	MiiCard
	
	Tom Jones
	JW Secure

	Jerry Kickenson
	SWIFT
	
	John MacTaggart
	ADP

	Rick O’brien
	Payment Pathways
	
	Jim Pearsall
	USA Bank

	Bob Pinheiro
	Independent
	
	Ann Racuya Robbins
	World Kowledge Bank

	Brian Rusell
	Xtec
	
	Myisha Frazier-McElveen
	Deloitte 


Agenda

1. Administrative
a. Roll Call
2. Liaison Reports 

3. Use Case Summary and Updates

a. FI as an IDP

b. FI as an RP

c. FI as part of a Trust Framework

d. Financially Underserved

e. Financial Services as an Attribute Provider

f. Elevate assurance of a token (technical)

g. Step up authentication with a trusted known 3rd party

4. Any other Business
5. Adjourn
Discussion

Liaison Reports
· Standards committee (Brian Russell) – continuing to move forward with the management of use cases and vocabulary of terms.  

· Responsible for managing databases and soliciting feedback from communities.  

· They’re looking at using a Wiki as a tool to solicit feedback and comments to their work.  

· Trust Framework and Accreditation (Brian Russell) – Both groups have decided to combine their work effort.  
· They are currently looking at what the value of accreditation to the various participants.  

· They want to understand how they create value with an accreditation and the trust mark?  
· As a result they are trying to derive what the participants deem as valuable of the trust mark and the ecosystem.  

· They would like for us to consider preparing a one pager on the value proposition to the financial services industry. 

· What would be the value proposition to the financial industry?  

· Want a one pager that has the group consensus.  

· Group Consensus:  We can put together a one pager based on what the participants of the group think with the understanding that the group is not comprised of the full membership of financial services companies.  

· Process for completing: start with the summary of the e-mail thread

· Allow for group members to chime in on the discussion.  

· Potential Item for inclusion:  Want to ensure that what is developed by the Trust Framework and accreditation group for the IDESG is mapped to existing standards.  
· Standards are important but the accreditation is important.

· Look at existing frameworks, establishing criteria on levels of trust.  

· PCI is a certification that they met the requirements for the brands for security (account numbers and PINS).

· At SWIFT has companies accept liability otherwise they are not allowed to participate.

· In Europe the issuers of identities for signers have to take on a lot of liability.  

· Potential Item for inclusion:  Business in general is moving in this general direction and being able to participate in the world market makes getting the overhead of Identity Management under control more desirable.  

· General group consensus that the FSWG could benefit from more participation from members of the financial services community.  

· The document would need to be indicate that its’ reflective the current groups thinking

GENERAL CONSENSUS – FSWG MEETINGS FOR THE WEEK OF 12/24 AND 12/31 ARE CANCELLED 
12/18/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Abbi Barbir
	Bank of America
	
	Mary Ann Fitzpatrick
	World Privacy Forum

	Tom Jones
	JW Secure
	
	John MacTaggart
	ADP

	Jim Pearsall
	USA Bank
	
	Bob Pinheiro
	Independent

	Angela Rey
	Unisys
	
	Ann Racuya Robbins
	World Knowledge Bank

	Brian Russell
	Xtec
	
	Dan Schutzer
	BITS

	Myisha Frazier-McElveen
	BITS
	
	
	


Agenda

1. Administrative
a. Roll Call
2. Liaison Reports 

3. Value Proposition Paper

4. Any other Business
5. Adjourn
Discussion

Liaison Reports

· Chair Group – Discussions around representation of the various standing committees - more specifically Relying Parties are missing
· Federal regulations – Anti- Redlining rules 
· You can’t discriminate against people or allow for something where disadvantaged people could not access.
· Therefore it could not be a requirement.  
Value Proposition
· Ann is working a value proposition for the financially underserved.  
· Have a multilateral approach for not just 
· Relying party risk assessments are proprietary and therefore outside of the scope of NSTIC
· Work the use cases and value proposition in tandem.  
01/08/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Abbi Barbir
	Bank of America

	Sal D’Agostino
	IdMachines
	
	Michael Donoghue
	MiiCard

	George Dobbs
	Mass Mutual
	
	Jerry Kickenson
	SWIFT

	John MacTaggart
	ADP
	
	Bill Oneimus
	CSC

	Bob Pinheiro
	Independent
	
	Angela Rey
	Unisys

	Brian Russell
	Xtec
	
	Dan Schutzer
	BITS

	James Sheire
	NPO
	
	Myisha Frazier-McElveen
	Deloitte


Agenda

1. Administrative
a. Roll Call
2. Liaison Reports 

3. Value Proposition Paper – Disposition of Comments

https://www.idecosystem.org/filedepot?cid=12&fid=301 

4. Non-FS announcements (e.g. USPS - http://mashable.com/2013/01/04/usps-cloud-credential-exchange/) 
5. Use Case Preparation

6. Face to Face Meeting – February 5th -7th 

7. Any other Business
8. Adjourn
Discussion

Liaison Report
· Security - looking to provide input into the use cases that are being developed by the standards group
· No update on the status of the Risk Management group 

· The group was merged as part of another group but there is some confusion as to whether or not it was reconstituted.

· If no one else has taken ownership of the group, then it is recommended that the FSWG consider taking on risk management concerns
· Standards – putting together a functional model of the Identity Ecosystem and will be ready for comment next week.

· There will also be a survey for parties who have not yet joined the IDESG

· Gathering of comments and concerns to ascertain why they have not yet joined. 

· Surveys are currently out for comment.

· The use case template is also out for comment.  Comments due by Friday, January 10th.  

· The group will not comment as a whole but rather individuals who wish to comment can do so. 

· The doc is located on archives section of the list serv and in the documents repository. 

Value Proposition Comment
· Reviewed of the consolidated comment template and group consensus captured.  

· Updated consolidated comment template posted on the document repository

· The balance of comments will be addressed and reviewed at the next meeting.  

USPS FCCX Project 
· The Strategy always identified the government as an early adopter in accepting third party credentials within the ecosystem.

· The FCCX would allow for the acceptance of credentials and attribute as a Software-as-a-Service (SaaS) model for the federal government in support of the Identity Ecosystem.

· Financial Services should think about citizens, customers, and new trusted identities for access to government services.  

· There was an Information Week article that provided some really good information.  

Additional NPO Funded Pilots

· The additional pilots may be of value to the organizations within the FSWG

· There will be a Networking event and information session held at Face 2 Face meeting in Phoenix.

· If you’re interested in participating please contact Jim Sheire at james.sheire@nist.gov 

F2F Plenary

· Need to get a stock of who will be able to attend the meeting in Phoenix to determine agenda and participation in various joint work group meetings.  
01/15/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Michael Donoghue
	Mii Card
	
	George Dobbs
	Mass Mutual

	Mary Ann Fitzpatrick
	World Privacy Forum
	
	Jerry Kickenson
	SWIFT

	John MacTaggart
	ADP
	
	Anthony Nadalin
	Microsoft

	Jim Pearsall
	USA Bank
	
	Ann Racuya Robbins
	World Knowledge Bank

	Brian Russell
	Xtec
	
	
	


Agenda

1. Administrative
a. Roll Call
2. Liaison Reports 

3. Value Proposition Paper – Disposition of Comments

https://www.idecosystem.org/filedepot?cid=12&fid=301 

4. Use Case Preparation

5. Face to Face Meeting – February 5th -7th 

6. Any other Business
7. Adjourn
Discussion

Liaison Reports
· International – has not met since the last meeting. 
· Security – a meeting is scheduled for this week
· Accreditation and Trust framework groups have consolidated 

· Standards continues to work on use cases and 

Value Proposition

· Reviewed consolidated comment matrix and resolved comments.

· Consider examining the business model and gaps because that would potentially play into the value proposition.  

· Next Steps – John MacTaggart will incorporate comments and send around drafts.  Doc will be finalized on the next call.  

01/22/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Sal D’Agostino
	IdMachines

	Michael Donoghue
	MiiCard
	
	George Dobbs
	Mass Mutual

	John MacTaggart
	ADP
	
	Anthony Nadalin
	Microsoft

	Bill Oneimus
	CSC
	
	Bob Pinheiro
	Independent

	Ann Racuya Robbins
	World Knowledge Bank
	
	Dan Shutzer
	BITS

	Myisha Frazier-McElveen
	Deloitte
	
	
	

	
	
	
	
	


Agenda

1. Administrative
a. Roll Call
2. Liaison Reports 

3. Value Proposition Paper – Disposition of Comments

https://www.idecosystem.org/filedepot?cid=12&fid=330 

4. Face to Face Meeting – February 5th -7th 

5. Use Case Preparation

6. Any other Business
7. Adjourn
Discussion

Liaison Report

· No liaison updates.  

Value Proposition

· Discussion of comments received.  

Face to Face Meeting

· Want to get an understanding for who will be attending the Face-to-Face Plenary session to that we can start planning agenda for meetings / conference calls and perhaps cross-group activities.  
01/29/2012 – FSWG

	Name
	Organization
	
	Name
	Organization

	Abbi Barbir
	Bank of America
	
	Sal D’Agostino
	ID Machines

	George Dobbs
	Mass Mutual
	
	Mary Ann Fitzpatrick
	World Privacy Forum

	Tom Jones
	JW Secure
	
	Jerry Kickenson
	SWIFT

	Michael McCormick
	Wells Fargo
	
	John MacTaggart
	ADP

	Rick O’brien
	Payment Pathways
	
	Bill Oneimus
	CSC

	Bob Pinheiro
	Independent
	
	Ann Racuya Robbins
	World Knowledge Bank

	Brian Russell
	Xtec
	
	Dan Schutzer 
	BITS

	Myisha Frazier-McElveen
	Deloitte
	
	James Elste (Guest)
	Privacy Committee


Agenda

1. Administrative
a. Roll Call
2. Liaison Reports 

3. Value Proposition Paper – Final Approval

https://www.idecosystem.org/filedepot?cid=12&fid=302 

4. Face to Face Meeting – February 5th -7th
5. Privacy Evaluation Methodology (James Elste)

6. Use Case Preparation

7. Any other Business
8. Adjourn
Discussion

FSWG Plenary Agenda

· The Tentative agenda for the F2F at the plenary was sent to the group.  Please review and make any comments 
· We expect the plenary will provide a reinforcement of our charter and deliverables 

· We should add Risk and liability

Liaison Report

Privacy Group
· An overview was presented of the Privacy Methodology that is being developed by the Privacy group.

· The purpose of this methodology is to review the work products of specific committees in order to ensure that all privacy considerations have been taken into account.  

· While an overview as provided to the FSWG, a more in-depth discussion would be provided at the Plenary 

· Some have voiced concern over the potential veto power that the privacy committee has as it relates to the work products.  However the group does not plan on utilizing it much.  

· Liaisons from the Privacy Committee to the other work groups are being trained on the methodology so that their respective committees understand how it will be applied.  
· The methodology consists of a constant feedback loop to ensure it’s up-to-date with the changing market space.  
· There is an established timeframe by which the group is targeting to review inputs and get responses to the various committees.  

· Where no open privacy issues exist, review and response within 30 days 
· Where open privacy issues exist review and response is expected within 90 days.

Use Cases
· Financially Underserved
· ~ 30% of the population are either under or unbanked.  These are people who either don’t trust banks or can’t necessarily afford to have a bank account.

· Given the potential increased usage of publicly available kiosks and availability available for the unbanked population, a smart card solution would probably be required so they can use the mag stripe to do transactions and the smart chip for authentication online.  
· A fully internet based system may have issues because an identity vetting requirement many not be satisfactorily fulfilled.  
· Many questions were raised and it’s apparent that gathering additional information is necessary to further flesh out this use case.  
· Perhaps it would be helpful to understand what are the requirements of the unbanked before developing the use case. 
· President released digital Strategy – offer all services online over the next 20 years

· These potential relying parties will need to be accessed by the unbanked populations.  

· Similarly beneficial to understand the identity requirements information on some of the current programs.  

02/05/2012 – FSWG Face 2 Face Plenary

	Name
	Organization
	
	Name
	Organization

	Andy Gallant (Phone)
	Independent
	
	Chris Bardusch (Phone)
	CSC

	John MacTaggrt (Phone)
	ADP
	
	Bob Pinheiro
	Independent 

	Dan Schutzer
	BITS
	
	Abby Barbir
	Bank of America

	Bryan Russell
	XTec
	
	George Dobbs
	Mass Mutual

	Alex Popowycz
	Fidelity
	
	Jim Williams
	Daon

	Ann Racuya Robbins (Phone)
	
	
	Robin Oher (Phone)
	

	Tom Jones (Phone)
	
	
	
	

	
	
	
	
	


Agenda

1. Use Cases
2. Value Proposition

3. Risk

Discussion

· The security group will join at 9:30 to discuss risk  
· Value proposition – Is stable as is.  Should redirect focus to use cases

Use Cases*
*Most up to date list is available on the IDESG Document Repository - https://www.idecosystem.org/filedepot?cid=35&fid=382 
7. Alex Popowycz - Single credential for multiple Financial Institutions – (e.g. insurance broker can assess multiple insurers websites with single credential)

8. Brian Russell and Abbi Barbir - Financial Institution as an Electronic Identity Credential Provider:  FI as an IDP – (e.g. consumer’s FI Identity Credential can be used to access other websites; note this does not imply that the relying party knows all the attributes known by the FI issuing the Identity Credential, nor that the FI knows all the consumer attributes known by the relying party)

9. Ann Racuya Robbins - Financially Underserved Use Case: Unemployed low income actor without a bank account applies for and receives an FDIC Safe Account. The Financial Institution acts as an Identity Provider, Attribute Provider and Relying Party that further enables the actor to invest in equipment allowing the actor to become a small business and access federal services through the Federal Cloud Credential Exchange (FCCX).

10. Bob Pinheiro - Identity Verification During Enrollment/ Enrollment Use Case: (e.g. consumer wishes to enroll with an FI, that FI can query other FI’s and Government agencies for them to verify that the information presented by the consumer matches what they have on file)

11. Abbi and Bryan - Attribute provider (e.g. a consumer can have their FI verify one or more attributes about them)

12. George Dobbs, Bryan Russell, Tom Jones- Trust elevation through technology (e.g. start with a lower assurance certificate and add through additional Identity Vetting, with possibly the linkage of additional vetted identity attributes, and additional Credential strengthening through among other things additional layers of authentication, a credential that can be used by the relying party performing the trust elevation at a higher level of assurance; possibly this higher level of assurance could be used by other relying parties).

13. FI as an identity provider for a commercial entity

14. John MacTaggart - Third Party Delegation

Security Committee
· The meeting was also attended by Tom Smedinghoff representing the Liability and Contracts Model Development Committee
· The Risk and Assurance WG never materialized

· There seems to be a gap in how risk is going to be addressed.  Current work on the risk model has been split up amongst existing groups.
· Frameworks  - may be addressing liability

· Security 
· Framework analysis for risk assessment
· building a risk evaluation framework

· Liability and Contracts Model 
· Legal and regulatory

· Less focused on specific risks but rather how are liabilities allocated.

· Then if the risk occurs, how are liabilities enforced.

· Financial - Business model and risk assessment concerning the financial services community
· Notion of tradeoff between compensation and risk.

· Other risks may need to be elsewhere. 

· Sector specific issues like Health need to be included.
02/06/2012 – FSWG Face 2 Face Plenary

	Name
	Organization
	
	Name
	Organization

	Robin Ore
	Independent 
	
	Ann Racuya Robbin
	World Knowledge Forum

	John MacTaggart
	ADP
	
	Andy Gallant
	Independent

	Chris Bardusch
	CSC
	
	Myisha Frazier-McElveen (Phone)
	Deloitte

	Dan Schutzer
	BITS
	
	George Dobbs
	

	Bryan Russell 
	Xtec
	
	Abbi Barbir
	Bank of America

	Alex Popowycz
	Fidelity
	
	Michael Donoghue
	


Agenda

1. Prep for Plenary

2. Use Cases

3. Work Plan

4. Value Proposition

5. Risk

Discussion

· In preparation for the plenary, the committees are asked to address the following:

· What should be the first IDESG Accomplishment?

· What should the 1st and 2nd press releases state about the IDESG accomplishments?  
· Report on committee work plans with deliverables.
· The use cases can be tied into risk assessment and value proposition.
· Use case editing was performed.  The most up to date descriptions can be found on the IDESG document repository
https://www.idecosystem.org/filedepot?cid=35&fid=382 

02/12/2012 – FSWG 

	Name
	Organization
	
	Name
	Organization

	Chris Bardusch
	CSC
	
	Abbi Barbir
	Bank of America

	Georgie Dobbs
	Mass Mutual
	
	Mary Ann Fitzpatrick
	World Privacy Forum

	Jerry Kickenson
	SWIFT
	
	Michael McCormick
	Wells Fargo

	John MacTaggart
	ADP
	
	Bill Oneimus
	CSC

	Bob Pinheiro
	Independent
	
	Ann Racuya Robbins
	World Knowledge Bank

	Brian Russell
	Xtec
	
	Dan Schutzer
	BITS

	Myisha Frazier-McElveen
	Deloitte
	
	
	


Agenda

1. Administrative
a. Roll Call
2. Liaison Reports 

3. Debrief on Face to Face Meeting 

4. Value Proposition

5. Use Case Work Plan

6. Charter Revision

7. Any other Business
8. Adjourn
Discussion

Liaison Reports

· No reports this week

Debrief on Face to Face Meeting

· There was a lot of focus on the business model which is good, because it demonstrates a focus on ensuring the value proposition is there for all parties.  

· Briefing on the new pilot grants to be awarded
· The Financial Services Committee may need to make some edits to the charter 

Value Proposition

· Is there value to add regulatory relief that could be provided by participating in the Identity Ecosystem.

· We could include a high level statement but much of that would be fleshed out with the use case development.  

· It could refer to the regulatory work product

· Potentially include statistics on the number of attacks to help strengthen the value proposition.  

· The purpose of the value proposition was to determine where the participants found value in a trust mark for an accreditation.  

· As a result how much time do we want to spend on it and add additional items since it’s an internal document?
· Brian will pull some numbers for John MacTaggart and who will update the final doc.  
· That should finalize the document.

Charter

· Our current charter was drafted with components that were excluded because the IDESG did not have a completed membership agreement or IPR policy.  
· Now that those have been completed, the group should look at template and discuss which components we want to include in a revised charter

· Will be discussed at next week’s meeting 
Use Cases

· The use cases that have been received have been posted on the Document Repository
· Ann will review the Financially Underserved use case and make edits.
· Due date on initial drafts of use case is March 18th 
· The entire group will review and discuss.
· The template will be sent around to the primary targets as identified as leads
· Schedule review and get input from privacy groups, usability groups and other interested parties
· Feedback to current versions will be provided via the list serve.  
Action Items
	Action Item Number
	Owner
	Description
	Due Date
	Status
	Notes

	11.09.2012 - 3
	James Sheire
	Will follow up to see if the appropriate regulatory representative will be able to participate in FSWG. 
	 
	In Process
	 

	01.29.2013 - 1
	Angela Rey
	Pursue identity requirements for current federal programs that leverage value cards, like SSA
	 
	In Process
	I have reached out to SSA, NIH and IRS, and we are in the process of identifying someone to speak authoritatively on the subject of identity authorization.  In addition, I have advised them we are preparing use cases to model activity – including a threat assessment – and would appreciate some anecdotal evidence of bad actors operating on their platforms.

	02.12.2013 - 1
	Bryan Russell
	Send statistics regarding attacks for contribution to the Value Proposition White Paper.
	 
	New
	 

	02.12.2013 - 2
	John MacTaggart
	Update the value propositoin white paper and send to Trustramework and Accreditation Group.
	 
	New
	 

	02.12.2013 - 3
	Use Case Leads
	Update / Draft use cases based on template
	3/17/2013
	New
	 


Parking Lot Issues:
Master Contact List

	Name
	Organization
	Role
	E-mail
	Phone Number

	Rob Krugman
	Broadridge
	Chair
	rob.krugman@broadridge.com
	

	Dan Schutzer
	BITS
	Chair
	dan@fsround.org 
	

	James Sheire
	NIST
	NPO Representative
	Jamse.sheire@nist.gov
	202-482-1963

	Myisha Frazier-McElveen
	Deloitte
	Support
	mfraziermcelveen@deloitte.com
	571-619-0911
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