Financial WG Use Cases

The Financial WG use cases will be examined, among other things, with respect to:

1. The value proposition it brings to all the various stakeholders in the ecosystem, including the consumers
1. Impact on existing rules and regulations (liabilities, disputes, life cycle management of credentials and accounts). 
1. Assessment of the risks and identification of off-setting risk management controls

Note: It is envisioned that the Financial Working Group will obtain support from other Committees (such as Standards, Security, Legal, Privacy, Usability) to help flush out and identify relevant components and guidelines in these areas with respect to these Use Cases.

1. Single credential issued by one Financial Institution to an employee or staff member of a commercial entity that is any sort of intermediary or agent acting on behalf of an individual or organization with any financial institution the agent has relationships with. The credential can be used to access multiple Financial Institutions (the term credential is used generically to cover all manner of hardware and software identity credentials).  Authentication will need to verify both the validity of the individual and their role in the organization and their authorizations. Note that one Financial Institution (or non-FI) acts as the Identity Provider and the other participating Financial Institutions (or non-FI’s) are relying parties.

0. Insurance broker 
0. Financial advisor
0. Mortgage broker
0. Payroll processor
0. Value-added reseller
0. CPA needing access to several different customer’s records (3rd party delegation)
0. Family member
0. Trustee

Key Contributor:  Alexander Popowycz, Fidelity (Alex.Popowycz@fmr.com)
1. FI as a consumer IDP – A consumer’s FI Identity Credential can be used to access other websites; note this does not imply that the relying party knows all the attributes known by the FI issuing the Identity Credential, nor that the FI knows consumer attributes known by the relying party). Note that one Financial Institution (or non-FI) acts as the Identity Provider and the other participating Financial Institutions (or non-FI) are relying parties.
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1. Enrollment  - A consumer wishes to enroll with an FI. The FI can query other FI’s and Government agencies for them to verify that the information presented by the consumer matches what they have on file.  The query can be done through a real-time or batch back-end communications between authenticated parties, or by some other means, such as consumer presented tokens issued by another FI or Government agency.  In this latter case, the token issued by another FI or Government agency would allow a financial institution to establish the identity of an unknown individual seeking to open a new account by relying on a high assurance credential issued by another financial institution that it trusts (i.e., is controlled by the same trust framework). This use case prevents identity theft by allowing a financial institution to detect when an individual seeking to enroll in a new account is claiming the identity of someone who already possesses a trusted credential issued by another financial institution.   It is up to the relying FI to make a decision as to what action to take (e.g. accept, accept with conditions or deny) and it out of scope.

Key Contributor: Bob Pinheiro <nstic@bobpinheiro.com>

1. Attribute provider  - A consumer can have their FI verify one or more attributes about them for a relying party as permissioned (opt-in).

Key Contributors: Abbie Barbir, Bank of America and Bryan Russell, XTec
1. Trust elevation – A consumer starts with a lower assurance certificate (possibly issued by an identity provider other than the relying party). The relying party elevates the assurance level, through additional Identity vetting, with possibly the linkage of additional vetted identity attributes, and additional credential strengthening through, among other things, additional layers of authentication, so it can be used by the relying party for applications required the higher level of assurance. This higher level of assurance could possibly be used by other relying parties. This trust elevation should be able to occur in real-time as needed. Trust elevation could be permanent or one-time.

Key Contributor: Tom Jones, George Dobbs, Bryan Russell, XTec, Charles Harvey, Factors

1. Financially Underserved – The idea is to get an entry point (through such things as prepaid card, benefits account, FDIC sponsored account, secured credit card or bank account, remittance or check cashing service, Government Federal Cloud Credential Exchange, pay card – ADP Product) so that an individual without a bank account can establish a credential that can be used by relying parties to allow the financial underserved user to access their applications).  This applies not just to individuals but also start-up business activities. (Note: 30% US households unbanked.)
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