Financial Institution as an Electronic Identity Credential Provider
 
	Use Case:
	Establish a person’s identity, Bind intrinsic or extrinsic attribute to an identity, Authenticate person, Authenticate website, Authenticate device, Authenticate organization, Remote high value transaction, Verify attribute binding

	Category:
	Trust/Assurance, Authentication, Interoperability, Privacy

	Actors:
	Financial institution as an identity provider; Financial institution as a relying party ; Subscriber who desires to acquire an electronic identity; Claimant is a subscriber who has successfully been issued an electronic identity

	Goals:
	Tim’s financial institution wants to offer Tim an electronic identity that provides Tim and his financial institution a number of immediate and potential benefits.

	Assumptions:
	Tim’s financial institution has contracted with a certified personal identity verification interoperable (PIV-I) issuer or has certified to be a personal identity verification interoperable (PIV-I) issuer. Subscriber can successfully satisfy applicable business and regulatory (KYC) requirements; Subscriber has completed the identity enrollment application;

	Requirements
	The financial institution has contracted with a certified Personal Identity Verification Interoperable (PIV-I) issuer or the financial institution has certified to issue PIV-I smartcards. Existing account holders have been customers in good standing for at least 1 year.

	Process Flow
	New in-person account opening- At the time of account enrollment the Subscriber wishes to apply for and purchase an identity credential that provides strong three factor authentication and is trusted for high assurance transactions/interactions on the internet. This requires binding an intrinsic attribute (biometric) to the identity and securely accessing the attribute during authorizations when required. In addition to providing the third factor for authorization decisions, the binding of the intrinsic attribute (biometric) to the identity during enrollment provides repudiation in the event the financial institution needs to prove the claimant and the applicant were indeed the same person. The customer service representative scans the KYC documents, scans the applicant’s finger prints and captures a photo with an enrollment station. The enrollment station then encodes, activates the chip and prints the photo on the smartcard. This entire process takes about 10 minutes.
Existing account holder- An existing account holder (Subscriber), who meets the minimum requirements, wishes to apply for and purchase an electronic identity that is trusted for high assurance transactions/interactions on the internet. The Subscriber completes the identity application and returns it to their financial institution. The FI confirms the applicant’s information and forwards the identity information to a fulfillment house where the smartcard identity is encoded but not activated. The identity is then sent to the address of record of the Subscriber. Upon receipt, the Subscriber confirms he or she is the proper individual to activate the identity. The identity is activated from the subscriber’s personal computer.Based on NIST Updated E-Authentication Guidance, an existing account holder who is issued a PIV-I smartcard in this manner is capable of reaching level 3 assurance transactions/interactions.

	Success Scenario:
	1.      Subscriber applies for an electronic identity
2.      Subscriber satisfies financial institutions customer identification program (CIP) requirements
3.      Subscriber obtains identity in person or through the mail
4.      Identity is activated
5.      Claimant utilizes the identity to remotely connect to the financial institutions web services over the internet.
6.      Claimant is authenticated by financial institution utilizing two factor authentications. ( hard token, pin number) (for higher value transactions the biometric may be presented representing the third authentication factor for high value authentication decisions)
7.      Financial institution services authenticated to claimant
8.      Encrypted web session is established between parties
9.      Claimant requests payment transfer to another financial institution/creditor/government agency/other.
10.  Claimant completes proper documentation
11.  Claimant signs the request with a digital signature produced from the identity
12.  Request is processed
13.  Transaction is posted and reflected on statement

	Error Conditions
	1.      Claimant fingerprints can’t be captured during in-person enrollment – enrollment continues utilizing the picture and applicable documents. Identity can reach maximum NIST level 3 Authentication and can only perform strong 2 factor remote authentication.
2.      Subscriber’s home PC operating system does not support PIV-I encryption – Microsoft Window XP, Windows Vista, and Windows 7 can be updated to support PIV-I encryption
3.      Subscribers home PC does not have a smartcard reader – Subscriber would be required to utilize a USB smartcard reader, many of the newer machines have a smartcard reader built in or can be added.
4.      Claimant impersonates another individual to obtain an identity – strengthen CIP and utilize strong vetting standards
5.      Internet is not available - ???
6.      Financial Institution can’t authenticate the Claimant – Send error message and terminate connection
7.      Claimant can’t authenticate the financial institution – error message and terminate connection
[bookmark: _GoBack]


 
 


Financial Institution as an Electronic Identity
Credential Provider

e ]

e

fose T




