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Supplemental Privacy Guidance
The IDEF Privacy Requirements are listed below. To add suggested reference materials please add information in bullets below the requirements.
[bookmark: _GoBack]All references are non-normative and are currently under review by the PRWG. References should be considered informative guides only.
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[bookmark: _Toc431920221]PRIVACY‐1. DATA MINIMIZATION
Entities MUST limit the collection, use, transmission and storage of personal information to the minimum necessary to fulfill that transaction’s purpose and related legal requirements. Entities providing claims or attributes MUST NOT provide any more personal information than what is requested. Where feasible, IDENTITY‐PROVIDERS MUST provide technical mechanisms to accommodate information requests of variable granularity, to support data minimization.
[bookmark: _Toc431920222]References
From FMO
· See ISO/IEC 29100 (2011) Privacy Framework, Section 5.5 ("Data minimization").
· See the HIPAA regulations for health care transactions, 45 CFR Part 164, at §§ 164.502(b) and 164.514(d): "minimum necessary" disclosure standard

Suggestions of James Zok:
From AICPA
· See AICPA/CICA Privacy Maturity Model based on GAPP [Collection 4.1.X] (chart)
From Privacy & Biometrics
· See Privacy & Biometrics: Building a Conceptual Foundation: Data [p46],Audit [p47].

[bookmark: _Toc431920223]PRIVACY‐2. PURPOSE LIMITATION
Entities MUST limit the use of personal information that is collected, used, transmitted, or stored to the specified purposes of that transaction. Persistent records of contracts, assurances, consent, or legal authority MUST be established by entities collecting, generating, using, transmitting, or storing personal information, so that the information, consistently is used in the same manner originally specified and permitted.
[bookmark: _Toc431920224]References
From FMO
· See ISO/IEC 29100 (2011) Privacy Framework, Section 5.3 ("Use, Retention and Disclosure Limitation") and Section 5.6 ("Purpose Legitimacy and Specification").
· See the "minimum necessary" disclosure standard in HIPAA regulations for health care transactions, 45 CFR Part 164, at §§ 164.502(b) and 164.514(d): http://www.ecfr.gov/cgi-bin/text-idx?node=pt45.1.164&rgn=div5
· See also the Fair Information Privacy Principles: "Organizations should use PII solely for the purpose(s) specified in the notice. Sharing PII should be for a purpose compatible with the purpose for which the PII was collected." http://www.nist.gov/nstic/NSTIC-FIPPs.pdf

Suggestions of James Zok:
From OASIS
· See OASIS PMRM V1.0: Section 4.2 ("Service Details").
From Privacy & Biometrics
· See Privacy & Biometrics: Building a Conceptual Foundation: Data [p46],Audit [p47], and Storage [p47].

[bookmark: _Toc431920225]PRIVACY‐3. ATTRIBUTE MINIMIZATION
Entities requesting attributes MUST evaluate the need to collect specific attributes in a transaction, as opposed to claims regarding those attributes. Wherever feasible, entities MUST collect, generate, use, transmit, and store claims about USERS rather than attributes. Wherever feasible, attributes MUST be transmitted as claims, and transmitted credentials and identities MUST be bound to claims instead of actual attribute values.
[bookmark: _Toc431920226]References
From FMO
· NIST SP 800-162: Attribute Based Access Control Definition and Considerations (2014), pages 26, 28, 31: http://csrc.nist.gov/publications/nistpubs/800-162/sp800_162_pre-publication.pdf

[bookmark: _Toc431920227]PRIVACY‐4. CREDENTIAL LIMITATION
Entities MUST NOT request USERS’ credentials unless necessary for the transaction and then only as appropriate to the risk associated with the transaction or to the risks to the parties associated with the transaction.
[bookmark: _Toc431920228]References
From FMO
· See PRIVACY-2 and PRIVACY-3.

[bookmark: _Toc431920229]PRIVACY‐5. DATA AGGREGATION RISK
Entities MUST assess the privacy risk of aggregating personal information, in systems and processes where it is collected, generated, used, transmitted, or stored, and wherever feasible, MUST design and operate their systems and processes to minimize that risk. Entities MUST assess and limit linkages of personal information across multiple transactions without the USER's explicit consent.
[bookmark: _Toc431920230]References
From FMO
· PbD De-identification Center, https://www.privacybydesign.ca/index.php/de-identification-centre/ See also the definition of "data aggregation" in § 164.501, and the discussions about the use of identified versus de-identified data in § 164.514(a),(b) and § 164.502(d), of the HIPAA regulations for health care transactions, 45 CFR Part 164: http://www.ecfr.gov/cgi-bin/text-idx?node=pt45.1.164&rgn=div5

Suggestions of James Zok:
From OASIS
· See OASIS PMRM V1.0: Section 4.2 ("Service Details").

[bookmark: _Toc431920231]PRIVACY‐6. USAGE NOTICE
Entities MUST provide concise, meaningful, and timely communication to USERS describing how they collect, generate, use, transmit, and store personal information.
[bookmark: _Toc431920232]References
From FMO
· See ISO/IEC 29100 (2011) Privacy Framework, Section 5.7 ("Openness, transparency and notice").
· See the user privacy notice requirements of HIPAA regulations at § 164.520; also, § 164.508(c)(1) provides that valid user authorizations/consents require (among other things) a meaningful statement of the data to be disclosed and of the purpose of disclosure.
· 45 CFR Part 164: http://www.ecfr.gov/cgi-bin/text-idx?node=pt45.1.164&rgn=div5
· See also the Fair Information Privacy Principles: "Organizations should be transparent and notify individuals regarding collection, use, dissemination, and maintenance of personally identifiable information (PII) ... Organizations should involve the individual in the process of using PII and, to the extent practicable, seek individual consent for the collection, use, dissemination, and maintenance of PII." http://www.nist.gov/nstic/NSTIC-FIPPs.pdf

Suggestions of James Zok:
From AICPA
· See AICPA-GAPP: Section 4 ("Collection").
· See AICPA/CICA Privacy Maturity Model based on GAPP [Notice 2.1.X] (chart).
From OASIS
· See OASIS PMRM V1.0: Section 4.2 ("Service Details").

[bookmark: _Toc431920233]PRIVACY‐7. USER DATA CONTROL
Entities MUST provide appropriate mechanisms to enable USERS to access, correct, and delete personal information.
[bookmark: _Toc431920234]References
From FMO
· See ISO/IEC 29100 (2011) Privacy Framework, Section 5.9 ("Individual participation and access").
· See the user right to amend and correct personal information in HIPAA privacy regulations: 45 CFR Part 164, at § 164.526(a): http://www.ecfr.gov/cgi-bin/text-idx?node=pt45.1.164&rgn=div5
· See also the Fair Information Privacy Principles: "Organizations should also provide mechanisms for appropriate access, correction, and redress regarding use of PII."http://www.nist.gov/nstic/NSTIC-FIPPs.pdf

Suggestions of James Zok:
From AICPA
· See AICPA-GAPP: Section 06 ("Access").
· See AICPA/CICA Privacy Maturity Model based on GAPP [Choice and Consent 3.1.X] (chart).
From OASIS
· See OASIS PMRM V1.0: Section 4.2 ("Service Details").
From Privacy & Biometrics
· See Privacy & Biometrics: Building a Conceptual Foundation: Storage [p47].

[bookmark: _Toc431920235]PRIVACY‐8. THIRD‐PARTY LIMITATIONS
Wherever USERS make choices regarding the treatment of their personal information, those choices MUST be communicated effectively by that entity to any THIRD‐PARTIES to which it transmits the personal information.
[bookmark: _Toc431920236]References
From FMO
· See the "business associate" requirements (§ 164.502(a)(3), (a)(4) and (e)) and continuing rights of the user to restrict disclosures (§ 164.510) in the HIPAA regulations: 45 CFR Part 164:http://www.ecfr.gov/cgi-bin/text-idx?node=pt45.1.164&rgn=div5

Suggestions of James Zok:
From AICPA
· See AICPA-GAPP: Section 2 ("Notice").
· See AICPA/CICA Privacy Maturity Model based on GAPP [Notice 3.1.X] (chart).

[bookmark: _Toc431920237]PRIVACY‐9. USER NOTICE OF CHANGES
Entities MUST, upon any material changes to a service or process that affects the prior or ongoing collection, generation, use, transmission, or storage of USERS’ personal information, notify those USERS, and provide them with compensating controls designed to mitigate privacy risks that may arise from those changes, which may include seeking express affirmative consent of USERS in accordance with relevant law or regulation.
[bookmark: _Toc431920238]References
From FMO
· See the right of an entity's users to receive notifications of changes in the entity's privacy practices (at § 164.520 (b)(1)(v)(C) and (c)(ii)(4)) and to continue to decline or request restrictions on use of their personal information (§ 164.510), in HIPAA regulations: 45 CFR Part 164: http://www.ecfr.gov/cgi-bin/text-idx?node=pt45.1.164&rgn=div5
· See also the Fair Information Privacy Principles: "Organizations should involve the individual in the process of using PII and, to the extent practicable, seek individual consent for the collection, use, dissemination, and maintenance of PII." http://www.nist.gov/nstic/NSTIC-FIPPs.pdf

Suggestions of James Zok:
From AICPA
· See AICPA-GAPP: Section 3 ("Choice and Consent").

[bookmark: _Toc431920239]PRIVACY‐10. USER OPTION TO DECLINE
USERS MUST have the opportunity to decline registration; decline credential provisioning; decline the presentation of their credentials; and decline release of their attributes or claims.
[bookmark: _Toc431920240]References
From FMO
· Under § 164.508(c)(1) of the HIPAA privacy regulations, valid user authorizations/consents require (among other things) a meaningful statement of the data to be disclosed and of the purpose of disclosure: 45 CFR Part 164: http://www.ecfr.gov/cgi-bin/text-idx?node=pt45.1.164&rgn=div5
· See also the references for PRIVACY-9 above.

[bookmark: _Toc431920241]PRIVACY‐11. OPTIONAL INFORMATION
Entities MUST clearly indicate to USERS what personal information is mandatory and what information is optional prior to the transaction.
[bookmark: _Toc431920242]References
From FMO
· See the references for PRIVACY-9 above. See the right of users to an opportunity to restrict or decline a proposed disclosure in HIPAA regulations: 45 CFR Part 164, at § 164.510:http://www.ecfr.gov/cgi-bin/text-idx?node=pt45.1.164&rgn=div5

Suggestions of James Zok:
From OASIS
· See OASIS PMRM V1.0: Section 4.2 ("Service Details").

[bookmark: _Toc431920243]PRIVACY‐12. ANONYMITY
Wherever feasible, entities MUST utilize identity systems and processes that enable transactions that are anonymous, anonymous with validated attributes, pseudonymous, or where appropriate, uniquely identified. Where applicable to such transactions, entities employing service providers or intermediaries MUST mitigate the risk of those THIRD‐PARTIES collecting USER personal information.
[bookmark: _Toc431920244]References
From FMO
· See ISO/IEC 29100 (2011) Privacy Framework, Section 4.4.4 ("Pseudonymous Data"). See National Strategy For Trusted Identities In Cyberspace (2011), page 12.

[bookmark: _Toc431920245]PRIVACY‐13. CONTROLS PROPORTIONATE TO RISK
Controls on the processing or use of USERS' personal information MUST be commensurate with the degree of risk of that processing or use. A privacy risk analysis MUST be conducted by entities who conduct digital identity management functions, to establish what risks those functions pose to USERS' privacy.
[bookmark: _Toc431920246]References
From FMO
· NIST SP 800-53 "Recommended Security and Privacy Controls for Federal Information Systems and Organizations", Appendix J (Privacy Control Catalog):http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
Other risk analysis examples:
· 
· "THE ROLE OF RISK MANAGEMENT IN DATA PROTECTION" Centre for Information Policy Leadership, Hunton & Williams:https://www.hunton.com/files/Uploads/Documents/Centre/Role_of_Risk_Management_in_Data_Protection.pdf
· "Privacy Risk Assessment Questionnaire" AICPA: http://www.aicpa.org/interestareas/informationtechnology/resources/privacy/pages/privacy%20risk%20assessment%20questionnaire.aspx
· "Draft NISTIR 8062: Privacy Risk Management for Federal Information Systems", NIST: http://csrc.nist.gov/publications/PubsDrafts.html#NIST-IR-8062
· "Privacy Engineering Framework", MITRE: http://www.mitre.org/publications/technical-papers/privacy-engineering-framework
· "OASIS Privacy Management Reference Model (PMRM)", OASIS: https://www.oasis-open.org/committees/pmrm/

[bookmark: _Toc431920247]PRIVACY‐14. DATA RETENTION
Entities MUST limit the retention of personal information to the time necessary for providing and administering the functions and services to USERS for which the information was collected, except as otherwise required by law or regulation.
[bookmark: _Toc431920248]References
Suggestions of James Zok:
From AICPA
· See AICPA-GAPP: Section 5 ("Use, Retention, and Disposal").
ISO 27000?

[bookmark: _Toc431920249]PRIVACY‐15. ATTRIBUTE SEGREGATION
Wherever feasible, identifier data MUST be segregated from attribute data.
[bookmark: _Toc431920250]References
[bookmark: _Toc431920251]BEST PRACTICES AND POSSIBLE FUTURE REQUIREMENTS
[bookmark: _Toc431920252]PRIVACY-BP-A. RECOMMENDED QUALITY CONTROLS
Entities SHOULD determine the necessary quality of personal information used in identity assurance solutions based on the risk of that transaction, including risk to the USERS involved.
[bookmark: _Toc431920253]REFERENCES
From FMO
· See the "Privacy by Design" principles, generally: https://www.privacybydesign.ca/index.php/about-pbd/7-foundational-principles/
[bookmark: _Toc431920254]PRIVACY-BP-B. TECHNOLOGY ENFORCEMENT
Privacy requirements and policies SHOULD be implemented through technical mechanisms. Those technical privacy controls SHOULD be situated as low in the technology stack as possible.
[bookmark: _Toc431920255]REFERENCES
From FMO
· See Privacy Engineering (Ontario Office of the IPC, 2014), pages 13-17: https://www.privacybydesign.ca/content/uploads/2014/01/pbd-priv-engineering.pdf
From PRWG
· Other references: Cloud guidance, 800-27, 53. EU DPD?

[bookmark: _Toc431920256]PRIVACY-BP-C. RECOMMENDED CONSEQUENCES OF DECLINING
Entities SHOULD provide short, clear notice to USERS of the consequences of declining to provide mandatory and optional personal information.

[bookmark: _Toc431920257]GENERAL INFORMATION
Suggested by NIST
From ICAM
· See Identity, Credential, & Access Management: Trust Framework Adoption Process (TFPAP) - All Levels of Assurance:http://www.idmanagement.gov/sites/default/files/documents/FICAM_TFS_TFPAP_0.pdf
From NIST
· See NISTIR 8062 (draft) - Privacy Risk Management for Federal Information Systems: http://csrc.nist.gov/publications/drafts/nistir-8062/nistir_8062_draft.pdf
Other references: Cloud guidance, 800-27, 53. EU DPD?
Suggested from James Zok
From DHS
· See Information Technology Sector Baseline Risk Assessment: https://www.dhs.gov/xlibrary/assets/nipp_it_baseline_risk_assessment.pdf
From NIST
· See NIST Special Publication 800-53, Revision 4: Draft Appendix J.
From Privacy Commissioner
· See Privacy Impact Assessment Handbook: https://www.privacy.org.nz/news-and-publications/guidance-resources/privacy-impact-assessment-handbook/.
From OECD
· See DSTI/ICCP/REG(2011)2: Publication 08-Feb-2011.
From Working Group Series
· See The Sedona Conference - Cloud Computing & Data Privacy: https://www.datenschutzzentrum.de/cloud-computing/20100617-cloud-computing-and-data-privacy.pdf.
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