Identity Ecosystem Framework and
|IE End-State Overview

These slides were developed by Tom Smedinghof and the NPO to show:

Typical Framework components incorporated in Trust Frameworks today
Straw man Framework components to build on T. Smedinghof generic
model to include components specified in NSTIC strategy and IE needs
End-State diagram to show IE Framework common and distinct
components with other Trust frameworks.



Putting It All Together to Form Enforceable “Operating Rules”*
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IE Framework Proposed Components

Operating Rules (Business and Technical)

Legal Rules (Contractual)

Credential
Management
Rules

Accreditation/
Certification
Rules

Security
Standards

Authentication
Rules

Privacy
Policies and
Rules

Risk and
Assurance
Models/Rules

Identity
Proofing
Standards

Interoperability
Rules

Technical and
Process
Standards and
Specs

Data
Management/
Transmission
Rules

NSTIC Strategy Document

Attribute
Management
Rules

Enroliment and
Registration
Rules

Usability and
Accessibility
Guidelines

Liability
for Losses

Dispute
Resolution

Termination
Rights

Existing Law

Enforcement
Mechanisms

Measure of
Damages

Additional IDESG Needs

IDESG
Sustainment
Plan

Participant
Business
Models

IDESG
Communications
Plan

Red Circles = Potential component additions to Tom Smedinghoff’s concept




IE Framework End-State
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