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I. Introduction

[bookmark: _GoBack]The Identity Ecosystem Steering Group (IDESG) Standards Coordination Committee (SCC) charter identifies development of Identity Ecosystem use cases as part of the work plan.  This document provides guidance and information for the effort, including:

· Terms and definitions pertaining to use cases,
· Templates for expressing use cases and actors with a sample use case,
· [bookmark: _Toc336866537]Use case categories, and
· A list of references

II. Terms and Definitions

	Term
	Definition

	Use Case
	A use case is the statement of the goal the primary actor has toward the system's declared responsibilities, and the collection of possible scenarios between the system under discussion and various actors, showing how the primary actor’s goal might be delivered or might fail.

	Actor
	An actor is something with behavior. Actors can include people, devices, organizations, software processes or services.

	Primary Actor
	The primary actor is one whose goal the use case is supposed to satisfy.

	Secondary Actor
	A secondary actor is an external actor against which the system under design has a goal. There can be more than one secondary actor.

	Scenario
	A scenario is a sequence of interactions that happens under certain conditions, with the intent to achieve the primary actor’s goal, and having a particular result with respect to that goal. Typically, a scenario is phrased in generic terms, using placeholders for the identity of the primary actor and the actual values passed around.

	Step
	A step is a unit of writing in a use case. Usually one sentence, describing the behavior of only one actor.  Steps may be described at various levels of detail, depending on the purpose.
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III. [bookmark: _Toc336866539]Templates

This section contains templates for defining and documenting use cases and actors.  A sample use case template and a list of use case categories is also provided. 
[bookmark: _Toc336866540]Use Case Template
The following table provides a template for information about a use case.  

	Use Case:
	Name the use case here.  Use an action verb name to describe the use case, not including the primary actor name, but identifying any subject actors.
Examples:  authenticate person, bind attribute to identity, authenticate pseudonymously, match names between systems, protect personally identifiable information, conduct compliance audit.

	Category:
	Describe what category the use case belongs to. (see Categories of Use Cases below for a list of categories and their descriptions).

	Contributor:
	Identify the person or organization that contributed the use case, including their stakeholder group.

	Actors:
	Identify actors associated with the use case.  Provide the primary actor first.  Actors can include people, roles, devices, organizations, software processes or services.  Actors should be listed in the Actor Template format provided in Table 2.

	Goals:
	A general description of the intended outcome of the use case from the perspective of the primary actor, including any artifacts created.  This section may address risks and threats related to the use case and how they may be mitigated.

	Assumptions:
	A listing of any assumptions made about the use case including its actors, services, environment, etc.
Pre-conditions – Conditions that must be met for to the use case being possible 
Post-conditions – Any assumed actions that take place upon completion of the use case

	Requirements:

	A listing of any requirements that must be met, these can be references to published standards and guidelines or requirements stated by the contributor.
Examples : FIPS 201, ISO 27001, etc.

	Process Flow:
	A text or graphic description of the overall process flow of the use case.

	Success Scenario:
	Describe the successful execution of the use case here as a sequence of numbered steps.  If multiple paths or multiple outcomes are permitted to occur, they should all be documented.

	Error Conditions:
	Describe errors that can take place, considering what can go wrong at each step of the success scenario.  For each error, describe how the actors should handle the results.

	Citations:
	Provide any citations to additional information or references.
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It is expected that as the use cases are populated, a lexicon of Actors will be developed.  The following table provides a template for providing information about actors.  
	Actor:
	Name the actor here.  Actors can include people, roles, organizations, software processes or services.  Use a noun form, hyphenating compound names to make a single token, as in “attribute-authority”.  
Examples: authenticated-user, identity-service-provider, or attribute-authority

	Description:
	A description of the actor, including characteristics that may be relevant to the use case.  For human users, this could include motivations or skills, for example.

	Instance-of:
	If an actor is an instance of another, more abstract type of actor, identify the abstract actor here.  
Example: authenticated-user is an instance of user.





Example 
This is a sample use case, including a completed use case and the two actors. 

	Use Case:
	Authenticate-person

	Category:
	Authentication

	Actors:
	relying-party, claimant

	Goals:
	Relying-party wishes to determine whether claimant is who they say they are.

	Assumptions:
	1. Claimant has been issued credentials in an Identity Ecosystem of which the relying-party is a member, i.e. claimant is a user in that Identity Ecosystem.
2. Claimant and relying-party have a means of communicating with each other.
3. Either claimant or relying-party has initiated communications with the other.

	Success Scenario:
	1. Claimant and relying-party exchange messages.
2. Relying-party verifies evidence provided by claimant. 
3. Claimant passes or fails authentication.

	Error Conditions:
	1. Communications technology failure
2. Human failure to provide correct credentials
3. NOTE – failure to authenticate is NOT an error condition, it is part of the success scenario.



	Actor:
	Relying-party

	Description:
	A service that relies upon claimant’s credentials, with the goal of processing a transaction or granting access to a resource.

	Instance-of:
	Service



	Actor:
	Claimant

	Description:
	An entity whose identity is to be verified.

	Instance-of:
	Subscriber





IV. Categories of Use Cases

	Category
	Description

	Identity Registration
	Use cases in which initial identity claims are verified (through “identity proofing” processes) and applicants become subscribers.

	Authentication
	Use cases in which claims about identities pertaining to registered users are verified.

	Identity Management
	Use cases for creating and maintaining online identities and trust frameworks.

	Privacy
	Use cases supporting the protection of user privacy.

	Trust/Assurance
	Use cases pertaining to the establishment of trust and assurance in Identity Ecosystem participants. 

	Interoperability
	Use cases pertaining to confirming and testing interoperability.

	Consumer Choice
	Use cases that support customer choice in Identity Ecosystems.

	E-Notarization
	Use cases pertaining to electronic equivalents to a human notary service. Supports binding high-value transactions being performed online.
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