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	Standard Name:
	Guide for Applying the Risk Management Framework to Federal Information Systems
A Security Life Cycle Approach
	Acronym:
	NIST SP 800-37 R1

	Submitter Name: 
	Adam Madlin
	Email: 
	Adam_Madlin@symantec.com

	Consistency with NSTIC Guiding Principles

	Guiding Principles
	Is Consistent With
	Comments

	Privacy Enhancing and Voluntary
	|X|
	Describes a Risk Management Framework (RMF) and its application to information systems to support the selection, management, and implementation of security controls which enable the protection of data confidentiality and integrity—both key aspects of privacy.
The use of SP 800-37 is not mandated and may be used by nongovernmental organizations on a voluntary basis.

	Secure and Resilient
	|X|
	Provides guidance on the application of a risk assessment framework to information systems, addressing security concerns of organizations related to the design, development, implementation, operation, and disposal of information systems and the environments in which those systems operate.
Ensures that information security requirements are integrated into the organization’s system development life cycle processes, facilitating development and implementation of more resilient information systems.

	[bookmark: _GoBack]Interoperable
	|X|
	Describes a common information security framework (Risk Management Framework) for use by the federal government and its contractors.  Supports a common approach for applying risk frameworks to information security programs thereby supporting policy interoperability
SP 800-37 can serve as one of several possible foundations upon which consistent information security controls, policies and practices can be built.

	Cost Effective and Easy to Use
	|X|
	This principle is not applicable for this standard as it focuses on risk management only.
The impact of applying a risk management framework to an identity solution may or may not equate to an identity solution that is both cost effective and easy to use. How an organization applies a risk management framework could have various cost impacts on the identity service being offered.  Costs to manage risk could flow to the consumer or could be absorbed.  Expenditures could be based purely on compliance to a specific regulatory regime where end users and/or programs are not financially impacted.  If the framework is not properly applied, and risks are realized, the financial impact could also be varied, distributed to a host of entities, covered by insurance, or absorbed by existing pools of capital.  A risk management environment of any given business is just too complex, with infinite implementation options, to definitively state that its application is favorable or unfavorable to this guiding principle. 

	Decision Criteria (SAP Section 4)
	Meets
	Comments

	Standards Developer

	Participatory openness (4.2)
	|X|
	All stakeholders, including security professionals, researchers, standards development organizations, and users, have an opportunity to be involved in the NIST standards and guidelines development process. NIST maintains this open process by posting draft documents for public comment, holding public workshops and conferences, and engaging the community at industry and academic events.  NIST encourages all interested and affected parties to review draft publications during public comment periods and provide feedback to NIST.  Announcements related to development, review, and access are posted on the publicly accessible Computer Security Division’s Computer Security Resource Center (http://csrc.nist.gov/). Both electronic and physical addresses are provided for comments and feedback.  

	Fairness and due process (4.2)
	|X|
	NIST solicits input from a wide-range of stakeholders representing government, industry and academia to ensure its standards are strong, practical, and meet the needs of the Federal government. The community is encouraged to identify weaknesses, vulnerabilities, or other deficiencies in NIST publications. Draft and final cryptographic standards, guidelines, inter-agency reports, and whitepapers are posted by NIST on its Computer Security Resource Center web pages, as are public review comments and disposition, and are freely available to anyone.
In addition, NIST ensures that all comments are adjudicated based on measurement science and law.  In other words, NIST needs to have a strong technical or legal basis to reject comments received on its publication.  It’s important to note that NIST publications are intended for the US Government only, so comments need not be accepted if they are not in scope for USG purposes.

	Transparency (4.2)
	|X|
	NIST is committed to transparency in the development and documentation of its standards with respect to the selection and evaluation criteria, specification, security and performance characteristics, and provenance of proposed standards or guidelines. NIST promotes transparency with all stakeholders by informing and involving them through public notice of its activities including a) notice of upcoming standards and recommendations, b) invitations to relevant public workshops, c) presentations at conferences and standards meetings, d) announcement and publication of draft documents for public review and comment, and e) announcements of adoption and recommendations for use. 

	Adequate public review process (4.3)
	|X|
	The primary feedback mechanism for NIST cryptographic standards and implementation guidance is the posting of drafts and requests for public comment on the Computer Security Division website.  Comment periods depend on the size and complexity of the drafts, as well as any prior history of public exposure and commentary, but typically run from 30 to 90 days. Comments may be submitted as electronic mail messages, transmission of electronically completed comment templates, or as hard copy correspondence. If the nature or extent of changes to a draft resulting from the comments is sufficiently extensive, one or more additional cycles of public review may be conducted.

	Stable hosting arrangements (4.3)
	|X|
	The Computer Resource Center web site is hosted under the oversight of NIST as a persistent government resource.  In some cases, NIST also maintains a public email forum for ongoing open discussion on relevant subjects.

	Sufficient intellectual property rules (4.3)
	|X|
	NIST is in the process of developing an Intellectual Property policy for its standards development process.  NIST has added a principle on “innovation and intellectual property (IP)” to emphasize that the Institute seeks to incentivize innovation while protecting IP
Many of the computer security 800 series special publications and FIPS do not have any license terms.  There are no complex conditions to use, as every Federal agency is required to adopt NIST standards and special publications.  There are no restrictive licenses to use NIST documents.  

In the field of cryptography. NIST commits to a strong, general preference for royalty-free cryptographic approaches whenever possible and practical. NIST also states that it may select encumbered algorithms (those with patent protections) if the technical benefits outweigh the negative implications.  Submitters should disclose any intellectual property they hold on their submissions, and any other intellectual property that is relevant to any of their submissions.  Submitters should also provide statements describing what, if any, licensing agreement will be required for use.  

	Nominated Standard

	Relevant to the needs of the Identity Ecosystem and with the NSTIC Guiding Principles
 (4.2)
	|X|
	A methodology for implementing information systems risk management. As a precursor to implementing security controls, requirements, and policies, organizations must first be able to apply a consistent risk framework to categorize, select, and manage these controls. Documents such as SP 800-37 and ISO 27002 provide the foundation on which a full security program can be built—this includes both enterprise and consumer facing ICAM systems. While SP 800-37 was developed by and for the Federal Government, it has seen significant use outside of the Federal Government.

	Function-oriented description (4.2)
	|X|
	Provides a disciplined and structured process that integrates information security and risk management activities into the system development life cycle. The described Risk Management Framework operates primarily at Tier 3 (Information Systems) of the risk management hierarchy described by SP 800-39 Managing Information Security Risk.  No proprietary processes are referenced.

	Affordability (4.2)
	|X|
	All NIST documentation is free to download and does not bear any royalty requirements. Implementations can be tailored for cost efficiency.  Requires some investment and some level of effort.  

As documented in the evaluation for the ‘Cost Effective and Easy to Use’ guiding principle, the number of potential applications of risk management makes it difficult to determine the affordability of this special publication.  And cost is relative based on risk tolerance, organizational size, profit (or lack thereof), the ability to shift risk by buying insurance, and other methods to save or spend capital.  Given this, it is not possible to evaluate for or against the affordability of this special publications.

	Recommendation to SCC

	Reviewer
	Original review by Anne Hendry
With modification and final approval by the Standards Coordination Committee
	Accept
	More Info Needed
	Reject

	Reviewer Comments
	This standard can be found at:
http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1-final.pdf
	|X|
	|_|
	|_|
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