ID-Ecosystem – Standards Coordination Committee -  Draft Work Plan v.1.0



ID Ecosystem Project

Standards Coordination Committee
Draft Work Plan v.1.0
Document No. IDESG-SCC-002
October 25, 2012
Address - TBD
www.idecosystem.org

Table of Contents

1.0
Introduction
2.0
Project Status Report and Plan for Completion

3.0
Informative Session

4.0
Statements of Work
4.1     Inventory of Existing Open Standards

4.2     Identification of ID Ecosystem Use Cases
4.3     Gap Analysis
4.4  Guidelines Regarding the Inclusion or Assessment of Prospective Specifications as Standards  
4.5    Specification of Recommended/Required Standards Underpinning the NSTIC Identity Ecosystem Framework
4.6     Standards Adoption Policy
4.7   Set up and maintain a vocabulary catalog of accepted IDESG terms and definitions
4.8    Provide inputs to the Identity Ecosystem functional model
4.9   Set up and maintain a register of standards adopted by the IDESG as part of the ID Ecosystem framework
5.0
Work Priorities   

6.0
Organization and Resources 

7.0
Synchronization of Schedules and Activities
ANNEX A –  Identity Ecosystem Steering Group Charter Of The Standards Coordination Committee
ANNEX B –  The Identity Ecosystem: Use Examples
ANNEX C -   Standards Inventory Template 
ANNEX D –  Use Case Identification & Analysis
ANNEX E –  Draft Template for Assessment of Suitability of Candidate Standards, Guidelines, Best Practices etc.
ANNEX F -  Notes made to Aid in Understanding the Role, Responsibilities, Work and Priorities of the ID Ecosystem SCC

ANNEX G - Extracts from NSTIC and NPO Documents

1.0   INTRODUCTION
This document has been prepared by the ID Ecosystem, Standards Coordination Committee (SCC). The document identifies a current set of standards related deliverables that are required to enable successful development of the ID Ecosystem. Work required to create those deliverables is identified and job aids are provided wherever possible. Need dates, working assumptions and work priorities are proposed together with an indication of the need to treat each work item as a project to managed and tracked by the SCC. The tacit assumption is made that the time, talent and subject matter expertise of volunteers is available within the SCC to perform the items of work to a high standard.
2.0   TERMS of REFERENCE
2.1
Objectivity and Antitrust Conduct
The work items identified in this document shall, wherever possible, make use of sound scientific and technical methods that avoid the use of subjectivity. In the event that it is found necessary to use subjectivity in any of the methods and processes formulated, documented and auditable procedures shall be provided and tested to ensure accuracy, reliability and repeatability.

Antitrust activity and behavior on the part of SCC Members shall be avoided in accordance with the terms of engagement with the ID Ecosystem organization.

2.2
Reference documents
The work of SCC shall take advantage of prior work reported in section 3.0 below.

2.3
Starting Points
The starting points of work to be carried out by the SCC shall take full advantage of any prior work carried out by the NSTIC NPO or other participating individual or organizational member of the ID Ecosystem community.
2.4
Leadership & Consensus
Work item leaders shall be appointed by the SCC to set up and manage each work item as an individual project. Wherever possible project decisions and actions shall be based on a consensus of all members of a working group. 
2.5
Need dates
The target need dates for each deliverable id shown in the table of deliverables shown below.
3.0   REFERENCES
a. National Strategy for Trusted Identities in Cyberspace, the Whitehouse, April 2011. For download at: www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf
b. The Proposed Identity Ecosystem Steering Group Work-plan Outline. Available for down load at: http://nstic.blogs.govdelivery.com/2012/08/03/proposed-identity-ecosystem-steering-group-workplan/
c. Identity Ecosystem Steering Group, Charter of the Standards Coordination Committee, dated September 28, 2012. See Annex A
4.0   DELIVERABLES & NEED DATES
	Ref No.
	DELIVERABLES
	Need Dates

	
	
	Mid Nov 2012
	Mid Feb 2013
	Mid Aug

2013
	Later

	Work Items Specified in Reference (b)

	2.2.1
	Complete inventory of current identity standards and related standards
	
	
	
	

	2.2.2
	Complete standards gap analysis 
	
	
	
	

	2.2.3
	Develop recommendations for standards adoption 
	
	
	
	

	2.2.4
	Develop a Steering Group standards adoption policy
	
	
	
	

	Deliverables Specified in the SCC Draft Charter (see Annex A)

	1
	A work-plan for the SCC, including a current set of working assumptions and deliverables.
	
	
	
	

	2
	An inventory of existing open standards, and their source, relevant to the NSTIC Identity Ecosystem use cases.  
	
	
	
	

	3
	A document calling out in detail the specific use cases for the Identity Ecosystem and plans to address them in their work product. This document will be provided to the Identity Ecosystem Management Council for approval.
	
	
	
	

	4
	A set of profiles and gaps, as described above under “Scope”, to be approved as a Standing Committee Specification.  The SCC may elect to create one or more of such deliverables in whatever combination it deems appropriate. 
	
	
	
	

	5
	Guidelines regarding the inclusion or assessment of prospective specifications as standards.
	
	
	
	

	6
	Specification of recommended/required standards underpinning the NSTIC identity ecosystem framework.

Note:  These standards may be cited as part of NSTIC accreditation requirements.  The SCC will work with the Accreditation Standing Committee in support of this work.
	
	
	
	

	Additional Work Items Specified in draft SCC Workplan presented at the October 29/30 Plenary Meeting

	7
	Standards Adoption Policy 
	
	
	
	

	8
	Set up and maintain a vocabulary catalog of accepted IDESG terms and definitions
	
	
	
	

	9
	Provide inputs to the Identity Ecosystem functional model
	
	
	
	

	10
	Set up and maintain a register of standards adopted by the IDESG as part of the ID Ecosystem framework
	
	
	
	


4.0   STATEMENTS OF WORK AND ASSUMPTIONS
4.1    Inventory of Existing Open Standards (Deliverable Ref No. 2)
4.1.1
Definition and Interpretation
An open standard is a standard that is publicly available and has various rights to use associated with it, and may also have various properties of how it was designed (e.g. open process). There is no single definition and interpretations vary with usage. (source: Wikipedia). An Inventory is a complete list of items (source: Oxford)
4.1.2
Work Item Objective
To deliver a comprehensive and complete documented list of existing open standards that are relevant to the ID Ecosystem. The list to be delivered shall specify the title, source, issue date, version and provide an indication of suitability of the standard for ID Ecosystem adoption. The inventory shall be organized in accordance with the taxonomy specified below. 
4.1.3
Need Date: Mid November 2012.
4.1.4
Task Description
The tasks associated with creating this deliverable include the following items:
· Establish a data base and taxonomy for compilation and ultimately registration of the standards, guidelines, best practices technical specifications etc. that meet the criteria for inclusion and adoption for use in the ID Ecosystem. Note: A proposed taxonomy and set of inclusion criteria are presented below under job aids;
· Understand the evolving trust, privacy, security, user and system needs and requirements as a basis for narrowing and focusing the search for suitable standards;
· Complete and refine  the tentative list of inclusion criteria shown below under working assumptions;
· Search nationally and internationally for suitable candidates to satisfy the understanding of needs and requirements for standards etc. as they evolve;
· Present the inventory in a format similar to that referenced in job aids and Annex C with the SCC agreed standards taxonomy and make provision in the format for ultimate registration of each standard as adopted by the SCC and ID Ecosystem (regardless of whether or not the standard requires adaptation, improvement, etc.)
· Update the inventory in a timely manner to reflect awareness new candidate standards that were previously unknown.
4.1.5
Job Aids
Prior inventories (including, in some cases, the results of gap analysis) are available from:
· ANSI - Identity Theft Prevention & Identity Management Standards  Panel (IDSP) at:  ANSI/IDSP Final Report - Volume II Standards Inventory.pdf
· NSTIC at: NSTIC Standards Catalog
· See also Scott Shorter (Member of the SCC at:………..) for work carried out, in this area, by his organization on behalf of the NSTIC NPO.
The template used to compile the ANSI/IDSP inventory is shown in Annex C.
4.1.5.1
Proposed Taxonomy
The list of existing open standards shall be categorized as follows:



Category 1 – TRUST RELATED




Category 1.1 – Entity Proof  & Verification




Category 1.1.1 Identity Proof & Verification




Category 1.1.2 Suitability Proof & Verification





Category 1.1.3 Reliability Proof & Verification





Category 1.1.4 Reputation Proof & Verification

Category 1.1.5 Other Attribute Proof & Verification



Category 1.2 – Entity Authentication



Category 1.2.1 Entity Identity
Category 1.2.2 Entity Suitability





Category 1.2.3 Entity Reliability





Category 1.4.4 Entity Reputation

Category 1.2.5 Other Entity Attribute Authentication



Category 1.3 – Trust Framework Models (see note 4.1.6.2 below)



Category 1.3.1 Policy and Procedure Models

Category 1.3.2 Operating Rules, Reg’s and Legal Liability Models




Category 1.3.3 Detection & Annunciation of Breach of Trust Models



Category 1.3.4 Credential / Certificate Issuing & Revocation Models




Category 1.3.4 Trust Mark Models




Category 1.3.5 Credential / Certificate Format / Content Models




Category 1.4 – Conformity Assessment & Certification of Compliance



Category 1.4.1 Conformity Assessment




Category 1.4.2 Roles/Responsibilities of Credential Issuing Authorities



Category 1.5 – Accreditation of Credential / Certificate Issuing Authorities



Category 1.5.1 Qualifications of Credential/Certificate Issuers



Category 1.5.2 Assessment of Competence to Assess Conformity
Category 1.6 – Accreditation of Security Assurance Issuers



Category 1.5.1 Qualifications of Security Assurance Issuers




Category 1.5.2 Assessment of Competence to Assess Conformity



Category 1.7 – Security Assurance (see Category 2)
Category 2 – SECURITY ASSURANCE RELATED


Category 2.1 Issuing Authority / Data Custodian Operations


Category 2.2 Credential/Certificate Counterfeit/Alteration Resistance


Category 2.3 Best Practices for Countering/Controlling Threats




Category 2.3.1 Network Intrusion Threats




Category 2.3.2 Entity Imposter Threats

Category 2.3.3 Credential/Certificate Threats
Category 2.3.4 Other Security Threats

Category 2.3.5 Privacy Threats
Category 3 – PRIVACY RELATED

Category 3.1 Privacy Principles
Category 3.2 Controlling Supply & Demand for Disclosure of Personal Attributes & Information

Category 3.3 Best Practices for Countering/Controlling Privacy Threats
Category 4 – SYSTEM DESIGN & PERFORMANCE RELATED


Category 4.1 Credential/Certificate Content & Format

Category 4.2 Interoperability and Interface Control


Category 4.3 User Interface


Category 4.4 Implementation of Privacy Principles

Category 4.5 Implementation of User Control of Demand for Disclosure of Personal Attributes & Information

Category 4.6 Implementation of User Control of Supply of Personal Attributes & Information


Category 4.7 Implementation of Fail Safe/Trustworthy Properties

Category 4.8 Implementation of Maintenance/Update Features


Category 4.9 Implementation of Other System Features/Properties

Category 5 – USER RELATED

Category 5.1 Human Factors & User Experience
Category 5.2 System Operating Policies & Procedures
Category 5.3 User Education & Training on ID Ecosystem Methods of Interaction & Benefits

Category 5.4 User Instruction on Credential/Certificate Acquisition & Maintenance

Category 5.5 User Instruction on Setting Up and Performing Interactions and Transactions.

4.1.6
Working Assumptions

4.1.6.1
Standards Inventory - Inclusion Criteria
Criteria for inclusion of a standard in the ID Ecosystem Standards Inventory shall be:
1. A need for a specific standard has been identified by an analysis of the use cases established as a result of Deliverable No.3 (see section 4.3 below); or
2. Regardless of Deliverable No.3, or the results of system design or engineering, a standard is clearly a Category 1 relevant, trust related standard; or

3. Inclusion of a specific standard has been recommended by a consensus of subject matter experts of other ID Ecosystem working groups; and
4. A candidate standard (or a mature draft) exists as evidenced by acquisition of a copy of the latest version; and

5. The standard is open or has the potential to be open.
4.1.6.2
Proactive v Reactive Search for Standards & Gap Identification
The SCC shall be proactive in searching for and identifying gaps for standards, best practices, guidelines, technical solutions etc. that function as roots of trust, links or checks in the chain of trust framework that determine whether or not an entity is to be trusted or not trusted. Those standards, best practices, guidelines, technical specifications etc. are listed in Category 1 of the above taxonomy. The SCC shall be reactive to the need to search for and analyze gaps in all other categories of the taxonomy. The SCC will expect the subject matter experts in those areas to search for and analyze gaps. The SCC shall, however, ensure that any and all standards, best practices, guidelines and techniques referenced for use in the ID Ecosystem are selected and adopted in accordance with the selection and adoption criteria established by the SCC.

4.1.6.3
Multiple Trust Frameworks – The Common Denominator
Page 26 of the NSTIC anticipates the need for multiple identity trust frameworks. Whatever the final structure of those frameworks, it is safe to assume that all of them will be based upon the same root of trust standards, accreditation standards and conformity assessment/certification standards. If they are not, the reasons are likely to be that some are confined in their treatment of entities and/or attributes. For example it is possible to foresee that interaction confined to business to business activities could be a framework restricted to business entities only. In this case there may be no need to verify and certify the identity of individuals, only business organizations. Here, the root of trust lies in a standard for verifying and certifying the identity of business organizations and certifying compliance by the business IDP with that standard. Either way, it appears safe to assume that no effort will be wasted by the SCC volunteer workforce if it begins work immediately on Category 1 – trust related standards.
4.1.6.4
Threat Resistance or Immunity

It is reasonable to assume that requirements will be formulated to render the system immune to harmful or fraudulent attacks from threat agents or at least to detect and control those attacks. For this reason it is expected that a substantial effort will be made by the project to identify and analyze those threats and to require all of them to be countered and controlled one way or another. Some, such as imposter fraud and digital certificate counterfeiting and alteration mentioned above, are common. Others, such as induced failure modes may be new and unique to the system. For some of these threats, recognized best practices, guidelines or technical solutions may already exist to deal with them and may be available for use in the ID Ecosystem. Although knowledge of these threats and potential counter and control measures come from elsewhere (such as a system requirements definition working group and security working group) the SCC can make the assumption that best practices, guidelines and standardized technical solutions should be selected, adopted or developed using the same criteria as those used for the root of trust and other standards – and hence be a reactive (see 4.1.5.1 above) part of the scope of the SCC.

4.1.6.5
Trust Framework Operating Rules, Regulations and Legal Liabilities

Although essential for proper functioning, management and administration of the ID Ecosystem and part of the system requirement specification, the SCC shall treat these items as out of scope because a trust framework working group has been made responsible for their identification and establishment. The SCC shall, however, ensure that any and all standards, best practices, guidelines and techniques referenced for use in the trust framework are selected and adopted in accordance with the selection and adoption criteria established by the SCC.

4.1.6.6
System Design, Engineering, Test and Evaluation Methodologies

The selection and adoption of standardized methodologies, such as Failure Modes and Effects Analysis (FMEA), software development and design review protocols that are an essential part of system realization shall be considered out of scope and the responsibility of a consensus of subject matter experts in each discipline.

4.2
Identification of ID Ecosystem Use Cases (Deliverable Ref No.3)
4.2.1
Definition and Interpretation
A use case In software and systems engineering is a list of steps, typically defining interactions between a role (known in Unified Modeling Language as an "actor") and a system, to achieve a goal. The actor can be a human or an external system. In systems engineering, use cases are used at a higher level than within software engineering, often representing missions or stakeholder goals. The detailed requirements may then be captured in Systems Modeling Language or as contractual statements (of requirements) (source: Wikipedia). 
4.2.2
Work Item Objective
To deliver a documented set of use cases that will enable a comprehensive set of user needs and requirements to be established for the ID Ecosystem that are consistent with the guiding principles and goals of the national strategy. The established user needs and requirements will then serve as the basis for specifying the design, performance, properties/attributes and other requirements of the ID Ecosystem - including the need for trust related standards, interoperability and other standards for adoption or development by the ID Ecosystem.
4.2.3
Need Date: Mid November 2012.
4.2.4
Task Description
The tasks associated with use case identification include the following items:

· Extract/infer/derive and document from the NSTIC, use case examples provided by the NPO, ID Ecosystem blogs, white papers, working committee charters and work plans etc., envisaged uses and users of the ID Ecosystem that will enable the detailed needs and requirements, system features, functionalities, attributes (such as trust, privacy, security, reliability, user experience), and performance of the ID Ecosystem to be established for the benefit of all IDE working groups;

· Reach broad consensus, within the ID Ecosystem project as a whole, on the set of use cases to baseline as the common reference cases to be used across all IDE working groups. To do this may involve convening a meeting of all working groups and steering group leaders to present the findings, evaluate and reach consensus;
· Provide detailed descriptions of the baseline use case in a manner that will facilitate further analysis for the purpose of standards identification and system design and engineering;
· Provide a user case subject matter expertise resource to working groups that need to use and refer to the use cases in the course of their work;
· Update the baseline use cases in a timely manner to reflect awareness of new use cases that were previously unknown.
4.2.4
Job Aids
Examples of ID Ecosystem use cases are contained in Annex B and:
· The NSTIC document is available at: www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf 

· Discussion on ID Ecosystem use cases can be found at: SCC Blog/Forum;
· Discussion on roles and responsibilities of actors within the ID Ecosystem is available at: http://www.identityfinder.com/us/Files/IDF-NSTIC-WP.pdf;
A recently prepared SCC use case plan, template and use case candidates are shown in Annex D.
4.2.5
Working Assumptions
See Annex D.
4.3    Gap Analysis (Deliverable Ref No.4)
4.3.1
Definition and Interpretation
In the context of standards and the ID Ecosystem, gap analysis shall mean an assessment of the suitability of standards listed in the IDE-SCC Inventory (see section 4.1 above) to satisfy the specified needs and requirements (for standards) of the ID Ecosystem. Existence of a gap (and nature of the gap) will be declared when a lack of suitability is found to exist. Assessment of suitability shall be based upon use of an agreed set of assessment criteria. Deliverable No.6, planned in section 4.5 below, will contain a specification of the needs and requirements of the ID Ecosystem for standards and serve as the basis of comparison.
4.3.2
Work Item Objective
To deliver an assessment of the suitability of the IDE-SCC Inventory of Standards that:

a. contains recommendations on fitness for adoption;

b. specifies what, if anything, can be done to render an unsuitable standard fit for use by the ID Ecosystem; and
c. highlights the non-existence of a candidate standard that may need to be newly developed.

4.3.3
Need Date: Mid February2013.
4.3.4
Task Description
The tasks associated with a gap analysis include the following items:

· Use the baseline use cases (created in 4.2 above) and the results of 4.5 below) to clearly understanding the purpose, within the ID Ecosystem, of a specific standard, guideline, best practice or technical specification, and their categories, as a basis for the formulation of:

· suitability assessment criteria;

· a rating system;

· problem descriptions and

· recommended solutions that could render a standard suitable and adoptable;
· proposals for new standard development.

· Establish a comprehensive set of criteria and rating system that enable the suitability or fitness for purpose of a specific standard, guideline, best practice or technical specification to be assessed as a candidate for adoption, adaption etc. by the ID Ecosystem. Note: criteria that are objective are preferred over subjective criteria. The same note applies to a rating system;
· Reach broad consensus within the SCC, other working groups and IDE Steering Group on the set of assessment criteria and rating system to be used by the SCC. To do this may involve convening a meeting of all working groups and steering group leaders to present the proposed criteria and reach consensus;

· Use the agreed set of criteria and standard requirement specification (produced in 4.5 below) to assess and rate the suitability of each standard as a candidate for adoption by the ID Ecosystem;
· Describe the problems identified and estimating their magnitude;

· Formulate proposed solutions to the problems that are expected to render the standard fit for purpose;

· Present the results in a prescribed format. Note a proposed format for consideration is presented in Annex E;
· Consistent with the task of providing an initial list of vital standards (see 4.5 below), use the results of that initial listing to perform an early preliminary assessment of candidate standards that are clearly vital to the ID Ecosystem without which it could conceivably satisfy the guiding principles of the ID Ecosystem. Note: As a minimum, those standards are expected to include all root of trust, privacy control and security related. The purpose of performing an early quick look assessment of suitability of those standards is to reveal any major gaps that could impact timely realization of the ID Ecosystem and/or to action moving forward early with standard adoption, adaptation, improvement or new development efforts. 
· Provide subject matter expertise at the time of disposition of a standard by the SCC and/or the IDE Steering Group;

· Update the assessment of suitability in the event that new or additional assessment criteria are established.
4.3.5  Job Aids
A template for suitability assessment is provided in Annex E. 
4.3.6
Working Assumptions 

4.3.6.1
Suitability Assessment
To assess suitability of a standard it is proposed that the assessment criteria specified in 4.3.5.2 below be used to enter the following findings of assessment in the proposed template as follows::
Row 1 – Title of Standard, Guideline, Best Practice or Technical Specification

Row 1 – Source of the Standard and SDO if known 
Column A – Reference No. assigned in the SCC Standards Inventory

Column B – Assessors overall rating of fitness for purpose on a scale of 0-10
Column C – Assessment criteria that are the cause of some or all un-suitability

Column D – Description of the un-suitability problem

Column E – Assessors estimate of the magnitude of the problem L, M, H, Severe

Column F – Assessors proposed solution(s) to render the standard fit for purpose

Column G - The SCC’s disposition of the standard.
4.3.6.2
Assessment Criteria
Because the purpose of each standard and purpose within each category of standard, listed in the above Taxonomy (section 4.1.5), may be unique, the criteria for assessment of suitability or fitness for purpose in the context of the ID Ecosystem may also need to be unique. For this reason, it is recommended that the following set of generic assessment criteria be used to assess general suitability to which should be added, by the assessor, criteria that are specific to: 
i. Each major category of standard listed in the above taxonomy e.g. Trust Related;
ii. Each secondary category e.g. Category 1.1 – Entity Proof  & Verification;
iii. Each standard within each secondary category.
The proposed assessment criteria are as follows:

Generic Assessment Criteria 
a. widely implementable;
b. widely interoperable;
c. modular;
d. open;
e. accredited;
f. market-supported;
g. permit use by a variety of participants.
Major Category Assessment Criteria 
1. Trust Related – TBD
2. Security Related – TBD

3. Privacy Related – TBD

4. System Design & Performance Related - TBD
5. User Related - TBD
Secondary Category Assessment Criteria 

TBD
Standard Unique Assessment Criteria 

TBD
4.4
Guidelines Regarding the Inclusion or Assessment of Prospective Specifications as Standards  (Deliverable Ref No.5)
4.4.1
Definition and Interpretation 
The title of this deliverable shall be interpreted to mean the same as item 2.2.3 of the Draft NSTIC Work Plan, Ref b – “Develop Recommendations for Standards Adoption”.
4.4.2
Work Item Objective
To deliver to the ID Ecosystem Steering Group a recommendation for adoption of existing standards or development of new standards that satisfy the needs and requirements for standards established by an analysis of use cases or systems engineering. To this end the SCC shall use: 

4.4.3
Need Date: Mid February2013.
4.4.4
Task Description
The tasks associated with developing recommendations for standards adoption include the following items:
· Use the:

· inventory of standards (created in 4.1 above);

· specification of needs and requirements for standards (established by the work performed in 4.5 below) that are derived from analysis of the use cases (identified in 4.2 above); and

· results of suitability assessment (performed in 4.3 above); to

recommend standards for immediate adoption, adaptation, improvement or new development. Note: Recommendations can be made by the SCC for adoption of individual standards as soon as evidence of full fitness for use, by the ID Ecosystem, has been provided. 
· Provide reasons and evidence of suitability to support each recommendation;

· Provide early recommendations for adoption, adaptation, new standards development etc. based upon results of the early assessment task requested in 4.3 above. Note: As a minimum, those standards are expected to include all root of trust, privacy control and security related. The purpose of providing early recommendations for adoption is to build certainty in the availability of suitable existing standards, reveal any major gaps that could impact timely realization of the ID Ecosystem and/or to action moving forward early with standard adoption, adaptation, improvement or new development efforts.
· Reach consensus, within the SCC and ID Ecosystem project as a whole, on specific standards, guidelines, best practices or technical specifications to adopt for realization of the ID Ecosystem. To do this may involve convening a meeting of all working groups and steering group leaders to present the recommendations, evaluate and reach consensus;

· Update the recommendations for adoption in a timely manner to reflect awareness new candidate standards that were previously unknown.

4.4.5  Job Aids: 
No special job aids have been identified, to date, to assist in the completion of this task.
4.4.6
Working Assumptions 

At this point in the evolution of the ID Ecosystem and SCC no working assumptions appear necessary at this time to enable completion of this work item. However, in the event that barriers to completion are revealed at the time of performing these tasks, the need for working assumptions will be reviewed.
4.5
Specification of Recommended/Required Standards Underpinning the NSTIC Identity Ecosystem Framework. (Deliverable Ref No.5)
4.5.1
Definition and Interpretation
“standards underpinning the NSTIC identity ecosystem framework” shall mean the Trust Related, Security Related, Privacy Related, System Design & Performance Related and User Related standards, guidelines, best practices and technical specifications. A proposed taxonomy of these standards, guidelines, best practices and technical specifications is presented in section 4.1.5.1 above. Specification of Recommended/ Required standards
 shall mean:
a. Specification of type of standard;
· Standard

· Guideline

· Best Practice

· Technical Specification

· Terminology

· Other 

b. Specification of category and sub-categories in accordance with the proposed taxonomy (see section 4.1.5.1)

c. Definition of the intended purpose of the standard;
d. If a trust standard, the specification of assurance levels

e. If a security standard, the specification of threat resistance levels and risk treatments

f. If a privacy control standard, specification of controls for supply and demand of disclosure of entity sensitive attributes and information

g. If a user experience standard, specification of functional, data and design requirements  of the user interface
h. If a procedural standard, specification of the rules, policies and procedures to be followed

i. If a process standard, specification of the processes to be standardized

j. If a technical specification - specification of the functional, design and performance requirements;

k. Specification of the required attributes of the standard including but not limited to;
· widely implementable;
· widely interoperable;
· modular;
· open;
· accredited;
· market-supported;
· permit use by a variety of participants.
· intended for conformity assessment and certification of compliance
· consensus based

· performance based requirements specification or prescriptive specification
· management system versus non management system standard

· maintained versus static

· risk based

· fraud based

· tried and tested

· other
l. Definition of the essential suitability criteria
m. Specification of the need for implementation guidelines

n. Specification of the need for official interpretations

o. Specification of the need for maintenance and update of the standard
p. Other.
4.5.2
Work Item Objective
To deliver to the ID Ecosystem Steering Group:

a. an initial list of vital standards including their preliminary requirement specifications; followed by
b. a final list of standards including their final requirement specifications

Note: the purpose of an initial list of vital standards is to provide work item 4.1 with a narrow search focus and work item 4.3 with an early vital list for early assessment of availability and suitability of standards to satisfy the essential requirements of the ID Ecosystem without which it will not be able to function or have the required attributes of trust, privacy enhancement and security.
4.5.3
Need Date: Mid February2013.
4.5.4
Task Description
The tasks associated with the specification of recommended/required standards include the following items:

· Use immediately available use examples, NSTIC guiding principles and the best understanding available of the roles and responsibilities of standards within the ID Ecosystem to identify the need for standards;
· Focus initially on vital standards (as defined above) that have been identified and prepare requirement specifications for each of those standards in accordance with the preliminary definition of “specification” given above;
· Deliver those initial specifications of vital standards to groups working on work items 4.1 and 4.3 as well as the ID Ecosystem Steering Group for their approval;

· Broaden the scope to cover the need for all standards and prepare requirement specifications for each of those standards that were not addressed initially. Specify their requirements in accordance with the preliminary definition of “specification” given above;

· Deliver those outstanding requirement specifications to groups working on work items 4.1 and 4.3 as well as the ID Ecosystem Steering Group for their approval;

· Providing a Standards needs and requirements subject matter expertise resource to working groups that need to use and refer to those requirement specifications in the course of their work;

· Update the requirement specifications in a timely manner to reflect awareness of new requirements that were previously unknown.

4.5.4  Job Aids
The job aids for completion of this task include the documents referenced in section 3.0 above, the job aids listed under work item 4.2 and understandings of the required functionality and attributes of the ID Ecosystem that are available via liaison with other working groups and the ID Ecosystem website.
4.5.5
Working Assumptions 

Are the same or similar to those delineated under work item 4.1.
4.6
Standards Adoption Policy (Deliverable Ref No.7)
4.6.1
Definition and Interpretation 

The standards adoption policy are the terms and conditions under which the IDESG is prepared to adopt a standard for use in the ID Ecosystem. Those terms and conditions shall include observation of the intellectual property rights policy of the IDESG, licensing and fitness for purpose attributes/characteristics of a candidate standard.
4.6.2
Work Item Objective
To deliver to the ID Ecosystem Steering Group a draft standards adoption policy. 

4.6.3
Need Date: Mid February2013.
4.6.4
Task Description
The tasks associated with preparation of a standards adoption policy include the following items:

· Use the suitability assessment criteria established for work item 4.3 above to specify general fitness for purpose conditions for a standard to be adopted:
· as is;

· to be adapted/altered to suit the purpose;

· to be improved;

· to be used occasionally
· Consider the need to provide special fitness for purpose conditions for the different categories of standard listed in the taxonomy proposed in section 4.1.5.1. Note: see the preamble to “Assessment Criteria”, section 4.3.6.2;
· Prepare special fitness for purpose conditions for each category of standard if the above consideration concludes that special conditions must apply to the distinct categories;
· Update the adoption policy in a timely manner to reflect awareness of new fitness for purpose conditions that were previously unknown.

4.6.5  Job Aids: 
No special job aids have been identified, to date, to assist in the completion of this task.
4.6.6
Working Assumptions 

The SCC contribution to the IDESG statement of standards adoption policy shall be will confined to a specification of fitness for purpose criteria. Legal, contractual and licensing aspects of the policy statement shall be provided by subject matter experts in those areas.
4.7
Set up and maintain a vocabulary catalog of accepted IDESG terms and definitions (Deliverable Ref No.8)
4.7.1
Definition and Interpretation 

Accepted IDESG terms and definitions shall include, as a minimum all terms and definitions that are:
· used by the ID Ecosystem community to describe and explain the ID Ecosystem;
· contained in documentation associated with the standards, guidelines, best practices, technical specifications etc. that are adopted or newly created for use by the ID Ecosystem;

· contained in user instruction manuals;

· contained in ID Ecosystem operating procedures manuals;
· contained in the rules, regulations and legal liability documents that define the ID Ecosystem trust framework;

· contained in IDESG contractual and licensing documents;

· used by to communicate with the media;
· other TBD.
4.7.2
Work Item Objective
To deliver an initial vocabulary catalog of accepted IDESG terms and definitions as soon as possible to facilitate use of common vocabulary within the ID Ecosystem community. This initial catalog will be updated periodically by issuing alerting bulletins within the ID Ecosystem community or on an on going basis using a central data base accessible to the whole ID Ecosystem community.
4.7.3
Need Date: Mid February2013.
4.7.4
Task Description
Tasks associated with preparation of a vocabulary catalog include the following items:

· prepare a searchable data base to contain the terms and definitions;

· make the data base accessible to the whole ID Ecosystem community;

· prepare or adopt an existing taxonomy that is suited to the vocabulary of the ID Ecosystem;

· collect and compile terms and definitions from the sources listed above;
· filter the compiled terms and definitions to reject any that are irrelevant or not contained in any of the sources listed above;
· check the accuracy of the terms and definitions contained in the data base;
· update the data base on an ongoing basis to include new vocabularity, terms or definitions that has come into use.

4.7.5  Job Aids: 
No special job aids have been identified, to date, to assist in the completion of this task. It is expected, however, that an existing data base may be available or donated for use by the ID Ecosystem community. For this reason it may be advisable to put out a call to the ID Ecosystem community to seek data base donations.
4.7.6
Working Assumptions 

None have been identified at this time.
4.8
Provide inputs to the Identity Ecosystem functional model (Deliverable Ref No.9)
4.8.1
Definition and Interpretation 

The ID Ecosystem functions shall include those that impart the attributes or properties of trust, privacy enhancement, security and user experience as well as those that enable internet based interaction between entities synchronously or asynchronously.
4.8.2
Work Item Objective
To provide ideas and concepts that enable visualization of the essential attributes/properties of the ID Ecosystem (e.g.trust) to be overlaid on to the hardware and software functions to be performed. Alternatively, functional block diagrams may suffice that show the decision tree involved in proof and verification of entity attributes, through enrollment in the ID Ecosystem to authentication and subsequent acceptance or rejection of interaction. Other inputs can merely be reminders of functions to be performed or novel model ideas. Whatever the input the objective is to provide a basis for common understanding within the ID Ecosystem community of what the system is, how it works and what is required to make it realize the guiding principles of NSTIC.
4.8.3
Need Date: Mid November 2012.
4.8.4
Task Description
Tasks associated with providing inputs to the functional model include the following items:

· formulation of visual or verbal model concepts that enable a member of the ID Ecosystem development community (regardless of role) to understand the processes, decision structures and operating hardware and software that are required to realize, test and evaluate the ID Ecosystem;
· identification of specific on-line and off-line processes, decisions, user interface features, hardware, firmware and software functions that must be performed by the ID Ecosystem;

· communication of those ideas and identifications to the working group responsible for  creating the functional model.

4.8.5  Job Aids: 
No special job aids have been identified, to date, to assist in the completion of this task..
4.8.6
Working Assumptions 

None have been identified at this time.
4.9
Set up and maintain a register of standards adopted by the IDESG as part of the ID Ecosystem framework (Deliverable Ref No.10)
4.8.1
Definition and Interpretation 

Self evident.
4.8.2
Work Item Objective
To select and appoint a registrar and implement a register that enables adoption of a standard to be signified and type of adoption identified. Note: types of adoption may include:
· as is;

· to be adapted/altered to suit the purpose;

· to be improved;

· to be used occasionally
· under special conditions
4.8.3
Need Date: Mid February 2012.
4.8.4
Task Description
Tasks associated with setting up and maintaining a register include the following items:

· formulating and evaluating options for implementation of the register that will be accessible to all members of the ID Ecosystem community; Note: it maybe possible to incorporate a register into the standards inventory template by addition of columns to signify adoption and type of adoption;
· implementing the register;

· selection and appointment of a Registrar;
· making entries in the register as adoption occurs.

4.8.5  Job Aids: 
No special job aids have been identified, to date, to assist in the completion of this task..
4.8.6
Working Assumptions 

None have been identified at this time.
5.0   WORK PRIORITIES


TBD

6.0   ORGANIZATION and RESOURCES

TBD

7.0   SYNCHRONIZATION of SCHEDULES and ACTIVITIES

TBD

Annex A
IDENTITY ECOSYSTEM STEERING GROUP

CHARTER OF

The STANDARDS COORDINATION COMMITTEE
1. Official Title: 

Standards Coordination Committee (SCC)

2. Statement of purpose: 

The purpose of the Standards Coordination Committee (SCC) is to further the stated goals of NSTIC by identifying standards and frameworks that can support the stated key attributes of the Identity Ecosystem:  Privacy, Convenience, Efficiency, Ease-of-Use, Interoperability, Security, Confidence, Innovation, and Choice. 

As part of and in support of the NSTIC Steering Group, the SCC will be the working element to accomplish clause 1.2.1 of the Steering Group charter, namely:

"The Steering Group shall establish forums and procedures to review applicable standards and adopt those that support achievement of the NSTIC vision, conform to the Guiding Principles, and meet other established requirements. Additionally, the Steering Group will recommend standards be established when gaps are identified. The Steering Group shall advocate for standards to be established and adopted in a timely manner and be sufficient to keep pace with emerging technology and market trends."

The SCC will accomplish its work through collaboration with existing SDO's to identify, adopt, and where necessary recommend updates to existing standards to meet the needs of the NSTIC identity ecosystem framework.   It is not the intent of the SCC to serve as a Standards Development Organization (SDO) or to develop new standards itself, but wherever possible, will seek to re-use existing work.  It will investigate the need for new profiles or modifications to achieve interoperability within current standards, and endeavor to facilitate the execution of such work within the relevant organizations, encouraging them to build new standards where needed. 

NOTE:  Use of the term SDO in this document is not intended as a term of art.

The identification of standards will be requirements and use case driven.  Based on these requirements and the identity ecosystem architecture, the SCC shall identify applicable standards and ascertain gaps in existing standards and frameworks.  The SCC will collaborate with other working groups and stakeholders to identify a common set of use cases.

The SCC shall collect and propose definitions, terminologies and establish a vocabulary for the Identity Ecosystem.    

3. Scope: 

The SCC will define use cases and from the use cases identify requirements; identify and recommend standards that meet requirements; define criteria for attributes or qualities which standards ought to possess; identify gaps in existing standards; and recommend potential profiles. 

· The SCC will identify and recommend a terminology and definitions document, based on existing standards, as it applies to the Identity Ecosystem.

· The SCC will identify and publish lists of new and/or existing open standards relevant to the NSTIC Identity Ecosystems.

· The SCC will define use cases in an Identity Ecosystem context. These may be existing use cases or new use cases as the SCC determines. 

· Based on the established use cases, the SCC will identify gaps in existing standards and use the Identity Ecosystem liaison process for communicating identified gaps to the owning SDO.

· In all of its work, the SCC should, to the extent feasible, prefer widely implementable, widely interoperable, modular open, accredited and market-supported standards, extensions, profiles and methods that permit use by a variety of participants. 

· The IESCSC will build on and use existing standards and specifications as much as possible.  When there is a need to modify existing Standards, then the SCC will document the recommended modifications and work with the relevant SDO to initiate the work.  In cases where it is not feasible for the owning SDO to modify the standard and there are no alternative standards, the SCC will provide recommendations on how to proceed.

· The SCC MAY develop and recommend proposed profiles as appropriate for the defined use cases.  

· The SCC will work with other ID EcoSystem working groups and standing committees to receive their standards requirements and in turn to make standards recommendations.

The following items are out of scope for the SCC:

· The SCC will not serve as a Standards Development Organization (SDO) or develop new standards.

The work of the SCC is dependent upon the following:

· Deliverables from other IDESG groups

· An agreed conceptual architecture 

· Security/vulnerability analyses

4. List of Deliverables: 

· A workplan for the SCC, including a current set of working assumptions and deliverables.

· An inventory of existing open standards, and their source, relevant to the NSTIC Identity Ecosystem use cases.  

· A document calling out in detail the specific use cases for the Identity Ecosystem and plans to address them in their work product. This document will be provided to the Identity Ecosystem Management Council for approval.

· A set of profiles and gaps, as described above under “Scope”, to be approved as a Standing Committee Specification.  The SCC may elect to create one or more of such deliverables in whatever combination it deems appropriate. 

· Guidelines regarding the inclusion or assessment of prospective specifications as standards.

· Specification of recommended/required standards underpinning the NSTIC identity ecosystem framework.

· Note:  These standards may be cited as part of NSTIC accreditation requirements.  The SCC will work with the Accreditation Standing Committee in support of this work.

· Optionally, such other deliverables within the scope listed under “Scope” (including vocabulary and requirements documents), as the SCC may elect. 

5. IPR Mode: 

The SCC shall operate under the IPR Policy adopted by the Identity Ecosystem Steering Group.

6. Anticipated Audiences: 

· Enterprises and users interested in providing or using Identity Ecosystem capabilities (i.e., stakeholders). 

· Other NSTIC Steering Group components (i.e., Management Council, Plenary, Standing Committees, Working Groups)

· Identity system developers and vendors interested in conformance with identified standards.

· Standards Development Organizations (SDO’s)

7. Language: 

English

8. Roles and Responsibilities

· Responsibilities of the Chair

· The Chair is the presiding officer of the SCC, and guides its efforts to the effective completion of its tasks. 

· The Chair shall adhere to the Charter and such other rules of order and operating procedures as the SCC may adopt.

· The Chair shall maintain a respectful environment that allows all members to be heard and work to build consensus within the SCC.

· The Chair shall guide the consensus processes in the SCC, ensuring that all points of view, to include minority views, are adequately expressed and understood by all present.

· The Chair shall provide guidance and direction for the development of the SCC workplan. 

· The Chair shall be responsible for membership recruitment as necessary to support balanced viewpoints within the SCC.

· The Chair shall report to the Identity Ecosystem Plenary Chair or the Management Council as necessary.

· The Chair shall be responsible for addressing any impediments to the effective functioning of the SCC and taking appropriate corrective actions. 

· The Chair shall be responsible for working with other Standing Committee and Working Group chairs, the Plenary Chair, and the Secretariat as appropriate to resolve concerns raised by Liaisons on Steering Group work products.

· The Chair shall assign Liaisons to the working groups to ensure SCC expertise is available during the development of work products and recommendations, and assist them as needed. This responsibility may be delegated to other officers as necessary.

· Responsibilities of the Vice-Chair

· The Vice-Chair shall support the Chair in fulfilling his or her responsibilities.

· The Vice-Chair shall assume and perform the duties of the Chair in the event the Chair is absent or unavailable.

· Responsibilities of the Secretary

· The Secretary shall write meeting minutes and present them to the SCC for approval.

· The Secretary shall support the Chair in fulfilling his or her responsibilities.

· The Secretary shall assume and perform the duties of the Chair in the event that both the Chair and Vice-Chair are absent or unavailable.

· Responsibilities of the Inter-SC/WG Liaisons

· The Liaisons shall attend relevant meetings of their assigned working group or committee.

· The Liaisons shall report on the activities of their assigned working group or committee to the SCC. 

· The Liaisons shall facilitate and coordinate SCC input on work products with their assigned working groups.

· The Liaison shall facilitate communication between the SCC with their assigned working groups. 

· Responsibilities of SCC members:

· SCC members shall attend meetings of the Committee and work to support the objectives of the SCC.

· SCC members shall adhere to the Charter and such other rules of order and operating procedures as the SCC may adopt.

· SCC members shall strive for a respectful environment that allows all members to be heard and work to build consensus within the SCC. 

9. Appointment of Officers: 

The charter establishes the positions of Chair, Vice-Chair and Secretary.  The Chair, Vice-Chair and Secretary shall be elected by simple majority vote and shall server a term of 1 year after the initial term specified by the Plenary.  The Chair, Vice-Chair and Secretary may serve multiple consecutive terms.

In case a position is vacated during the 1 year term, a new candidate shall be elected by simple majority during a scheduled meeting. 

The Chair, Vice-Chair and Secretary may be replaced at any time during their term if the SCC simple majority believes that this needs to happen.

10. SCC Participation: 

SCC participation is open to all Identity Ecosystem members – participants and observers.

11. Operational Procedures: 

· The SCC shall establish and maintain an email distribution list and provide a mechanism for members to add and remove themselves from the list.

· The SCC shall use the Secretariat provided Work Space (http://www.idecosystem.org/page/standards-coordination-standing-committee).

· The SCC shall establish a meeting schedule for both in person meetings and teleconferences.  Meeting announcements will be published and a minimum of 5 days notice will be given.

· All consensus calls will happen over email lists with an established timeframe (not on phone calls or plenary meetings).

· Only the Chair and/or Vice-Chair can call for consensus. 

· Note: definition of “consensus” is when the Chair/Vice-Chair determine there is consensus

· The SCC shall develop and maintain a workplan.

· The Chair and/or Vice-Chair will select the editor(s) for the SC deliverables.

· The SCC shall periodically create reports about its activities and make these reports available to the Management Council and Plenary Chair upon request. 

· Note:  The Identity Ecosystem Secretariat shall provide administrative assistance in the development of these reports.

12. Liaisons and Relationships: 

The SCC shall work with other NSTIC working group, standing committees and stakeholder groups to:

· Understand their requirements

· Recommend appropriate standards in support of their needs

The SCC shall work with various SDO's to:

· Identify existing standards applicable to the NSTIC effort

· Suggest new standards projects or revisions of existing standards to meet NSTIC identity ecosystem needs

The SCC will focus on direct collaboration with relevant standards development and standards setting organizations such as de jure, consortia, professional society and industry associations (e.g., IETF, OASIS, W3C, ISO, ITU, and relevant other consortia), in the area of Security and Identity Management. Liaisons will be identified with other standards bodies, and content-sharing arrangements sought where possible.

All liaison activity shall be subject to applicable Steering Group IPR and internal NSTIC Identity Ecosystem policies.

13. Duration/Termination of the SCC: 

The SCC shall continue for the duration of the Identity Ecosystem Steering Group or until it may be dissolved by amendment to the Identity Ecosystem Steering Group charter, whichever may be the earlier.
Annex B - The Identity Ecosystem: Use Examples

The National Strategy for Trusted Identities in Cyberspace describes a vision of the future—an Identity Ecosystem—where individuals, businesses, and other organizations enjoy greater trust and security as they conduct sensitive transactions online. The Identity Ecosystem is a user-centric online environment, a set of technologies, policies, and agreed upon standards that securely supports transactions ranging from anonymous to fully authenticated and from low to high value.
Key attributes of the Identity Ecosystem include privacy, convenience, efficiency, ease-of-use, security, confidence, innovation, and choice. 

Below are brief examples of how the Identity Ecosystem would work. More detailed versions of these and other examples are included in the Strategy. 

Faster Online Errands—Mary is tired of memorizing dozens of passwords to conduct her personal online errands. She opts instead to get a smart card issued by her Internet service provider. She inserts the card into her computer and in a matter of minutes, with just clicks of her mouse, she is able to securely conduct business with her bank, mortgage company, and doctor, while also sending an email to her friend and checking her office calendar hosted by her employer.

Age Appropriate Access—Antonio, age 13, loves to visit online chat rooms to talk to other students his age. His parents give him permission to get an identity credential, stored on a keychain fob, from his school. The credential verifies his age so that he can visit chat rooms for adolescents, but it does not reveal his birth date, name, or other information. Nor does it inform the school about his online activities.

Smart Phone Transactions—Parvati does most of her online transactions using her smart phone. She downloads a "digital certificate" from an ID provider that resides as an application on her phone. Used with a single, short PIN or password, the phone's application is used to prove her identity. She can do all her sensitive transactions, even pay her taxes, through her smart phone without remembering complex passwords whenever and wherever it is convenient for her.

Efficient and Secure Business Operations—Juan owns a small business and is setting up a new online storefront. Without making large investments, he wants customers to know that his small firm can provide the same safety and privacy for their transactions as sites for larger companies. He agrees to follow the Identity Ecosystem privacy and security requirements, earning a "trustmark" logo for his Web site. To reduce his risk of fraud, he needs to know that his customers' credit cards or other payment mechanisms are valid and where to ship his merchandise. There are a number of different ID providers that can issue credentials that validate this information. Millions of individuals can now use his Web site without having to share extra personal information or even set up accounts with Juan's company. This saves his customers time, increases their confidence, and saves Juan money. 

Enhanced Public Safety—Joel is a doctor. A devastating hurricane occurs close to his home. Using his interoperable ID credential embedded in his cell phone and issued by his employer, he logs in to a Web portal maintained by a federal agency. The site tells him that his medical specialty is urgently needed at a triage center nearby. When he arrives, officials at the center use his credential to verify that he is a licensed doctor, and Joel is able to provide medical attention for victims. 

Annex C
Standards Inventory Template 

The following template may be used to catalogue standards, guidelines, codes, government specifications, industry white papers, etc.  Wherever possible, hyperlinks should be embedded in the record to a location on the World Wide Web where the document can be accessed, whether for free or for purchase.  ISO and IEC standards and the collections of many other standards developers can be acquired via ANSI’s eStandards Store.  An example is given to provide guidance.
	Developer/Source
	Designation 
	Title
	Description/Scope

	International Organization for Standardization
	ISO/IEC 18043:2006
	Information technology - Security techniques - Selection, deployment and operations of intrusion detection systems
	ISO/IEC 18043:2006 provides guidance for an organization that decides to include an intrusion detection capability within its IT infrastructure. It is a "how to" for managers and users who want to: understand the benefits and limitations of IDS; develop a strategy and implementation plan for IDS; effectively manage the outputs of an IDS; integrate intrusion detection into the organization's security practices; and understand the legal and privacy issues involved in the deployment of IDS.

ISO/IEC 18043:2006 provides information that will facilitate collaboration among organizations using IDS. The common framework it provides will help make it easier for organizations to exchange information about intrusions that cut across organizational boundaries.

ISO/IEC 18043:2006 provides a brief overview of the intrusion detection process; discusses what an IDS can and cannot do; provides a checklist that helps identify the best IDS features for a specific IT environment; describes various deployment strategies; provides guidance on managing alerts from IDSs; and discusses management and legal considerations.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Annex D – Use Case Identification & Analysis
Terms and Definitions

	Term
	Definition

	Use Case
	A use case is the statement of the goal the primary actor has toward the system's declared responsibilities, and the collection of possible scenarios between the system under discussion and various actors, showing how the primary actor’s goal might be delivered or might fail.

	Actor
	An actor is something with behavior. Actors can include people, organizations, software processes or services.

	Primary Actor
	The primary actor is one whose goal the use case is supposed to satisfy.

	Secondary Actor
	A secondary actor is an external actor against which the system under design has a goal. There can be more than one secondary actor.

	Scenario
	A scenario is a sequence of interactions that happens under certain conditions, with the intent to achieve the primary actor’s goal, and having a particular result with respect to that goal. Typically, a scenario is phrased in generic terms, using placeholders for the identity of the primary actor and the actual values passed around.

	Step
	A step is a unit of writing in a use case. Typically one sentence, usually describes behavior of only one actor.


References

	Cockburn
	Alistair Cockburn, “Writing Effective Use Cases”, http://www.infor.uva.es/~mlaguna/is1/materiales/BookDraft1.pdf

	OASIS-IDCloud
	OASIS Identity in the Cloud Use Cases, Version 1.0, http://docs.oasis-open.org/id-cloud/IDCloud-usecases/v1.0/IDCloud-usecases-v1.0.pdf 

	NIST Cloud ID
	NIST Cloud Computing Use Cases, http://www.nist.gov/itl/cloud/use-cases.cfm

	NSTIC Use
	The Identity Ecosystem: Use Examples, http://www.nist.gov/nstic/identity-ecosystem.html

	NSTIC Strategy
	National Strategy for Trusted Identities in Cyberspace, http://www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf


Candidate List of Use Cases

This is an initial list of candidate use cases obtained through review of the NSTIC Strategy, the NSTIC Use Examples, the NIST Cloud Use Cases and the OASIS Cloud Identity Use Cases documents.
	#
	Use Case
	Category
	Example

	1
	Authenticate person
	Authentication
	Mary’s bank, mortgage company and doctor authenticate her while she performs her online errands.

	2
	Authenticate website
	Authentication
	Mary’s web browser authenticates her bank, mortgage company and doctor’s web sites while she performs her online errands.

Juan’s customers authenticate his website.

	3
	Authenticate service
	Authentication
	

	4
	Authenticate device
	Authentication
	Joel, as a medical first responder, is granted a communications device for emergency response communications.  The system authenticates the device and tracks the device’s association with Joel, rather than having to directly issue credentials to Joel during the emergency response.

	5
	Authenticate organization
	Authentication
	A certificate issuer confirms that Juan is the owner of JuanCo before issuing a certificate for his website.

	6
	Remote high value transaction
	Authentication
	Mary remotely signs her mortgage loan.

	7
	Establish a person’s identity
	Authentication
	Parvati’s ID provider detemines that she really is Parvati Phoneowner, prior to issuing her credentials.

	8
	Bind attribute to an identity
	Authentication
	ID provider issues a digital certificate that binds Parvati’s private key to her name.

	9
	Match names between Identity Ecosystems
	Authentication
	A relying party determines whether two names belong to the same individual.

	10
	Verify attribute binding
	Authentication
	Relying parties verifying a digital certificate.

	11
	Dicover attributes about individuals
	Authentication
	An e-mail sender looking up an individual’s digital certificate in order to send them an encrypted email.

	12
	Discover attributes about credentials
	Authentication
	A relying party looking up digital certificate revocation status.

	13
	Authenticate pseudonymously 
	Privacy
	“SockPuppet” logs in to an online community.

	14
	Attribute verification
	Privacy
	A relying party determines that Antonio is 13 years or older, without learning his name or precise age.

	15
	Selectively disclose attributes 
	Privacy
	A medical testing lab discloses a patient’s blood type.

	16
	Disclose storage of private user information
	Privacy
	A credit reporting organization provides an individual with their credit report.

	17
	Inform user of disclosure of private user information
	Privacy
	A credit reporting organization informs an individual that the individual’s credit report was provided to a third party.

	18
	Approve disclosure of private user information to third party
	Privacy
	A retail organization requests approval from the private user to disclose private information and purchasing trends to a third party.

Attribute provider requests approval for release of attribute. 

	18
	Conduct compliance audit
	Trust/Assurance
	An auditor assesses an organization to determine conformance with a set of criteria.

	19
	Conduct system testing
	Trust/Assurance
	A tester tests a system to determine conformance with a set of criteria.

	20
	Conduct product testing
	Trust/Assurance
	A tester tests product to determine conformance with a set of criteria.

	21
	Certify a system
	Trust/Assurance
	A system is certified to operate.

	22
	Accredit an organization
	Trust/Assurance
	An organization is accredited to perform a particular activity.

	23
	Approve a product
	Trust/Assurance
	An approved products list adds a product.


Templates

This section contains candidate templates for defining use cases and actors as well as proposed categories of use cases.
Use Case Template
	Use Case:
	Name the use case here.  Use an action verb name to describe the use case, not including the primary actor name, but identifying any subject actors.

Examples:  authenticate person, bind attribute to identity, authenticate pseudonymously, match names between systems, protect personally identifiable information, conduct compliance audit.

	Category:
	Describe what category the use case belongs to. (see Categories of Use Cases below for a list of categories and their descriptions).

	Actors:
	Identify actors or roles associated with the use case.  Provide the primary actor first.  Actors or roles can include people, organizations, software processes or services.  Actors or roles should be listed in the Actor Template format provided in Table 2.

	Goals:
	A general description of the intended outcome of the use case including any artifacts created.

	Assumptions:
	A listing of any assumptions made about the use case including its actors, services, environment, etc.

Pre-conditions - A listing of any dependencies the use case has as a precondition
Post-conditions - A listing of any dependencies the use case has as a post condition

	Requirements


	A listing of any requirements that must be met

Examples : FIPS 201, ISO 27001, etc.

	Process Flow


	A detailed stepwise flow of actions that comprise the use case

	Success Scenario:
	Describe the successful execution of the use case here as a sequence of numbered steps.  If multiple outcomes are permitted to occur, they should all be documented.

	Error Conditions:
	Describe errors that can take place, considering what can go wrong at each step of the success scenario.  For each error, describe how the actors should handle the results and terminate the scenario.


Actor Template

	Actor:
	Name the actor here.  Use a noun form, hyphenating compound names to make a single token, as in “attribute-authority”.

Examples: authenticated-user, identity-service-provider, or attribute-authority

	Type:
	Name the type of participant that the actor would qualify as under the Identity Ecosystem participant is the actor or role.

	Description:
	A description of the actor.

	Instance-of:
	If an actor is an instance of another, more abstract type of actor, identify the abstract actor or role here.  

Example: authenticated-user is an instance of user.


Categories of Use Cases
	Category
	Description

	Authentication
	Use cases in which claims about identities are proven.

	Identity Management
	Use cases for creating and maintaining online identities and trust frameworks.

	Privacy
	Use cases supporting the protection of user privacy.

	Trust/Assurance
	Use cases pertaining to the establishment of trust and assurance in Identity Ecosystem participants. 

	Interoperability
	Use cases pertaining to confirming and testing interoperability.

	Consumer Choice
	Use cases that support customer choice in Identity Ecosystems.


Example

This section contains an example of how the use case template might look when completed. 

	Use Case:
	Authenticate-person

	Category:
	Authentication

	Actors:
	relying-party, claimant

	Goals:
	Relying-party wishes to determine whether claimant is who they say they are.

	Assumptions:
	1. Claimant has been issued credentials in an Identity Ecosystem of which the relying-party is a member.

2. Claimant and relying-party have a means of communicating with each other.

3. Either claimant or relying-party has initiated communications with the other.

	Success Scenario:
	1. Claimant and relying-party exchange messages.
2. Relying-party verifies evidence provided by claimant. 
3. Claimant passes or fails authentication.

	Error Conditions:
	1. Communications failure.

2. Protocol failure.

3. NOTE – failure to authenticate is NOT an error condition, it is part of the success scenario.


ANNEX E
Draft Template for Assessment of Suitability of Candidate Standards, Guidelines, Best Practices etc.
The following template is used to identity problems with candidate standards and propose solutions for disposition by the IE-SCC
	Title of Standard:
	Source/SDO:

	A
	B
	C
	D
	E
	F
	G

	Inventory

Ref No.

of

Standard, Guideline, Best Practice  etc.
	Fitness for Purpose Rating

(0-10)

With 10 being the best fit
	Criteria Causing Unsuitability

Note all that apply: e.g:

Openness;

Consensus based;

Accreditation/Trust

Maintenance; etc
	Problem

Describe the problem caused by each criteria
	Magnitude 
Rate:

Low;

Moderate;

High

Severe;


	Proposed Solution to Render Standard Fit for Purpose

Describe the Solution to the problems identified in 

How do you get to the dream state?  Note the need for any new or revised standards, guidelines or best practices.
	SCC Disposition

e.g. 
Accept as is
Accept with proposed solution(s)

Accept with other solution(s)

Reject

etc.


	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


ANNEX F

Notes made to Aid in Understanding the Role, Responsibilities, Work and Priorities of the ID Ecosystem SCC
ID ECOSYSTEM - What is it?

It is a Cyberspace trust assurance system or process manifested in hardware and software protocols, digital certificates and legal liabilities that assures trust in entities that interact with one another in cyberspace. Those entities can include individuals, groups of individuals, organizations and possibly the hardware and software systems that enable interaction with internet infrastructure. The kinds (or types) of trust assured can include:

· the identity of an entity;

· suitability of an entity;

· reliability of an entity;

· reputation of an entity;

· and so on

The uses include all interactions and transactions that require an entity to disclose personally identifiable or sensitive information to enable interaction or transaction. Those interactions range from: 

· participation in social media; to 

· opening or closing a bank account;

· engaging a service provider;

· making payments;

· signing contracts (for example to purchase a house);

· executing license agreements;

· applying for issuance or renewal of a credential;

· etc.

ID ECOSYSTEM - Purpose of Cyberspace Trust Assurance
To enable an entity initiating an interaction or transaction to understand and control the risk it will be taking in advance of disclosing, or unnecessarily disclosing to another entity, personally identifiable or entity sensitive information or attributes. Those risks can include:

· loss of anonymity

· traceability

· misuse of personal information or entity sensitive information

· becoming the target of an attack

· business impact
· and so on

 and:

To enable a entity responding to a request for interaction to understand and control the risk it will be taking in responding to a request for interaction or transaction. Those risks can include:

· bearing the consequences of accepting a false identity

· loss of anonymity

· traceability

· misuse of personal information or entity sensitive information

· becoming the target of an attack

· business impact

· and so on
What is the Trust Assurance Process and How does it Work?
The Cyberspace trust assurance system or process basically involves the issuance of credentials to entities to be used by those entities as evidence (or proof) of their claimed attributes such as identity, suitability, reliability etc. The credentials are issued with form (format) and functionality (including security) that enables them to be processed by computer hardware and software to establish their authenticity and validity. To obtain those credentials an entity must apply to a credential (or certificate) issuing body that is accredited to verify and certify the attributes and veracity of evidence provided by the entity who is claiming an identity, suitability, reliability, reputation etc. 

Note: in the published NSTIC
, bodies that verify and certify identity attributes are referred to as Identity Providers (IDP’s). Bodies that verify and certify suitability, reliability and other attributes are referred to as Attribute Providers (AP’s).
To verify and certify attributes claimed by an entity a credential issuing body must perform a standard set of checks based upon a limited demand for disclosure of personal information, attributes and evidence. The demand must be limited to ensure conformance to the privacy principles represented by FIPP’s
. The standard used by the credential issuing body to verify and certify the identity attributes claimed by an entity effectively becomes a major component of root of trust of an entities identity. Likewise the standards used to verify and certify suitability, reliability, reputation etc. represent a major component of the root of trust for those attributes. Whether or not a credential issuing body is competent and secure enough to reliably verify, certify and revoke identity, suitability etc. is determined by an accreditation body such as ANSI or ANAB who authorize credential or certificate issuing bodies. Note: Information on accreditation and accreditation bodies can be found in footnotes
 and
. 

Other components of trust that make up the overall chain include but are not limited to:

· security assurance of credential issuing bodies than ensures protection of disclosed entity attributes, sensitive information and avoidance of insider fraud;

· the counterfeit and alteration resistance of the digital certificates and trust marks that are proxies for the root of trust;

· the set of operating rules, regulations and legal liabilities
 that establish and foster trust within and between interacting entities and specify the consequences of a breaches of trust. Note: It is normal in a trust framework to specify the requirements for root of trust such as the actual standards to be used and other selection criteria for accreditation and credential issuing bodies.
· authenticity of the entity making the claim and presenting a credential as evidence of their attributes. Of importance here is the threat of imposter fraud. In the case of individuals, the person presenting the credential may not be the person to whom it was issued. This is an example where best practices exist that the SCC may wish to propose to use for this element of trust. Note: the framework and guideline referenced in footnotes
 and
 specifically address this component of trust.
ANNEX G

Extracts from NSTIC and NPO Documents
1. Envision it!

Imagine if you could arrive at a website already holding a secure credential for authentication – eliminating the need to create yet another username and password. Imagine if we had baked-in rules and technologies to enhance privacy and trust online. Imagine if the Internet had an identity infrastructure like a well-paved highway network – what new business services could emerge? Imagine if you could eliminate the headache, expense, and security problems of password management.

Responding to the need to support more trustworthy online identities, President Obama issued the National Strategy for Trusted Identities in Cyberspace (NSTIC or Strategy) in April 2011. It charts a course for the public and private sectors to collaborate in raising the level of trust associated with the identities of individuals, organizations, networks, services, and devices 
involved in online transactions.

A key action from the Strategy is to establish an Identity Ecosystem Steering Group (Steering Group) responsible for developing and maintaining a comprehensive Identity Ecosystem Framework of standards and policies in accordance with the four NSTIC Guiding Principles. The Guiding Principles stipulate that identity solutions will be privacy-enhancing and voluntary; secure and resilient; interoperable; and cost-effective and easy to use. The Framework represents the over-arching set of rules that define how identity information can be used, trusted, and shared in the emerging Identity Ecosystem, while supporting each of the Guiding Principles. Key components of the Framework include: policies for verifying identity and identity credentials; procedures for how identity credentials are used and verified through online authentication transactions; standards and technical specifications for conveying and securing identity information online, and; accountability measures to ensure all participants operate in accordance with defined rules. In addition, the Steering Group will support an accreditation and trustmark program that underpins the self-sustaining Identity Ecosystem and ensures that trusted providers adhere to the Framework policies, procedures, and accountability mechanisms.

NIST NPO

The Internet has become indispensable for most of us. Shopping. Connecting with friends. Banking. Blogging. Reviewing medical records. We use it for just about everything.

Unfortunately, on the Internet as in life, not everyone is looking out for our interests. Cyber crime costs individuals and businesses billions of dollars every year. An estimated 11.7 million Americans were victims of identity theft of some kind including online identity theft over a recent two-year period.

A recent Federal Bureau of Investigation report stated that "identity theft has emerged as a dominant and pervasive financial crime that exposes individuals and businesses to significant losses and undermines the credibility and operation of the entire U.S. financial system."

A contributing factor is the unmanageable number of passwords people must remember to access their online accounts. Many people don't even try; they just re-use the same ones for all of their accounts, making it that much easier for identity thieves.

The National Strategy for Trusted Identities in Cyberspace (NSTIC) envisions a cyber world - the Identity Ecosystem - that improves upon the passwords currently used to log-in online. It would include a vibrant marketplace that allows people to choose among multiple identity providers - both private and public - that would issue trusted credentials that prove identity. 

For example, student Jane Smith could get a digital credential from her cell phone provider and another one from her university and use either of them to log-in to her bank, her e-mail, her social networking site, and so on, all without having to remember dozens of passwords. If she uses one of these credentials to log into her Web email, she could use only her pseudonym, "Jane573." If however she chose to use the credential to log-in to her bank she could prove that she is truly Jane Smith. People and institutions could have more trust online because all participating service providers will have agreed to consistent standards for identification, authentication, security, and privacy.

Some key benefits:

· Faster: Once you use your credential to start an online session, you would not need to use separate usernames and passwords for each Web site. For example, your computer or cell phone could offer your "trusted ID" to each new site where you want to use the credential. The system would work much like your ATM card works now. By having the card and a PIN you can use your ATM card all over the world. By having a credential and a password you would be able to use your trusted ID at many different sites. This saves you time while enhancing security. No more searching in your drawer for your list of passwords.

· More convenient: Businesses and the government will be able to put services online that have to be conducted in person today like transferring auto titles or signing mortgage documents.

· Safer: Your trust credential will foil most commonly used attacks from hackers and criminals, protecting you against theft and fraud, safeguarding your personal information from cyber criminals. 

· Private: This new "identity ecosystem" protects your privacy. Credentials share only the amount of personal information necessary for the transaction. You control what personal information is released, and can ensure that your data is not centralized among service providers. 

· Voluntary: The identity ecosystem is voluntary. You will still be able to surf the Web, write a blog, participate in an online discussion, and post comments to a wiki anonymously or using a pseudonym. You would choose when to use your trusted ID. When you want stronger identity protection, you use your credential, enabling higher levels of trust and security. 

mminent report on an emerging threat to individual privacy to be issued by the European data protection authorities raises even more serious issues than those it is likely to address. The report will consider Google's asserted right to expand its data mining to combine users' personal data across all their accounts and services, including Gmail, internet searching, map and location information and photo sharing, with no way for individuals to opt out. At least one technology blogger has accused Microsoft of planning similar changes, while two new Facebook programmes to aggregate user data with other advertising and loyalty card data have also drawn concern. Whatever the merits of each case, the larger issue deserves greater public attention.

There is a powerful reason why cloud services and other data-mining companies aggregate data across multiple accounts and services: the results are extremely valuable. Just as tiny bits of coloured tile can be combined and transformed into a coherent piece of art, tiny bits of seemingly unrelated personal data, when aggregated and mined at huge scale, can provide immense value to advertisers, marketers, corporate sales forces and others. The revenue generated by combining and monetising such data – by mining the mosaic – is the reason "free" cloud services can afford to be free.

Privacy groups and regulators are appropriately concerned with threats to individual privacy inherent in mosaic-mining business models. Less noticed has been the potential use of these same tools and techniques against government employees and, potentially, governments themselves. But is this a more serious problem and, if so, why? The privacy rights of government employees are no more or less important than those of private citizens. Beyond individual privacy, however, consider the national security, government integrity, and even personal safety implications.

What if, instead of using the power of mosaic mining to identify a potential new customer, it was used to identify an undercover intelligence operative? Multiple map queries starting at a known intelligence agency's headquarters instead of the work address on an operative's business card, might suggest their true job, even if those queries were conducted from their personal computer. Such a scenario is neither hypothetical nor attractive just to adversarial intelligence services. American lawyers defending Guantánamo inmates provided surreptitiously obtained photographs of undercover CIA operatives to their clients. Whatever the lawyers' motives, imagine how much more could be done by those motivated to out covert agents, if they mined today's mosaic of private and governmental information.

What if, instead of mining the mosaic to anticipate a company's office supply needs, data from across individual and government accounts – email contents, internet searches, travel plans – were used to anticipate a government policy decision or treaty negotiating position? What might the geolocation of a cop's personal laptop for several consecutive nights reveal about a stakeout? And what pressure could be put on government decision-makers by someone armed with video download receipts, browser search records or credit card statements?

These risks do not assume ill motives on the part of cloud service providers, although we must assume that there are at least a few such companies around the globe not particularly diligent about selling amalgamated customer data. But no company can hope to block all ill-motivated insiders or skilled hackers. Massive databases of aggregated personal and governmental data would present irresistible targets.

Beyond such security concerns, what European data protection authorities are confronting is an early, but vital, test of whether governments will continue to control their own data.

Governments considering deployment of cloud computing solutions should consider several steps to mitigate these risks. The first step is awareness. Law enforcement, security and other governmental organisations should consider carefully the ramifications of a private entity being able to aggregate sensitive data across government, and their employees', private accounts. Second, governmental entities should not accept generic provider privacy policies, but should demand government-specific agreements prohibiting data mining.

Governments also should insist that data-mining capabilities be technologically disabled from use against their data. Providers whose business models are so dependent on data mining that they cannot compete for government business without it may have to stick to the many lucrative non-governmental markets. Beyond this, governments should ensure they can determine independently whether vendors are living up to no-data-mining assurances. Finally, governments should provide their employees with awareness training about the risks of data mining of their personal and governmental accounts – a prudent measure whether or not cloud solutions are deployed.

Personal privacy is vitally important. But if governments do not address the national security implications of mining the mosaic, we may soon look back with nostalgia to when personal privacy was our only concern.
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� For the purpose this work item, the word standards shall mean standards, guidelines, best practices and technical specifications


� A copy of the NSTIC is available at: � HYPERLINK "http://www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf" ��www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf�


� The US Department of Homeland Security (DHS) guideline for federal government agency conformance with the FIPP’s can be found at:  � HYPERLINK "http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf" ��http://�� HYPERLINK "http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf" ��www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf�


� Information on CASCO can be found at � HYPERLINK "http://www.iso.org/iso/home/about/conformity-assessment/casco.htm" ��www.iso.org/iso/home/about/conformity-assessment/casco.htm�


� Information on ANAB can be found at � HYPERLINK "http://www.anab.org" ��www.anab.org�


� Work of the American Bar Association Federated Identity Management Legal Task Force can be found at: � HYPERLINK "http://apps.americanbar.org/dch/committee.cfm?com=CL320041" ��http://apps.americanbar.org/dch/committee.cfm?com=CL320041�


�    ISO/IEC DIS 29115 Information technology -- Security techniques -- Entity authentication assurance framework


      available at: � HYPERLINK "http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=45138" ��www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=45138�


�  NIST SP 800-63-1 Electronic Authentication Guideline, available at: � HYPERLINK "http://www.nist.gov/manuscript-publication-search.cfm?pub_id=910006" ��www.nist.gov/manuscript-publication-search.cfm?pub_id=910006�
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