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Introduction
The Identity Ecosystem Steering Group (IDESG) Standards Coordination Committee (SCC) submitted a draft charter to the IDESG Management Council and in that document, identified development of Identity Ecosystem use cases. The use case deliverable is a primary objective of the SCC.   This plan provides supporting information for the effort, including:
· Terms and  definitions pertaining to use cases
· A use case template 
· A candidate list of Identity Ecosystem use cases 
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	Term
	Definition

	Use Case
	A use case is the statement of the goal the primary actor has toward the system's declared responsibilities, and the collection of possible scenarios between the system under discussion and various actors, showing how the primary actor’s goal might be delivered or might fail.

	Actor
	An actor is something with behavior. Actors can include people, organizations, software processes or services.

	Primary Actor
	The primary actor is one whose goal the use case is supposed to satisfy.

	Secondary Actor
	A secondary actor is an external actor against which the system under design has a goal. There can be more than one secondary actor.

	Scenario
	A scenario is a sequence of interactions that happens under certain conditions, with the intent to achieve the primary actor’s goal, and having a particular result with respect to that goal. Typically, a scenario is phrased in generic terms, using placeholders for the identity of the primary actor and the actual values passed around.

	Step
	A step is a unit of writing in a use case. Typically one sentence, usually describes behavior of only one actor.
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Candidate List of Use Cases
This is an initial list of candidate use cases obtained through review of the NSTIC Strategy, the NSTIC Use Examples, the NIST Cloud Use Cases and the OASIS Cloud Identity Use Cases documents.

	#
	Use Case
	Category
	Example

	1
	Authenticate person
	Authentication
	Mary’s bank, mortgage company and doctor authenticate her while she performs her online errands.

	2
	Authenticate website
	Authentication
	Mary’s web browser authenticates her bank, mortgage company and doctor’s web sites while she performs her online errands.
Juan’s customers authenticate his website.

	3
	Authenticate service
	Authentication
	

	4
	Authenticate device
	Authentication
	Joel, as a medical first responder, is granted a communications device for emergency response communications.  The system authenticates the device and tracks the device’s association with Joel, rather than having to directly issue credentials to Joel during the emergency response.

	5
	Authenticate organization
	Authentication
	A certificate issuer confirms that Juan is the owner of JuanCo before issuing a certificate for his website.

	6
	Remote high value transaction
	Authentication
	Mary remotely signs her mortgage loan.

	7
	Establish a person’s identity
	Authentication
	Parvati’s ID provider detemines that she really is Parvati Phoneowner, prior to issuing her credentials.

	8
	Bind attribute to an identity
	Authentication
	ID provider issues a digital certificate that binds Parvati’s private key to her name.

	9
	Match names between Identity Ecosystems
	Authentication
	A relying party determines whether two names belong to the same individual.

	10
	Verify attribute binding
	Authentication
	Relying parties verifying a digital certificate.

	11
	Dicover attributes about individuals
	Authentication
	An e-mail sender looking up an individual’s digital certificate in order to send them an encrypted email.

	12
	Discover attributes about credentials
	Authentication
	A relying party looking up digital certificate revocation status.

	13
	Authenticate pseudonymously 
	Privacy
	“SockPuppet” logs in to an online community.

	14
	Attribute verification
	Privacy
	A relying party determines that Antonio is 13 years or older, without learning his name or precise age.

	15
	Selectively disclose attributes 
	Privacy
	A medical testing lab discloses a patient’s blood type.

	16
	Disclose storage of private user information
	Privacy
	A credit reporting organization provides an individual with their credit report.

	17
	Inform user of disclosure of private user information
	Privacy
	A credit reporting organization informs an individual that the individual’s credit report was provided to a third party.

	18
	Approve disclosure of private user information to third party
	Privacy
	A retail organization requests approval from the private user to disclose private information and purchasing trends to a third party.
Attribute provider requests approval for release of attribute. 

	18
	Conduct compliance audit
	Trust/Assurance
	An auditor assesses an organization to determine conformance with a set of criteria.

	19
	Conduct system testing
	Trust/Assurance
	A tester tests a system to determine conformance with a set of criteria.

	20
	Conduct product testing
	Trust/Assurance
	A tester tests product to determine conformance with a set of criteria.

	21
	Certify a system
	Trust/Assurance
	A system is certified to operate.

	22
	Accredit an organization
	Trust/Assurance
	An organization is accredited to perform a particular activity.

	23
	Approve a product
	Trust/Assurance
	An approved products list adds a product.
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This section contains candidate templates for defining use cases and actors as well as proposed categories of use cases.
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	Use Case:
	Name the use case here.  Use an action verb name to describe the use case, not including the primary actor name, but identifying any subject actors.
Examples:  authenticate person, bind attribute to identity, authenticate pseudonymously, match names between systems, protect personally identifiable information, conduct compliance audit.

	Category:
	Describe what category the use case belongs to. (see Categories of Use Cases below for a list of categories and their descriptions).

	Actors:
	Identify actors associated with the use case.  Provide the primary actor first.  Actors can include people, roles, organizations, software processes or services.  Actors should be listed in the Actor Template format provided in Table 2.

	Goals:
	A general description of the intended outcome of the use case including any artifacts created.

	Assumptions:
	A listing of any assumptions made about the use case including its actors, services, environment, etc.
Pre-conditions - A listing of any dependencies the use case has as a precondition
Post-conditions - A listing of any dependencies the use case has as a post condition

	Requirements

	A listing of any requirements that must be met
Examples : FIPS 201, ISO 27001, etc.

	Process Flow

	A detailed stepwise flow of actions that comprise the use case

	Success Scenario:
	Describe the successful execution of the use case here as a sequence of numbered steps.  If multiple outcomes are permitted to occur, they should all be documented.

	Error Conditions:
	Describe errors that can take place, considering what can go wrong at each step of the success scenario.  For each error, describe how the actors should handle the results and terminate the scenario.
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	Actor:
	Name the actor here.  Actors can include people, roles, organizations, software processes or services.  Use a noun form, hyphenating compound names to make a single token, as in “attribute-authority”.
Examples: authenticated-user, identity-service-provider, or attribute-authority

	Type:
	Name the type of participant that the actor would qualify as under the Identity Ecosystem participant is the actor.

	Description:
	A description of the actor.

	Instance-of:
	If an actor is an instance of another, more abstract type of actor, identify the abstract actor here.  
Example: authenticated-user is an instance of user.
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	Category
	Description

	Identity Registration
	Use cases in which initial identity claims are verified (through “identity proofing” processes) and applicants become users.

	Authentication
	Use cases in which claims about identities pertaining to registered users are provenverified.

	Identity Management
	Use cases for creating and maintaining online identities and trust frameworks.

	Privacy
	Use cases supporting the protection of user privacy.

	Trust/Assurance
	Use cases pertaining to the establishment of trust and assurance in Identity Ecosystem participants. 

	Interoperability
	Use cases pertaining to confirming and testing interoperability.

	Consumer Choice
	Use cases that support customer choice in Identity Ecosystems.

	E-Notarization
	Use cases pertaining to electronic equivalents to a human notary service. Supports binding high-value transactions being performed online.


Example
This section contains an example of how the use case template might look when completed. 

	Use Case:
	Authenticate-person

	Category:
	Authentication

	Actors:
	relying-party, claimant

	Goals:
	Relying-party wishes to determine whether claimant is who they say they are.

	Assumptions:
	1. Claimant has been issued credentials in an Identity Ecosystem of which the relying-party is a member, i.e. claimant is a user in that Identity Ecosystem.
2. Claimant and relying-party have a means of communicating with each other.
3. Either claimant or relying-party has initiated communications with the other.

	Success Scenario:
	1. Claimant and relying-party exchange messages.
2. Relying-party verifies evidence provided by claimant. 
3. Claimant passes or fails authentication.

	Error Conditions:
	1. Communications failure.
2. Protocol failure.
3. NOTE – failure to authenticate is NOT an error condition, it is part of the success scenario.


Round One Submissions
The following submissions have been received and incorporated below:
· E-Notary of High Value Transactions

	Use Case:
	E-Notary of High Value Transactions

	Category:
	E-Notarization

	Actors:
	Notary Public/State Representative, Signer

	Goals:
	Notary Public/State Representative provides in person attestation that  helps Signer non-repudiably perform a high-value transaction over untrusted networks.

	Assumptions:
	1. Claimant has been issued credentials in an Identity Ecosystem of which the relying-party is a member.
2. Claimant and relying-party have a means of communicating with each other.
3. Either claimant or relying-party has initiated communications with the other.

	Success Scenario:
	1. Signer and Notary Public/State Representative exchange messages.
2. E-Document Signing solution is credentialed in an IDES
3. Notary Public/State Representative verifies identity evidence provided by Signer.
4. Signer passes or fails authentication.

	Error Conditions:
		1. Signers ability to signature fails Notary Public/State Representative signature assessment survey determining duress, awareness, and volition 
2. Communications failure. 
3. Protocol failure. 
4. Document contains incorrect data preventing signing 






The following submissions have been received, we plan to extract use cases from there but have not done so to date:
· FAA E-Discovery
· NIST IT Service Management
· STIDS Incident Detection and Coordination
· Census Virtual Desktop Infrastructure
· Shared GeoSpatial Platform-as-a Service
· NOAA Email
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