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	Standard Name:
	Security Assertion Markup Language
	Acronym:
	SAML

	Standards Developer: 
	OASIS
	URL: 
	https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security

	Brief Description: 
	SAML is a ubiquitous standards used across industries, both public and private sector, to assert user identities in a secure and privacy enhancing way.  It enables federated identity and web single sign-on across all levels of assurance (per NIST SP 800-63v2). 

	Date Initially Ratified: 
	November 2002
	Current Version: 
	2.0
	Date Ratified: 
	March 2005

	Relevance to Identity Ecosystem:
	SAML is currently second-to-none to assert identities and attributes on the internet.  It is most popular within enterprise deployments, to include B2B transactions.  For example, my employer will enable SSO to an external financial provider to manage my 401(k).  Cloud and social logon providers also support SAML, though OpenID Connect is preferred in those environments.

	Adherence to NSTIC Guiding Principles: 
[bookmark: _GoBack](fill in all relevant, minimum of one)
	Privacy Enhancing and Voluntary:  SAML supports industry standard, strong cryptography algorithms.  In addition, SAML supports opaque, pseudonymous identifiers at all levels of assurance.  This allows relying parties to trust the strength of the identity while not knowing the actual person logging in. 

	
	Secure and Resilient:  SAML supports industry standard, strong cryptography for encryption and digital signatures.  It can also, and is typically used in conjunction with SSL/TLS.  SAML has been the predominant identity assertion standard for over 10 years.  It has been proven resilient in industry.

	
	Interoperable:  SAML supports flexible profiling, and has been profiled in multiple communities, including Federal, Health, Financial, and Manufacturing.

	
	Cost Effective and Easy to Use: SAML is a ‘behind the scenes’ protocol that the end-user never interacts with directly.  However, the primary goal of SAML is to FEDERATE identities -> meaning a user can use a single credential anywhere, with SSO as an option.


Bottom of Form

	Additional Information

	Stakeholder Communities Using Proposed Standard: 
	[bookmark: Check3]|_|  Privacy/Civil Liberties
|_|  Usability and Human Factors
|_|  Consumer Advocates
|X|  US Federal Government
|X|  US State, Local, Tribal, and Territorial                   Government
|X|  Research, Development, Education, and Innovation
|X|  Identity and Attribute Providers
	|X|  Interoperability                       
|X|  IT Infrastructure 
|X|  Regulated Industries 
|X|  Small Business & Entrepreneurs
|X|  Security
|X|  Relying Parties
|_|  Unaffiliated Individuals
|_|  Other, Please Specify:

	[bookmark: __Fieldmark__365_168852804][bookmark: Check141]Required by Regulation? 
	If Yes, List Regulation(s): 

	Click here to enter text.

	[bookmark: __Fieldmark__367_168852804]Trust Framework(s) Adopted? 
	If Yes, List TF(s): 


	InCommon, FICAM, Automotive



	Submitter Name: 
	Paul Grassi
	Date submitted 
	November 6, 2014

	Submitter Email:
	Pag3@nist.gov
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