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Top of Form
	Standard Name:
	The OAuth 2.O Framework
	Acronym:
	OAuth 2.0

	Standards Developer: 
	IETF
	URL: 
	https://tools.ietf.org/html/rfc6749

	Brief Description: 
	The OAuth 2.0 authorization framework enables a third-party application to obtain limited access to an HTTP service, either on behalf of a resource owner by orchestrating an approval interaction    between the resource owner and the HTTP service, or by allowing the  third-party application to obtain access on its own behalf. 


	Date Initially Published: 
	October 2012
	Current Version: 
	same
	Date Published: 
	same

	Relevance to Identity Ecosystem:
	Used in upwards of billions of on line transactions every day.  OAuth delivers on many of the NSTIC guiding principals in terms of interoperability, scale, as a building block for other identity solutions, for its component based functionality, its ability to limits risk, and its enabling of alternative to username and password. 

	Adherence to NSTIC Guiding Principles: (fill in all relevant, minimum of one)
	Privacy Enhancing and Voluntary: Fundamental block for enabling a wide range of transactions to achieve privacy through the use of compatible encryption and signing JSON web tokens (see Javascript Object Signing and Encryption (jose) https://datatracker.ietf.org/wg/jose/charter/ As an IETF standard its widespread adoption has been voluntary.

	
	Secure and Resilient The OAuth 2.0 framework succeeds OAuth 1.0 and incorporates many of the lessons learned with regards to secure and resilient solutions.  It is used by a wide range of applications and services that support many of the internet transactions that drive global economic activity.  Its ability to do so is a testament to its resilience.  As is the case with many technologies the security of OAuth is dependent on how it is deployed.  The framework and underlying standards contain explicit security considerations that need to be followed in order to deliver security to on line transactions.

	
	Interoperable: OAuth provides interoperability across a wide range of applications, as a building block it is also an enabler


	
	Cost Effective and Easy to Use: A fundamental aspect of OAuth adoption is its ease of use and widespread adoption.



























Bottom of Form

	Additional Information

	Stakeholder Communities Using Proposed Standard: 
	[bookmark: Check3]x|_|  Privacy/Civil Liberties
x|_|  Usability and Human Factors
x|_|  Consumer Advocates
x|_|  US Federal Government
x|_|  US State, Local, Tribal, and Territorial                   Government
x|_|  Research, Development, Education, and Innovation
x|_|  Identity and Attribute Providers
	x|_|  Interoperability                       
x|_|  IT Infrastructure 
x|_|  Regulated Industries 
x|_|  Small Business & Entrepreneurs
x|_|  Security
x|_|  Relying Parties
x|_|  Unaffiliated Individuals
|_|  Other, Please Specify:

	[bookmark: __Fieldmark__365_168852804][bookmark: Check141]Required by Regulation? 
	If Yes, List Regulation(s): No

	Click here to enter text.

	[bookmark: __Fieldmark__367_168852804]Trust Framework(s) Adopted? 
	If Yes, List TF(s): No


	OAuth is an application level standard.  It is a building block.



	Submitter Name: 
	Sal D’Agostino
	Date submitted 
	3/4/15

	Submitter Email:
	sal@idmachines.com
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