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	Standard Name:
	Information technology — Security techniques — Code of practice for information security controls
	Acronym
	ISO/IEC 27002

	Submitter Name: 
	
	Email: 
	

	Consistency with NSTIC Guiding Principles

	Guiding Principles
	Is Consistent With
	Comments

	Privacy Enhancing and Voluntary
	|X|
	This International Standard specifies the control objectives and best practice controls to be used as implementation guidance when selecting and implementing an information security management systems (ISMS).  There are 14 security control clauses collectively containing a total of 35 main security categories and 114 controls.  An organization may choose those that are applicable to their individual business processes to support their security strategy.

	Secure and Resilient
	|X|
	These controls when used with the ISO/IEC 27001 requirements for establishing, implementing, maintaining and improving formalized information security management systems (ISMS) provide an ecosystem of capability for an organization to develop a secure and resilient business operation.

	Interoperable
	|X|
	The information security policies, organization of information security, human resource security, asset management, access control, cryptography, physical and environmental security, operational security, communications security, system acquisition, development and maintenance, supplier relationships, information security incident management, information security aspects of business continuity management and compliance are provided from which an organization can manage multiple different interoperable credentials and identification of media types.  ISO/IEC 27002 is written to work with a variety of systems and architectures.

	Cost Effective and Easy to Use
	|X|
	All ISO and IEC standards are available for a published purchase price.  The cost for 27002 is $240 for the pdf and $300 to print.  US government policies generally consider such cost appropriate as consistent with its cost of development. 

	Decision Criteria (SAP Section 4)
	Meets
	Comments

	Standards Developer

	Participatory openness (4.2)
	[bookmark: Check1]|X|
	ISO and IEC are international formal standardization bodies, with rules that permit for experts to participate through appointment by their national standards bodies (such as ANSI in the US). They are generally considered sufficiently open for purposes of US policymaking.  Committee participants are appointed by the officially recognized de jure standards organizations in their home countries.  There is only one voting member per country.  Full members (or member bodies) influence development and strategy by participating and voting in ISO technical and policy meetings.  Additional participation can be accessed through the national body, and generally any expert can apply to participate at the national body level.

	Fairness and due process (4.2)
	|X|
	A rigorous system is in place to ensure that the rights of all parties are protected and that the principles of good standards practice are adhered to by the organization. The process is defined by rules:  
http://www.iso.org/iso/standards_development/processes_and_procedures/iso_iec_directives_and_iso_supplement.htm (international level) and http://publicaa.ansi.org/sites/apdl/Documents/Standards%20Activities/American%20National%20Standards/Procedures,%20Guides,%20and%20Forms/2015_ANSI_Essential_Requirements.pdf  (US level).  If the rules are regularly and consistently followed, the standards and their provisions would result in fair and reasonable treatment of any of the parties.  The rules are well-known and include opportunities for dissent and appeal.

	Transparency (4.2)
	|X|
	The work program is published, made public and its availability is noticed at least once every six months; an announcement of the comment period is made and such notification shall include, as far as practicable, whether the draft standard deviates from relevant international standards.  Comments received through other standardizing bodies shall, if so requested, be replied to as promptly as possible. The reply shall include an explanation why a deviation from relevant international standards is necessary.  A copy of any relevant work program is provided promptly.  Final draft material rarely deviates from the final standard.

	Adequate public review process (4.3)
	|X|
	A technical committee’s work program is made available through bulletins and a publically accessible website.  Drafts for consideration by committee members are distributed through document distribution, via email or can be picked up on notification.  

	Stable hosting arrangements (4.3)
	|X|
	A stable hosting site is available for all documents and records and regularly audited.  ISO and IEC are well-established global de jure standards organizations and unlikely to lose or inappropriately de-publish work.

	Sufficient intellectual property rules (4.3)
	|X|
	The ISO Standards Common Patent Policy is defined with guidelines for implementation.  ISO and IEC follow the ISO/ITU/IEC Common Patent Policy at http://www.iec.ch/members_experts/tools/patents/patent_policy.htm, which seeks disclosure of any patent claims against their standards, and to ensure that all standards are available on RAND terms.

	Nominated Standard

	Relevance to IE (4.2)
	|X|
	[bookmark: _GoBack]ISO/IEC 27002 is relevant to the identity ecosystem as it provides a valuable source of guidance for an organization to develop an ISMS policy that can be implemented to secure information used in electronic identity management systems.  It specifies security clauses including information security policies, organization of information security, human resource security, asset management, access control, cryptography, physical and environmental security, operational security, communications security, system acquisition, development and maintenance, supplier relationships, information security incident management, information security aspects of business continuity management and compliance.  Objectives are clearly defined for each with detailed codes to be used as guidance when selecting and implementing controls for achieving information security 

	Function-oriented description (4.2)
	|X|
	The standard specifies the objective for each of the 14 security control clauses with detailed controls and implementation guidance for each in such a way, a user of the standard can develop an appropriate ISMS for the organization.  It is sufficient for various organizations, and provides clear performance guidelines and measures. The standard is vendor-neutral, does not specify the use of particular software or branded products, and appears to be generally applicable across various systems.  

	Affordability (4.2)
	|X|
	This standard is affordable, both in the sense that copies are not expensive, and in the sense that implementation can be selective or modular, and does not necessarily require great expense.  Also, any cost should be compared against the cost of not implementing an ISMS that can be audited could cause an organization lost business and lack of customer confidence.
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