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I. Introduction

The Identity Ecosystem Steering Group (IDESG) Standards Coordination Committee (SCC) submitted a draft charter to the IDESG Management Council and in that document, identified development of Identity Ecosystem use cases as a work product that the SCC would steward.  This document provides initial inputs for the effort, including:
· A list of use cases to be created
· [bookmark: _GoBack]Use cases submitted by IDESG members

This document is a companion to the IDESG Standards Coordination Committee Use Case Template, which provides guidance on how to create and present the use cases.
II. List of Use Cases
This list of use cases was initially compiled through review of the NSTIC Strategy, the NSTIC Use Examples, the NIST Cloud Use Cases and the OASIS Cloud Identity Use Cases documents. Additional use cases have been added with input from the IDESG Standards Coordination Committee and other IDESG members.

	#
	Use Case
	Category
	Example

	1
	Authenticate person
	Authentication
	Mary’s bank, mortgage company and doctor authenticate her while she performs her online errands.

	2
	Authenticate website
	Authentication
	Mary’s web browser authenticates her bank, mortgage company and doctor’s web sites while she performs her online errands.
Juan’s customers authenticate his website.

	3
	Authenticate service
	Authentication
	

	4
	Authenticate device
	Authentication
	Joel, as a medical first responder, is granted a communications device for emergency response communications.  The system authenticates the device and tracks the device’s association with Joel, rather than having to directly issue credentials to Joel during the emergency response.

	5
	Authenticate organization
	Authentication
	A certificate issuer confirms that Juan is the owner of JuanCo before issuing a certificate for his website.

	6
	Remote high value transaction
	Authentication
	Mary remotely signs her mortgage loan.

	7
	Establish a person’s identity
	Authentication
	Parvati’s ID provider detemines that she really is Parvati Phoneowner, prior to issuing her credentials.

	8
	Bind attribute to an identity
	Authentication
	ID provider issues a digital certificate that binds Parvati’s private key to her name.

	9
	Match names between Identity Ecosystems
	Authentication
	A relying party determines whether two names belong to the same individual.

	10
	Verify attribute binding
	Authentication
	Relying parties verifying a digital certificate.

	11
	Discover attributes about individuals
	Authentication
	An e-mail sender looking up an individual’s digital certificate in order to send them an encrypted email.

	12
	Discover attributes about credentials
	Authentication
	A relying party looking up digital certificate revocation status.

	13
	Authenticate pseudonymously 
	Privacy
	“SockPuppet” logs in to an online community.

	14
	Attribute verification
	Privacy
	A relying party determines that Antonio is 13 years or older, without learning his name or precise age.

	15
	Selectively disclose attributes 
	Privacy
	A medical testing lab discloses a patient’s blood type.

	16
	Disclose storage of private user information
	Privacy
	A credit reporting organization provides an individual with their credit report.

	17
	Inform user of disclosure of private user information
	Privacy
	A credit reporting organization informs an individual that the individual’s credit report was provided to a third party.

	18
	Approve disclosure of private user information to third party
	Privacy
	A retail organization requests approval from the private user to disclose private information and purchasing trends to a third party.
Attribute provider requests approval for release of attribute. 

	18
	Conduct compliance audit
	Trust/Assurance
	An auditor assesses an organization to determine conformance with a set of criteria.

	19
	Conduct system testing
	Trust/Assurance
	A tester tests a system to determine conformance with a set of criteria.

	20
	Conduct product testing
	Trust/Assurance
	A tester tests product to determine conformance with a set of criteria.

	21
	Certify a system
	Trust/Assurance
	A system is certified to operate.

	22
	Accredit an organization
	Trust/Assurance
	An organization is accredited to perform a particular activity.

	23
	Approve a product
	Trust/Assurance
	An approved products list adds a product.


III. Submitted Use Cases
The following submissions have been received and incorporated below:
· E-Notary of High Value Transactions (Andrew Hatter)
· Financial Institution as an Electronic Identity Credential Provider (IDESG Financial Working Group)
· Identity Verification During Enrollment (IDESG Financial Working Group, Bob Pinheiro)
· Cloud Scenarios (contributed by ?)
·  Enterprise to Cloud to End User
· Enterprise to Cloud to Enterprise
· Enterprise to Cloud
· End User to Cloud
E-Notary of High Value Transactions
	Use Case:
	E-Notary of High Value Transactions

	Category:
	E-Notarization

	Actors:
	Notary Public/State Representative, Signer

	Goals:
	Notary Public/State Representative provides in person attestation that  helps Signer non-repudiably perform a high-value transaction over untrusted networks.

	Assumptions:
	1. Claimant has been issued credentials in an Identity Ecosystem of which the relying-party is a member.
2. Claimant and relying-party have a means of communicating with each other.
3. Either claimant or relying-party has initiated communications with the other.

	Success Scenario:
	1. Signer and Notary Public/State Representative exchange messages.
2. E-Document Signing solution is credentialed in an IDES
3. Notary Public/State Representative verifies identity evidence provided by Signer.
4. Signer passes or fails authentication.

	Error Conditions:
		1. Signers ability to signature fails Notary Public/State Representative signature assessment survey determining duress, awareness, and volition 
2. Communications failure. 
3. Protocol failure. 
4. Document contains incorrect data preventing signing 






Financial Institution as an Electronic Identity Credential Provider
	Use Case:
	Establish a person’s identity, Bind intrinsic or extrinsic attribute to an identity, Authenticate person, Authenticate website, Authenticate device, Authenticate organization, Remote high value transaction, Verify attribute binding

	Category:
	Trust/Assurance, Authentication, Interoperability, Privacy

	Actors:
	Financial institution as an identity provider; Financial institution as a relying party ; Subscriber who desires to acquire an electronic identity; Claimant is a subscriber who has successfully been issued an electronic identity

	Goals:
	Tim’s financial institution wants to offer Tim an electronic identity that provides Tim and his financial institution a number of immediate and potential benefits.

	Assumptions:
	Tim’s financial institution has contracted with a certified personal identity verification interoperable (PIV-I) issuer or has certified to be a personal identity verification interoperable (PIV-I) issuer. Subscriber can successfully satisfy applicable business and regulatory (KYC) requirements; Subscriber has completed the identity enrollment application;

	Requirements
	The financial institution has contracted with a certified Personal Identity Verification Interoperable (PIV-I) issuer or the financial institution has certified to issue PIV-I smartcards. Existing account holders have been customers in good standing for at least 1 year.

	Process Flow
	New in-person account opening- At the time of account enrollment the Subscriber wishes to apply for and purchase an identity credential that provides strong three factor authentication and is trusted for high assurance transactions/interactions on the internet. This requires binding an intrinsic attribute (biometric) to the identity and securely accessing the attribute during authorizations when required. In addition to providing the third factor for authorization decisions, the binding of the intrinsic attribute (biometric) to the identity during enrollment provides repudiation in the event the financial institution needs to prove the claimant and the applicant were indeed the same person. The customer service representative scans the KYC documents, scans the applicant’s finger prints and captures a photo with an enrollment station. The enrollment station then encodes, activates the chip and prints the photo on the smartcard. This entire process takes about 10 minutes.
Existing account holder- An existing account holder (Subscriber), who meets the minimum requirements, wishes to apply for and purchase an electronic identity that is trusted for high assurance transactions/interactions on the internet. The Subscriber completes the identity application and returns it to their financial institution. The FI confirms the applicant’s information and forwards the identity information to a fulfillment house where the smartcard identity is encoded but not activated. The identity is then sent to the address of record of the Subscriber. Upon receipt, the Subscriber confirms he or she is the proper individual to activate the identity. The identity is activated from the subscriber’s personal computer.Based on NIST Updated E-Authentication Guidance, an existing account holder who is issued a PIV-I smartcard in this manner is capable of reaching level 3 assurance transactions/interactions.

	Success Scenario:
	1.      Subscriber applies for an electronic identity
2.      Subscriber satisfies financial institutions customer identification program (CIP) requirements
3.      Subscriber obtains identity in person or through the mail
4.      Identity is activated
5.      Claimant utilizes the identity to remotely connect to the financial institutions web services over the internet.
6.      Claimant is authenticated by financial institution utilizing two factor authentications. ( hard token, pin number) (for higher value transactions the biometric may be presented representing the third authentication factor for high value authentication decisions)
7.      Financial institution services authenticated to claimant
8.      Encrypted web session is established between parties
9.      Claimant requests payment transfer to another financial institution/creditor/government agency/other.
10.  Claimant completes proper documentation
11.  Claimant signs the request with a digital signature produced from the identity
12.  Request is processed
13.  Transaction is posted and reflected on statement

	Error Conditions
	1.      Claimant fingerprints can’t be captured during in-person enrollment – enrollment continues utilizing the picture and applicable documents. Identity can reach maximum NIST level 3 Authentication and can only perform strong 2 factor remote authentication.
2.      Subscriber’s home PC operating system does not support PIV-I encryption – Microsoft Window XP, Windows Vista, and Windows 7 can be updated to support PIV-I encryption
3.      Subscribers home PC does not have a smartcard reader – Subscriber would be required to utilize a USB smartcard reader, many of the newer machines have a smartcard reader built in or can be added.
4.      Claimant impersonates another individual to obtain an identity – strengthen CIP and utilize strong vetting standards
5.      Internet is not available - ???
6.      Financial Institution can’t authenticate the Claimant – Send error message and terminate connection
7.      Claimant can’t authenticate the financial institution – error message and terminate connection


Identity Verification During Enrollment
	Use Case:
	Verify the identity of someone seeking to enroll online in a new financial service.

	Category:
	Authentication

	Actors:
	Consortium: An online association or “trust community” of banks and/or other financial institutions that act to help each other verify the identities of new enrollees in financial accounts.  A consortium member may at different times take on the role of Identity Provider or Relying Party.  
Identity Provider: A consortium member that has verified an individual’s identity to a high degree of assurance by means of an appropriate identity proofing procedure, and has issued an NSTIC-compliant credential to that individual. 
Credential: An object or data structure that authoritatively binds an identity (and optionally, additional attributes) to a token possessed and controlled by a Credential Holder.
Credential Holder: An individual whose identity has been “proofed” by an Identity Provider, and who has been issued a high assurance credential by that Identity Provider.

Token: Something that the Credential Holder possesses and controls that is used to authenticate the Credential Holder’s identity to the Identity Provider.

Claimant: An individual who claims a particular identity for the purpose of enrolling in a new financial account.

Relying Party: A consortium member that relies on an assertion issued by an Identity Provider to verify the Claimant’s identity during the enrollment process.  

Assertion: A secure message sent from an Identity Provider to a Relying Party (via the Consortium) that affirms a Claimant’s identity, and that is issued by the Identity Provider after the Claimant demonstrates possession and control of an appropriate token.  An appropriate token controlled by a Claimant proves that the Claimant is also a Credential Holder, and that the identity claimed by the Claimant is the same as is asserted by the Credential.      

	Goals:
	Two goals:
1. Allow a financial institution to establish the identity of a Claimant during the enrollment process, if the Claimant controls a token bound to a high assurance credential issued by another Consortium member.

2. Prevent identity theft by allowing a Relying Party to detect when a Claimant is attempting to impersonate a Credential Holder.

	Assumptions:
	A Relying Party and an Identity Provider can be the same financial institution, or they can be different.
The criteria and rules that govern the trust relationships between Consortium members are specified in a Financial Trust Framework. 
There will exist within the Consortium a discovery mechanism to determine whether identity information provided by a Claimant during enrollment corresponds to the identity of a Credential Holder holding a Credential issued by a Consortium member acting as an Identity Provider.   
As an identity theft prevention measure, Credential Holders have voluntarily agreed that anyone claiming their identity for the purposes of enrolling in a high value service provided by a Relying Party will need to demonstrate possession and control of an appropriate token.  
Privacy is protected within the Consortium to the extent that: (a) a Relying Party does not know which Identity Provider is asserting the identity of the Claimant, (b) an Identity Provider does not know which Relying Party is receiving the assertion it issues, and (c) knowledge of which banking customers are also Credential Holders will not be discoverable outside of the Consortium.   Assertions are signed by the Consortium on behalf of the Identity Provider, keeping the identity of the Identity Provider from being known by the Relying Party.
The rules for Know Your Customer are either consistent with, or can be changed to be consistent with, a protocol whereby a Relying Party bank that is a member of the Consortium can establish the identity of a new customer by means of a trusted assertion received from another member of the Consortium acting as an Identity Provider.  

	Requirements

	 

	Process Flow

	A Claimant visits the website of a Relying Party bank or financial institution and seeks to enroll in a high value financial service. The Relying Party asks the Claimant to present a Token issued within the Consortium.
Scenario A:  
If the Claimant presents such a token, and if the token enables the Consortium to identify the Identity Provider that has issued a high assurance credential that binds the token to a Credential Holder whose identity has been verified by the Identity Provider, the Claimant will use the token (by means of an appropriate authentication protocol) to authenticate to the Identity Provider.
If the authentication is successful, the Identity Provider issues an assertion to the Relying Party, signed by the Consortium, that asserts the Claimant’s identity in terms of a set of identity attributes (Name, SSN, Address, DOB, etc.) that identifies the associated Credential Holder.  The Relying Party then has high assurance of the Claimant’s identity.
If the authentication is not successful, the Identity Provider issues an assertion to the Relying Party, signed by the Consortium, informing that the authentication was not successful.  In that case, the Relying Party has no assurance of the Claimant’s identity.  
Scenario B:
If the Claimant cannot present a token, the Relying Party requests identity information from the Claimant (Name, SSN, address, DOB, etc) to establish the Claimant’s identity.  The Relying Party then (in a way to be determined) presents the identity information to the Consortium, and requests that the Consortium determine whether this information identifies a Credential Holder whose identity has been verified by a Consortium member.  
If the identity information provided by the Claimant identifies a Credential Holder, the Relying Party again requests the Claimant to present an appropriate Token in order to authenticate the Claimant’s identity claim.  If the Claimant cannot do so, the Relying Party rejects the Claimant’s identity claim.
If the identity information provided by the Claimant does not identify a Credential Holder within the Consortium, the Relying Party must rely upon other methods to verify the Claimant’s identity.  

	Success Scenario:
	The Relying Party will have successfully utilized the Consortium to verify a Claimant’s identity during the enrollment process if the Claimant controls and possesses a token that authenticates the Claimant to an Identity Provider.  In that case, the Relying Party will have high assurance of the Claimant’s identity.
A case of identity theft will have been prevented if the Claimant does not control and possess a token that can authenticate his/her identity, and if the identity information provided by the Claimant identifies a Credential Holder.

	Error Conditions:
	 



Enterprise to Cloud to End User

	Use Case:
	Enterprise to Cloud to End User

	Category:
	Cloud Computing Use Cases

	Actors:
	Enterprise to Cloud to End User

	Goals:
	An enterprise is using the cloud to deliver data and services to the end user.

	Assumptions:
	All parties Enterprise, Cloud Vendor, and End User have been issued credentials in an Identity Ecosystem. The end user interacts with the enterprise, the enterprise accesses the cloud to retrieve data and / or manipulate it, sending the results to the end user. The end user can be someone within the enterprise or an external customer. Access to the cloud service should not require a particular platform or technology.  An enterprise user is likely to have an identity with the enterprise.

	Success Scenario:
	The cloud service must authenticate the end user. The ideal is that the enterprise user manages a single ID, with an infrastructure federating other identities that might be required by cloud services. Cloud vendors provide an API for determining the location of the physical hardware that delivers the cloud service. Enterprise applications need to combine data from multiple cloud-based sources, and they need to coordinate the activities of applications running in different clouds. Enterprises must be able to manage the lifecycle of applications and documents. Management of Virtual Machines and of cloud services such as storage, databases and message queues is needed to track what services are used. Governance is crucial to ensure that policies and government regulations are followed wherever cloud computing is used.

	Error Conditions:
	Depending on the kind of data the enterprise is managing on the user's behalf, there might be legal restrictions on the location of the physical server where the data is stored. Although this violates the cloud computing ideal that the user should not have to know details of the physical infrastructure, this requirement is essential. Writing custom code that works only for a particular vendor’s cloud service locks the enterprise into that vendor’s system and eliminates some of the financial benefits and flexibility that cloud computing provides. Discovery is a major issue for many organizations. There are substantial legal liabilities if certain data is no longer available.



Enterprise to Cloud to Enterprise
	Use Case:
	Enterprise to Cloud to Enterprise

	Category:
	Cloud Computing Use Cases

	Actors:
	Enterprises and Cloud Computer Architecture

	Goals:
	Two enterprises using the same cloud

	Assumptions:
	Both Enterprises and Cloud Vendor has been issued credentials in an Identity Ecosystem. 

	Success Scenario:
	Hosting resources in the cloud so that applications from the enterprises can interoperate.

	Error Conditions:
	Transactions and concurrency are vital. If two enterprises are using the same cloud-hosted application, VM, middleware or storage, it's important that any changes made by either enterprise are done reliably. More than one enterprise requires interoperability between the enterprises as an essential function.



Enterprise to Cloud
	Use Case:
	Enterprise to Cloud

	Category:
	Cloud Computing Use Cases

	Actors:
	Enterprise and Cloud Computer Architecture

	Goals:
	Enterprise using cloud services for its internal processes.

	Assumptions:
	Both Enterprise and Cloud Vendor has been issued credentials in an Identity Ecosystem. Enterprise uses cloud services to supplement the resources it needs.

	Success Scenario:
	 Cloud storage for backups or storage of seldom-used data
 Virtual machines in the cloud to bring additional processors online to handle peak loads (and, of course, shutting down those VMs when they're not needed anymore)
 Applications in the cloud (SaaS) for certain enterprise functions (email, calendaring, CRM, etc.).
Cloud databases as part of an application's processing.

	Error Conditions:
	The applicable standards will vary from one application to the next and from one industry to the next.



End User to Cloud
	Use Case:
	End User to Cloud

	Category:
	Cloud Computing Use Cases

	Actors:
	End User and Cloud Computer Architecture

	Goals:
	An end user is accessing data or applications in the cloud.

	Assumptions:
	Both Cloud Vendor and End User have been issued credentials in an Identity Ecosystem. The user doesn’t want to keep up with anything more than a password; their data is stored and managed in the cloud. Most importantly, the user has no idea how the underlying architecture works. If they can get to the Internet, they can get to their data.

	Success Scenario:
	A user of Gmail, Facebook or LinkedIn accesses the application and their data through any browser on any device. The cloud service must authenticate the end user. Access to the cloud service should not require a particular platform or technology.

	Error Conditions:
	No internet access, no end user data access.

Security and Privacy policies of Cloud Vendor must be commensurate with End User goals.

	Although service level agreements for end users will usually be
much simpler than those for enterprises, cloud vendors must be clear about
what guarantees of service they provide. 






Additional Submissions
The following submissions have been received, we plan to extract use cases from there but have not done so to date:
· FAA E-Discovery
· NIST IT Service Management
· STIDS Incident Detection and Coordination
· Census Virtual Desktop Infrastructure
· Shared GeoSpatial Platform-as-a Service
· NOAA Email
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