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Executive Summary
The IDESG Management Council Workplanning Subcommittee (SC) was convened to review existing committee workplans, charters, IDESG foundational documents, and the NSTIC document in order to identify priority work activities for the steering group, determine the status of current work items, and identify a core set of objectives to drive priority activities through Plenary during 2013.
The SC has developed three sets of recommendations that address:
· IDESG Priority Objectives - This is a recommended set of objectives designed to focus work and answer the essential question, “What must the IDESG accomplish in 2013?” These recommended objectives include the establishment of the IDESG Accreditation Program and the implementation of a Sustainment Plan.
· IDESG Structural Issues - These recommendations address the question “Is the current Committee structure appropriate for achieving the IDESG’s goals?” Key recommendations from this section include the merging and re-chartering of the Trust Framework Committee, the Accreditation Coordination Committee, and the Legal Committee into a single entity. It will be capable of addressing the fundamental questions surrounding the development of an accreditation program, the incorporation of existing Trust Frameworks, and the legal issues surrounding these topics. 
· Priority IDESG Activities - These recommendations are captured in the “Priority Concerns” sheet of the linked spreadsheet and reproduced as Appendix 1 below. They underline the specific work activities that are required to deliver the IDESG Priority Objectives, priority work items, and approaches for addressing gaps and overlaps in existing workplans.

Approach
The SC implemented an approach to workplan organization that built off initial efforts of the MC, the Secretariat, and various other interested parties throughout the IDESG. This approach makes a distinction between:
· the mandates and jurisdictions of the various committees and bodies; and
· the work output of activities that contribute directly to achieving specific objectives.
The figure below captures the essence of this distinction and the relationship between the concepts. This model allowed the SC to identify accomplishments needed to further the IDESG, focus on work activities rather than organizational structure, effectively mitigate gaps and overlaps, and formulate the enclosed recommendations.  
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Recommendations
After adopting the above approach, the SC developed the following recommendations for consideration by the MC and Plenary.
Priority Objectives
The SC recommends the following for 2013:
A. Establish and Implement an IDESG Self-Sustainment Plan
The IDESG must be established as a legal entity with a sustainable business plan, funding model, and revenue streams by the close of 2013. Any delays in this process could jeopardize the future of the IDESG and the Identity Ecosystem.
B. Establish and Implement an IDESG Accreditation and Trustmark Program
This is an essential step in the development of the Identity Ecosystem as specified in the NSTIC strategy document. Delays in implementing this program may endanger the attraction and continued participation of key stakeholders.
C. Implement IDESG Accreditation Program for at least 2 NSTIC Pilots
This integrates the pilots with the IDESG and implements the Identity Ecosystem. It will demonstrate operational capability to key stakeholders and members of the community.
While there is no stated requirement in the language of the pilot grants to do so, the SC believes that such a proposal would be welcome all around, whether for current or future pilots.
D. Establish Defined Liaison Relationships
This will incorporate essential stakeholders, such as Standards Development Organizations and Trust Frameworks, who may find liaising with the IDESG as an optimal operating relationship. 
E. Establish and Implement the Identity Ecosystem Framework Development and Adoption Process
This will be the development of a whole lifecycle process – from initial expression of concerns and needs; to development of use cases and formalization of requirements; identifying and selecting policies, standards and procedures; and assessing conformance with the NSTIC Guiding Principles – necessary to establish and operate the target Framework.
The SC highlights that no committee is currently taking leadership on this over-arching piece of work. It could fit within the work plan of the proposed new committee covering trust frameworks, accreditation and legal issues (see below) but could also be something the Management Council itself leads or provides input and leadership to. 


Structural Adjustments
The SC recommends the following actions be taken to address issues in the current IDESG structure. It should be clear that the SC is in no way discouraging action at the committee level. The recommendations contained here are simply to ensure that resources are effectively managed and distributed in a manner that supports the achievement of the IDESG and NSTIC goals and objectives. 
Trust Framework Committee, Accreditation Coordination Committee, and Legal Committee 
The SC found significant potential overlap of the workplans of these committees. The Trust Framework (TF) and Accreditation Committees (ACC) have been meeting jointly for several months; however, they have chosen to maintain separate charters and leadership. On an unrelated note, the chairs of TF and ACC Committees have been unable to sign the new IDESG membership agreements, leaving both currently without leadership.
While the legal committee has leadership and will have a charter prepared for the upcoming vote, the majority of its work directly contributes to the TF and ACC efforts. It also lacks the substantive membership of the other committees.  In order to maximize efficiency, leadership, and resources, the SC recommends these three committees be formally combined, re-chartered, and elect new leadership. This combined committee’s efforts will be essential to developing the Identity Ecosystem Framework (IDEF), and the IDESG’s Accreditation and Certification Program, one of the organization’s primary objectives according to the NSTIC. The SC further recommends that this committee be assigned the responsibility of maintaining completeness and consistency of the IDEF.
Recommendations:
· Combine the three committees
· Re-charter and elect new leadership
· Assign IDEF development, coordination and maintenance responsibilities to the consolidated committee
International Committee
The International committee currently lacks focus and traction because of the limited scope of its charter and the resignation of the chair. The SC recommends that the International Committee be re-chartered as a full committee of the IDESG and a new chair be elected as soon as possible. When re-chartering this committee, it will be absolutely essential to ensure the scope and purpose are clearly articulated to ensure compatibility with the roles of other IDESG entities and a clear understanding of the work being done by the committee.
Recommendation:
· Re-charter and elect a new chair
Communications Committee
The current RoA state that the Management Council has responsibility for marketing and public relations activities. The Committee, something of a hybrid of plenary committee and MC sub-committee, has responsibility for outreach and communication more broadly. It has seen a recent upswing in attendance and has begun producing valuable communications material for IDESG use.  In an effort to continue to promote wide stakeholder participation, the Communications Committee has proposed an approach that would maintain the committee within the Plenary while promoting active participation by the MC.
This SC recommends that the Communications Committee continue as a plenary committee through the next full meeting in May, at which time the relationship and status of the committee to the MC will be re-evaluated. This SC further suggests that during this time a close relationship be maintained with the MC to ensure that all communications are properly coordinated.  Finally, the SC recommends that the scope of this committee no longer include internal workflow discussions as these should be handled through operational policies enacted by the Management Council.
Recommendations:
· Continue committee through May Plenary at which time its relationship to the MC will be reviewed
· Remove consideration of internal workflows in favor of operational policies
User Experience Committee
The committee has not formally met since the Washington Plenary (October 2012). The NSTIC lists “Usability” as one of the Guiding Principles for the development of the Identity Ecosystem and calls for the establishment of guidelines and evaluation methods ensuring accessibility and ease of use. The initial list of deliverables developed by the committee is relevant, but it does not appear that the list has been updated or that substantive work has begun. It is important that this committee delivers on the work promised. The SC recommends that this committee establish a regular meeting schedule and provide an updated workplan and charter as soon as possible in order to allow the MC to determine whether it is able to function effectively and what resources it may require. 
Recommendations:
· Establish set meeting schedule
· Update workplan and charter
Privacy Committee
As directed by the NSTIC Strategy and IDESG Rules of Association, the IDESG and its operating committees share responsibility for standards adoption, policy and procedure development and maintenance, and accreditation of entities to provide for a secure and interoperable Identity Ecosystem, consistent with the NSTIC guiding principles. While the Privacy Committee has additional responsibilities for the development and performance of IDESG Privacy Evaluations, the Committee also must ensure that it is positioned to provide privacy-centric recommendations and requirements for the Identity Ecosystem and Framework in the Committee’s role as privacy domain experts. 

Recommendation:
· Establish necessary procedures  and/or structures to allow the Committee to provide ongoing contributions to the IDEF without conflicting the Committee’s responsibility to perform privacy evaluations.
Sector Specific Committees (Health Care/Financial Services)
The SC recommends that these sector specific committees remain in place as they are currently structured. While it is not anticipated that they will directly develop IDEF components, it is anticipated that they will actively contribute to the development of sector specific use cases, requirements, business development, and outreach. These committees should act as a conduit to ensure that key stakeholder groups in the ecosystem continue to have an active role in the IDESG.
Recommendation: 
· Continue to maintain these committees
· Consider establishing new sector committees, as needed, to promote new use cases and galvanize markets for use of the target ecosystem framework, for  example: eCommerce/Retail and eGovernment
Short Term IDESG Work Items
Linked to this document is a spreadsheet of IDESG activities that covers all work identified.
(“2013-03-29-IDESG Activities Overview.xlsx”) 

The four worksheets of that spreadsheet cover, in turn,
· The list of recommended short-term IDESG Priority Concerns for 2013 (reproduced in this document, below as Appendix 1);
· The full breakdown of activities as reported by the committees (not reproduced below because of size);
· The gaps in the current work plan that the SC has identified and reproduced below as Appendix 2);
· A consolidated workplan that includes all of the work items identified by the various committees of the IDESG as well as activities added by this SC.

The Sub-Committee particularly draws attention to the “Priority Concerns” and believes that the activities listed here are the minimum work required to declare victory in the establishment of the IDESG and its objectives.
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Appendix 1: Priority Concerns
The SC identified activities considered key to achieving the five IDESG Priority Objectives, including new ones identified.
	NSTIC Goal
NSTIC Objective
	Functional Area Objective
	Priority Area
	Activity
(Red indicates activities not currently indicated on committee workplans)
	Lead Committee
	Target Completion
	Status in Committee

	Goal 1: Develop a comprehensive Identity Ecosystem Framework

	Establish comprehensive identification and authentication standards based on defined risk models
(NSTIC Objective 1.2)
	Identify appropriate standards for a future identity ecosystem
	E
	Standards Adoption Policy
	Standards
	Jul 2013
	Started

	
	
	E
	Standards Gap Analysis
	Standards
	 
	Not Started

	
	Policies for Target IDEF
	E
	IDEF Development Process
	???
	 
	Not Started

	
	
	B
	Security Evaluation Methodology
	Security
	Aug 2013
	Started

	
	
	B
	Liability Models
	Legal
	not set
	Not Started

	
	
	B
	Recommendations for establishing an IDESG Trust Mark
	Legal
	not set
	Not Started

	Establish a steering group to administer the standards development and accreditation process for the Identity Ecosystem Framework
(NSTIC Objective 1.4)
	Facilitate and improve internal communications and cooperation
	A
	Engagement with Stakeholders
	Management Council
	 
	Started

	
	
	A
	Communications with membership
	Plenary Chair
	 
	Started

	
	
	A
	Communications Coordination
	Comms & Outreach
	 
	Started

	
	
	A
	Internal Communications tools and procedures
	Comms & Outreach
	May 2013
	Started

	
	Prepare for the future of the organization
	A
	Long-Term Sustainability Plan
	Management Council
	Sep 2013
	Started

	
	
	A
	Financial Forecasting and Planning
	Management Council
	Sep 2013
	Started

	
	
	A
	Develop funding/revenue structure
	Management Council
	Sep 2013
	Not Started

	
	
	A
	Implement Sustainability Plan
	Management Council
	Dec 2013
	Not Started

	
	
	A
	Establish By-laws for incorporation
	Management Council
	Oct 2013
	Not Started

	
	
	A
	Incorporate IDESG as a legal entity
	Management Council
	Dec 2013
	Not Started

	
	Liaison between IDESG and other organizations and entities
	D
	Establish defined liaisons with relevant SDOs and existing Trust Frameworks
	Management Council
	 
	Not Started

	
	Ensure that all relevant policy products (from laws and standards to guidelines, etc.) are collected and made available to all IDESG bodies for use in their work
	B
	Trust Framework Legal Components
	Legal
	 
	Not Started

	
	
	B
	Trust Framework and Accreditation Inventory
	TFA
	 
	Not Started

	Goal 2: Build and implement the Identity Ecosystem

	Implement overall and common elements of the Identity Ecosystem
	Initialization of the IDEF
	B
	IDEF Analysis and Model
	Legal
	not set
	Not Started

	
	
	B
	IDEF Privacy Accreditation Requirements
	Privacy
	not set
	Not Started

	
	
	B
	Develop IDESG Accreditation Roadmap
	TFA
	Aug 2013
	Not Started

	
	
	B
	Implement IDESG Accreditation Program and TF Adoption Process
	TFA
	Dec 2013
	Not Started

	
	
	B
	Establish IDESG specific requirements/assessment criteria for TFs/IDPs
	TFA
	Oct 2013
	Not Started

	
	
	B
	Security Framework Assessment and Recommendation
	Security
	 
	Not Started

	
	
	B
	Contract Development
	TFA
	not set
	Not Started

	
	
	E
	IDEF Functional Models
	???
	 
	Started

	Goal 3: Enhance confidence and willingness to participate in the Identity
Ecosystem

	Provide awareness and education to enable informed decisions (NSTIC Objective 3.1)
	Marketing and Public relations
	B
	Development of Brand Strategy
	Comms & Outreach
	Sep 2013
	Not Started

	Goal 4: Ensure the long-term success and sustainability of the Identity Ecosystem

	Drive innovation through aggressive science and technology (S&T) and research and development (R&D) efforts
(NSTIC Objective 4.1)
	Work with pilots as test-beds for IDEF implementation
	C
	Implement IDESG Accreditation Program/processes for at least 2 of the NSTIC Pilot Demonstrations
	 
	 
	Not Started

	Integrate the Identity Ecosystem internationally (NSTIC Objective 4.2)
	Manage outreach to and relations with all external organizations
	D
	International Liaisons
	International
	 
	Not Started


 

 Appendix 2: Identified Gaps
The SC recommended items for inclusion in the workplan. These have not specifically been addressed by the existing committee workplans.
	Activity
	Is activity:
- Ongoing?
- One-Off?
- Repeated?
	Activity Description
	Lead Committee
	Target Completion
	Status in Committee
	Notes and Comments

	IDESG (own) Terminology Approval Process
	One-Off
	Before terms can be accepted, a terminology approval process must be established for IDESG wide acceptance
	Standards
	May 2013
	Started
	Wiki needs to clarify status of terms listed

	IDEF Development Process
	One-Off
	Establish a lifecycle process that covers all aspects of the development of the target IDEF from use-case development, identification of target requirements, determination of required activities, policies, processes and standards
	???
	 
	Not Started
	 

	Recommendations for establishing an IDESG Trust Mark
	One-Off
	Review, analysis, and recommendations for the creation and establishment of the IDESG Trust Mark Program
	Legal
	not set
	Not Started
	If this committee is combined with the Trust Framework and Accreditation Committee, this work item should be addressed as part of the consolidated workplan.

	Develop funding/revenue structure
	One-Off
	Define potential revenue or funding streams to support the IDESG
	Management Council
	Sep 2013
	Not Started
	 

	Implement Sustainability Plan
	One-Off
	 
	Management Council
	Dec 2013
	Not Started
	 

	Establish By-laws for incorporation
	One-Off
	Document required for incorporation 
	Management Council
	Oct 2013
	Not Started
	 

	Incorporate IDESG as a legal entity
	One-Off
	 
	Management Council
	Dec 2013
	Not Started
	 

	IDEF Privacy Accreditation Requirements
	One-Off
	The set of privacy requirements or Guidelines for use in the IDESG accreditation and certification process (externally facing)
	Privacy
	not set
	Not Started
	This work is an identified gap that must be addressed. Work on this process is largely dependent upon the establishment of an IDESG Accreditation and Certification Strategy.


	Develop IDESG Accreditation Roadmap
	One-Off
	Roadmap outlining the IDESGs Accreditation and Trust Mark programs and how they will be implemented
	TFA
	Aug 2013
	Not Started
	 

	Implement IDESG Accreditation Program and TF Adoption Process
	One-Off
	Implementation of the IDESG Accreditation Roadmap
	TFA
	Dec 2013
	Not Started
	 

	Establish IDESG specific requirements/assessment criteria for TFs/IDPs
	One-Off
	Initial set of criteria for IDESG TFs and IDPs with longer term goal of addressing additional participants
	TFA
	Oct 2013
	Not Started
	 

	Evaluation and Recommendations on Privacy Enhancing Technologies (or a set of requirements to achieve this)
	Ongoing
	Inventory and review of privacy technologies and implementation recommendations for their use
	Privacy
	not set
	Not Started
	This work is an identified gap that must be addressed.

	Identify Common Security Models
	One-Off
	The committee should develop a set of common security models to address the requirements of IDESG functional models
	Security
	not set
	Not Started
	 

	Implement IDESG Accreditation Program/processes for at least 2 of the NSTIC Pilot Demonstrations
	Ongoing
	 
	 
	 
	Not Started
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