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	Standard Name:
	Security and Privacy Controls for Federal Information Systems
	Acronym
	[bookmark: _GoBack]NIST SP 80-53 R4

	SDO: 
	National Institute for Standards and Technology (US)
	URL: 
	http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf


	Brief Description: 
	NIST SP 800-53 provides security and privacy controls for Federal Government information systems. It also provides a methodology for applying these controls based on Federal Government risk frameworks and risk management practices.

	Submitter Name: 
	Adam Madlin
	Email: 
	Adam_Madlin@symantec.com

	Date Initially Ratified: 
	April 2013
	Current Version: 
	4
	Date Ratified: 
	Jan 2014

	Relevance to NSTIC:
	Within the Federal Government—and with organizations that regularly interact with the government—NIST SP 800-53 provides a set of recognized information security and data protection controls upon which NSTIC and the IDESG can build. Additionally, it could be used to directly address the baseline security requirement, “Service providers in the ecosystem follow recognized information security standards, frameworks, and/or appropriate practices.”

	Adherence to NSTIC Guiding Principles (fill in all relevant, minimum of one)
	Privacy Enhancing and Voluntary:  NIST SP 800-53, appendix J provides privacy specific controls for federal information systems. 

	
	Secure and Resilient:  NIST SP 800-53 supports the establishment of strong organizational information security based on recognized controls and practices. It can serve as one of several possible foundations upon which consistent information security policies and practices can be built to support expansion of secure and resilient identity solutions.

	
	Interoperable:  If adopted, it can serve as potential common source for controls, requirements, and practices, supporting policy level interoperability. 

	
	Cost Effective and Easy to Use: NIST SP 800-53 is free to use.
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Consumer Goods: |_| Oil & Gas:           |_| Other, Please Specify:  Click here to enter text.                  
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