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Top of Form
	Standard Name:
	Code of practice for
information security management
	Acronym
	ISO 27002

	SDO: 
	International Organization for Standards (ISO)
	URL: 
	http://www.iso.org/iso/catalogue_detail?csnumber=54533


	Brief Description: 
	ISO 27002 is based on ISO27001 (which has already been nominated for adoption) and provides guidelines for the selection, management, and application of Information Security controls designed to meet with an organizations security risk environment(s).  

	Submitter Name: 
	Adam Madlin
	Email: 
	Adam_Madlin@symantec.com

	Date Initially Ratified: 
	2005
	Current Version: 
	2.0
	Date Ratified: 
	2013

	Relevance to NSTIC:
	While NSTIC and the IDESG are primarily concerned with identity, organization must also have strong fundamental information security management, controls, and policies in place to address the broader guiding principle of security. To that end, ISO 27002 is a widely used and internationally developed standard that provides a core set of recognized information security controls upon which NSTIC and the IDESG can build. It also directly addresses the baseline security requirement, “Service providers in the ecosystem follow recognized information security standards, frameworks, and/or appropriate practices.”

	Adherence to NSTIC Guiding Principles (fill in all relevant, minimum of one)
	Privacy Enhancing and Voluntary:  ISO 27002 provides controls that, when properly applied and implemented, protect the confidentiality of data. While not specifically a “privacy” standard, the controls address access and encryption of sensitive information which could, and often does, include PII and other user data. 

	
	Secure and Resilient:  ISO 27002 supports the establishment of strong organizational information security based on internationally recognized controls and practices. It can serve as one of several possible foundations upon which consistent information security policies and practices can be built to support expansion of secure and resilient identity solutions. 

	
	Interoperable:  ISO 27002 is internationally recognized and applied in multiple industries and sectors. It supports a common understanding of information security practices and controls—thereby enabling policy interoperability. 

	
	[bookmark: _GoBack]Cost Effective and Easy to Use: ISO 27002 is an organizational document and will not necessarily increase cost effectiveness or ease of use for consumers. There is a cost associated with purchasing rights to the access the standard. 


Bottom of Form


	Additional Information

	Industry(ies) using proposed standard in as POV/Testing:  Not Applicable
	[bookmark: Check3][bookmark: Check7][bookmark: Check11]Financial:                |_|  Government:    |_| Telecommunications:   |_|
[bookmark: Check4][bookmark: Check8][bookmark: Check12]Healthcare:            |_|  Academia:        |_| Services:                           |_|
[bookmark: Check5][bookmark: Check9][bookmark: Check13]Utilities:                  |_| Manufacturing: |_| Technology:                    |_|
[bookmark: Check6][bookmark: Check10]Consumer Goods: |_| Oil & Gas:           |_| Other, Please Specify:  Click here to enter text.                  

	Industry(ies) using proposed standard in production: 
	Financial:                |X|  Government:    |_| Telecommunications:   |X|
Healthcare:            |X|  Academia:        |X| Services:                           |_|
Utilities:                  |X| Manufacturing: |X| Technology:                    |X|
Consumer Goods: |_| Oil & Gas:           |X| Other, Please Specify:  Click here to enter text.                  

	[bookmark: __Fieldmark__365_168852804][bookmark: Check141]Required by Regulation? NO
	If Yes, List Regulation(s): 
	N/A

	[bookmark: __Fieldmark__367_168852804]Trust Framework(s) Adopted? 
	If Yes, List TF(s): 
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