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Based on our evaluation of the work product and in discussion with the leadership of the Standards Coordination Committee and the Use Case Ad Hoc Group, the Privacy Committee returns the document to the submitting Committee and Ad Hoc Group with the following comments. 

List of Privacy Issues

Throughout the Use Cases, many general themes have emerged that raise privacy concerns. Those themes:
1. Insufficient provision for anonymity and/or pseudonymity
2. Identity and attribute providers interacting directly with relying parties, enabling potential tracking
3. Insufficient consideration of post-conditions (e.g., attribute retention)
4. Description of specific solutions, which could have the effect of discounting more privacy-enhancing implementations
5. Inconsistent/confusing terminology complicating interpretation

The Privacy Committee also previously submitted specific privacy input for each of the use cases. Our previous comments on the use cases can be found online here:
http://www.idecosystem.org/filedepot?fid=1058.

Use Case-Specific Comments

3.1 - Device Integrity Supporting User Authentication: Discussion about the privacy characteristics of the Secure Token Service Attribute Provider.  
· Potential issue: Where is the device configuration comparison taking place? On the device or at the attribute provider? If it's at the attribute provider, it could be a privacy issue inherent in the use case.

3.2 - Authenticate Person Use Case
· Goals/User Stories
· The example of the use of email address to identify identity service provider doesn't seem very privacy enhancing (and why is it intuitive?). 
· What is a “primary credential”? Something from a user's token?  This language is confusing and makes it hard to identify if there's a privacy issue.
· Requirements 
· #2: Use of pseudonyms doesn't discuss whether pseudonym is the same at multiple relying parties, which would allow tracking of the user.
· #3: Describes a promise by the IDP not to remember the RPs the user authenticates at. Shouldn't any ability to track be opt-in, with informed consent, rather than an opt-out?
· Process flow 
· Doesn't include potential for a broker (e.g. FCCX) in the flow to protect the user from tracking by the IDP.  
· Step 3 (as compared with step 2) seems a much better approach. 
· Step 4 seems to counteract what step 3 says, and excludes some privacy-enhancing process flows. 
· Steps 5-7 depart greatly from the authentication use case - attributes, authorization, etc. But the use case seems to be access to an online resource, not authentication per se. 
· Generally, the process flow seems very narrow and excludes other ways of achieving a similar result.
· General: The terminology is inconsistent with the IDESG glossary.

3.3 - Identity proofing
· Actors - This isn't a list of actors, so it's hard to evaluate.
· The use case is again very narrow and doesn't address other ways of solving the problem.  There is again confusion about the terminology, such as what the credential service provider does - is it an identity provider, attribute provider, or both? It seems to be derived from the model used in  NIST SP 800-63, which doesn't distinguish between identity and attribute providers as the NSTIC does. To do a proper privacy analysis, we need to have the use case expressed in terms of actors actually used in the NSTIC.
· Assumption #2 is circular: if the Registration Authority has access to authoritative sources of attribute information, why is identity proofing needed?  Similarly, Process Flow #2 seems circular and doesn't say anything about establishing a binding between the user attributes and the user's authentication.
· Success scenario: Many RAs actually provide risk scores rather than a simple binary answer.  What happened to the CSP; it's not mentioned here? If rejected, what is the claimant's recourse?

3.4 - Cryptographic Authentication for Access to Online Resources
· The use case description was seen to be too specific (with respect to use of a public/private keypair for authentication), and especially with reference to specifications such as those from the FIDO alliance. Does it support pseudonymity, untrackability?
· Actors: It isn't clear who the Third Party is. We cannot tell whether there is a privacy concern if the third party's role isn't better specified, especially since the third party seems to have to have knowledge of user's activity. In addition, the RP gets information on user's association with a given Third Party.
· How does the token authenticate the RP? Need to securely identify which keys to use to avoid unintended trackability (as well as to prevent MITM attacks).
· While not specifically a privacy concern, there was also a question whether this use case would meet the Identity Ecosystem interoperability goals.

3.5 - Delegated Authentication for User Managed Access
· In the use case description, some participants thought "needs to allow someone else access" might be too broad, and perhaps not privacy preserving
· As with the previous use case, this one (in particular on page 22) was seen as too specific, and needs to be more abstract. It seemed as though the authors of the use case had already decided how this will be done.
· Citing a specific product limits the scope too much for a privacy analysis.
· Who operates the authorization server? Is it a third party, or hosted by the resource owner?
· Not specifically a privacy concern, but there was some question about whether this is delegated authentication, or delegated authorization?
· The requirement for the requesting party to enter their mobile phone number and email address requires the release of potentially too much information about the requesting party. Yet the phrase "arbitrary requesting party" in User Stories seems to imply that the requesting party might be anonymous or pseudonymous.
· It says the Requesting Party is an individual person: could it be an entity as well? While this is not specifically a privacy issue, support for anonymity and pseudonymity becomes an issue particularly if it is a person.
· How informed consent is established when the information is authorized to be shared? How is permission revoked, expired, etc.?
· The phrase "Potential privacy issue is eliminated" (Use Case Description, paragraph 3) isn't really true: the third party still has very detailed information on who the requesting party is, even if it isn't involved in each individual transaction. The more severe privacy issue, that of knowing the identity of the requesting parties, remains.

3.6 - Credential issuance use case
· To be privacy-preserving, credentials (as defined in the glossary) need to be created "on the fly" based on needs of a particular transaction, release of which is authorized by the user. Creation therefore may not happen in the registration process but rather as the transaction takes place.
· Process Flow
· Process flow #2: Authentication factors should be stored by the IdP, and not shared with relying parties directly in order to avoid correlation of user activity among RPs.
· Does the user know what information is included in the credential and do they have control over the release of it?
· (Not privacy concern) Process Flow #3 seems to presume that all the tokens the user will ever need are issued at registration.
· Note: "may require publication of information" What information is published, how, and under what circumstances? This is potentially a very significant privacy concern.

3.7 - Access Age Restricted Content
· Access to age restricted content may or may not be anonymous/ pseudonymous. For example, access to an online gambling site may require identification of the user for tax purposes. The use case is narrower than it should be because of its focus on anonymous/pseudonymous access.
· Process Flow
· #3: How can the authentication to the Attribute Provider be anonymous and still establish the user's age? The credential asserted to the RP may be anonymous or pseudonymous (although it doesn't have to be), however.
· Can the age range be just a lower bound as well as a lower and upper bound?

3.8 - Privacy Enhanced by User Agent
· Location of user agent: Success Scenario #2 says the agent may be in the cloud, but diagram above shows it in the user device. The use case should more clearly accommodate either.
· Retention of credentials for future use: User should choose whether they want credentials to be cached and to retain choices for release of information. The use case should make it clearer that there is user choice (and informed consent) for both, not just by analogy with browser cookies.
· Possible UX issue: there is a premise here that prompting users each time needs to be avoided. It wasn't clear to us whether this was necessarily the case (at least for privacy-minded users).
· Agent attestation: question of attestation about user agent (assumptions #3 and #5) - does that mean that the registration authority is aware of all the RPs? If so, a privacy problem.

3.9 - Trust Elevation Use Case
· There was considerable confusion about what an "unverified credential" is since it's not defined.
· "Establish a person's identity" is also confusing -- is this "established" at enrollment or at transaction time?  However, the Process Flow is clearer than this description.
· The attribute verifier is shown talking directly with relying party, not via the user agent. Therefore, the verifier gets visibility to what RPs the user accesses, which is likely to be a privacy issue. More generally, the privacy characteristics of attribute verifiers are not known.
· We aren't sure who generated the privacy committee comments in the use case; they don't seem to make sense.

3.10 - Four Party Authentication and Authorization
· The focus on user identification seems unnecessary. Once again, insufficient thought seems to have been given to explicitly accommodating anonymous and pseudonymous credentials.
· Relying party may collect information directly from the identity provider and/or the attribute provider, allowing either or both to track the user’s interactions with relying parties. Unclear how user notice and consent is managed in these cases.
· Unclear what happens to identity and attribute information after it has been supplied to the relying party, in particular with respect to retention. 

3.11 (Mislabeled as 3.10) - Un and Underserved People
· The use case is more about how participation in the identity ecosystem can be bootstrapped by leveraging existing identity proofing and credentialing processes than about un/under served people per se. It also suggests, in a way that should be made more explicit, the possibility of one relying party vouching, based on a transaction history, for a user to another replying party. It’s not clear whether this represents a new use case or simply a role shift for the vouching replying party.
· There do not appear to be any privacy issues.

3.12 (Mislabeled as 3.11) - Selectively Disclose Attributes
· Under Goals / User Stories, is the “minimum necessary information” with respect to the attribute verifier or the relying party?
· Unclear who chooses the attribute verifier, the claimant or the relying party?
· [bookmark: h.gjdgxs]The use case appears to deal exclusively with a scenario in which a claimant must obtain attributes for the relying party at the time of the transaction. Success Scenario point no. 2, though, appears to contradict this by indicating that the claimant is able to disclose their attribute information without reverifying. What if a claimant already has credentials with the required attributes acceptable to the relying party?
· The attribute provider appears to pass information directly to the relying party, enabling it to track the claimant’s interactions with relying parties.

3.13 (Mislabeled as 3.12) - Remote Electronic Identity Proofing
· Who is the target population of this use case?
· Some of the actor terminology is confusing: IPVSP and claimant/subscriber vs. public claimant/subscriber. Is this distinction really necessary?
· The assumptions appear to include both claimant physical presence and the lack thereof.
· More information is required regarding how attributes would/could be collected via video conferencing. Are documents captured via the camera? Is the connection secured? Is the video session recorded? How would digital signing and biometric collection work via video conferencing? Are ancillary technologies assumed, such as facial and/or voice recognition?
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