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[bookmark: _Toc346778411]Introduction
1.1. [bookmark: _Toc346778412]Purpose
The National Strategy for Trusted Identities in Cyberspace (NSTIC) describes a user centric approach to online identity in which individuals and organizations can trust each other because they follow agreed upon standards and rules.  This environment, or Identity Ecosystem, would be able to support transactions for many different communities of interest and “support transactions that range from anonymous to fully-authentication and from low- to high-value” (The White House, 2011).  The strategy further defines the Identity Ecosystem Framework within which key component functions interact corroboratively to sustain the Identity Ecosystem.
“The Identity Ecosystem Framework is the overarching set of interoperability standards, risk models, privacy and liability policies, requirements, and accountability mechanisms that structure the Identity Ecosystem.”  (NSTIC paper)
  In particular, the concepts of online trust, level of assurance and methods to establish same are recognized in conjunction with Trust Frameworks representing technical criteria and policy agreements that may be adopted by various communities of interests, or verticals.  
“Figure 1 illustrates multiple trust frameworks built upon the foundation of the Identity Ecosystem Framework This baseline ensures underlying interoperability such that credentials can be relied upon even when the participants are in different trust frameworks.” (See Figure 4 in NSTIC paper)
  
[bookmark: _Ref346611516]













[bookmark: _Toc346778370]Figure 1 – The Identity Ecosystem
[image: ]
Many organizations operate various components of this Identity Ecosystem Framework instantiated in implementations of specific identity management frameworks and systems within their environments today.  Some are very specific to the way in which they do business and others are developing standardized processes that can be leveraged for inter-system efficiency and interoperability.  To formalize the Identity Ecosystem in accordance with the Strategy, the Steering Group is seeking to understand the current landscape of these Identity Ecosystem Framework components and determine where existing best practices can be leveraged.  This will help to ensure that what is developed by the Identity Ecosystem Steering Group is leveraging  existing work to the fullest extent possible.  The purpose of this report is to gather information regarding the various identity management frameworks and systems leading to articulation of a generic functional model (or reference model) that represents a shared understanding of identity management systems.  Such understanding will form a foundation immensely helpful to the reconciliation of  Identity Management as an art in relation to the Identity Ecosystem Framework, it components, roles/functions, terminology and definitions to follow.  The information in this report will be useful input on future deliverables on the analysis of Identity Ecosystem Framework components: mechanisms, policies, processes and standards.   
1.2. [bookmark: _Toc346778413]Structure of the Report
The report comprises two major analyses: Identity Ecosystem Framework Components and Identity Management Functional Models.  The various Identity Management Models that were examined in this document contain similar component functions.  While they may be executed differently within each identity management framework based upon the specific requirements and end user communities, the component functions are present nonetheless.  As a result these identity management component functions serve as “tools” to assist the specific organizations in achieving their goals.  The tools fall within two basic categories:  Business and Technical. As building blocks, these tools (i.e., IDM functions) may be utilized within proper contexts and manifest in both identity management functional models and the Identity Ecosystem Framework alike.     
Section 2 discusses components of the Identity Ecosystem Framework as proposed in the Strategy (The White House, 2011) and found in Figure 1 above that should be considered as the framework dialogue continues.  The manner in which a given organization may leverage the tools is described in Section 3, Identity Management Functional Models.  This report is based on limited research that is publicly available about such organizations and is not intended to be considered as all inclusive.  
2. [bookmark: _Toc346778414]Identity Ecosystem Framework Components
[bookmark: _Toc346777372][bookmark: _Toc346778415][This section requires further development.]
2.1. [bookmark: _Toc346778416]Business
Work Groups – a group that is part of a broader organization and formed either based on specific subject matter or some other defined criteria, and tackles the overall work of the organization.  
Identity Management Framework –  Components that form the foundation for the operations of identity management systems  in heterogeneous environments.  These specific modules can be built upon and specified in further detail based on the specific community of interests’ identity management requirements.  
Trust Framework – the specific legal, business and operational rules that allow organizations to perform identity management in a heterogeneous environment.  The Trust Framework builds upon the guidelines and considerations set forth by the Identity Management Framework to levy specifically detailed requirements based on the needs of a community of interest.
Trust Framework Provider – an organization that defines or adopts an on-line identity trust model and then, certifies identity providers that are in compliance with that model. (General Services Administration, 2009)
Accountability Mechanisms –processes and procedures to ensure that the all parties participating with the specific organization meet the required business functions as described in the organization’s policy.
Policies – TBD
Processes – TBD
Risk models – TBD
Roles/responsibilities - TBD
2.2. [bookmark: _Toc346778417]Technical
RFC 3647 – Developed by the Internet Engineering Task Force, RFC 3647 is the reference document which proposes the framework for the development of a PKI Certificate Policy (CP) and Certification Practice Statements (CPS).  
X.509 – Developed by ITU-T, X.509 is the standard for public key infrastructure which specifies items such as standard format for public key certificates, certificate revocation lists, etc. 
Accountability Mechanisms –processes and procedures to ensure that the all parties participating with the specific organization meet the required technical architecture and/or specifications as described in the organization’s policy.
Standards - will enable technical interoperability (including semantic interoperability) which refers to the ability for different technologies to communicate and exchange data based upon well-defined and testable interface standards (NSTIC, Apr 2011)
Risk models - tbd
3. [bookmark: _Toc346778418]Identity Management Functional Models
[bookmark: _Toc346777376]References to several identity management frameworks are presented in this section; some references are based on international standards, others are based on well-known functioning environments. More references of identity management systems may be added in future, as appropriate.  Understanding of these identity management frameworks will form the basis for abstracting a generic “functional model” or “reference model” that represents a shared understanding of identity management (and key components thereof) in general.  Going forward, it is hoped that such understanding will facilitate reconciliation of IDESG terminology and definitions.   
[bookmark: _Toc346777377][Rationalization of the presented identity management frameworks or models into a generic functional model requires further development.]
3.1. [bookmark: _Toc346778419]International Organization for Standardization (ISO)
3.1.1. [bookmark: _Toc344918172][bookmark: _Toc344922282][bookmark: _Toc344970108][bookmark: _Toc344979605][bookmark: _Toc346617553][bookmark: _Toc346617605][bookmark: _Toc346777379][bookmark: _Toc346778420]Overview of ISO (International Organization for Standardization)
Founded in 1947, ISO develops international standards in a variety of areas to include information technology, computer security, identity management, consumer safety, and healthcare.  Members of ISO currently represent 164 countries and 3,335 technical bodies.  ISO leverages a work group structure to complete the standards development process.  There are three types of work groups within ISO: Technical Committees (TC), Joint ISO / IEC Technical Committees (JTC) and Project Committees.  Within each of these committees there can be a number of sub committees and working groups.  The project committees are created when there is a standard that needs to be developed that does not fall within the scope of an existing committee.  With over 270 Technical Committees, ISO has developed over 19,000 standards.  JTC 001 are where the standards for information technology are developed.  With 30 sub committees, the subject matter covered within JTC 001 runs the gamut from accessibility, to user interfaces, to identity management.  A full list of the sub committees in JTC 001 can be found in Table 1 – Table of ISO JTC 001 Information Technology Sub Committees (International Organization of Standards, 2007)below.  

[bookmark: _Ref346614738][bookmark: _Toc346777407]Table 1 – Table of ISO JTC 001 Information Technology Sub Committees (International Organization of Standards, 2007)
	ISO JTC 001 Information Technology Sub Committees

	AHG 01 – Incubator
	SC 32 n- Data management and interchange

	AHG 02 – Structure
	SC 34 - Document description and processing languages

	AHG 03 – Tools
	SC 35 - User interfaces

	SC 02 - Coded Character Sets
	SC 36 - Information technology for learning, education and training

	SC 06  - Telecommunications and information exchange between systems
	SC 37 - Biometrics

	SC 07 - Software and systems engineering
	SC 38 - Distributed application platforms and services (DAPS)

	SC 17 - Cards and personal identification
	SC 39 - Sustainability for and by Information Technology

	SC 22 - Programming languages, their environments and system software interfaces
	SWG 01 - Accessibility (SWG-A)

	SC 23 - Digitally Recorded Media for Information Interchange and Storage"
	SWG 02 - SWG - Directives

	SC 24 - Computer graphics, image processing and environmental data representation
	SWG 03 - Planning

	SC 25 - Interconnection of information technology equipment
	SWG 04 - Smart grid

	SC 27 - IT Security techniques
	SWG 05 - Internet of Things (IoT)

	SC 28 - Office equipment
	SWG 06 - Management

	SC 29 - Coding of audio, picture, multimedia and hypermedia information
	WG 07 - Sensor networks

	SC 31 - Automatic identification and data capture techniques
	WG 08 - Governance of IT"



[bookmark: _Ref344835929][bookmark: _Toc346778371][image: ]Figure 2 – ISO Standards Development Process (ISO)
Leveraging consensuses based processes; ISO standards are developed, worked and approved within the technical committees prior to full ISO approval  (International Organization for Standardization).  To initiate the process, a new standard may be proposed within the Technical Committee.  Once the proposal is accepted, a working group of technical experts  composed of industry, academic and government representatives,  is assembled to develop the initial draft standard.  When the Technical Committee achieves consensus on the draft standard, it is shared with all ISO members who are asked to comment.  When all comments are received and addressed the final draft is sent to all ISO members for approval by a formal vote.  This step by step process is detailed in Figure 2 – ISO Standards Development Process.   
In addition to this process, ISO provides for fast-track processing of standards and submissions of publically available specifications, using abbreviated versions of Figure 2.  These alternatives are available and may not always be applicable but are useful in particular where there is a consensus of technical experts within a working group that may save processing time.  The Figure 3 – ISO PAS Fast Track Process depicts this process.
[bookmark: _Ref346778210][bookmark: _Toc346778372][image: ]Figure 3 – ISO PAS Fast Track Process
3.1.2. [bookmark: _Toc344918173][bookmark: _Toc344922283][bookmark: _Toc344970109][bookmark: _Toc344979606][bookmark: _Toc346617554][bookmark: _Toc346617606][bookmark: _Toc346777380][bookmark: _Toc346778421]ISO / IEC 24760 – A framework for identity management
Developed out of JTC 1 / SC 27 / Work Group 5 (WG 5) “Identity management and privacy technologies”,  ISO/IEC 24760  standard seeks to establish a Framework for Identity management, which is applicable to individuals and Non Person Entities (NPE). 
While the aim of ISO/IEC 24760 -  A framework for identity management is not single sign on or federated identity, in defining and standardizing the way in which organizations handle data and manage identities, they can meet business and regulatory obligations, more effectively deal with privacy protections, and  potentially facilitate single sign on and federated identity.  ISO/IEC 24760 identifies common terminology to lay a foundation within the field of identity management but also the fundamental concepts and operational structures.  The multi-part standard consists of the following parts, each at various stages of completion:
· ISO/IEC 24760 – A framework for identity management – Part 1: Terminology and Concepts
· ISO/IEC 24760 – A framework of identity management – Part 2: Reference framework and requirements
· ISO/IEC 24760 – A framework of identity management – Part 3: Practice 
3.1.3. [bookmark: _Toc346777381][bookmark: _Toc346778422] ISO/IEC JTC 1 SC 27 and SC 27 WG 5  – Other related identity management standards
The scope of WG 5 covers the development and maintenance of standards and guidelines addressing security aspects of identity management, biometrics, and privacy and identification of requirements for and development of future standards and guidelines in these areas.  
In addition to the ISO/IEC 24760 series discussed in the previous section, Table 2 - Table of Subcommittee 27 standards provides a summary of some of the other identity management work activities underway in SC 27.
[bookmark: _Toc346777408][bookmark: _Ref346777434]Table 2 - Table of Subcommittee 27 standards
	ISO/IECT JTC 1 SC 27 Work Program related to identity management

	ISO/IEC 29100
	Privacy Framework

	ISO/IEC 29101
	Privacy Reference Architecture

	ISO/IEC 29115
	Entity Authentication Assurance Framework

	ISO/IEC 29134
	Privacy impact assessment

	ISO/IEC 29146
	A framework for access management

	ISO/IEC 29190
	Privacy capability assessment model

	ISO/IEC 29191
	Requirements for partially anonymous, partially unlinkable authentication model

	ISO/IEC 29190
	Privacy capability assessment model

	ISO/IEC 20008-1
	Information technology – Security Techniques – Anonymous digital signatures – Part 1: General

	ISO/IEC 20008-1
	Information technology – Security Techniques – Anonymous digital signatures – Part 2:  Mechanisms using a group public key

	ISO/IEC 20009-1
	Information technology – Security Techniques – Anonymous entity authentication – Part  1: General

	ISO/IEC 20009-2
	Information technology – Security Techniques – Anonymous entity authentication – Part  2: Mechanisms based on signatures using a group public key

	ISO/IEC 20009-2
	Information technology – Security Techniques – Anonymous entity authentication – Part  3: Mechanisms based on blind signatures


3.2. [bookmark: _Toc346778423]International Telecommunications Union Telecommunication Standardization Sector (ITU-T) 
3.2.1. [bookmark: _Toc344918175][bookmark: _Toc344922285][bookmark: _Toc344970111][bookmark: _Toc344979608][bookmark: _Toc346617556][bookmark: _Toc346617608][bookmark: _Toc346777383][bookmark: _Toc346778424]Overview of ITU-T
ITU is a United Nation’s specialized agency “committed toward connecting all the world’s people – wherever they live and whatever their means” (ITU, 2012).  Currently, membership of ITU is made up of 193 countries and over 700 private-sector entities and academic institutions.  Work in ITU is primarily divided into three specific areas: Telecommunication Development Sector (ITU-D), Telecommunications Standardization Sector (ITU-T) and Telecom. The subject matter associated with Identity Management can be found within the ITU-T specifically.  
The Telecommunications Standardization Sector (ITU-T) also leverages a Work Group model to develop the work product.  Work groups known as technical Study Groups (SG) develop the standards, formally called Recommendations, around areas such as core network functionality, broadband, and next-generation services.  A complete list of the Study Groups can be found in Table 3 below.  More information on each of the Study Groups including group pages can be found at http://www.itu.int/en/ITU-T/studygroups/2013-2016/Pages/default.aspx . 
[bookmark: _Ref344825522][bookmark: _Toc346777409]Table 3 – Table of ITU-T Study Groups (ITU-T, 2013)
	ITU-T Technical Study Groups

	SG2 – Operational Aspects
	SG12 – Performance, QoS and QoE

	SG3 – Economic and Policy Issues
	SG13 – Future Networks

	SG5 – Environment and Climate Change
	SG15 – Transport, Access and Home

	SG9 – Broadband Cable and TV
	SG16 – Multimedia

	SG11 – Protocols and Test Specifications
	SG-17 – Security 



These SGs have developed over 160 new and revised Recommendations.  The work products of the ITU-T Study Groups are officially called Recommendations, because it is through the voluntary process of adoption (either through inclusion in law or via contract between two entities) that they become codified.  However, over time, due to the brokering consensus model that is utilized during development and the broad adoption, many of the Recommendations have become de facto standards.  
The process for initiating a Recommendation originates from a member organization through a specific Study Group.  The Study Group then determines if the work effort falls within the scope of the group and whether it is a work item that should be undertaken.  Upon approval the Study Group assigns the work to a champion or Working Party (WP).  When the WP has sufficiently advanced the draft recommendation it is submitted to a Study Group meeting where it is given consent to move forward to the Alternative Approval Procedure.  
3.2.2. [bookmark: _Toc344918176][bookmark: _Toc344922286][bookmark: _Toc344970112][bookmark: _Toc344979609][bookmark: _Toc346617557][bookmark: _Toc346617609][bookmark: _Toc346777384][bookmark: _Toc346778425]SG 17: ITU-T 2720 – NGN Identity Management Framework 
The ITU-T Y.2720 Recommendation serves to provide an Identity Management framework for the operation of Identity for the Next Generation Network in an interoperable heterogeneous environment.  ITU-T defines the Next Generation Network as 
A packet-based network able to provide telecommunication services and able to make use of multiple broadband, QoS-enabled transport technologies and in which service-related functions are independent from underlying transport-related technologies.  It enables unfettered access for users to networks and to competing service providers and/or services of their choice.  It supports generalized mobility which will allow consistent and ubiquitous provision of services to user.  (International Telecommunication Union, 2009) 
ITU-T Y.2720 describes the functional concepts for Identity Management, roles and actors, capabilities and how they can be leveraged by the NGNs.  The document also identifies drivers and motivations for managing IdM in accordance with the IdM Framework.  The components included in the IdM Framework are the basis for many trust frameworks.  While Federated Identity and Single Sign On are identified as possible outcomes in this identity management framework, it is not the sole focus of the framework.

[bookmark: _Toc346778373]Figure 4 – Identity Management (International Telecommunication Union, 2009)
[image: ]The Framework begins by defining identity Management, its functions and capabilities and what it enables.  For the purposes of this document Identity Management includes the entities, identity information and functions and capabilities that enable business and security applications.  The entities that require identification include users and subscribers, devices and network elements or Non-Person Entities (NPEs).  Information about these entities is classified into three groups: Identifiers, Credentials and Attributes.  These allow for various identity management functions and capabilities to be performed.  These capabilities include life cycle management, correlation and binding, authentication, assurance and assertions and discovery and exchange of identity information.  These functions and capabilities enable business and 
Figure 5 – Next Generation Network Architecture 
[image: ]security applications to perform functions such as SSO, Role Based Access Control, Protection of PII, and simple access to application services.  
To provide context on where Identity Management meets falls within NGN Functional Architecture, this document references ITU-T Y.2012 Functional requirements and architecture of the NGN release 1 and indicates that Identity Management is / can be present in all components of the NGN Functional Architecture.  
[bookmark: _Toc346778374][image: ]Figure 6 – Example of NGN Identities (International Telecommunication Union, 2009)
The functional architecture details how an entity, whether an enterprise or an individual relying party, could best construct their system.  ITU-T Y.2012 details each component of the architecture.  This document simply duplicates the picture to identify where Identity Management functions can reside.  
After setting the baseline of what is considered Identity Management and how it relates to the NGN functional architecture, Y.2720 defines the Identity Management Framework.  The IdM Framework consists of 8 elements which include: 
1. Identity lifecycle management
2. Identity management (IdM) operation, administration, maintenance and provisioning (OAM&P)
3. Identity management (IdM) signaling and control functions
4. Identity management (IdM) federated identity functions
5. Identity management (IdM) user and subscriber functions
6. Identity management (IdM) performance, reliability and scalability
7. Identity management (IdM) security
8. Identity management (IdM) legal and regulatory (out of scope)
The eighth item on the list is included for completeness, but is considered out of the scope of Y.2720. As a result, while the previous 7 framework components are described in detail, the final (legal and regulatory) is not.  ITU-T Y.2720 goes on to provide a description of each of the components along with some general guidelines.  These components are those that are generally found within business and / or operating rules of many trust frameworks.  The ITU-T document provides a very general base layer of considerations for the development of a trust framework.  However, when these components are included within trust frameworks they are generally more detailed and prescriptive.  
ITU-T Y.2720 then goes onto tie together the components of the trust framework within the context of Identity management and the business and security applications that it supports.  This can be found in Figure 7 – IdM Framework Overview below.
[bookmark: _Ref344832544][bookmark: _Toc346778375]Figure 7 – IdM Framework Overview (International Telecommunication Union, 2009)
[image: ]
3.3. [bookmark: _Toc346778426]CertiPath
Initially founded as a joint venture of ARINC, EXOSTAR and SITA, CertiPath operates a Trust Framework for the Aerospace and Defense Industry.  Based upon the X.509 Standard Public Key Infrastructure (PKI) bridge model, CertiPath operates a business / policy environment, a physical bridge CA environment, and a test environment.  The CertiPath bridge is cross certified with the Federal Bridge Certificate Authority (FBCA) at Medium, Medium Hardware and PIV-I (General Services Administration, 2013).  They are also a participant in the Four Bridges Forum (4BF) (Four Bridges Forum).  CertiPath operates as a semi-open Trust Framework.  All CertiPath credential providers are required to sign agreements asserting compliance with business, legal, and operating rules.  This rule set contains the components as recommended by the ITU-T IdM Framework with specific requirements levied based on the requirements of the Aerospace and Defense communities.  However, neither Relying Parties nor organizations that procure certificates from CertiPath approved PKI providers are required to become CertiPath members.  The ultimate work product of the CertiPath Trust Framework is interoperable trusted credentials at a specified level of assurance and leverages a work group model to accomplish.  The organization does not create new policy, standards or recommendations.  
Approval for cross certification with the CertiPath Trust Framework includes a policy, practices and operational test and approval process.  The applicant organization must first submit an application for cross certification to the CertiPath Policy Management Authority.  Upon approval the policy mapping exercise begins.  The applicant organization’s Certificate Policy (CP) and Certifications Practice Statements (CPS) undergo a policy mapping by a 3rd party auditor.  The CPs and CPSs are based on the RFC 3647 format.  In addition to the policy mapping exercise, the organization’s technical infrastructure is tested to determine that the certificates are interoperable and that certificate status can be accurately ascertained.  When all tests are completed the Certificate Policy Work Group (CPWG) reviews the information and ultimate approval of the applicant is based on a vote by the Policy Management Authority.  The Policy Management Authority is constituted of the approved members of the CertiPath bridge and two Ex-Officio members: The Federal PKI Chair and the UK Ministry of Defense (CertiPath, 2010).  Applicant organizations sign a contract with CertiPath and are subject to annual audits upon completion of the cross certification.  
CertiPath offers three types of cross certification programs: Premium Service, Standard Service and the CertiPath Certified Credential Provider (3CP).  The Premium and Standard services are geared toward organizations that would like their Enterprise Certificate Authorities (CAs), the CAs under which certificates are issued to their own employees, cross certified with the CertiPath bridge.  This would allow their organizational certificates to be trusted by other CertiPath organizations and US Federal Government (by way of CertiPath’s cross-certification with the FBCA).  Conversely, the 3CP service is for organizations that wish to issue certificates to their customers (not employees) for use with either other CertiPath member companies or the US Federal Government.  Currently, there are 4 approved 3CPs: Citigroup, Cassidian, Exostar and Sita (CertiPath, 2010).  




[bookmark: _Ref344914304][bookmark: _Toc346778376]Figure 8 – CertiPath Premium Service
[image: ]While the Premium and Standard Service allows member organizations to achieve the same end goal (interoperability of certificates), the manner in which this is achieved differs.  Under the Premium Service the applicant cross certifies their existing Principal CA with the CertiPath Bridge CA (CertiPath, 2010).  This allows the applicant organizations the ability to leverage their existing infrastructure and retain autonomy over their CP and CPS, as long it does not run afoul of the cross certification.  Figure 8 – CertiPath Premium Service depicts the trust path utilized by the Premium Service. 

[bookmark: _Ref344978928][bookmark: _Toc346778377][image: ]Figure 9 – CertiPath Standard Service
Under the Standard Service, an organization cross certifies their Enterprise Certificate Authority as a subordinate to CertiPath’s Standard Root CA.  With the Standard Service the applicant organization’s Enterprise CA will leverage CertiPath’s Standard Root CA’s Certificate Policy (CertiPath, 2010).  The trust path for the Standard Service is depicted in Figure 9 – CertiPath Standard Service.  
As a bridge service offering, the CertiPath infrastructure serves to validate the status of organizational members.  Approved IdPs are the entities that issue certificates to end user’s and validate the end user’s identity.  Figure 10 – CertiPath Functional Model, below describes the interaction between an end user, an approved IdP and the CertiPath infrastructure.  The example below assumes that the IdP has already provided a certificate to the end user following their standardized approved process.  While, the certificate issuance process would vary based on the IdP, each process is deemed by an external audit, as in compliance with the over all CertiPath policy.  
[bookmark: _Ref346776272][bookmark: _Toc346778378]Figure 10 – CertiPath Functional Model 
[image: ]
3.4. [bookmark: _Toc346778427]SAFE-BioPharma
Created to facilitate the exchange of data in the Bio-Pharmaceutical and Healthcare community, SAFE-Bio-Pharma operates a trust framework under two specific policy sets: PKI and non-crypto.  The PKI operations are based upon the X.509 standard PKI bridge model which is cross certified with the FBCA at Basic, Medium Commercial Best Practices and Medium Hardware Commercial Best Practices (General Services Administration, 2013).  This is a closed model in which both certificate issuers and the organizations, by which the certificate subscribers are employed, must be SAFE-BioPharma members.  As a result, if an organization wished to procure certificates from an entity that is an approved SAFE-BioPharma member, they too need to become a SAFE-BioPharma Member.  In this capacity SAFE serves as the approver of certificate issuers.  Organizations seeking to become members of SAFE must undergo a policy review to determine their ability to operate under the SAFE Guidelines.  All members must sign agreements which attest to the business, technical and operational guidelines under which they will operate.  To date there are four entities that are cross certified with the SAFE Bridge CA (SAFE-BioPharm).  In addition to being an approver of certificate providers, SAFE also functions as a certificate issuer.  SAFE has the capability to issue X.509 standard PKI certificate to other SAFE-BioPharma members (SAFE-BioPharma).  As a result, in the PKI space, SAFE functions as both a Trust Framework provider and a Credential Issuer.  
SAFE-BioPharma also operates a Trust Framework Provider at assurance levels 2 and 3 non-crypto.  Similar to the function served under the PKI space, SAFE provides the specific rules and requirements for Credential Providers to issue non-PKI certificates at assurance level 2 and 3.  SAFE is an approved Trust Framework Provider in accordance with the Federal Identity Credential and Access Management (FICAM) Trust Framework Provider Adoption Process run through the General Services Administration (GSA) and as a result is approved for use with Government Relying Party applications.  There is currently one credential service provider approved under this trust framework (SAFE-BioPharma).  The ultimate work product of the SAFE Trust Framework is interoperable trusted credentials at a specified level of assurance.  
Managing the various trust frameworks and approval process requires an extensive document set.  Consequently SAFE leverages a work group model to manage the various documents.  Figures 11 and 12 below show the SAFE work group structure and document set.
[bookmark: _Toc346778379]Figure 11 – SAFE Work Group Structure (SAFE-BioPharma)
[image: ]






[bookmark: _Toc346778380]Figure 12 – SAFE Document Set  (SAFE-BioPharma)
[image: ]
As a bridge service offering, the SAFE infrastructure serves to validate the status of organizational members.  Approved IdPs are the entities that issue certificates to end user’s and validate the end user’s identity.  Figure 13 – SAFE BioPharma Functional Model, below describes the interaction between an end user, an approved IdP and the SAFE BioPharma infrastructure.  The example below assumes that the IdP has already provided a certificate to the end user following their standardized approved process.  While, the certificate issuance process would vary based on the IdP, each process is deemed by an external audit, as in compliance with the over all CertiPath policy.  The flow below also assumes that the IdP has confirmed that the Relying Party is also a SAFE BioPharma member. 






[bookmark: _Ref346776626][bookmark: _Toc346778381]Figure 13 – SAFE BioPharma Functional Model
[image: ]
3.5. [bookmark: _Toc346778428]Kantara Initiative
Developed through the consolidation of various Identity Management consortia, Kantara Initiative is a non-profit international organization that seeks to create an environment for collaboration to address issues shared across the Identity Community.  Kantara is key on requirements gathering for the development of criteria that can provide applicable solutions in a real world environment to advance the development and operation of Trust Frameworks and Ecosystems.  This is currently performed through the use of two different assurance programs:  Identity Assurance Accreditation and Approval Program and the Interoperability Certification Program.  
To operate the two assurance programs Kantara utilizes a work group based model.  Some of the work groups function to support the two assurance based programs while others serve to gather requirements associated with jurisdictional support, policy or user centric.  The list of work groups and their associated support areas can be found in Figure 14 – Kantara Initiative Work Groups below.
[bookmark: _Ref344969935][bookmark: _Toc346778382]Figure 14 – Kantara Initiative Work Groups (Kantara Initiative, 2012)
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The Interoperability Certification Program operates technical testing to determine interoperability of products in accordance with a specification.  The certification program is currently testing products against the SAML 2.0 specification to include the GSA FICAM SAML Specification.  However, the technical testing program is capable of adopting different technologies, standards and specifications if there is a need to assist developer with that level of confidence in interoperability of products.  (Kantara Initiative, 2013)
The Identity Assurance Accreditation and Approval program is a multifaceted program geared toward assuring confidence in the level of assurance of credentials issued by credential providers.  The cornerstone to this program is the Identity Assurance Framework (IAF).  This document set consists of a number of documents which include:
1. The Assurance Assessment Scheme
2. Service Assessment Criteria
3. Assessor Qualification and Requirements Document 
4. US Federal Privacy Criteria
Together, these documents help to deliver the services of the Trust Framework to the marketplace.  Kantara is an approved Trust Framework Provider under the FICAM TFPAP program.  






[bookmark: _Toc346778383]Figure 15 – Kantar Identity Assurance Framework (Kantara Initiative, 2012)
[image: ]The Kantara approach toward the Trust Framework Provider process is to provide more than just an assessment of the credential provider, but rather to also accredit the assessors that would be performing the audits.  The Assurance Assessment Scheme and the Assessor Qualifications and Requirements together detail the requirements of how an audit organization would become an approved assessor.  As a result, the when relying on a credential issued by a Kantara approved credential provider a relying party is assured that they were indeed audited by an entity that was capable of performing such Identity Management Audits.  Kantara assessors are approved by the Assurance Review Board and listed on the Kantara site (Kantara Initiative, 2013).  
The Service Assessment Criteria of the Identity Assurance Framework provide further information on the requirements of the Credential Service Providers.  Covering in great detail and specificity many of the 
[bookmark: _Toc346778384]Figure 16[image: ] – Kantara IAF In Action (Kantara Initiative, 2012)
components of the Identity Management Framework, this document provides the assessors with the specific criteria that they must utilize to assess a credential provider.  While, the criteria serve as a floor (an organization may surpass the minimum requirements), these base requirements must be met.  In accordance with the specific privacy requirements placed on the Federal Government, in conjunction with the GSA Office of Government wide Policy and the FICAM program, Kantara adopted the US Federal Privacy Criteria.  These criteria identify specific requirements that the Federal Government levies on credential providers who wish to issue credential for use with government Relying Parties.  Since Kantara is an international organization and operates outside of the confines of the United States, certification against this profile is solely at the discretion of the credential provider.  
Upon completion of an assessment by an accredited auditor the Credential Provider may be considered for approval.  The auditor will submit the completed Kantara Assessment Report to the Assurance Review Board.  The board will review the report and vote as to whether to make a recommendation to the Board of Trustees for approval.  It is the Kantara Board of Trustees that makes the ultimate determination of approval of the Kantara Trust Mark.  Figure 17 – Kantara IdP Approval Process depicts this process.  
[bookmark: _Ref346777245][bookmark: _Toc346778385][bookmark: _GoBack]Figure 17 – Kantara IdP Approval Process
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	Functional Components

	Functional Models
	Trust Framework
	Identity Provider
	Relying Party
	Attribute Provider
	Accreditation Authority
	Role / Responsibilities
	Risk Model
	Accountability Mechanisms
	Policies
	Processes
	Standards

	1. 
	ITU-T Y.2720
	X
	
	
	
	
	X
	
	
	
	
	X

	2. 
	ISO 24760
	
	
	
	
	
	X
	
	
	
	
	X

	3. 
	CertiPath
	X
	X
	
	
	X
	
	X
	X
	X
	X
	

	4. 
	Safe BioPharma
	X
	X
	
	
	X
	
	X
	X
	X
	X
	

	5. 
	Kantara Initiative
	X
	X
	
	
	X
	
	
	X
	X
	X
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