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Official Title. 
Security Working Group

Objectives. 
The Security Working Group is responsible for defining a Security Model for the Identity Ecosystem Framework, as per the Identity Ecosystem Steering Group (IESG) Workplan Outline, section 2.3.10.    This Security Model will be used to evaluate the confidentiality, integrity, and availability (including timely restoration) capabilities of Identity Ecosystem components.   The Security Working Group is also responsible for developing the Security Policy and Response Plan for the Identity Ecosystem.

Scope of Security Working Group.
· Definition (or adoption) of taxonomy and common semantics.
· Definition of Security Model normative requirements for evaluating the confidentiality, integrity, and availability (including timely restoration) capabilities of Identity Ecosystem components. 
· Development of best practices and informative guidance to augment the Security Model requirements.
· Development of Security Policy and Response Plan for the Identity Ecosystem.

Out of Scope for Security Working Group 
· Accreditation of components (this will be accomplished via third parties such as the IESG Accreditation Working Group or other committees/groups
· Development of Standards
· Security Evaluation of products



Security Working Group Workplan
· Develop (or adopt) Security Taxonomy
· State Identity Ecosystem Security Requirements
· Draw upon existing public-domain standards where possible
· Examine Use Cases of standards
· Examine NSTIC IESG Pilot examples (when available)
· Identify any security gaps
· Define Generalized (normative) Identity Ecosystem Security Model
· Define Generalized (informative) Best Practices
· State Security Policy and Response Plan
· Define sector-specific instantiations of Identity Ecosystem Security Model (e.g., for financial, healthcare, Federal government, higher education)
· Maintain a standing document of security gaps and obstacles for the Identity Ecosystem (technical, regulatory, industry-specific, international implementations)


Liaisons
· Internal to NSTIC IESG
· Establish and maintain Liaisons with: Policy, Privacy, Accreditation, and Standards Coordination Standing Committees; and the International Coordination Working Group.
· Establish and maintain Liaison with Identity Ecosystem Pilot implementations
· External to NSTIC IESG
· Establish and maintain Liaison with ISO/IEC SC27 WG’s 3 and 5, ITU-T, OASIS, Kantara Initiative


Meeting Schedule
The Security Working Group shall meet by teleconference every two weeks (for ninety minutes) and at in-person meetings which will be coordinated with the IESG Plenary meetings.

Logistical support
· Anticipated support to the Security Working Group from the Secretariat:
· Master schedule of meetings, agenda, meeting logistics
· Email list
· Technical support (e.g., technical writing/editing)



Security Group Interim Officers
Chair: Colin Soutar
Vice-Chair: Tim Baldridge 
Secretary: TBD

Roles and Responsibilities. 
· Responsibilities of the Chair
· The Chair is the presiding officer of the Security Working Group, and guides its efforts to the effective completion of its tasks. 
· The Chair shall adhere to this Charter and such other rules of order and operating procedures as the Security Working Group may adopt.
· The Chair shall maintain a respectful environment that allows all members to be heard and work to build consensus within the Security Working Group.
· The Chair shall guide the consensus processes in the Security Working Group, ensuring that all points of view, to include minority views, are adequately expressed and understood by all present.
· The Chair shall provide guidance and direction for the development of the Security Working Group Workplan. 
· The Chair shall be responsible for membership recruitment as necessary to support balanced viewpoints within the Security Working Group.
· The Chair shall report to the Identity Ecosystem Plenary Chair or the Management Council as necessary.
· The Chair shall be responsible for addressing any impediments to the effective functioning of the Security Working Group and taking appropriate corrective actions. 
· The Chair shall be responsible for working with other Standing Committee and Working Group chairs, the Plenary Chair, and the Secretariat as appropriate to resolve concerns raised by Liaisons on Steering Group work products.
· The Chair shall be responsible for contacting and coordinating with all Standing Committees for the inclusion of Liaisons within the Security Working Group.
· Responsibilities of the Vice-Chair
· The Vice-Chair shall support the Chair in fulfilling his or her responsibilities.
· The Vice-Chair shall assume and perform the duties of the Chair in the event the Chair is absent or unavailable.
· Responsibilities of the Secretary
· The Secretary shall write meeting minutes and present them to the Security Working Group for approval.
· The Secretary shall support the Chair in fulfilling his or her responsibilities.
· The Secretary shall assume and perform the duties of the Chair in the event that both the Chair and Vice-Chair are absent or unavailable.
· Responsibilities of Security Working Group members:
· [bookmark: _GoBack]Security Working Group members shall attend meetings of the Security Working Group and work to support the objectives of the Security Working Group.
· Security Working Group members shall adhere to the Charter and such other rules of order and operating procedures as the Security Working Group may adopt.
· Security Working Group members shall strive for a respectful environment that allows all members to be heard and work to build consensus within the Security Working Group.
 
Conduct of Meetings. 
The Security Working Group shall convene on the schedule defined above.    During these meetings, the Security Working Group shall make decisions by consensus or voting in the absence of consensus. The Chair and Vice-Chair shall have voting rights. The Security Working Group shall conduct meetings according to the procedures laid out in the Identity Ecosystem Steering Group By-laws, and such other rules of order and operating procedures as the Security Working Group may adopt. 

Membership and Designation.
Membership of the Security Working Group shall be open to all Identity Ecosystem Steering Group members.   Membership participation requirements, and rights and responsibilities shall conform to the Identity Ecosystem Steering Group By-Laws. 

Appointment of Officers.
Following the interim period of 90 days, the Security Working Group shall annually elect the Chair, Vice Chair, and Secretary, using the voting method defined in the Identity Ecosystem Steering Group By-Laws.



Reporting. 
The Security Working Group shall periodically create reports about its activities and make these reports available to the public. The Security Working Group shall report to the Management Council and Plenary Chair upon request. The Secretariat shall provide administrative assistance in the development of these reports.

Duration/Termination. 
The Security Working Group is a temporary committee within the Identity Ecosystem Steering Group that will be dissolved upon completion of its work.   It is expected that the completion of the Security Working Group Workplan will take eighteen months.
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