IDESG Security Working Group conference call
Thursday 25th October 2012
1.00 p.m. – 2.30 p.m. EST

Proposed Agenda

1.    Administrative Issues
1.1   Call to order
1.2   Roll call
1.3   Review & approval of agenda

2.     Review of previous meeting notes:
 11 October 2012
2.1   Any clarifications.

3.     SWG Charter
3.1   Results of SWG Charter ballot
Approval:
Richard D. Arnold, CyberPoint International, LLC
Tim Baldridge, Defense Manpower Data Center
Winthrop Baylies, BayTech Group
Salvatore D'Agostino, IDmachines LLC
Lisa Grant DeGraffenreidt, SecurPrivacy, Inc.
Thomas Hardjono, MIT
Suzanne Lightman, NIST
John Linn, RSA, The Security Division of EMC
Neville Pattinson, Gemalto
Cathy Tilton, Daon
Dave Kearns
Mark Scheible
Colin Soutar
One Anonymous Approval
No Objections received.
3.2   Review Rules of Association w.r.t. quorum, consensus, votes, etc., for potential incorporation by reference into Charter.
References:
Section 5 of “Proposed By-Laws IESG 04 Clean Transmittal III Numbered 22 October 2012.pdf” at http://www.idecosystem.org/filedepot
From 11 October SWG Meeting Notes: “There was a discussion regarding quorum, voting status, potential re-submission of Charters and other governance considerations.   It was noted that these considerations should be flowed down centrally from the revised IDESG By Laws (now termed Rules of Association).”
3.3 Discussion on “Risk and Assurance Working Group”
There has been no start-up activity on the Risk and Assurance Working Group listserve – should the anticipated work be picked up by the SWG?
Reference:
Excerpt from the draft IDESG workplan issued pre-Chicago
“This working group will be responsible for analyzing and assessing current or emerging risk and assurance models for the Identity Ecosystem Framework and developing recommendations for the Identity Ecosystem Framework risk and assurance assessment model. This working group will have responsibility for the following workplan item: 

2.3.5 Develop assurance model, risk model, and assessment procedures for use in the Identity Ecosystem Framework”
3.4  Discuss next steps for Charter


4.    Security WG Work Plan further development and maintenance
Discussion of next steps:
Co-Editors: Tony Nadelin and Mike Garcia

5.    Liaison Activities
Communications and Outreach Standing Committee: Dave Kearns
Privacy Coordination Standing Committee: Thomas Hardjono
Standards Coordination Standing Committee: Sal D’Agostino
Liability and Contract Model Development Working Group: Lisa Grant DeGraffenreidt
User Experience Working Group: Tom Compas
Accreditation Coordination Standing Committee: Open
Trust Framework Adoption and Integration Working Group: Open

6. Discussion on IDESG Use Cases, Taxonomy, and Functional Model
Should SWG provide volunteers to these Standards Coordination Standing Committee efforts? 

7.    IDESG Plenary meeting (Oct 29-30)
https://www.idecosystem.org/page/october-29-30-2012-2nd-identity-ecosystem-full-steering-group-meeting
7.1   Proposed Security WG agenda (all times EST)
Monday 29 October
12.00 – 2.00 p.m. 
Review of SWG position on general questions posed by Plenary Chair.
Reference:
email sent by Bob Blakely 22nd October 1.28 p.m.
Review of other Standing Committee and Working Group Charters.
Reference:
http://www.idecosystem.org/filedepot
(the charters should be posted by end of week)
Tuesday 30 October
9.00 – 10.00 a.m.
Review of Charter in light of previous day’s discussions.
Review of Work Plan and proposed next steps.
3.30 – 4.30 p.m.
If necessary – any other business, planning, or liaison meetings.

7.2   Plenary presentation material
As necessary, material will be presented from the Charter:
Rationale
The Security Working Group shall facilitate the implementation of the Secure and Resilient Guiding Principle of the National Strategy for Trusted Identities in Cyberspace in the Identity Ecosystem Framework.
Objectives
The Security Working Group is responsible for defining a Security Model for the Identity Ecosystem Framework.   This Security Model will be used to evaluate capabilities of the Identity Ecosystem components, such as confidentiality, authentication, non-repudiation, integrity, and availability.
The Security Working Group shall identify security gaps in the Identity Ecosystem Framework and make recommendations to remedy them.
Scope of Work and Activities
SWG Scope
· Definition of Security Model normative requirements for evaluating capabilities of the Identity Ecosystem components, such as confidentiality, authentication, non-repudiation, integrity, and availability.
· Development of best practices and informative guidance to augment the Security Model requirements.
· The Security WG will actively work (through its Liaisons) with the Standards Standing Committee to help develop any security-related items in their taxonomy.
Out of Scope for SWG
· Accreditation of Identity Ecosystem components (this will be accomplished via third parties such as the IDESG Accreditation Working Group or other committees/groups).
· Development of Standards.
· Security evaluation of commercial and/or marketplace products.
SWG Work Plan
1. Contribute to IDESG-level Use Case definitions.
2. Contribute to IDESG-level Taxonomy, as it relates to security.
3. Identify the architectural principles (and associated guidance that can be used to conduct security evaluations) that are valid across all domains and environments (Use Case driven).
4. Identify the fundamental services within and across the domains and environments (Use Case driven) and provide related guidance for use in security evaluations.
5. Development of applicable best practices.
6. Depict the security model in a graphic.
7. Identify sector-specific considerations of Identity Ecosystem security evaluations (e.g., for financial, healthcare, Federal government, higher education) and communicate them to IDESG.
8. Maintain a Security WG standing document of security gaps and obstacles for the Identity Ecosystem (technical, regulatory, industry-specific, international implementations).
9. Identify resource material that will assist in the development of Security WG work items.    A repository will be maintained by the IDESG Secretariat which will comprise a collection of related references of such material, subject to the appropriate copyright, ownership, or IDESG IPR policy restrictions.

8.    Schedule for next election of Officers
	To be determined, based on approved Rules of Association.

9.    Action item review

10.    Any other business

[bookmark: _GoBack]11.   Adjourn
