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The U.S. National Institute of Standards and Technology (NIST) hosts the National Program
Office (NPO) of the National Strategy for Trusted Identities in Cyberspace (NSTIC). The
NSTIC calls for a vibrant Identity Ecosystem where identity solutions adhere to four
Guiding Principles. To achieve this Ecosystem, NSTIC has formed the Identity Ecosystem
Steering Group (IDESG), and one of its committees is the Security Committee.

In the context of the current state of the Functional Model Representation of the Identity
Ecosystem (IEFM) produced by the Security Committee of the IDESG, a question is posed,
“What is a Functional Model?”

Simply stated it is a tool for engineering and understanding systems directed towards
engineers particularly Information and Communications Technology (ICT) engineers. As
such it intentionally attempts to simplify elements of the model to describe more narrowly
the scope of its discourse. It describes by omission what it is not. This methodology comes
from mathematical thought. These simplifications can be called functions. A Functional
Model exemplified in IEFM is a representation of how a system of functions is organized.

This kind of system advantages the solving of computational problems through
mathematical steps. It advantages computational problem solving, and automata,
sometimes referred to as patterns or data patterns. Overall this kind of system advantages
complexity through iteration in ICT engineering. In our current era of Big Data this
iteration can help reveal human behavior which may be used for good and ill.

*

In commercial development and standards settings organizations like NIST this kind of
Functional Model can be used as a tool to bring together varying and competing companies,
technologies and stakeholders—groups of people and organizations with a common
desired end. It can also be a part of the way a democracy governs commercial activities and



itself including citizen services and defense. A goal of using this Functional Model tool is to
find a way through standards to allow entities and stakeholders to compete for a share of a
new or emerging commercial market while stimulating innovation and economic
development. In this case the emerging market is based in part on the buying and selling of
human attributes (characteristics). It is widely known in ICT environments that “human
attributes are the new money” as Anil John of FICAM said. From that standpoint it can seem
like a good idea to create more and more attributes to be bought and sold even if the
individual human whose attributes are being bought and sold for profit receive little or
none of the revenue and may likely not even know that their personal attributes are
earning profits for someone else.

The NSTIC Guiding Principles are intended to protect individual human interests through
the unique role of Privacy Evaluation and Privacy Protections including civil liberties and
human rights in systems. There is however, no discussion to date in the Functional Model
of this important, pivotal and foundational issue —no discussion of to whom does this
money belong? Individual human users are referred to as actors and roles. The status of
individual human user in terms of rights is vague and may even be deferred to
organizations that can limit individual human standing through organizational policy.

Yet the IEFM in its current form can be seen as a system that manipulates human rights and
human identity attributes (characteristics) for governmental and commercial purposes
many of which the human individual is unaware. Today there is no way for individual
human beings to determine if the system being represented here is or will ever be just or
just enough to inspire voluntary participation by human individuals.

This current state of affairs is most clearly symbolized by the fact that the representation,
icon, image, or graphic of the individual human user has been banned from the IEFM. More
importantly it can be said that this Functional Model does not have enough of the right kind
information for human individuals to determine if this system is or will ever be just. A large
part of the reason for this is that the I[EFM even the NSTIC Guided Identity Ecosystem
generates vast amounts of iterative complexity that is well suited to computation problem
solving rather than adaptive complexity such as in human conversation best suited to
human imagination, creativity, innovation and labor.

This vast amount of iterative complexity is very costly and requires large interlocking
bureaucracies to manage.



An Alternative Approach

The following approach will be unfolding in the IDESG Security Committee Interactions
Model.

In a nutshell this approach ties the NSTIC Guided Identity Ecosystem Framework Project to
human rights including the US Bill of Rights and the Consumer Bill of Rights (2012) among
others and articulates individual human responsibilities to that system of rights. Through
conversation it asks and answers what different parties want.

*

Below are a couple of artefacts I created which include the agency of individual human
user.
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