Meeting Minutes

July 11, 2013

Attribute Adhoc Working Subgroup, Security Committee

Attendees:

Art Friedman, NSA

Jerry Kickenson, Swift

Sri Krishnamarachi, ID Security

Chan Lim, IBM

Rebecca Nielsen, BAH

Ann Recuya Robbins, World Knowledge Bank
Bryant Russell, XTEC
Gordon Springer, University of Missouri
Topics of Discussion:

1. Identify relevant initiatives and/or documents to review
2. Review Attribute Practice Statement
Call-in Number:  800-250-2600,  PIN 42542191

Discussion:  There were two agenda items:  (1) Discuss documentation and reference material that supports the development of requirements for an Attribute Practice Statement (APS) Trust Framework, and (2) review the draft APS outline.
The Subgroup is still in the process of reviewing documentation to determine relevant information for a requirements document.  The following actions were identified:

· Sri Krishnamarachi will follow-up with Graham Whitehead to determine if the NASPO effort will support our requirements analysis.

· Jerry Kickenson will contact the University of Maryland in College Park to schedule a meeting related to the APA effort.  Art Friedman offered to join the meeting when it is scheduled.

· Ann Recuya Robbins will contact the Multifactor Authentication Consortium to see if any of their efforts will support the APS requirements analysis.

· Gordon Springer provided a document, “Introduction to the National Information Exchange Model (NIEM)” and mentioned NIEM as another source of information.  Request Gordon review relevant information to determine if NIEM requirements will support our effort.
Rebecca Nielsen prepared the APS outline, based on RFC 3647 and reviewed each section.  The Subgroup agreed that this was a great start and we should all review to determine if additional information is needed.  Specifically, we discussed the need to address assurance/confidence levels of attributes in this outline.  Additionally, Bryant mentioned verification levels for attributes.  This should be further explored.
Additionally, I have contacted David Coxe, co-chair of the OIX Attribute Exchange Trust Framework WG, who mentioned an upcoming draft framework that will be shared with the Subgroup and . Anil John, GSA, co-chair for the ICAM ACAG Working Group, and that they have nothing yet to be reviewed but are willing to review products of our Subgroup.

No follow-on meeting was scheduled; however, the Subgroup agreed to continue reviewing documents and recommend changes for the APS outline.  An update will be provided to the Security Committee, which is scheduled to meet on July 18th at 1:30 pm.
Related Documents:

FICAM Trust Framework Provider Adoption Process, http://info.idmanagement.gov/2013/04/ficam-tfs-tfpap-updated.html
FICAM Attribute Managements Roadmap (draft document, need to verify if it can be released)

OIX Attribute Exchange Trust Framework Specification (Unable to find URL)
OIX: An Open Market Solution for Online Identity Assurance, http://openidentityexchange.org/whitepapers/oix
OIX Trust Framework Requirements and Guidelines, http://openidentityexchange.org/whitepapers/trust-frameworks
Federated Online Attribute Exchange Initiatives, http://openidentityexchange.org/whitepapers/trust-frameworks
Cantara Meta Model for Trust Link, http://kantarainitiative.org/confluence/display/TFMMWG/Trust+Framework+Meta+Model
National Information Exchange Model (NIEM) Link , https://www.niem.gov/Pages/default.aspx
NIEM tools link, http://niemtools.org/
Attributes are mostly focused on eduperson, http://middleware.internet2.edu/eduperson/
Assurance program highlights how to evaluate practices, http://www.incommonfederation.org/assurance/components.html
Internet 2 resources, http://www.incommonfederation.org/search_results.html?&q=iam&sa=Search
Open Identity Exchange, http://openidentityexchange.org/
NMI-EDIT initiative had a lot of resources for best practices, http://www.nmi-edit.org/index.cfm
Online Attribute Exchange Trust Framework Working Group: http://openidentityexchange.org/working-groups/AX
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