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IDESG Security Committee Notes
Date: 2013-07-25
Attendees
· Neville Pattison, Gemalto
· Art Friedman, NSA
· Suzanne Lightman, NIST
· Don Harbert, Intel
· Uri Blumenthal, MIT Lincoln Lab
· Colin Soutar, Deloitte
· Adam Madlin, Symantec / Chair
· Bev Corwin,  OWASP
· Christopher Spottiswood
· Larry Marks, IBM
· Sal D’Agostino, IDMachines
· Srivathsan Krishnamachari, ID Security 
· Jeff Aronson, Solution Biometrics
· Marlena Erdos, Harvard Univsersity
· John Stearns, MagTek
· Herbert Spencer, TraitWare
· Cathy Tilton, Daon
· Bryan Russell, Xtec
Notes
· This meeting will run to 5, then a joint meeting with TFTM and Standards
· Will try to devote some time to the Attributes WG
· Adam Madlin presents the slides – plan to discuss work plan and functional model
· 15 minutes to give update to the plenary
· Mission of the committee is to develop and implement security evaluation methodology.
· Adam Madlin has identified the following prerequisites: IDESG glossary, functional model, security evaluation model, security evaluation methodology, operational guidelines
· Committee leadership changed in May
· Work groups are taxonomy, attribute assurance, functional model
· Progress in the area of taxonomy
· Current focus is functional model and workplan
· As Adam Madlin has discussed in multiple groups, our work plan is important because it will be a key tool to enable collaboration between committees. Key deliverables will be listed on the workplan dashboard, it will be a tool for inter-committee collaboration, also Dazza has been tasked with coordinating with committee chairs to document and manage requests from Plenary to Committees.  
· Key points are that inter-committee collaboration is needed (liaisons are not as effective as they could be) and inconsistent decision making across committees
· As this matures, there will be more interdependencies requiring more coordination and communication.
· Uri Blumenthal has a question – if committees do provide their decisions, why do we care what set of rules are used. 
· Adam Madlin responds that many people are working on multiple committees, it would be simpler for people to not have to learn the rules for each group.
· Colin Soutar has a tactical suggestion, good work has been done on attributes, taxonomy, etc.  Maybe these points should be raised in the biweekly Chairs call rather than in the Plenary presentation.
· Suzanne Lightman suggests that one way to raise the concerns would be with reference to the taxonomy AHG, request it be clarified how products coming out of the committees are reviewed and approved. It’s not clear how that works and if there’s a different process for different types of deliverables. Partly we’re not sure what the privacy review process will be like, also some of this work may not require exhaustive review.
· Adam Madlin mentions a conversation last week about security evaluation operations – will the IDESG be operating the security evaluations, this is another issue that’s been identified.
· Suzanne Lightman suggests that as the committee proceeds, the lack of a clear pathway for work products is becoming more pressing.
· Colin Soutar observes that as work products come forward then this will force the issue.
· Adam Madlin will add bullets under the subgroup bullets on the update slide.
· On Committee Mission slide, Art Friedman asks what we’ll say to that slide.  Adam Madlin reiterates that the committee has the goal of developing the security evaluation methodology
· Adam Madlin will update the slides to ensure consistency between the prerequisites on slides 2 and 3
· Adam Madlin states that the security committee has assumed ownership of the functional model, because it is critical for us to proceed.  The security evaluation model will build on the functional model, so that will come afterwards.
· Suggestion that we add a column for dependencies to the workplan column. Adam Madlin agrees, adds that to the chart.
· Adam Madlin will flush out the key steps around the functional model.
· Colin Soutar observes that the committee had a strong believe that we needed to develop the taxonomy and functional model in order to be able to complete the security evaluation methodology.  Observation - this seems similar to the work items in the charter, may want to highlight that fact. 
· Adam Madlin concurs, reviewed the charter.
· Art Friedman suggests removing the priority column since that may not be needed since there are dates and dependencies identified.
· Adam Madlin suggests we discuss the elements of the security evaluation model (sub bullets under item 2 in workplan document).
· Art Friedman inquires if Adam Madlin will be briefing the workplan, Adam responses that he’s not planning to present it, but will be delivering to Dazza Greenwood soon as input for the dashboard.
· Review of workplan and security evaluation model 
· For each functional component, what steps do we need to perform a security evaluation on? Some components may have few elements, but some will have a series of elements to evaluate.
· For each evaluation elements, develop description/justification/considerations.
· What criteria will be defined? Acceptance metrics, ranges of acceptable values.
· References or sources
· Dependencies or relationships between elements.
· Neville Pattison inquires about the other functional model, each components will have inputs, functions and outputs.  Once we understand that we can begin to evaluate the security characteristics for each component.
· Cathy Tilton points out that an Identity Data Repository could be a functional component, so protections for data in transit as well as protections of inputs and outputs.
· Bryan Russell supports the workplan, says the security evaluation model should proceed along with the functional model. This methodology could be used ahead of the functional model implementation.
· Adam Madlin agrees that we have to do all of those things.
· Adam reflects on how to finalize the document.
· Suzanne Lightman suggests that the workplan be sent out for review and that a meeting be scheduled to focus on ADOPTING the work plan which would force everyone to review it in a reasonable timeframe.
· Neville Pattison would reference back to the original picture from the NSTIC document, identifying the desired end state.  That could be the starting point, from there examine from the POV of each stakeholder in the process.
· Adam agrees, mentioned that Scott and Cathy have done work on this including some diagrams, agrees that building on the identity ecosystem graphic in the NSTIC doc is a good plan.
· Art Friedman request review of the full workplan.
· Adam proceeds, reviewing the security evaluation model, then to the security evaluation methodology. The security evaluation operations is the final item.
· Art mentions that taxonomy and attribute AHGs are not reflected in the workplan.
· Suzanne Friedman suggests that the taxonomy needs to near the functional model for clarity.
· John Stearns supports adding taxonomy. 
· (Meeting about to move to the TFTM joint meeting, will be on their webex and dialin.)
· Adam Madlin inquires whether functional model should be a separate AHG
· Scott Shorter mentions that if this is blocking other committee work perhaps this should be worked in committee
· Adam Madlin responds that once functional model is partially complete the security evaluation model can proceed, working it in committee would cause the security evaluation model work would block the functional model work.
· Sri Krishnamachari suggests a few weeks of focus on functional model, then perhaps spin it off once process is made.
· Key work going forward is flushing out the workplan and the functional model.
· Colin Soutar – we should consider whether the security evaluation methodology should be used by accreditation organization. This may be a point of discussion for the TFTM joint meeting.
Action Items
· Adam Madlin will update the slides to ensure consistency between the prerequisites on slides 2 and 3
· Adam Madlin will add bullets under the subgroup bullets on the update slide.
· Adam Madlin will flush out the key steps around the functional model.
· Adam Madlin to remove priority column from workplan.
