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SECURITY COMMITTEE MEETING NOTES 
December 10, 2015

Attendees:
Mary Ellen Condon
Adam Migus
Martin Smith
Christine Abruzzi
Sal D’Agostino
Adam Madlin
Bev Corwin
Paul Knight
Linda Braun, Global Inventures

Meeting Notes:

Mary Ellen led the call. Notes taken by Linda Braun.

Agenda Review:  Distributed by Mary Ellen in advance of the call.

Roll call; quorum determination.  Quorum was met.

IPR policy reminder: 
http://www.idesg.org/portals/0/documents/governance/IDESG%20IPR-Policy.pdf
Minutes:  November 19, 2015 motion to approve by Martin Smith and seconded by Adam Madlin. All in favor; minutes approved.

Minutes: 
Standards Update
Martin participated in the Standards Committee weekly meeting on December 3 as they were considering two Security Committee nominations on the agenda. He was the only Security Committee person on the call and volunteered to carry back the discussion to our group. Regarding both nominations (800-63 and 29115) the question was raised whether these met the "Cost effective and easy to use" criterion. One Member said 800-63 specifically was burdensome for her organization (as a service provider) to implement. Paul Grassi said that he believes the focus of this criterion (and the underlying NSTIC Principle) was on making the ecosystem "easy to use and cost-effective" for end-users and relying parties versus the providers of identity services in the ecosystem. (He said he expected the Standards Nomination form to be revised in SAP v2 to clarify this.)  Paul also volunteered to provide revised language for this entry in the two nomination forms, for consideration by the Security Committee, so as to expedite the process.   
The Standards Committee offered the following checklist item in question to our submission of NIST SP 800-63. Cost Effective and Easy to Use: The cost effectiveness of implementing NIST SP 800-63 cannot be realistically determined due to the varying implementation options afforded by the standard. Costs will differ widely depending upon the level of assurance required for a given system and the specific solutions selected to meet the requirements of that LOA. While higher assurance solutions may have greater cost associated with them, whether implementation is considered “cost effective” remains subjective and highly dependent upon the organizational view of the risks mitigated by implementing solutions consistent with the standard. Based on these considerations, the committee feels as if the standard itself does not violate the Guiding Principle, but doesn’t in anyway ensure “cost-efficiency.” The standard itself is free to use.   For the same reasons (i.e., varied implementation options) the committee believes the same determination can be made regarding the “ease of use” Guiding Principle—the standard does not conflict, but does not ensure alignment. 

The Security Committee offered the following revisions via chat:
from Sal D'Agostino to Everyone:
SP 800-63 provides a way to express the level of assurance for electronic authentication transactions of user identities.  This can be leveraged by trust frameworks and others to assess identity providers.  The publication also provides appendices with matrices and mappings to represent the basis of measurement of these levels.   By providing measurement of user level of authentication in an easy to understand 1-4 scale the document is easy to use by the users making decisions about identity authentication services.
from Martin Smith to Everyone:
The NIST 800-63 provides a flexible set of controls and a summary scale of "level of assurance" that makes it simple for end-users and replying parties to understand the robustness of a credential.  The LOA scale also supports cost-effectiveness as it lets end users and relying parties match the robustness (and therefore cost) of a credential to the value of the transactions they need to protect. 
Sal’s wording was accepted to move forward with.  Sal will send back to Paul Grassi and to the Standards Committee.

[bookmark: _GoBack]Sal will also put together words for the ISO standard and will send via email to the Security Committee list.

FMO Update (Paul Knight/Sal D’Agostino)
· There is a plan for IDEF, which has been approved.  That work plan addresses IDEF V2.0 and also items from our funding agreement with NIST. The plan was provided in a draft Gantt chart earlier. By spring, Security Committee should have input approved by other committees and sources for V2.0.  IDESG has received 10 resumes for the outreach role.

Security Committee focus going forward – possible items discussed
· Adjustments to supplemental guidance, IDEF V2.0, become more strategic versus tactical.  
· Illustrate/map a business need to a selection of service providers or decision to use the system at all.
· Alignment with FICAM, Incommon, include verticals

New Business
· An IDESG tri-fold has been developed with the help of ConnellyWorks. 

Wrap up and actions for next week:

· Next meeting: December 17, 2015

· Adjourn:   Meeting was adjourned at 1:51 p.m. ET.
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