PRWG Supplemental Guidance and References Draft

NSTIC GUIDING PRINCIPLE:   PRIVACY-ENHANCING AND VOLUNTARY

Further reference materials and to aid organizations interested in conforming to these requirements can be found at https://www.idecosystem.org/wiki/Supplemental_Privacy_Guidance
NEW NUMBER:    PRIVACY-1
OLD NUMBER:    PRIV-1

SHORT NAME:  DATA MINIMIZATION

REQUIREMENT STATEMENT (normative): 
Entities MUST limit the collection, use, transmission and storage of personal information to the minimum necessary to fulfill that transaction’s purpose and related legal requirements.Entities providing claims or attributes MUST NOT provide any more personal information than what is requested.   Where feasible, IDENTITY‐PROVIDERS MUST provide technical mechanisms to accommodate information requests of variable granularity, to support data minimization.
APPLIES TO ACTIVITY TYPES: REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:  LIMITATION, MINIMIZATION, PURPOSE

SUPPLEMENTAL INFORMATION (non-normative):

"Personal information" broadly means any information about or linked to that USER that is collected, generated, used, transmitted, or stored in or by digital identity management functions.  
NEW NUMBER:    PRIVACY-2
OLD NUMBER:    PRIV-2

SHORT NAME:  PURPOSE LIMITATION

REQUIREMENT STATEMENT (normative): 
Entities MUST limit the use of personal information that is collected, used, transmitted, or stored to the specified purposes of that transaction.   Persistent records of contracts, assurances, consent, or legal authority MUST be established by entities collecting, generating, using, transmitting, or storing personal information, so that the information, consistently is used in the same manner originally specified and permitted.   


APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:  LIMITATION, PURPOSE 

SUPPLEMENTAL INFORMATION (non-normative):

"Personal information" broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1.


Entities also must assure that their data controls reliably apply these limitations to their future actions.


Please note the applicability of requirement INTEROP-7 regarding limitations imposed by laws.  Please note the applicability of requirements INTEROP-6 and INTEROP-8 regarding limitations arising from the involvement of THIRD-PARTIES such as intermediaries, similar service providers, or FEDERATIONS.

NEW NUMBER:    PRIVACY-3
OLD NUMBER:    N/A (new)

SHORT NAME:  ATTRIBUTE MINIMIZATION

REQUIREMENT STATEMENT (normative): 
Entities requesting attributes MUST evaluate the need to collect specific attributes in a transaction, as opposed to claims regarding those attributes.   Wherever feasible, entities MUST collect, generate, use, transmit, and store claims about USERS rather than attributes.   Wherever feasible, attributes MUST be transmitted as claims, and transmitted credentials and identities MUST be bound to claims instead of actual attribute values.
APPLIES TO ACTIVITY TYPES: REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:  ATTRIBUTE, IDENTIFIERS, LIMITATION, MINIMIZATION

SUPPLEMENTAL INFORMATION (non-normative):

IDENTITY-PROVIDERS (and any other entities releasing attributes MUST provide the opportunity for attributes to be released as claims as well as detailed attributes;  see also PRIVACY-1 on granularity of requests to support data minimization by requesters, generally. 


Attribute providers may be required by their own business processes to collect and store, although not necessarily transmit, attributes in their attribute form, in which case significant alteration or filtering may be required when that data is re-used or transmitted to others.

NEW NUMBER:    PRIVACY-4
OLD NUMBER:    PRIV-12

SHORT NAME:  CREDENTIAL LIMITATION

REQUIREMENT STATEMENT (normative): 
Entities MUST NOT request USERS’ credentials unless  necessary for the transaction and then only as appropriate to the risk associated with the transaction or only as appropriate to the risks to the parties associated with the transaction.
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS: IDENTIFIERS, LIMITATION, PURPOSE, RISK

SUPPLEMENTAL INFORMATION (non-normative):

Intermediaries may not have a direct relationship with individuals who move through their systems, but should facilitate endpoints' ability to conform to this requirement.”
NEW NUMBER:    PRIVACY-5
OLD NUMBER:    PRIV-5

SHORT NAME:   DATA AGGREGATION RISK

REQUIREMENT STATEMENT (normative): 
Entities MUST assess the privacy risk of aggregating personal information, in systems and processes where it is collected, generated, used, transmitted, or stored, and wherever feasible, MUST design and operate their systems and processes to minimize that risk.   Entities MUST assess and limit linkages of personal information across multiple transactions without the USER's explicit consent.
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:  AGGREGATION, CONSENT, LIMITATION, RISK
SUPPLEMENTAL INFORMATION (non-normative):

"Personal information" broadly means any information about or linked to that USER that is collected, generated, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1.

Collection of personal information from repeated data transactions, which can be associated to form a larger body of knowledge about individuals, may increase their privacy risk. For example: An IDP’s ability to facilitate transactions between a user and mutliple relying parties may give the IDP privlidged insights into the users’ behavior. Such information is the result of the IDP’s ability to link user interactions across transactions.
“Users’ explicit consent” should not be used to mitigate privacy risks created by technical architecture or design, or to mitigate risks that individuals could not be reasonably expected to be able to assess.
NEW NUMBER:    PRIVACY-6
OLD NUMBER:    PRIV-4

SHORT NAME:  USAGE NOTICE

REQUIREMENT STATEMENT (normative): 
Entities MUST provide concise, meaningful, and timely communication to USERS describing how they collect, use, disseminate, and maintain personal information.
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:  NOTICE, POLICIES
SUPPLEMENTAL INFORMATION (non-normative):

"Personal information" broadly means any information about or linked to that USER that is collected, generated, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1.  


The goal of notice is to work toward informed consent from USERS - functional requirements should work toward strategies for improving USERS' understanding of their choices when engaging with services.  Strategies include layered approaches, just-in-time notice, and other examples that can illustrate effective types of notice mechanism alternatives to privacy policies.  In the case of material changes to the service, entities shall provide clear and conspicuous descriptions of the changes and their impacts on USERS in advance of the change.

“Consent” should not be used to mitigate privacy risks created by technical architecture or design, or to mitigate risks that individuals could not be reasonably expected to be able to assess; see PRIVACY-5

See also the IDESG USABILITY requirements regarding the clarity of notices given to USERS and others.
NEW NUMBER:    PRIVACY-7
OLD NUMBER:    PRIV-6

SHORT NAME:   USER DATA CONTROL

REQUIREMENT STATEMENT (normative): 
Entities MUST provide appropriate mechanisms to enable USERS to access, correct, and delete personal information.
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:  CHOICE, CONTROL, CORRECTION, RETENTION

SUPPLEMENTAL INFORMATION (non-normative):

"Personal information" broadly means any information about or linked to that USER that is collected, generated, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1
. 


“Appropriate” broadly means mechanisms for management of personal information should be effective, easy to use, and accessible (See USEABLE-1, 3, 5 for guidance on the USEABILITY of such mechanisms)


Note: Intermediaries may not have direct control over the information that flows through their systems, but should deploy mechanisms that support endpoints' ability to conform to this requirement. See INTEROP-8.
NEW NUMBER:    PRIVACY-8
OLD NUMBER:    PRIV-10 

SHORT NAME:  THIRD PARTY LIMITATIONS
REQUIREMENT STATEMENT (normative): 
Wherever USERS make choices regarding the treatment of their personal information, those choices MUST be communicated effectively by that entity to any THIRD-PARTIES to which it transmits the personal information. 
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS: CHOICE, LIMITATION, NOTICE, PORTABILITY,  THIRD-PARTIES

SUPPLEMENTAL INFORMATION (non-normative):


"Personal information" broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1. 

One example of a USER's choice that creates a use limitation would be their election to restrict the use of their personal information to specific purposes only.  This requirement mandates that entities convey all such restrictions to the "downstream" recipients of personal information, when they share that information.   However, this requirement does not dictate what elective choices a USER should be prompted to make;   and it does not require an entity to convey (or enforce) a USER's choices or instructions if those choices contradict law, regulation or legal process.  


Please note, requirement INTEROP-8 also mandates certain specific duties in connection with THIRD-PARTIES receiving personal information from an entity.


Responsibilities for liability should be spelled out in agreements between organizations exchanging personal information in the identity ecosystem, as well as the format and style of the communication of user-stated privacy preferences and information.
NEW NUMBER:    PRIVACY-9
OLD NUMBER:    PRIV-18

SHORT NAME:  USER CHANGE NOTICE

REQUIREMENT STATEMENT (normative): 
Entities MUST, upon any material changes to a service or process that affects the prior or ongoing collection, generation, use, transmission, or storage of USERS’ personal information, notify those USERS, and provide them with compensating controls designed to mitigate privacy risks that may arise from those changes, which may include seeking express affirmative consent of USERS in accordance with relevant law or regulation. 
APPLIES TO  ACTIVITY TYPES:   REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS: NOTICE, PURPOSE, CONSENT

SUPPLEMENTAL INFORMATION (non-normative):

Once USERS have been notified of the planned uses and processing of their personal information (see PRIVACY‑6), and exercised whatever consent, limitation or withdrawal rights they have (see PRIVACY-7), material changes to those uses or processing may render their choices obsolete, so entities MUST refresh the USER's opportunity to exercise those controls in light of the new information. 


"Personal information" broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1.  

“Express affirmative consent” should not be used to mitigate privacy risks created by technical architecture or design, or to mitigate risks that individuals could not be reasonably expected to be able to assess; see PRIVACY-5
“Compensating controls” are preferrably technical (but also policy) controls designed to mitigate privacy risks that may arise when a material change is made to the system. Those controls can be under user administration, but only if the user can be reasonably expected to understand how to use those mechanism to effective mitigate their risk. 

NEW NUMBER:   PRIVACY-10
OLD NUMBER:    PRIV-13

SHORT NAME:  DATA CONSENT

REQUIREMENT STATEMENT (normative): 
USERS MUST have the opportunity to decline registration;  decline credential provisioning;  decline the presentation of their credentials;  and decline release of their attributes or claims.
APPLIES TO  ACTIVITY TYPES: REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION

OTHER KEYWORDS:   CHOICE, CONSENT

SUPPLEMENTAL INFORMATION (non-normative):

"Personal information" broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1.  


Although an entity's digital identity management functions and transactions MUST provide an opportunity to the USER to decline to provide personal information or consent to it use, that decision may appropriately result in the partial or complete failure of the entity's intended transaction.  

NEW NUMBER:    PRIVACY-11
OLD NUMBER:    PRIV-15

SHORT NAME:  OPTIONALITY

REQUIREMENT STATEMENT (normative): 
Entities MUST clearly indicate to USERS what personal information is mandatory and what information is optional prior to the transaction.  
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, AUTHORIZATION

OTHER KEYWORDS:  CHOICE, LIMITATION, NOTICE 

SUPPLEMENTAL INFORMATION (non-normative):

"Personal information" broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1. 

See also the IDESG USABILITY requirements regarding the clarity of notices given to USERS and others.


Additional best practices for indicating optionality are provided in PRIVACY-BP-E below,

It may be appropriate to have a "don't ask me again" check box for a series of transactions of the same type.
If personal information is requested from USERS during registration that is beyond the minimum necessary to complete the Eligibility Decision, that personal information MUST be clearly marked as optional.  

MANDATORY and OPTIONAL, in this requirement, generally means the following:

· If personal information is requested from users during registration that is beyond the minimum necessary to complete the Eligibility Decision, that personal information should be clearly marked as optional. That optional designation should include a short and clear description justifying the request of that data.

· If an organization requests to release attributes values during a transaction that are the beyond the minimum necessary to complete that transaction, that release should be clearly presented as optional/a choice. That optional designation should include a short and clear description justifying the release of that data.

· If information or attribute value release is designated as mandatory, that designation should include a short and clear description of the consequences of declining to provide that information or allowing that release. SEE PRIVACY 10.
NEW NUMBER:    PRIVACY-12
OLD NUMBER:    PRIV-11

SHORT NAME:  ANONYMITY

REQUIREMENT STATEMENT (normative): 
Wherever feasible, entities MUST utilize identity systems and processes that enable transactions that are anonymous, anonymous with validated attributes, pseudonymous, or where appropriate, uniquely identified.  Where applicable to such transactions, entities employing service providers or intermediaries MUST mitigate the risk of those THIRD‐PARTIES collecting USER personal information.
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:  ANONYMITY, CHOICE, IDENTIFIERS

SUPPLEMENTAL INFORMATION (non-normative):


In support of legal, policy or personal requirements for anonymous or pseudonymous USER participation, digital identity management functions and systems should permit anonymous and (persistent across sessions) pseudonymous registration and participation, where required by law or otherwise feasible.   To further facilitate that goal, identifiers and personal data (including attributes) should be kept separate wherever feasible:  see PRIVACY-12 and PRIVACY-15. 


Organizations will request individuals’ credentials only when necessary for the transaction and then only as appropriate to the risk associated with the transaction or only as appropriate to the risks to the parties associated with the transaction.

SEE PRIVACY-5 regarding the risk of collecting additional information.


SEE PRIVACY-13 regarding the implmentation of controls to mitigate identified privacy risk.


SEE PRIVACY-11 regarding availability of user choices regarding optional disclosure of personal information. 
NEW NUMBER:    PRIVACY-13
OLD NUMBER:    PRIV-16

SHORT NAME:   CONTROLS PROPORTIONATE TO RISK

REQUIREMENT STATEMENT (normative): 
Controls on the processing or use of USERS' personal information MUST be commensurate with the degree of risk of that processing or use.  A privacy risk analysis MUST be conducted by entities who conduct digital identity management functions, to establish what risks those functions pose to USERS' privacy.
APPLIES TO  ACTIVITY TYPES: REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION]

OTHER KEYWORDS:  LIMITATION, POLICIES, RISK

SUPPLEMENTAL INFORMATION (non-normative):

“Personal information” broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1. 


“Digital identity management functions” refers to functions defined in the IDESG Functional Model.


Many risk analysis models include examples or guidance about the implementation of controls that are appropriate to either specific risks or levels of existing risk.

NEW NUMBER:    PRIVACY-14
OLD NUMBER:    PRIV-3

SHORT NAME: DATA RETENTION
REQUIREMENT STATEMENT (normative): 
Entities MUST limit the retention of personal information to the time necessary for providing and administering the functions and services to USERS for which the information was collected, except as otherwise required by law or regulation. 


APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:  RETENTION, PURPOSE, LIMITATION
SUPPLEMENTAL INFORMATION (non-normative):

 Retention requirements arising from "law, regulation or legal process" may include litigation-related legal holds, and requirements arising from mandatory audits.  

"Personal information" broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1.  


“Functions” refer to the functions listed in the IDESG Functional Model; see supplemental guidance in PRIVACY-13


Personal Information no longer retained by organizations must be disposed of in a manner aligning with appropriate industry standards and/or legal requirements.

NEW NUMBER:    PRIV-15
OLD NUMBER:    PRIV-17

SHORT NAME:  ATTRIBUTE SEGREGATION
REQUIREMENT STATEMENT (normative): 
Wherever feasible, identifier data MUST be segregated from attribute data. 
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, CREDENTIALING,  AUTHORIZATION

OTHER KEYWORDS:  ARCHITECTURE, ATTRIBUTE, IDENTIFIERS, PROCESS

SUPPLEMENTAL INFORMATION (non-normative):

This recommendation is intended to apply to identity data while used and stored internally by an entity, as well as when collected from or transmitted to another.  These goals may be most easily accomplished when identity management systems are being designed or renovated.  


“Identifiers” mean numbers or other non-attribute designations designed to specify individuals or sets of individuals in a system.
BEST PRACTICES AND POSSIBLE FUTURE REQUIREMENTS
NEW NUMBER:    PRIVACY-BP-A
OLD NUMBER:    PRIV-7

SHORT NAME:  RECOMMENDED QUALITY CONTROLS

REQUIREMENT STATEMENT (non-normative): 
Entities SHOULD determine the necessary quality of personal information used in identity assurance solutions based on the risk of that transaction, including risk to the  USERS involved.
APPLIES TO  ACTIVITY TYPES: REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION

OTHER KEYWORDS:   ARCHITECTURE, LIMITATION, RISK

SUPPLEMENTAL INFORMATION (non-normative):

Entities obtaining personal information about a USER may have multiple ways to obtain the necessary data, or to assure its quality (generally, its accuracy, detail, timeliness or authoritative source).  Some of those choices may be less invasive, or create less risk of USER privacy loss, than others.  Additionally, some may result in higher- or lower-quality accuracy of the data.  Entities SHOULD consider the effects of these choices on the USER whose personal information is being collected and used.  In the absence of formal data quality standards, entities SHOULD consider the timeliness, completeness, accuracy, and sources of data when evaluating the quality of personal information.


These goals may be most easily implemented in system design, when identity management systems are being designed or renovated.  


"Personal information" broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1.  

NEW NUMBER:   PRIVACY-BP-B
OLD NUMBER:    PRIV-14

SHORT NAME:  TECHNOLOGY ENFORCEMENT

REQUIREMENT STATEMENT (non-normative): 
Privacy requirements and policies SHOULD be implemented through technical mechanisms. Those technical privacy controls SHOULD be situated as low in the technology stack as possible.
APPLIES TO ACTIVITY TYPES:  [REGISTRATION, CREDENTIALING, AUTHENTICATION, AUTHORIZATION, INTERMEDIATION]

OTHER KEYWORDS: ARCHITECTURE, POLICIES, PROCESS

SUPPLEMENTAL INFORMATION (non-normative):

Privacy controls are mechanisms that mitigate privacy risk.  These may overlap with security controls.
NEW NUMBER:    PRIVACY-BP-C
OLD NUMBER:    PRIV-15

SHORT NAME:  RECOMMENDED CONSEQUENCES OF DECLINING
BEST PRACTICE STATEMENT (normative): 
Entities SHOULD provide short, clear notice to USERS of the consequences of declining to provide mandatory and optional personal information. 
APPLIES TO  ACTIVITY TYPES:  REGISTRATION, AUTHORIZATION

OTHER KEYWORDS:  CHOICE, LIMITATION, NOTICE 

SUPPLEMENTAL INFORMATION (non-normative):


This recommendation builds on and improves the mandate in requirement PRIVACY-11.  

"Personal information" broadly means any information about or linked to that USER that is collected, used, transmitted, or stored in or by digital identity management functions;  see PRIVACY-1. 


See also the IDESG USABILITY requirements regarding the clarity of notices given to USERS and others.

If personal information is requested from USERS during registration that is optional, that designation should include a short and clear description justifying the request of that data.   


If information collection or attribute value release is designated as mandatory, that designation should include a short and clear description of the consequences of declining to provide that information or allowing that release.


If an entity requests to release attributes values during a transaction that are the beyond the minimum necessary to complete that transaction, that release should be clearly presented as optional/a choice. That optional designation should include a short and clear description justifying the release of that data.

�Include reference to INTEROP-9 (Redress) as it is determined by inter-committee working group
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