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	DOCUMENT NAME
	AUTHOR 
	DATE
	WEB ADDRESS

	1
	Incommon Federation Participant Operational Practices
	
	Last accessed 1/21/10
	http://www.incommonfederation.org/docs/policies/incommonpop_20080208.html 

Information distributed by operator of federated identity management system for institutions of higher education.

	2
	E-Authentication Federation Interim Legal Document Suite
	e-Gov
	10/14/05
	http://www.japanpkiforum.jp/shiryou/e-auth_policy/EAI_Legal_Document_Suite_E.pdf k

Legal definitions related specifically to federated identity management agreement between U.S. government (General Services Administration) and Participants in federation.

	3
	Identipedia
	IdCommons
	Last accessed 1/19/10
	http://wiki.idcommons.net/Identipedia
Wiki-encyclopedia of terms related to identity management.

	4
	Proposal for a Common Identity Framework: A User-Centric Identity Metasystem
	Kim Cameron, Reinhard Posch,  Kai Rannen-

berg
	10/5/08
	http://www.identityblog.com/wp-content/images/2009/06/usercentricidentitymetasystem.pdf
Basic identity management glossary with expanded explanation of “claims” in text of article.

	5
	Wikipedia:Digital Identity
	Wikipedia
	Last accessed 1/21/10
	http://en.wikipedia.org/wiki/Digital_identity 

Limited definition of “digital identity” and related terms.

	6
	Modinis: Common Terminological Framework for Interoperable Electronic Identity Management
	
	11/23/05
	https://www.cosic.esat.kuleuven.be/modinis-idm/twiki/bin/view.cgi/Main/GlossaryDoc?code=nld
Consultation paper prepared for the eGovernment Unit of the European Union Commission; attempts to create a common terminological framework.

	7
	Open Privacy.Org: Definitions
	Open Privacy Initiative
	Last accessed 1/21/10
	http://www.openprivacy.org/opd.shtml
Technical definitions.

	8
	Random Thoughts on Digital Identity: Digital Identity Glossary
	Blog: Random Thoughts on Digital Identity
	8/23/07
	http://blog.onghome.com/glossary.htm
Non-technical definitions.

	9
	The Identity Dictionary
	Blog: Identity and Access Management (Allan Milgate)
	8/21/06
	http://identityaccessman.blogspot.com/
Basic definitions of 100 technical and non-technical terms related to “Identity and Access Management.”

	10
	National Security Telecommunications Advisory Committee (NSTAC) Report to the President on Identity Management Strategy
	NSTAC
	5/21/09
	http://www.ncs.gov/nstac/reports/2009/NSTAC%20IDTF%20Report.pdf#14 

General glossary of identity management terms.

	11
	Identity Management Task Force Report 2008
	National Science & Technology Council Subcommittee on Biometrics & Identity Management 
	2008
	http://www.ostp.gov/galleries/NSTC%20Reports/IdMReport%20Final.pdf 

General glossary of identity management terms.

	12
	Electronic Authentication Partnership (EAP) Trust Framework
	EAP
	1/6/05
	http://eap.projectliberty.org/docs/Trust_Framework_010605_final.pdf 

General and technical glossary specific to the EAP Framework.

	13
	Federated Identity Management: Balancing Privacy Rights, Liability Risks, and the Duty to Authenticate
	Thomas J. Smedinghoff
	8/21/09
	http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1471599 

Limited general and legal glossary.

	14
	Kantara Identity Assurance Framework: Glossary
	Editor: Britta Glade
	10/14/09
	www.kantarainitiative.org 

General and technical glossary specific to Kantara Initiative.

	15
	Issues for Responsible User-Centric Identity
	Center for Democracy & Technology
	11/2009

Version 1
	http://www.cdt.org/files/pdfs/Issues_for_Responsible_UCI.pdf 

Defines “user-centric identity.”

	16
	Identity in the Age of Cloud Computing: The next-generation Internet’s impact on business, governance and social interaction
	J.D. Lasica
	2009
	http://www.aspeninstitute.org/publications/identity-age-cloud-computing-next-generation-internets-impact-business-governance-socia 

General definitions scattered throughout text.

	17
	Lexicon from IdCommons
	IdCommons
	Printed 01/19/10
	http://wiki.idcommons.net/Lexicon 

Wiki-glossary of general terms.

	18
	ABA Identity Management Services Agreement
	American Bar Association, Section of Business Law, Federated Identity Management Legal Task Force 
	4/7/09
	Not available online.

Sample agreement between “relying party” and “credential service provider.”

	19
	Oasis: Glossary for the OASIS Security Assertion Markup Language (SAML) V2.0
	Oasis
	
	http://docs.oasis-open.org/security/saml/v2.0/saml-glossary-2.0-os.pdf 

Technical glossary with some general terms.

	20
	Liberty Alliance Privacy and Security Best Practices 
	Liberty Alliance Project
	2003
	http://www.projectliberty.org/liberty/resource_center/papers/liberty_alliance_privacy_and_security_best_practices/
Liberty-specific general glossary.

	21
	Liberty Glossary v.2.0
	Liberty Alliance Project
	
	http://www.projectliberty.org/resource_center/specifications/liberty_alliance_specifications_support_documents_and_utility_schema_files/liberty_glossary_v2_0/
Technical glossary.

	22
	Liberty Identity Assurance Framework
	Liberty Alliance Project
	
	http://www.projectliberty.org/liberty/content/download/4315/28869/file/liberty-identity-assurance-framework-v1.1.pdf 

Technical and general glossary.

	23
	Public Key Infrastructure (PKI) Assessment Guidelines 
	American Bar Association, Information Security Committee
	6/18/01
	http://www.abanet.org/scitech/ec/isc/pagv30.pdf 

Comprehensive glossary of general and technical terms.

	24
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	AUTHOR 
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	25
	RFID Application Privacy Impact Assessment Framework 
	European Commission
	Nov. 30, XXXX
	No website

	26
	ITU-T X.1252 Baseline Identity Management Terms and Definitions
	International Telecommunication Union (ITU)
	Apr. 2010
	No website

	27
	Recommendation X.1252: Baseline Identity Management Terms and Definitions
	International Telecommunication Union (ITU)
	Apr. 2010
	No website

	28
	Draft Recommendation X.1252: Baseline Identity Management Terms and Definitions
	International Telecommunication Union (ITU)
	Sept. 2009
	No website

	29
	Draft Recommendation ITU-T X.priva, Criteria for assessing the level of protection for personally identifiable information in IdM
	International Telecommunication Union (ITU)
	Sept. 2009
	No website

	30
	Draft Recommendation ITU-T X.1275, Guideline on Protection of personally identifiable information in the application of RFID technology
	International Telecommunication Union (ITU)
	Apr. 2010
	No website

	31
	Generally Accepted Privacy Principles: a Global Privacy Network
	American Institute for Certified Public Accountants
	
	http://www.aicpa.org/InterestAreas/InformationTechnology/Resources/Privacy/GenerallyAcceptedPrivacyPrinciples/GenerallyAcceptedPrivacyPrinciplesAppendixes/Pages/Appendix%20A%20Glossary.aspx

	32
	Glossary of Terms
	Information Commissioner’s Office (UK)
	
	http://www.ico.gov.uk/tools_and_resources/glossary.aspx

	33
	2006 Identity Fraud Survey Report
	Javelin Strategy and Research
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	34
	Identity Management Terminology
	Hitachi ID Systems, Inc. (formerly MTech, Inc.)
	(website is © 2010 but no publ. date)
	http://access-certifier.hitachi-id.com/docs/identity-management-terminology.html

	35
	Federal Information Processing Standards Publication – Personal Identity Verification (PIV) of Federal Employees and Contractors
	National Institute of Standards and Technology (NIST)
	May 2006
	http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng1.pdf

	36
	Glossary of Key Information Security Terms
	National Institute of Standards and Technology (NIST)
	May 2010
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Summary 
This document provides a collection of terms and definitions used in Identity Management.  They 
are drawn from many sources; all are believed to be in common use in IdM.  These definitions are 
to be used as a baseline for IdM Recommendations throughout ITU-T; they may be expanded if 
necessary to provide greater clarity for a specific context.  This will ensure the main features of IdM 
are consistent, aligned and understood. 


 


Draft X.1252 (X.idmdef) - Baseline identity management terms and definitions 


1     Scope 
This Recommendation contains a collection of terms and definitions commonly used in Identity 
Management (IdM).  The list is confined to those that are specific or important to IdM and is not 
intended to be a huge compendium of all associated terms.  The definitions provide a baseline 
description of the term i.e. they are intended to convey the basic meaning without including details 
or examples although exceptionally, this may be included when it helps to clarify the definition.  


NOTE: The use of the term �“identity�” in this Recommendation relating to IdM does not indicate its absolute 
meaning.  In particular, it does not constitute any positive validation of a person. 


 


2     References 
The following ITU-T Recommendations and other references contain provisions, which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. 


 


[ITU-T X.501]   Recommendation ITU-T X.501 (2005), Open Systems Interconnection �– 
The Directory: Models 


 [ITU-T X.800] Recommendation ITU-T X.800 (1991), Security architecture for Open 
Systems Interconnection for CCITT applications. 


[ITU-T X.810]   Recommendation ITU-T X.810 (1995), Security framework for open 
systems �– overview. 


[ITU-T X.811]   Recommendation ITU-T X.811 (1995), Security frameworks for open 
systems �– authentication. 


 [ITU-T X.1081]  Recommendation ITU-T X.1081 (2004), A framework for the specification 
of security and safety aspects of telebiometrics. 


[ITU-T Y.2091]   Recommendation ITU-T Y.2091 (2008), Terms and definitions for Next 
Generation Networks. 


[ITU-T Y.2701]  Recommendation ITU-T Y.2701 (2007), Security requirements for NGN 
release 1 







- 3 - 


[ITU-T Y.2702]  Recommendation ITU-T Y.2702 (2008), Authentication and authorization 
requirements for NGN Release 1. 


[ITU-T Y.2720]  Recommendation ITU-T Y.2720 (2009), NGN Identity management 
framework 


 


3     Definitions 
This clause is intentionally left blank. 


4     Abbreviations and acronyms 
IdM  Identity Management 


IdP  Identity Provider 


IdSP  Identity Service Provider 


NGN  Next Generation Network 


OED  Oxford English Dictionary 


PII  Personally Identifiable information 


RP  Relying Party 


5     Conventions 
This clause is intentionally left blank. 


6     Introduction 
Compilation of this list of IdM terms and definitions began in 2007.  It has had many iterations, 
received contributions and comments from many people and been reviewed many times.  The terms 
and definitions are from many sources. Some of these but by no means all are listed in the appendix.  
In some cases the original definition was suitable and included but in many cases it was modified or 
combined with others resulting in a �“best of breed�” for a particular term. 


Considerable effort has been made to ensure that the definitions convey the same meaning as those 
in other IdM International Standards|Recommendations.  This means that in some cases the words 
may not be identical but the meaning should be the same. 


Because a term may be used in a number of different contexts, the definitions are confined to a 
baseline or simple description of the term without including alternatives or variations that may 
occur.  If additional detail or clarification is needed, this can be added as required. 
 
The fundamental points from which the definitions are derived are discussed further in Annex A. 


 


7     Terms and Definitions 
access control: a procedure used to determine if an entity should be granted access to resources, 
facilities, services, or information based on pre-established rules and specific rights or authority 
associated with the requesting party  
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address [ITU-T Y.2091]: An address is the identifier for a specific termination point (and is used 
for routing to this termination point). 


agent: An entity that acts on behalf of another entity 


alliance: An agreement between two or more independent Entities that defines how they will relate 
to each other and how they jointly conduct activities. 


anonymity:  The property that an entity cannot be identified within a set of entities. 


Note: Anonymity prevents the tracing of entities or their behaviour such as user location, 
frequency of a service usage, and so on. 


assertion:  a statement made (by an entity) without accompanying evidence of its validity.1 


assurance: see authentication assurance and identity assurance 


assurance level: A quantitative expression that indicates the level of confidence in the binding 
between an entity and the presented identity information. 
attribute  Information bound to an entity that specifies a characteristic of the entity.  


attribute type [ITU-T X.501]: That component of an attribute which indicates the class of 
information given by that attribute. 


attribute value [ITU-T X.501]: A particular instance of the class of information indicated by an 
attribute type. 


(entity) authentication:  A process to achieve sufficient confidence in the binding between the 
entity and the presented identity.    


Note: use of the term authentication in an IdM context is taken to mean entity authentication.  


authentication assurance: Confidence reached in the authentication process, that the 
communication partner is the entity which it claims to be or is expected to be.  


authorization [ITU-T Y.2720, X.800]: The granting of rights, and, based on these rights,  the 
granting of access. 


binding: An explicit established association, bonding, or tie.  


biometrics [ITU-T X.1081]: Automated recognition of living persons based on observation of 
behavioural and biological (anatomical and physiological) characteristics.  


certificate: [ITU-T X.810]: A set of security-relevant data issued by a security authority or a trusted 
third party, together with security information which is used to provide the integrity and data origin 
authentication services for the data.  


claim [OED]: To state as being the case, without being able to give proof.1 


claimant [ITU-T Y.2720, X.811]: An entity which is or represents a principal for the purposes of 
authentication. A claimant includes the functions necessary for engaging in authentication 
exchanges on behalf of a principal. 


context: The environment with defined boundary conditions in which entities exist and interact. 


credential:   A set of data presented as evidence of a claimed identity and/or entitlements.  


delegation:  The action that assigns authority, responsibility or a function to another entity. 


                                                 
1 The terms assertion and claim are agreed to be very similar. 
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digital identity: The digital representation of the information known about a specific individual, 
group or organization  


enrolment:  The process of inauguration of an entity into a context.  Enrolment may include 
verification of the entity�’s identity and establishment of a contextual identity. 


Note: Also, enrolment is a pre-requisite to registration.  In many cases the latter is used to 
describe both processes.  


entity:  Anything that has separate and distinct existence and that can be identified in context. 


Note: An entity can be a physical person, an animal, a juridical person, an organization, an 
active or passive thing, a device, software application, service etc. or a group of these 
individuals. In the context of Telecommunications, examples of entities include access points, 
subscribers, users, network elements, networks, software applications, services and devices, 
interfaces, etc. 


entity authentication:  A process to achieve sufficient confidence in the binding between the entity 
and the presented identity.    


Note: use of the term authentication in an IdM context is taken to mean entity authentication. 


federation:  An association of users, service providers and identity service providerss. 


identification:  The process of recognizing  an entity by contextual characteristics.  


identifier: One or more attributes used to identify an entity within a context.  
identity: The representation of an entity in the form of one or more information elements which 
allow the entity(s) to be sufficiently distinguished within context. For IdM purposes the term 
identity is understood as contextual identity (subset of attributes) i.e. the variety of attributes is 
limited by a framework with defined boundary conditions (the context) in which the entity exists 
and interacts. 


Note: Each entity is represented by one holistic identity, which comprises all possible 
information elements characterising such entity (the attributes). However, this holistic identity 
is a theoretical issue and eludes any description and practical usage because the number of all 
possible attributes is indefinite. 


identity assurance: the degree of confidence in the identity proofing process used to establish the 
identity of the entity to whom the credential was issued, and the degree of confidence that the entity 
that uses the credential is the entity or entity to whom the credential was issued or assigned 


identity based security policy [ITU-T X.800]: A security policy based on the identities and/or 
attributes of users, a group of users, or entities acting on behalf of the users and the 
resources/objects being accessed. 


identity service bridge provider: An Identity Service Provider that acts as a trusted intermediary 
among other Identity Service Providers. 


identity management: [ITU-T Y.2720]: A set of functions and capabilities (e.g. administration, 
management and maintenance, discovery, communication exchanges, correlation and binding, 
policy enforcement, authentication and assertions) used for: 


• Assurance of identity information (e.g., identifiers, credentials, attributes);  


• assurance of the identity of an entity  (e.g., users/subscribers, groups, user devices, 
organizations, network and service providers, network elements and objects, and virtual 
objects); and  
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• supporting business and security applications. 
identity pattern: A structured expression of attributes of an entity (e.g. the behaviour of an entity) 
that could be used in some identification processes. 


identity proofing: A process by which the credential issuer validates sufficient information to 
identify uniquely, an entity that applies for the credential. 


identity provider (IdP):  See identity service provider (IdSP). 


identity service provider (IdSP):  An entity that verifies, maintains, manages, and may create and 
assign identity information of other entities. 


identity synchronisation [draft ITU-T X.1251]: A process of updating disseminated user�’s identity 
information to a relying party when the source of the identity information in an identity service 
provider is changed. 


identity verification: The process of confirming that a claimed identity is correct by comparing 
the offered claims of identity with previously proven information. 


manifestation: An observed or discovered (i.e., not self-asserted) representation of an entity. 
(Compare with assertion.)  


mutual authentication: the process by which two entities (such as a client and a server) 
authenticate each other such that each is assured of the other�’s identity. 


name [ITU-T Y.2091]: A name is an identifier of an entity (e.g., subscriber, network element) that 
may be resolved/translated into an address. 


non-repudiation: The ability to protect against denial by one of the entities involved in an action of 
having participated in all or part of the action. 


pattern: see identity pattern. 


persistent: Existing, and able to be used in services outside the direct control of the issuing 
assigner, without a stated time limit.    


personally identifiable information (PII) [ITU-T Y.2720]: The information pertaining to any 
living person which makes it possible to identify such individual (including the information capable 
of identifying a person when combined with other information even if the information does not 
clearly identify the person).  


principal [ITU-T Y.2720, X.811, Y.2702]: An entity whose identity can be authenticated. 


privacy:  The right of individuals to control or influence what personal information related to them 
may be collected, managed, retained, accessed and used or distributed. 


privacy policy:  The policy that defines the requirements for protecting access to, and 
dissemination of, personally identifiable information (PII) and the rights of individuals with respect 
to how their personal information is used. 


privilege: A right to carry out a particular permission (act). 


proofing: The verification or validation of information when enrolling new entities into identity 
systems. 


provisioning: Automatically providing an Identity with access to a role, resource or service, or 
automatically changing or removing that access, based on the life cycle of events or work requests 
or changed attributes.  
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pseudonym:  An identifier, whose binding to an entity is not known or is known to only a limited 
extent, within the context in which it is used. 


registration: The process in which an entity requests and is assigned privileges to use a service or 
resource.  


Note: enrolment is a pre-requisite to registration. Enrolment and registration functions may be 
combined or separate. 


relying party (RP) [ITU-T Y.2720]: An entity that relies on an identity representation or claim by 
a Requesting/ Asserting entity within some request context.  


repudiation: Denial by one of the entities involved in an action of having participated in all or part 
of the action.  


requesting entity: An Entity making an identity representation or claim to a relying party within 
some request context. 


revocation [ITU-T Y.2701]: The act (by someone having the authority) of annulling something 
previously done. 


role [ETSI TS 132 140 V6.3.0]: A set of properties or attributes that describes the capabilities of an 
entity that can be performed.  An activity performed by an entity; each entity can play many roles. 


security audit [ITU-T X.800]: An independent review and examination of system records and 
activities in order to test for adequacy of system controls, to ensure compliance with established 
policy and operational procedures, to detect breaches in security, and to recommend any indicated 
changes in control, policy and procedures. 


security domain [ITU-T Y.2720, Y.2701]: A set of elements, a security policy, a security authority 
and a set of security-relevant activities in which the elements are managed in accordance with the 
security policy.   


security zone  [ITU-T Y.2701]: A protected area. This is defined by operational control, location, 
and connectivity to other device/network elements. 


security domain authority [ITU-T X.810]: A security authority that is responsible for the 
implementation of a security policy for a security domain.  


self-asserted identity: An identity asserted by an entity itself.  


trust:  the firm belief in the reliability and truth of information; or in the competence of an entity to 
act appropriately, within a specified context. 


trust level: A consistent, quantifiable measure of reliance on the character, ability, strength, or truth 
of someone or something. 


trusted third party [ITU-T Y.2702,  X.800, X.810]: A security authority or its agent that is trusted 
with respect to some security relevant activities (in the context of a security policy). 


user: Any entity that makes use of a resource e.g. system, equipment, terminal, process, application, 
or corporate network.   


user-centric: An IdM system that can provide the (IdM) user with the ability to control and enforce 
various privacy and security policies governing the exchange of identity information, including PII, 
between entities. 


verification: The process of confirming a claimed Identity.  


verifier:  An entity that validates identity information.  
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Annex A  


Key points and rationale for IdM basic terminology 
(This annex forms an integral part of this Recommendation) 


 


Background 
Discussions on Identity Management (IdM) have illustrated differences in the understanding that 
people have about the intention of IdM, about the basic procedures used, and in the terminology and 
definitions of terms. These differences have led to misunderstandings and lengthy discussions 
during the IdM standardisation process. 


To help avoid these misunderstandings in the future, this Annex captures some of the agreements 
reached during ITU-T discussions on these basic concepts and terminology and helps explain the 
thinking that went into the development (or, in some cases adoption) of the terms included in this 
Recommendation.  Please note that this Annex does not capture or explain the holistic view of 
Identity Management. 


Introduction  
Identity is the term around which all other IdM terms revolve.  In the real world, rather than digital 
world, for example, the identity of a natural person is readily accepted and is based upon an 
extensive set of characteristics or attributes.  Some of these are physical features such as height, hair 
colour, general appearance, mannerisms, behaviour etc.  Others, like date of birth, place of birth, 
home address, telephone number may also be used. In a communication process, both parties 
normally have the requirement to have enough confidence that they communicate with the correct 
partner.  This process of seeking this confidence would often involve two or more individuals or 
�“entities�”.  The entity whose identity is to be confirmed �– the requesting entity, and the entity that 
will rely on a confirmed identity �– the relying party.  A third entity which manages identities may 
be involved �– an identity service provider. 
 
In the digital or �“on-line�” world, an �“identity�” is also made up of attributes, just like the real world.  
However, in this case, the �“identity�” may be limited to a single feature or it may have many; it will 
depend on the context in which it appears.  This applies to inanimate objects as well as natural 
persons so users are often referred to as an entity. 
 
Generally, identifiers, and/or attributes will uniquely characterise an entity within a particular 
context.  Because of this, an entity may have a number of different identities some of which will be 
a subset of other identities. 


 


A1. Authentication and Confidence 
The authentication process is a major part of IdM.  The following is provided to help explain the 
authentication process and its relevance to confidence.  


Note that, when applying this model to real procedures and applications, one has to be very clear 
about the relevant communication partners and the applicable chains of trust. 


The authentication process may be described as follows:  


Most communication processes require that the communication partners have adequate confidence 
or trust that they are really communicating with the intended partner. Therefore, at the beginning of 
a communication, the partners try to reach an adequate level of confidence on the basis of available 
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identity information about the partner i.e. confidence in the binding between the entity and the 
presented identity.  


The process of establishing confidence is especially important when the communicating partners are 
remote from each other and connected only by a telecommunication link. The authentication 
process is executed in order to ascertain, with a sufficient degree of confidence that the identity 
presented by a communication partner really belongs to it. 


Communication always involves 2 or more distinct partners that exchange information. Due to the 
broad variety of possible partners (e.g. humans and things) a general term needs to be defined. The 
term chosen is entity which is defined as: Anything, that has separate and distinct existence and that 
can be identified in context. 


Note: 
• An entity can be a physical person, an animal, a juridical person, an organization, an 


active or passive thing, a device, software application, service etc. or a group of these 
individuals. 


• In the context of telecommunications, examples of entities include access points, 
subscribers, users, network elements, networks, software applications, services and 
devices, interfaces, etc. 


The information that can be used for identification of an entity is based on the entity�’s attributes. An 
attribute is defined as: information bound to an entity that specifies a characteristic of the entity. In 
practical terms, identification of an entity is usually based on a subset of its attributes since 
identification is limited by what is called the context, within which the entity exists and interacts. 
The narrower the context and the clearer the boundary conditions, the fewer the number of 
attributes necessary for identification. Context is defined as: The environment with defined 
boundary conditions in which entities exist and interact. 


Since the definition of entity is based on the capability to be identified, it is necessary to have a 
proper definition of identification: the process of recognizing an entity as it is characterized within 
context.  


For the purpose of distinguishing entities, it is sufficient to use a sub-set of the attributes which is 
adequate to the context. This is referred to as the identity which is defined as: the representation of 
an entity in the form of one or more information elements which allow the entity(s) to be 
sufficiently distinguished within context. For IdM purposes the term identity is understood as 
contextual identity (subset of attributes) i.e. the variety of attributes is limited by a framework with 
defined boundary conditions (the context) in which the entity exists and interacts. 


An identity can be a subset of another identity. There also may be intersections of identities. 
However, for various reasons (such as for privacy concerns) intersections of identities, used for 
different purposes or in different contexts may be explicitly undesirable or even excluded.  


Figure 1 shows the relationships between entity, identities and attributes. 
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Entity
Attribute 1
Attribute 2
Attribute 3
Attribute 4
Attribute 5
Attribute 6
Attribute 7
Attribute 8
Attribute 9
�…..
Attribute n


Attributes may consist of something
�•the entity has
�•the entity has chosen
�•the entity has been assigned


Identity:
The representation of an entity in the form of 
one or more information elements which 
allow the entity(s) to be sufficiently 
distinguished within context. For IdM 
purposes the term identity is understood as 
contextual identity (subset of attributes) i.e. 
the variety of attributes is limited by a 
framework with defined boundary conditions 
(the context) in which the entity exists and 
interacts.


Holistic Identity:
All possible attributes of the entity (unlimited number)
(not applicable in reality)


Figure 1: Relationships between entity, identities and attributes


 
As already noted, authentication is relevant for identity management.  It is the process needed to 
achieve sufficient confidence that communication is being undertaken with the intended partner. 
The actual level of confidence needed will depend on the sensitivity of the application and/or the 
risk of consequent damage due to engaging in communication with the wrong partner.   
 
Rights or privileges can be assigned for various purposes including, for example: 


• sharing or delivering of information which is not intended to be available for everybody, 
• granting access to 


o information 
o rooms /areas / domains 
o services 
o usage of resources 


• making contracts 


Gaining such confidence requires that the communication partner can be clearly distinguished from 
other possible communication partners and that, when required, this distinction can be periodically 
reassessed.  
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(1) RE: makes assertion


(2) RP checks claimant�‘s assertion by:
�• comparing with information already existing
�• consistency checks
�• trust assumption for statement source


Note: These checks could also be executed by another
entity (e.g. a verifier), subject to conformance with
privacy legislation and policies and consent of the RE.


(3b)RP:
sufficient trust level


achieved?


yes


no


not authenticated


(4b) RP: 
Requesting further
identity information
from RE e.g. 
identity information, 
credentials, 
certificates.


Note 1: This Figure shows the basic unidirectional authentication process. 
Generally this process is executed mutually in parallel and / or interleaved. 
Note 2: If no trust level is required, step 2 may be dropped
Note 3: This flow can be executed multiple times, and those recursions also 
could be seperated in time and/or locaton
Note 4: 


(4a) RP:
requesting
further
information
from third
party


yes


no


(5) Third Party:
third party provides 
addtional evidence


Figure 2: Unidirectional Authentication Process


(3c)RP:
Proceed further?


(3a) RP:
result of classification checks positive?


no


yes


(0) REt: prepared to make
assertion


Stop


yes


no


Start


authenticated


Involement of third party is subject toprivacy legislation
and policies and consent of RE..


See note 4


 
In general this process of achieving confidence, i.e. the authentication process, is done mutually. 
That means that the authentication process as shown in Figure 2 is accomplished twice with each of 
the entities acting in each role. i.e.: 


Authentication of Y: Entity Y acts as requesting entity (RE), entity X acts as relying party 
(RP) 


Authentication of X: Entity X acts as requesting entity, Y acts as relying party  


For simplification and easier understanding, the authentication process shown in Figure 2 is 
described in one direction only. However, the flows of these two processes are interleaved. 


Interleaved execution allows the parties to check pre-conditions before presenting potentially 
confidential attributes. Such conditions can be: 


• knowledge of how to address the relying party,  


• sufficient trust that the relying party is the right one (e.g.: Users should have some 
confidence, that they are on the right web page, before entering identity information such as 
user name and password). 


In some cases (but not in user-centric systems) a third party could be directly involved to provide 
further information as evidence to the relying party to improve trust in the attributes of the 
requesting entity. 
 
Identities are comprised of attributes. Those can be something: 


• the entity has  (e.g. code card) 
• the entity knows  (e.g. password) 
• the entity is  (e.g. colour, size) 
• the entity is able to do  (e.g. specific encryption) 
• the location of the entity 
• combination of those 
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Identities can be checked by 


• consistency of the information itself 
• consistency with other supporting information 
• comparing with already known information 


 
Attributes can also be specified in terms of an identity pattern which is a structured expression of 
attributes of an entity (e.g. the behaviour of an entity) that could be used in some identification 
processes. 


Note particularly that, as shown in the Figure 2 flowchart example, it is always up to the RP to 
decide whether to accept the requesting entity or not on the basis of the authentication process. No 
one else can make this decision. 


In general every communication partner should be able to set the level of confidence needed to 
allow the execution of privileges. However, this right can be limited and, in some cases, has to be 
limited by legislation. 


Where there is a significant asymmetry between the communication partners there is particular 
danger that the more powerful partner could misuse this situation and require an insufficiently high 
level of confidence, or refuse his own authentication. Therefore, it is necessary that technical 
implementations of authentication mechanisms be based on symmetric mechanisms to avoid 
asymmetry. In Addition, there could be the need for regulations to prevent dominance of one party 
to prevent undue usage of a dominance situation in asymmetric situations. 


In general, when applying identity management, it is necessary to be very clear about the entities 
involved and their purpose so that the context and identities (set of attributes) can be limited to the 
specific purpose. 


For the level of confidence with respect to pure telecommunications purposes, it is usually 
sufficient that the customer has appropriate confidence to be connected to the intended transport or 
service provider and the providers have confidence that the usage of services is permitted, can be 
billed and should be paid. The latter could be achieved by authentication of, for example, an access 
point or a subscriber account, which need not be identical with, or reference the actual user of the 
service. In some cases, such as prepaid phone cards or prepaid SIM-cards, no authentication will be 
necessary. 


A credential may be presented in the authentication process as evidence of some or all attributes of 
a presented contextual identity. A credential is defined as: a set of data presented as evidence of a 
claimed identity and/or entitlements. However it is necessary to distinguish clearly between two 
types of credential: 


1) A set of data presented as evidence of a claimed identity, which is relevant for 
authentication purposes (e.g. a passport). This type of credential is used to increase the trust 
in attributes by confirmation through the party which issues the credential; and 


2) A set of data presented as evidence of entitlements, which is relevant for authorization 
purposes only (e.g. a ticket for a concert or football game). It allows the exercise of a 
privilege (such as being admitted to an event on the basis of having a ticket) without 
necessarily revealing the identity of the entity presenting the credential. 


Some credentials may include both functions and both types of credential could be subject to a 
separate authentication process. 
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A2. Claim/ Assertion 
The meaning of the terms claim and assertion are generally agreed to be somewhat similar but with 
slightly different meanings.  In some cases, an assertion is considered to be a �“stronger�” statement 
than a claim. For example, the Oxford English Dictionary defines claim as:  


  (a) to state as being the case, without being able to give proof. 


   (b) a statement that something is the case,  


and assertion as: a confident and forceful statement. However, in a digital context, the terms 
�“confident�” and �“forceful�” are not really meaningful.  


In open networks, there will be a more complex and ambivalent relationship between the party 
making a statement (i.e. presenting identity information) and the party that relies on it. Therefore 
any statement is assumed to be in doubt and, as such, is subject to verification or request for further 
evidence. Neither claims, nor assertions can be assumed to be made with any authority whatever. It 
will always be up to the relying party to decide whether or not to accept the claim or assertion based 
on verification by the relying party (or by a verifier acting at the request of the relying party). 


 


A.3 Enrolment and Registration 
Enrolment and registration are two processes that are closely related and there is overlap between 
the two. The terms are sometimes used interchangeably and, although they may be combined in a 
single step, there are, in fact, two distinct processes. 


Enrolment is:  the process of inauguration (or establishing) of an entity into a context. Enrolment 
may include verification of the entity�’s identity and establishment of a contextual identity.  
Registration is: the process in which an entity requests, and is assigned, privileges to use a service 
or resource.  Enrolment is a pre-requisite to registration.  


In the real world, for example, a user may, at some point, enrol for generic banking services then, at 
a later time register for on-line banking. Alternatively, the user may, when opening a new account, 
fulfil identification (and related) formalities (i.e. enrol) and register for on-line banking services at 
the same time.  


 


A.4 Identity Provider and Identity Service Provider 
An examination of current practice indicated that the terms Identity Provider and Identity Service 
Provider are both commonly used. Although the term Identity Provider is used in some existing 
ITU-T Recommendations and draft Recommendations, it could be construed to mean an entity that 
provides identities, rather than an entity that manages identities. Furthermore this term is 
misleading, because identities cannot be provided, they exist, or evolve when attributes are 
assigned. In addition, the term service provider is used quite extensively in terms like verification 
service provider, credential service provider, financial service provider etc.  


The term Identity Service Provider is, therefore, seen as somewhat more descriptive than Identity 
Provider and should be the preferred term. It was possible to accommodate this change with only 
minor impact to the existing documents by using the current definition of Identity Provider for 
Identity Service Provider and retaining the term Identity Provider but, instead of defining it, simply 
providing a pointer to Identity Service Provider. The acronym should be IdSP.  
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Appendix I. 
 


Bibliography 
 


(This appendix does not form an integral part of this Recommendation) 


 


In developing this list of IdM terms and definitions reference has been made to a large number of  
IdM publications, work and glossaries that already exist.  The list is far from exhaustive but 
includes:  


 


American National Standards Institute http://www.ansi.org/  


AusCert Conference 2005 


Carnegie Mellon® Computing Services www.cmu.edu/acs/documents/idm/ 


Committee on National Security Systems GlossaryWorking Group  


Edentity http://www.edentity.co.uk/  


ETSI TErms and Definitions Database Interactive - http://webapp.etsi.org/Teddi/   


EU Commission eGovernment Unit DG Information Society and Media 


ICANN http://www.icann.org/en/general/glossary.htm  


IETF Trust (2007) Network Working Group 


Identity Commons http://wiki.idcommons.net/Main_Page  


ISO/IEC JTC1 SC27 WG5  


ITU-T Identity Management Focus Group 


ITU-T Terms and Definitions Database - http://www.itu.int/sancho/index.asp   


Kim Cameron�’s Laws of Identity http://www.identityblog.com/?p=354  


Liberty Alliance Technical Glossary 


Modinis https://www.cosic.esat.kuleuven.be/modinis-idm/twiki/bin/view.cgi/Main/WebHome  


NetMesh® Inc. http://www.netmesh.us/  


National Institute of Standards and Technology  http://www.nist.gov/index.html  


OASIS http://www.oasisopen.org/committees/security/ipr.php 


OECD Recommendation on Electronic Authentication 


Open Mobile Alliance�™  http://www.openmobilealliance.org/UseAgreement.html.  


STORK-eID Consortium http://www.eid-stork.eu/index.php?option=com_frontpage&Itemid=1  


Trusted Computing Group http://www.trustedcomputinggroup.org/  


UK Information Advisory Council http://www.iaac.org.uk/Default.aspx?tabid=1  


_____________ 
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