Strength of Authentication Factors and Assurance Levels – 
Background:  Driving standards and specifications to support increased security, consumer choice, ease of use and innovation remains a significant gap for the industry.  One example of this is in terms of broader online access, assurance levels are largely based on NIST SP 800-63 which, in conjunction with OMB 04-04, defines typical risk levels and the means of authentication used to mitigate such risks.  As identity ecosystems evolve, and applications extend beyond the federal government, there are emerging points of view regarding acceptable risk levels for different industry segments, communities of interest, or trust frameworks.  These risk levels may or may not be aligned with the Levels of Assurance (LOA) 1-4 cited in NIST SP 800-63.  Work is required to ensure that the assessed level of risk is somewhat harmonized across various industry sectors, and potentially applying the concepts ofextend the NIST LOA risk model for identity to commercial use, as well as be adapted/reused for attributes in determingAttribute Based Access Control (ABAC) measures of confidence and guidance for Attribute Providers.

0. In November 2009, the Federal Chief Information Officers Council (Federal CIO Council) published the Federal Identity, Credential, and Access Management (FICAM) Roadmap and Implementation Plan v1.0, which provided guidance to federal organizations to evolve their logical access control architectures to include the evaluation of attributes as a way to enable access within and between organizations across the Federal enterprise.  In December 2011, the FICAM Roadmap and Implementation Plan v2.0 took the next step of calling out Attribute Based Access Control (ABAC) as a recommended access control model for promoting information sharing between diverse and disparate organizations.  Despite the clear guidance to implement ABAC, to date, there has not been a comprehensive effort to formally define or guide the implementation of ABAC within the Federal Government.  This lack of guidance may extend to the private sector as well.  NIST is currently developing a Special Publication[footnoteRef:1] that will provide guidance for ABAC implementation and is expected to publish this guidance later this calendar year. [1:  NIST Special Publication 162, Attribute Based Access Control Definition and Considerations, is near completion and is expected to be released for the public review process on April 25, 2013.  The purpose of this document is to provide Federal agencies with a definition of ABAC and considerations for using ABAC to improve information sharing while maintaining control of that information.] 


0. Task:  Analyze Expand the current risk framework in M04-04 and NIST SP 800-63 for the purpose ofto accommodate and better defininge requirementscommercial/industry use cases.  Additionally, to supplement the existingthis  digital identity framework.  This analysis  willfor digital identity will address measures of confidence of attributes for determining access to Personal Identifier Information (PII) and commercial applications.  One of the work products would be a set of requirements and defining the scopethe identification and need for an industry-wide Attribute Practice Statement (APS)[footnoteRef:2].  The APS will address the use of attributes for both authentication and authorization.  The Committee would be responsible for identifying requirements for an APS, which would influence and ultimately lead to the development of an industry/government standard.  This standard would provide guidance on the types and quality of attributes used for authentication/re-authentication, and to securely and efficiently access and share information.  Attributes can be used to dynamically calculate risk levels to require elevated trust levels for authentication or to reduce authorization levels for accessing resources.  The attributes can be used for developing side-channel authentication processes to handle lost/elapsed credentials.  The use of Metadata as attributes for services and resource authorization should also be explored and considered within scope of this effort.  This task is designed to influence and help:	Comment by Arthur R. Friedman: Not sure if we adopt the FICAM terminology of APPS. Guidance is needed for both the attribute provider and the attributes used to make access control decisions. What do you think? [2:  The Federal government established an Identity Credential and Access Management – Access Control and Attribute Governance (ICAM-ACAG) working group and is developing an Attribute Provider Authoritativeness questionnaire and an APPS template.  The APS Template is loosely patterned after the Certificate Practice Statement (CPS) template defined in IETF RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework dated November 2003.] 


1. Establish clearly organized authorities and governance for authorization capability development and implementation.
1. Establish, refine, and mandate standards, specifications, and measures of compliance/confidence for authorization capability interoperability.
1. Outline and communicate vendor incentives for developing and offering interoperable and compliant authorization solutions.
1. Establish government/vendor/academia partnerships for the research and development of new and enhanced authorization capabilities.
1. Establish forums and outreach mechanisms for communicating evolving government and industry requirements and forecasting vendor innovation.

0. Deliverables:
2. Develop a requirements document for an APS Trust Framework that addresses correctness, privacy, and security.  This task includes the identification of source material to derive the requirements identified for this framework.
Date:  Estimated date of completion
2. Develop a white paper that includes an analysis of applying the existing LOA identified in NIST SP 800-63, as well as other sources to include ISSA and OIX, that explores the feasibility of extending an identity and attribute trust framework to the private sector.
Date:  Estimated date of completion
2. Provide results of this effort to the IDESG Standards Committee for the development of new APS standards.
Date:  Estimated date to provide results
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