Meeting Minutes

August 15, 2013

Attribute Adhoc Working Subgroup, Security Committee

Attendees:

Sal D’Agostino, IDmachines, LLC

Art Friedman, NSA

Kenny Khan, AT&T [Don’t think I have the correct spelling/name]

Jerry Kickenson, Swift

Ken Klingstein, Internet2

Chan Lim, IBM

Rick O’Brien, Payment Pathways

Ann Recuya Robbins, World Knowledge Bank
Bryant Russell, XTEC
Matt Thompson, Troop ID

Topics of Discussion:

1. OIX Attribute Exchange Network

2. Discussion of objectives and next steps

3. Draft Attribute Practice Statement (APS) Outline (Did not address in meeting)
4. Identity metrics for success (Did not address in meeting)
Call-in Number:  408-792-6300,  Meeting Number 576 673 721
Discussion:  There were two agenda items discussed:  (1) the OIX Attribute Exchange Network, led by Ken Klingenstein, and (2) the overall objectives of this Subgroup and our next steps led by Art Friedman.

Ken referenced the IDESG Scalable Privacy pilot, which is described in detail at https://spaces.internet2.edu/display/scalepriv/Scalable+Privacy.  He recommended the Subgroup review the Multi-Schema Attribute Registry, which includes an overview of the attribute registry and a requirements document.  This would be a good source to start identifying high-level requirements, which addresses common attributes and schema, and privacy foundational elements (e.g., trusted meta-data, anonymous credentials).  He also discussed the linkage between attribute authorities and LOA.
There was some initial discussion addressing the scope and purpose of the Subgroup.  We all agreed that it was time to start reviewing specific documents and start identifying requirements.  Art has provided lists of documents and references in the past 2 meeting meetings, but he agreed to ask Scott Shorter to provide this list on the Wiki and setup an interactive capability that would allow members to post notes to the documents reviewed.  Listed below are the agreed upon tasks.  Currently, there are no dates identified to complete the following tasks.
· Develop a requirements document for an APS Trust Framework that addresses correctness, privacy, and security.  This task includes the identification of source material to derive the requirements identified for this framework.
· Develop a white paper that includes an analysis of applying the existing LOA identified in NIST SP 800-63, as well as other sources to include ISSA and OIX, that explores the feasibility of extending an attribute trust framework to the private sector.

· Provide results of this effort to the IDESG Standards Committee for the development of new APS standards.

Ann Recuya Robbins introduced the term Communities of Interest (COI) and the requirement for different attributes, such as an COI for InCommon.  This resulted in a discussion about other COIs, such as law enforcement (GFIPM), universities, medical, real estate, etc.  Bryan Russell mentioned the National Information Exchange Model (NIEM), which was previously discussed by Gordon Springer and documented in the July minutes.  Bryan also informed the Subgroup that the IDESG Use Case Adhoc Subgroup has identified 10 use cases on their Wiki, which will help us develop high-level requirements.
Jerry Kickenson and Art met with the American Psychology Association (APA) on July 7th.  The APA is also interested in the topic of Attribute Assurance and is currently planning to identify metrics for measuring levels of trust/confidence.  We agreed to collaborate.  Jerry will provide minutes from that meeting.

Actions:

· Bryan. will contact Scott Shorter to post the list of use cases on the Adhoc Working Group Wiki – all members should review and be aware of the list of use cases identified by the Use Case Adhoc Subgroup.
· Jerry will provide a summary of the meeting with the APA.

· Matt Thompson will provide a list of military/veteran use cases to Bryan for consideration as an IDESG use case(s).

· Art will provide a list of reference documents to Scott for posting on the Subgroup Wiki – all members should review to identify information that will support our tasks (described above).  The Wiki needs to be interactive so individuals can post notes/comments to promote collaboration.

Related Documents:

FICAM Trust Framework Provider Adoption Process, http://info.idmanagement.gov/2013/04/ficam-tfs-tfpap-updated.html
FICAM Attribute Managements Roadmap (draft document, need to verify if it can be released)
OIX Attribute Exchange Trust Framework Specification (Unable to find URL)
OIX Attribute Exchange Trust Framework briefing (posted on Wiki)

OIX: An Open Market Solution for Online Identity Assurance, http://openidentityexchange.org/whitepapers/oix
OIX Trust Framework Requirements and Guidelines, http://openidentityexchange.org/whitepapers/trust-frameworks
Federated Online Attribute Exchange Initiatives, http://openidentityexchange.org/whitepapers/trust-frameworks
Cantara Meta Model for Trust Link, http://kantarainitiative.org/confluence/display/TFMMWG/Trust+Framework+Meta+Model
National Information Exchange Model (NIEM) Link , https://www.niem.gov/Pages/default.aspx
NIEM tools link, http://niemtools.org/
Attributes are mostly focused on eduperson, http://middleware.internet2.edu/eduperson/
Assurance program highlights how to evaluate practices, http://www.incommonfederation.org/assurance/components.html
Internet 2 resources, http://www.incommonfederation.org/search_results.html?&q=iam&sa=Search
Open Identity Exchange, http://openidentityexchange.org/
NMI-EDIT initiative had a lot of resources for best practices, http://www.nmi-edit.org/index.cfm
Online Attribute Exchange Trust Framework Working Group: http://openidentityexchange.org/working-groups/AX
Scalable Privacy:  An NSTIC Pilot for the Identity Ecosystem https://spaces.internet2.edu/display/scalepriv/Scalable+Privacy
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