[bookmark: _GoBack]Attribute Working Group Notes
Terms of Reference discussion
Added comments received to the discussion page and updated terms of reference based on comments.
Included reference to NSTIC guiding principles per request.
Updated alignment terminology for correctness. Looking for use case examples regarding mismatch/misalignment. Are we referring to the same levels as NIST 800-63? Are there existing examples from different industries/communities of interest with diverging points of view? Today, parts of the Federal Government doesn’t generally use levels of confidence for attributes, but trusts the attributes because of the organization they are coming from. Not sure how this generalizes to the commercial space. One example is that the APA is trying to develop a scoring system for confidence in attributes that doesn’t align with the NIST levels of assurance, OIX document has a more involved scoring system for levels of confidence that uses characteristics that aren’t even mentioned in NIST 800-63. Don’t have existing attribute networks to use as a reference.
Asked to integrate privacy and informed consent into the document. Does the reference to the guiding principles address this? Guiding principles loosely addresses but does not provide sufficient specificity. No sure that all of this analysis belongs in the terms of reference document. Lots of privacy issues that need to be resolved before adoption. Is anyone aware of an existing architecture for attribute exchange that allows informed consent? One of the NSTIC pilots does incorporate this concept. There are several start-ups that have the idea of attribute stores that are only shared with consent. In some existing systems, the ability to collect and share attributes is what has values, which is an inherent part of the ecosystem for these models. This doesn’t align with the NSTIC concepts. Can informed consent be handled through initial user agreements? Do they need to be clear? All of this discussion doesn’t belong in the Terms of Reference, but is valuable and should be incorporated into other work products.
Request for an ABAC use case in the Terms of Reference? Should we create an ABAC use case? Not sure we want to spend a lot of time developing use cases, maybe reference the NSTIC pilots instead. Some of them address attributes, although they don’t address attribute assurance. General agreement.
Ease of use and innovation removes a significant gap – did we mean in online transactions? Yes, added for clarity.
Do 800-63 and M-04-04 really address risk levels? They address risks and assurance levels, but not risk levels. In general, the government does not define risk levels. Restate to say risks rather than risk levels.
State that ABAC is a recommended access control model in the FICAM Roadmap v2, is it really there? Found a target state reference in the roadmap that specifies risk adaptive or ABAC. Although ABAC is only referenced in passing in the FICAM Roadmap v2, current activities to update the roadmap do more specifically reference ABAC. However, although ABAC is a model, it is not the only model. Don’t have to limit the scope to ABAC. Many government agencies, private sector companies, and vendor solutions appear to be focused on ABAC capabilities, so would like to keep the reference to ABAC in the document, but there are other models. Our working group isn’t about access controls, it is about attributes. Recommend leaving the reference in as stated. General agreement.
Say we will analyze current NIST 800-63 framework, should we also analyze other specifications? Recommend adding reference to other specifications as a general statement and allow individual work groups to determine which to review.
Statement that we will develop a list of requirements specific to the development of a practice statement, is this duplicative of work that has already been done by OIX? NIEM defines attributes within their domain, and may have an attribute statement as well. Recommend leaving the terms of reference as is, but leveraging these existing documents in work group activities.
Need to make sure we are not trying to solve the access control authorization problem but to address attributes. Although access control may be the main reason organizations care about attributes, it may not be the only reason. Change “…for…” to say “…to support capabilities such as…”
Establishing standards should be a last resort and outside the scope of this working group. Establish isn’t the goal of the working group. Identifying them is also not sufficient, because we have identified a gap. Hoping to get involvement from the vendor community. Use “recommend” instead of “establish” to cover the gap.
paragraph talks about authentication but doesn’t provide a good transition to leveraging work on levels of assurance to attributes. We have a way to map risk, 800-63 gives us a way to address risk in levels of assurance, but should the concept of risk in how it is described in the NIST documents for authentication be the same as for attributes? Risk and trust are two different things; need to be sure we don’t mix the two. Updated the paragraph for clarity.
Made other minor changes to the document.
Level is not a correct concept when dealing with risk. Risks don’t have levels, they are factors that influence the level of assurance / level of confidence that should be used. Risk environment is a better term. 
Original intent was to approve the terms of reference on this call, but because of low attendance and additional changes, recommend posting the updated document on the Wiki for final review.
Actions
Review final version of terms of reference
Respond to doodle polls regarding participation in work products
Consider ideas for how to address outreach for discussion at the next call
Next meeting 9 December (change from 16 December because of participant conflicts)
Locate a copy of the NIEM attribute practice statement and provide it to the group
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