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Introduction
The purpose of the IDESG Glossary is to provide a baseline set of terms for use within the community.  The terms in the glossary are deemed to be relevant to the fulfillment of the NSTIC strategy, and representatives across the IDESG community contributed to the development of definitions.  Terms and definitions for existing standards and guidance were used as a starting point and as necessary, modified to support the NSTIC scope and guiding principles as well as to maintain consistency within the proposed taxonomy.  
The IDESG Glossary is intended to:
· Define a common set of terms for important concepts in the identity ecosystem
· Provide examples and notes that reflect relationships to other terms in the glossary
· Identify synonymous terms in other domains
The intention is that when a term from the Glossary is used in an IDESG deliverable, it can be understood to have the meaning explained in the Glossary.



Glossary Development Process
The IDESG Standards Coordination Committee (SCC) and the Security Committee have initiated the work of the Taxonomy Ad Hoc Group (AHG).  The Taxonomy AHG has developed this Glossary through a process of member contribution, discussion and consensus.  The Security Committee and the SCC are responsible for approving the set of terms in the Glossary and contributing the work product to the IDESG Plenary.



Status Definitions
The terms are grouped below according to their status in the Taxonomy AHG, based on the following status definitions.
· AHG Consensus
· In process
· Proposed




GLOSSARY
	AHG CONSENSUS

	TERM
	DEFINITION | NOTES | EXAMPLES | SOURCE

	Attribute
	A named quality or characteristic that is claimed to be inherent in or ascribed to someone or something.


	
	Note: Attributes have names and when representing information about an entity they also have attribute-values.


	
	Example: Examples of attributes about individuals include basic personal facts such as name, date of birth, residential address, citizenship status; contact attributes such as mailing address, phone number or email address; or any of myriad other qualities or characteristics. Non-person entities may have attributes such as private enterprise number (PEN) and date of incorporation (for corporations), MAC address (for network interface), device key (for cryptographically trusted platforms) or version and Common Platform Enumeration for software.


	
	Source: NIST SP 800-63


	Authentication
	[bookmark: _GoBack]Process of confirmation of a claimed identity based on valid credentials.


	
	Note: The related term identity-proofing is different from authentication. In identity solutions requiring identity-proofing, that function occurs prior to credential issuance. Specifically related to e-authentication


	
	Example: Username/password or public-key cryptography are traditional forms of authentication, as is a conversation with a customer service representative over the phone in which information is exchanged to establish identity.


	
	Source: NIST 800-63







	AHG CONSENSUS

	TERM
	DEFINITION | NOTES | EXAMPLES | SOURCE

	Entity
	A thing that exists, e.g., a person, organization, device, software application or service.


	
	Note: An entity may have an identity that can be verified.


	
	Example: Entities include individuals and organizations as well as devices and logical artifacts such as data and software. The term Non Person Entity (NPE) can refer to organizations as well as devices, software components (application, operating system or firmware) or services (web sites, validation services, etc.)


	
	Source: 


	Identity
	A set of attributes that uniquely distinguishes an entity in context.


	
	Note: The term identity is used in many contexts with many meanings, and the privacy implications of an attribute being part of an identity should be understood. Not all elements of identity are public information – just because attributes distinguish an entity does not mean they are widely known. Thus the definition does not specify who has access to know the attributes about a given entity, for example a citizen's Social Security Number can be an attribute of their identity but it is considered private and subject to protections. A high-security pseudonymous identity service (for example a dating website) could verify attributes such as legal names during the registration process, but protect that information and associate a pseudonym with the identity and the credentials.


	
	Example: 


	
	Source:  NIST SP 800-63, ITU-T X.1252







	AHG CONSENSUS

	TERM
	DEFINITION | NOTES | EXAMPLES | SOURCE

	Token
	Something that the claimant possesses and controls that is used to authenticate the claimant’s identity.


	
	Note: The primary threat to which tokens are subject is loss or theft.


	
	Example: Passwords and cryptographic keys are all tokens. Note that the token is secret, information, that must remain under subscriber control.


	
	Source: NIST SP 800-63


	
	

	
	

	
	

	
	






	PROPOSED

	TERM
	DEFINITION | NOTES | EXAMPLES | SOURCE

	Applicant

	

	Assigned Name

	

	Authority

	

	Claim

	

	Claimant

	

	Credential

	

	Credential Service Provider

	

	Digital Identity

	

	Identity Proofer

	

	Identity Provider

	

	Identifying Attribute

	

	Logical Token

	

	Physical Token

	

	Pseudonym

	

	Relying Party

	

	Subscriber

	

	Unique Identifier

	

	Verified Name
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