Meeting Minutes

June 13, 2013

Attribute Adhoc Working Subgroup, Security Committee

Attendees:

Dave Brown, Intel Corp.
Bev Corwin, OWASP Foundation

Sal D”Agostino, IDmachines, LLC
Art Friedman, NSA

Jerry Kickenson, Swift

John Kinkaid, Intel Corp.

Sri Krishnamarachi, ID Security

Chan Lim, IBM

Adam Madlin, Symantec

Larry Marks, IBM

Rebecca Nielsen, BAH

Ann Recuya Robbins, World Knowledge Bank
Bryant Russell, XTEC
Scott Shorter, Electrosoft Services
David Turner, Microsoft

Topics of Discussion:

1. Identify relevant initiatives and/or documents to review
2. Activities to complete task and timeframe

3. Participation as a contributor/reviewer 
4. Frequency of conference calls
Discussion:  Several documents were discussed as possible building blocks.  Art F. mentioned FICAM and OIX documents.  Scott S.referenced the Kantara Meta Model for Trust and Jerry K. offered to upload some documents.  Additionally, there was some discussion on whether both Tasks 1 and 2 could be combined.  No decisions were made; however, after subgroup members review documents this topic will be revisited at the next meeting.
Related Documents:

FICAM Trust Framework Provider Adoption Process, http://info.idmanagement.gov/2013/04/ficam-tfs-tfpap-updated.html
FICAM Attribute Managements Roadmap (draft document, need to verify if it can be released)

OIX Attribute Exchange Trust Framework Specification (Unable to find URL)
OIX: An Open Market Solution for Online Identity Assurance, http://openidentityexchange.org/whitepapers/oix
OIX Trust Framework Requirements and Guidelines, http://openidentityexchange.org/whitepapers/trust-frameworks
Federated Online Attribute Exchange Initiatives, http://openidentityexchange.org/whitepapers/trust-frameworks
Cantara Meta Model for Trust Link, http://kantarainitiative.org/confluence/display/TFMMWG/Trust+Framework+Meta+Model
Activities to Complete Tasks:  Art F. suggested the following steps and proposed timeframe to complete Task 1.  There was agreement to start the first step by gathering relevant documents for the subgroup to review.  Even though additional steps were discussed and a time frame to complete the task, we agreed to wait a couple of weeks after reviewing documents before making a decision when Task 1 would be completed.  We did not discuss tasks 2 and 3 in any detail and therefore these efforts would not be pursued until the subgroup starts reviewing relevant documents.
Task 1:  Develop a requirements document for an APS Trust Framework that addresses correctness, privacy, and security.  This task includes the identification of source material to derive the requirements identified for this framework.  Estimated LOE – 2 staff months

Date:  Start June 17, 2013 

July 22, 2013 (draft)

August 12, 2013 (final)

Steps: 

· Identify related tasks and documents that can be shared – 2 weeks
· Interview Identity/Attribute Providers and Standard/Specifications– 2 weeks

a. OIX

b. Kantara

c. InCommon

d. SAFE BioPharma

Prepared annotated outline – 2 weeks

· Prepare draft – 4 weeks

· Finalize requirements document – 3 weeks

· Total of 12 weeks to complete task

Task 2:  Develop a white paper that includes an analysis of applying the existing LOA identified in NIST SP 800-63, as well as other sources to include ISSA and OIX, that explores the feasibility of extending an attribute trust framework to the private sector.  Estimated LOE – 2 staff months

Date:  Start August 12, 2013

August 23, 2013 (draft)

September 20, 2013 (final)

Steps:  TBD

Task 3:  Provide results of this effort to the IDESG Standards Committee for the development of new APS standards.

Date:  October 1, 2013

Frequency of Meetings:  The subgroup will reconvene in approx. 2-3 weeks and at the request of one member to start the meeting at 1:30 pm.  
Actions:

1. Adam Madlin or Laura Baareman will provide guidance on uploading files to the Attribute Group.  Jerry K. tried to upload a file and he did not have permission.

2. When sending email all subgroup members will start the Subject line with “Attribute” to help members manage their emails and respond to actions.

3. All subgroup members will post relevant documents to the Attribute Group site.  If unable to post due to administrative issues, send information to Laura Baareman at laura.baareman@trustedfederal.com.  

4. All subgroup members are requested to review relevant documents and be prepared for the follow-on meeting (tentatively July 11th at 1:30 pm to 2:30 pm).

5. All subgroup members are requested to send Art F. an email at arfried@nsa.gov identifying whether they will be a contributor/writer or reviewer.
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