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 IDESG SALS DATA HANDLING AND USAGE POLICY
This IDESG Self-Assessment Listing Service (“SALS”) Data Handling and Usage Policy (“this Policy”) describes the data handling activities for data that is collected from and about service providers listed in SALS (“Providers”).   This Policy addresses:  (1) the collection; (2) display; (3) retention/disposition; and (4) changes of such data.  This Policy applies only to data collected as part of the IDESG SALS program.  It does not apply to other programs or data collection activities of IDESG or to other functionality of the IDESG website.

  The definitions of some terms used in this Policy, but not defined herein, may be found in the Glossary [hyperlink].
For additional information about IDESG SALS, please see the FAQs at 2015 apr 24 OASIS IDESG SALS Document 1 c  Application Package FAQs.docx [Website Construction Note:  Please replace this hyperlink with weblink to FAQ page]. 
1. Data Collection

 Data elements collected for the SALS Program  through the SALS Application/Attestation package are listed in Exhibit 1. This information is collected for 3 purposes only:

· To verify applicant status. The IDESG verifies applicant organizational information to ensure that all SALS applicants are legitimate service providers for the Identity Ecosystem;

· To display  organizational information on SALS. SALS displays organizational information so that users can have ready access for the entities listed on the service; and
· To follow up on any applicant information, as necessary. If the IDESG has any question about information submitted in the Application/Attestation package the IDESG asks for contact information for the applicant organization.

2. Data Display and Disclosure

The IDESG will only display on SALS the information specifically identified on the attached Exhibit 1 for public display. This is organizational information that will be displayed on the publicly accessible SALS listing. Applicants can choose not to have any of those informational fields displayed for their SALS listing. The IDESG also requests a point of contact in the organization who can answer questions or serve as a general contact for the organization. Points of contact will not be displayed on SALS unless specifically requested by the applicant organizations. However, the IDESG may provide point-of-contact information (name, phone number, email address) to answer any specific questions or information requests that arise as a result of the SALS listing, unless the applicant specifically requests that point-of-contact information not be disclosed. 

The IDESG will not disclose other information collected in the SALS Application/Attestation package except that IDESG may also share or disclose data when required by law or to respond to legal process; to protect IDESG members, Providers or SALS Users; to maintain the function, integrity and security of IDESG services; and to protect the rights or property of IDESG.

3. Data Retention and Disposition

The IDESG will retain and secure access to all information collected for the SALS Application/Attestation package for 3 years from the date of acceptance of the applicant for the SALS listing. After 3 years duration, organizations will be required to re-assess and re-attest conformance to the applicable IDESG IDEF requirements and submit a new/ updated Application/Attestation package. Information from the updated package will be used to update the organization’s SALS listing and will be retained and secured for 3 years.   Information from the previous Application/Attestation package will be disposed after 3 years.  


Please note that IDESG’s undertaking to dispose of such Provider data does not cover any copies retained by SALS Users who may have accessed and copied it during the period that it was included in the SALS.





4. Updates and Changes to Data
Providers are required to keep the SALS Listing Information for their organization accurate and up-to-date. Organizations may update or change any of the information listed for their organization at SALS at any time by contacting the IDESG Administrator at administrator@idecosystem.org.  In addition, the IDESG requires organizations using SALS to perform re-assessment and re-attestation to the applicable IDESG IDEF requirement every 3 years through the submission of an updated Application/Attestation package.

SALS Users do not have the ability to alter SALS data, but they can challenge the accuracy of SALS Provider data through the process described at [REVIEW NOTE:  include link to description of SALS challenge process here.  Consider document 2.e. “remediation” as possible location for process description if that process will describe remediation for both Providers and SALS Users.] 
. 




For answers to technical or general support questions, please see [Review Note:  provide link to online information and/or contact information for SALS help here].
Exhibit 1 to SALS Data Use Policy
Chart of Provider data collected as part of Application [and posted in the Self Assessment Listing Service]
[NOTE:  The “SALS Data Types Exhibit” has not yet been modified for use as part of the SALS Application package.  It should be reviewed to consider whether any such changes are required].
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