 IDESG Standards Nomination Form
Top of Form
	Standard Name:
	OpenID Connect
	Acronym:
	none

	Standards Developer: 
	Open ID Foundation
	URL: 
	http://openid.net/connect/

	Brief Description: 
	OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0 protocol. It allows Clients to verify the identity of the End-User based on the authentication performed by an Authorization Server, as well as to obtain basic profile information about the End-User in an interoperable and REST-like manner.
OpenID Connect allows clients of all types, including Web-based, mobile, and JavaScript clients, to request and receive information about authenticated sessions and end-users. The specification suite is extensible, allowing participants to use optional features such as encryption of identity data, discovery of OpenID Providers, and session management, when it makes sense for them.
The OpenID Connect 1.0 specification consists of six documents:
· Core – Defines the core OpenID Connect functionality: authentication built on top of OAuth 2.0 and the use of Claims to communicate information about the End-User
· Discovery – (Optional) Defines how Clients dynamically discover information about OpenID Providers
· Dynamic Registration – (Optional) Defines how clients dynamically register with OpenID Providers
· Session Management – (Optional) Defines how to manage OpenID Connect sessions, including logout functionality
· OAuth 2.0 Multiple Response Types – Defines several specific new OAuth 2.0 response types
· OAuth 2.0 Form Post Response Mode – (Optional) Defines how to return OAuth 2.0 Authorization Response parameters (including OpenID Connect Authentication Response parameters) using HTML form values that are auto-submitted by the User Agent using HTTP POST

	Date Initially Published: 
	February 26, 2014
	Current Version: 
	1.0
	Date Published: 
	Variess depending on the specification component.

	Relevance to Identity Ecosystem:
	OpenID Connect provides a simple, standard way to outsource site and application login to operators who continually invest in sophisticated authentication infrastructure and who have the specialized skills required to securely manage sign-in and detect abuse. That investment is coupled with the increased cost of helping users with lost-account recovery, password changes, and so on. The organizations that contributed to OpenID Connect are leading the way in the development of advanced authentication technologies such as risk-based authentication and multi-factor authentication and deploying them at their OpenID Connect IdPs. This ongoing investment in technology and expertise is increasingly beyond the reach of most application providers. It is not a core competence, and is thus an excellent candidate for outsourcing.  The ability to use 3rd party credentials is fundamental to the NSTIC vision, the Identity Ecosystem and the IDESG.  OpenID Connect is gaining widespread acceptance as a means to accomplish this.  By adopting this standard the IDESG with be in synch with an order of a billion users of 3rd party credentials.

	Adherence to NSTIC Guiding Principles: (fill in all relevant, minimum of one)
	Privacy Enhancing and Voluntary: OpenID Connect builds on the foundation of successful open identity and security standards like OAuth 2.0 and TLS (also known as SSL or “https”). As a result, it has the advantage is that it is substantially easier for developers to implement and deploy than other identity protocols, enabling simpler deployments without sacrificing security.  OpenID Connect allows for clients of all types, including browser-based JavaScript and native mobile apps, to launch sign-in flows and receive verifiable assertions about the identity of signed-in users.  
OpenID Connect is built around internationally accepted privacy principles such as the one in ISO/IEC 29100. Consent and Choice, which maps to ‘Voluntary’ in IDESG, is built into the specification that principals are given choice to agree or not agree to the proposed term prior to any data release. Its ability to specify policy URL helps the aspect of Purpose legitimacy and specification by allowing services to register their policy to a trust framework. Collection minimization is made easier by Its ability to request and respond per claim (attribute type). Data minimization per se is something that a data controller should implement and outside a federation standard, but being able to provide PPID (Pairwise pseudonymous Identifier) helps to prevent data aggregation happening by accident. It is also able to express the expiry time for the ID Token, which is a signed collection of personal data, helping the party to implement the retention limitation. Its ability to issue access token for the use of background updating of the personal data for a timely update helps the Accuracy and quality. Typical implementation of the specification keeps track of where the data has been provided and gives the user the user interface to revoke the access. This is helping the Individual participation and access. 

The openness of the organization as well as the working groups and the wide support of technologies underlines the voluntary aspects.  OpenID Connect can be freely used by anyone. The developers of OpenID Connect assert no intellectual-property claims on it.

	
	Secure and Resilient OpenID Connect lets app and site developers authenticate users without taking on the responsibility of storing and managing passwords in the face of an Internet that is well-populated with people trying to compromise your users’ accounts for their own gain.  Public-key-encryption-based authentication frameworks like OpenID Connect (and its predecessors) globally increase the security of the whole Internet by putting the responsibility for user identity verification in the hands of the most expert service providers.   Com 

	
	Interoperable: OpenID Connect is an interoperable authentication protocol based on the OAuth 2.0 family of specifications. It uses straightforward REST/JSON message flows with a design goal of “making simple things simple and complicated things possible”. It’s uniquely easy for developers to integrate, compared to any preceding Identity protocol

	
	Cost Effective and Easy to Use:  .  OpenID Connect can be freely used by anyone. The developers of OpenID Connect assert no intellectual-property claims on it.  OpenID Connect is dramatically easier to implement and integrate and is undergoing  wide adoption. There are already system-level APIs built into the Android operating system to provide OpenID Connect services. OpenID Connect can also accessed by interacting with the built-in system browser on mobile and desktop platforms; a variety of libraries are under construction to simplify this process. Also, many cloud providers such as Google, Microsoft, Salesforce, Amazon, etc. provides OpenID Connect functionality. 


Bottom of Form

	Additional Information

	Stakeholder Communities Using Proposed Standard: 
	[bookmark: Check3]|_|  Privacy/Civil Liberties
x|X|  Usability and Human Factors
|_|  Consumer Advocates
x|X|  US Federal Government
x|_|  US State, Local, Tribal, and Territorial                   Government
x|X|  Research, Development, Education, and Innovation
x|X|  Identity and Attribute Providers
	x|X|  Interoperability                       
x|X|  IT Infrastructure 
x|X|  Regulated Industries 
x|X|  Small Business & Entrepreneurs
x|X|  Security
x|X|  Relying Parties
[bookmark: _GoBack]x|X|  Unaffiliated Individuals
|_|  Other, Please Specify:

	[bookmark: __Fieldmark__365_168852804][bookmark: Check141]Required by Regulation? 
	If Yes, List Regulation(s): No

	Click here to enter text.

	[bookmark: __Fieldmark__367_168852804]Trust Framework(s) Adopted? 
	If Yes, List TF(s): No


	OAuth is an application level standard.  It is a building block.



	Submitter Name: 
	Sal D’Agostino
	Date submitted 
	3/4/15

	Submitter Email:
	sal@idmachines.com
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