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Security Working Group Charter. This working group is responsible for evaluating technologies and identity solutions within the Identity Ecosystem to confirm that they meet applicable requirements for confidentiality, integrity, and availability, and are capable of timely restoration after any disruption. This working group will be responsible for the following workplan items:

2.3.10	Define security model for use in Identity Ecosystem Framework

Proposed Security Working Group Goals
· Define the problem and success criteria
· Develop the framework (reference model) for evaluating technology and solutions to ensure adherence to the spirit of the principles from the NSTIC
· Define/leverage taxonomy and common semantics 
· Develop best practices/recommendations/guidance and requirements to meet the spirit of the principles of NSTIC
· Define security risk, measurements and response plans for the NSTIC
· Collect/aggregate security requirements/gaps/obstacles to the NSTIC (technical, regulatory, industry, international end user)
· Communication and interoperability with the other NSTIC working groups such as accreditation and standards and external security stakeholder groups (interdependency and collaboration)

What is in scope for the Security WG?
· Identify Ecosystem Requirements (of specific identity ecosystems)
· Identify gaps
· Security reference model
· Profiles (existing standards, gap analysis in standards/policies)
· Best practices (e.g., regulatory)
· Identify inputs
· Develop taxonomies
· Tool kits for consumers of identity products (allow comparison of vendors)
· Use case of standards
· Generalized identity system requirements
· Sector-specific instantiations
· Target audience (e.g., financial, healthcare, Federal government, higher education)
· Normative requirements versus best practices

What is out of scope for the Security WG?
· Accreditation (work with Plenary, Policy SC, Accreditation WG, other committees/groups
on definitions, etc.)
· Standards development
· Evaluation of products

What’s next?
· Determine the relevance of the pilots.  The pilots may help define a path for the Security WG.
· Determine the cross dependencies of standing committees/working groups (e.g., Privacy, International, Accreditation, Standards, Policy).  How should they interact?  Guidance is needed from the Management Council to clarify and coordinate these roles.
· The Security WG is seeking balanced leadership (e.g., vendor, international, government).  
· In addition to the Chair, there could be multiple co-chairs in order to spread the work load.
· What resources does the Secretariat have for the following:
· Logistics
· Master schedule of meetings, agenda, meeting logistics
· Email list
· Administrative support
· Technical support (e.g., technical writing/editing)
· How often should the Security WG meet?
· Drafting of the Security WG charter.  Timeframe?  Process? 
