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Security WG Work Plan 
(1)     Contribute to IDESG-level Use Case definitions.
(2)     Contribute to IDESG-level Taxonomy, as it relates to security.
(3)     Identify the architectural principles (and associated guidance that can be used to conduct security evaluations) that are valid across all domains and environments (Use Case driven):
a. Design to use standards.
b. Security by default
c. Design for accountability
d. Design for regulations
e. Design to support privacy principles
f. Design for extensibility
g. Design for sharing
h. Design for scalability.
i. Multiple levels of protection
j. Separation of management, enforcement and accountability
k. Security is model-driven
l. Security-critical resources must be aware of their security context
m. Consistency in approaches, mechanisms and software components
(4)    Identify the fundamental services within and across the domains and environments (Use Case driven) and provide related guidance for use in security evaluations:
a. Operational Risk Management
b. Identity, Access & Entitlement Management
c. Data & Information Protection Management
d. Command and Control + Physical Security Management
e. Threat & Vulnerability Management
f. Software and System Assurance Management
g. Security Policy Lifecycle Management
h. Security Service Management
(5)    Development of applicable best practices.
(6)    Depict the security model in a graphic.
(7)    Identify sector-specific considerations of Identity Ecosystem security evaluations (e.g., for financial, healthcare, Federal government, higher education) and communicate them to IDESG.
(8)    Maintain a Security WG standing document of security gaps and obstacles for the Identity Ecosystem (technical, regulatory, industry-specific, international implementations)
