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5.  Data Rules
a.  Data Update Rules and Question Processes 

[NOTE:  Suggested internal IDESG processes and responsibilities for each of the following internal IDESG data actions is covered by this “data rules” document.

Data collection 
Data storage
Data transfer internal to IDESG
Data transfer external to IDESG
Data use
	SALS use
	Other IDESG Use
Data disposal

In order to facilitate implementation of these rules, particularly if there are multiple streams and sources of IDESG SALS program data, they are presented in the context of the statements made in the “outward-facing” IDESG Data Usage Policy.

The US FTC’s enforcement paradigm can be generalized in the question “Were promises made promises that were kept?”  That inquiry is also a useful foundational design parameter for aligning IDESG’s statements relating to its actions regarding SALS data with its internal operations.  The question is whether the operations can back up the promises made, so that SALS stakeholder expectations are met and exceeded.  The linking of promises made by IDESG and the description of the operational requirements needed by IDESG to fulfill those promises informs the structure of this internal IDESG document.  

Toward that end, and in an effort to simplify administration and resource deployment for data handling, this document uses the Data Use Policy (IDESG data promises made) as a framework for the description of internal operations needed to fulfill those obligations and promises.  This hybrid document is intended to facilitate IDESG’s administration and operation of the SALS, and to help assure alignment of the internal operations with any future modifications that are made to the outward-facing Data Use Policy.  

Text of “outward-facing” Data Usage Policy is in Black regular font 
Text of internal data rules and operations is in blue.



IDESG S A L S DATA USAGE POLICY

This IDESG Self-Assessment Listing Service (“SALS”) Data Usage Policy describes the IDESG’s activities through which data is collected from and about service providers listed in the SALS (“Providers”) and also parties that access and use the SALS other than Providers (“SALS Users”), and how that data is used.  In addition to providing an explanation of IDESG SALS data usage, this policy is also incorporated into the IDESG SALS TOU, and is therefore binding on the IDESG, Providers and SALS Users.  Defined terms used in this policy, but not defined herein, are defined in the IDESG SALS Supplemental TOU (the “SS TOU”).

[bookmark: _GoBack]IDESG OPERATIONS:  All parties with access to Listing Information or other SALS-related data (or systems that handle such data), other than SALS Providers and SALS Users, and whether acting by or on behalf of IDESG in any capacity, should not take actions relating to any such data that do not conform to these internal IDESG rules (that are presented in blue and black in this text).  Any inquiries regarding a data action that is not covered in these rules should be directed to [NOTE:  Insert name of IDESG resource for answering questions about these data rules]

The black text in this internal IDESG document duplicates the SALS Data Usage Policy.  The blue text in this document reflects rules for IDESG’s internal application regarding operations and responsibilities for the various data actions described in the black text.  The blue and black text together constitute the IDESG internal data rules.

For additional information about IDESG SALS data usage policies, please see the FAQs at 2015 apr 24 OASIS IDESG SALS Document 1 c  Application Package FAQs.docx [Website Construction Note:  Please replace this hyperlink with weblink to FAQ page]. 

IDESG OPERATIONS:  The SALS FAQ is maintained by the [IDESG TFTM Committee?]  All questions regarding the FAQ or to suggest modifications to the FAQ should be directed to [chair of TFTM?]

Please note:  This data usage policy applies only to the data collected as part of the IDESG SALS program.  It does not apply to other programs or data collection activities of IDESG or to other functionality of the IDESG website.

[Review Note:  Does IDESG use cookies?  If so, consider including a disclosure such as the following]

[Cookies [and Web Beacons]
IDESG uses "cookies."  Cookies are text files stored on a device that help operate the site and collect data about online activity. For example, IDESG uses cookies to store the preferences and settings of SALS visitors and users, to assist Providers in the Application process and with maintaining their SALS listing, to reduce misuse of the SALS website, and to analyze site operations.

[The IDESG SALS program also uses web beacons to help deliver cookies and to compile analytics. These may include web beacons from third-party service providers.

Tools are available to help Providers and SALS Users to control cookies and similar technologies, including:
· Browser controls to block and delete cookies; and
· Controls from some analytics service providers to opt out of data collection through web beacons.]]

IDESG OPERATIONS:  All data collected by IDESG using cookies, web beacons and other similar online processes are initially collected by [Insert name of IDESG role here that collects this data].  They are stored in a database that is maintained by [Insert name of IDESG role here that stores and maintains this data].  Any questions relating to these actions regarding this data or any suggested modifications to this section of the IDESG Data Usage Policy or these Internal Data Rules should be directed to [Insert name of IDESG role here that is responsible for these processes and modification of these terms]

Data IDESG collects 
[REVIEW NOTE:  The following should be confirmed by IDESG for conformity to operational reality]
IDESG collects many kinds of data in order to support its operations and fulfill its goals, and to provide SALS Providers and SALS Users with useful listing service functionality and a positive experience in using the SALS.

IDESG collects data from Providers when they file an Application to be included in the SALS.  That data is described in Exhibit 1 to this SALS Data Use Policy.  [Website Note:  Link to Data Listing Chart here].

IDESG OPERATIONS:  All data collected by IDESG from Providers as Application Information or otherwise is initially collected by [Insert name of IDESG role here that collects this data].  The data is stored in a database that is maintained by [Insert name of IDESG role here that stores and maintains this data].  Any questions regarding these actions relating to this data or any suggested modifications to this section of the IDESG Data Usage Policy or these IDESG internal data rules should be directed to [Insert name of IDESG role here that is responsible for these processes and modification of these terms]

[NOTE: This section assumes that all Provider Listing Information will be collected online and maintained digitally by IDESG.  If paper-based Listing Information will also be collected, the similar operational requirements outlined below should be filled in with the relevant information.]


IDESG may also get data from other companies and entities, for example if IDESG checks organizational data in Providers’ SALS Applications.

IDESG OPERATIONS:  All data collected by IDESG from other sources that is used to process Applicant SALS Provider Applications is initially collected by [Insert name of IDESG role here that collects this data].  The data is stored in a database that is maintained by [Insert name of IDESG role here that stores and maintains this data].  Any questions relating to these actions regarding this data or any suggested modifications to this section of the IDESG Data Usage Policy or these IDESG internal data rules should be directed to [Insert name of IDESG role here that is responsible for these processes and modification of these terms]


IDESG collects data about usage patterns when SALS Users visit IDESG web pages associated with the SALS program.

IDESG OPERATIONS:  All data collected by IDESG from or relating to online usage patterns is initially collected by [Insert name of IDESG role here that collects this data].  The data is stored in a database that is maintained by [Insert name of IDESG role here that stores and maintains this data].  Any questions relating to these actions regarding this data or any suggested modifications to this section of the IDESG Data Usage Policy or these IDESG internal data rules should be directed to [Insert name of IDESG role here that is responsible for these processes and modification of these terms]


IDESG collects data from inquiries and help requests relating to the SALS program.

IDESG OPERATIONS:  All data collected by IDESG from helpdesk sessions and similar help inquiries is initially collected by [Insert name of IDESG role here that collects this data].  The data is stored in a database that is maintained by [Insert name of IDESG role here that stores and maintains this data].  Any questions relating to these actions regarding this data or any suggested modifications to this section of the IDESG Data Usage Policy or these IDESG internal data rules should be directed to [Insert name of IDESG role here that is responsible for these processes and modification of these terms]


[REVIEW NOTE:  List other forms of data that are collected as part of SALS, if any.]

IDESG OPERATIONS: [NOTE:  This section of the IDESG operations discussion is dependent on whether there are any other data collection activities identified in the review note immediately above]


IDESG collects this data in a variety of ways, including through the Application materials, web forms, notes from help requests [REVIEW NOTE:  Is the following highlighted text accurate? “and technologies such as cookies, web logging and software on Providers or SALS Users’ computers or other devices”].  

How IDESG uses the data it collects
IDESG uses the data it collects to operate and improve the programs and services IDESG offers, such as the SALS.  IDESG may use such data in other IDESG operations and programs as well.

IDESG OPERATIONS:  Parties acting on behalf of IDESG as officers, directors, plenary members, management committee members, committee chairs, committee members [NOTE:  List other “internal” IDESG role here] may use SALS-related data for SALS-related purposes consistent with these internal IDESG rules.  No party, whether or not acting on behalf of IDESG or any of its committees or functions, has authority from IDESG to use any SALS data in any way that is inconsistent with these rules, unless otherwise specifically provided for in writing.  Any inquiries regarding the proper application of these rules, or any suggestions for how these rules might be modified, clarified or improved, should be directed to [NOTE: Insert name of IDESG role with this responsibility.] 


IDESG also may use the data to communicate with Providers during and after the Application process, and with SALS Users.

IDESG OPERATIONS: The IDESG point of contact with SALS Users and with Applicant SALS Providers (i.e., those that are not yet listed in the SALS) and Listed SALS Providers (i.e., those that are listed in the SALS) is [NOTE: Insert name of IDESG role with this responsibility].  All decisions regarding the use of data to communicate with SALS Providers and SALS Users are made by [NOTE: Insert name of IDESG role with this responsibility] 

[REVIEW NOTE:  How else might SALS data be used?]

Disposal of SALS Data
The Provider data described on Exhibit 1 to is retained for the periods described in that exhibit.  After that period, it is disposed of by IDESG.  Please note that IDESG’s undertaking to dispose of such Provider data does not cover any copies retained by SALS Users who may have accessed and copied it during the period that it was included in the SALS.  [Review Note: Clarify whether other SALS data (such as SALS User data) is retained for longer periods, and clarify at what time the periods listed in Exhibit 1 start to run (i.e., is the period “tolled” (suspended) during the period when Provider is registered?  Does it start only when a Provider’s participation terminates?  Does re-application (and fresh data collection) start a new clock on that data?]

IDESG OPERATIONS:  Parties acting on behalf of IDESG as officers, directors, plenary members, management committee members, committee chairs, committee members [NOTE:  List other “internal” IDESG role here] may dispose of SALS-related data for SALS-related purposes consistent with these internal IDESG rules.  Notwithstanding the prior sentence, any party may dispose of duplicate copies of any such data at any time, and should do so when such data is no longer needed for the process or function for which it was initially copied or duplicated.  No party, whether or not acting on behalf of IDESG or any of its committees or functions, has authority from IDESG to dispose of any SALS data in any way that is inconsistent with these rules.  Any inquiries regarding the application of these rules, or any suggestions for how these rules might be improved, should be directed to [NOTE: Insert name of IDESG role with this responsibility.]


When IDESG will share the data collected from Providers and SALS Users.
IDESG foundational goals include enhanced transparency, and the SALS program is intended to further that goal.   Indeed, a primary purpose of the SALS program is to generate voluntarily-provided information for widespread public use.

Accordingly, IDESG may share any or all of the data it collects from SALS Providers and SALS Users with any other parties as part of the SALS program and other IDESG programs.  [NOTE:  If payment data will be collected by IDESG, PCI-DSS rules may apply to prevent its disclosure outside of normal payment channels.  If payment data will be collected as part of SALS, consider including the following parenthetical in this sentence: “(with the exception of data described in the Payment Data section below)”] 

IDESG OPERATIONS:  IDESG OPERATIONS:  Parties acting on behalf of IDESG as officers, directors, plenary members, management committee members, committee chairs, committee members [NOTE:  List other “internal” IDESG role here] may share and transfer SALS-related data for SALS-related purposes consistent with these internal IDESG rules.  No party, whether or not acting on behalf of IDESG or any of its committees or functions, has authority from IDESG to share or transfer any SALS data in any way that is inconsistent with these rules.  Any inquiries regarding the application of these rules, or any suggestions for how these rules might be improved, should be directed to [NOTE: Insert name of IDESG role with this responsibility.]


All data collected by IDESG as part of the SALS program is considered to be free from restrictions or limitations of secrecy and confidentiality, and IDESG will make it available to other parties in furtherance of its organizational goals.  Providers and SALS Users should not provide data to IDESG that they do not want to be treated in this manner or otherwise made public (such as “personal information,” regulated information, or information the use or transfer of which is limited by contract, non-disclosure agreement or other confidentiality obligation).

IDESG may also share or disclose data when required by law or to respond to legal process; to protect IDESG members, Providers or SALS Users; to maintain the function, integrity and security of IDESG services; and to protect the rights or property of IDESG.

IDESG OPERATIONS:  Any inquiries from a governmental entity for Listing Information or other SALS data should be directed to: [NOTE: Insert name of role/office that is appropriate IDESG contact for these inquiries].  It is important that such inquiries and requests be coordinated across IDESG.  Accordingly, no data or information should be provided to such government or similar requests except through the [NOTE: Insert name of role/office that is appropriate IDESG contact for these inquiries].  Any sharing or disclosure of data, other than with a government entity that is contemplated by the prior paragraph may proceed to the extent it is otherwise consistent with these IDESG internal data rules.  Any questions relating to the sharing or disclosure of SALS data for other purposes should be directed to [NOTE: Insert name of role/office that is appropriate IDESG contact for these inquiries].


Accessing and modifying SALS data 
The SALS is a listing service that will make a portion of the data collected in the SALS program publicly available to SALS Users.  Any member of the public can access the SALS (and by that action they become a “SALS User” subject to the relevant terms of the SALS Supplemental TOU) [REVIEW NOTE:  Confirm prior public-access statement].  

IDESG OPERATIONS:  Once the SALS web functionality is set up, regular visits by SALS Users to the SALS web pages should not require any additional IDESG interaction or resources in the normal course of operations, other than “helpdesk-type” inquiries which are addressed below in these IDESG internal rules].

SALS Users do not have the ability to alter SALS data, but they can challenge the accuracy of SALS Provider data through the process described at [REVIEW NOTE:  include link to description of SALS challenge process here.  Consider document 2.e. “remediation” as possible location for process description if that process will describe remediation for both Providers and SALS Users.] 

IDESG OPERATIONS:  [NOTE:  See SALS Dispute Resolution document [NOTE:  Include link here].  This section of the IDESG internal rules should be finalized by referring to that document when it is finalized.  The specific nature of how much in-house dispute resolution activity will be undertaken by IDESG will affect the discussion in this section, since a modified DMCA-type process was proposed in the dispute resolution process to address SALS User challenges of the type mentioned above.] 

The SALS terms require Providers to keep the SALS Listing Information about them up-to-date, which is accomplished through the requirement that they periodically re-self certify (to the then-current IDEF requirements) and re-apply to SALS, and also through Providers’ commitment to update SALS data to reflect any material changes.  

IDESG OPERATIONS:  SALS Providers are obligated under the TOU to periodically update their Listing information.  The IDESG internal data rules above applicable to the “collection” of Listing Information and other Provider data apply to the internal operations and responsibility for Provider’s periodic updates to Listing Information since those updates involve the collection of information.  The “disposal” rules set forth below apply to the disposition of the data that is replaced by the updated Listing Information.

Help Desk and Support Data
IDESG collects data when a Provider or SALS User requests help or support regarding the SALS program or functionality, including data about hardware, software, and other details related to the support incident.  Such data may include, but is not limited to, contact or authentication data, help session details, data about the condition of the equipment and applications to which the fault relates, and registry data about software installations and hardware configurations [REVIEW NOTE:  Confirm the accuracy of this list of help data collected]. IDESG uses this data as described in this data use statement, and additionally uses it to resolve Providers’ and SALS Users’ support incidents and for training purposes.


Payment Data
[NOTE:  If fees will be collected in the context of SAL applications and/or types of SALS usage, there may be additional data that is required to be collected to administer and process those payments, even if some or all of the payment processing is handled by a third party service provider on behalf of IDESG.  If such payment-related data will be collected, consider including the following language].  IDESG collects data from Providers when they pay [any fees established for the SALS Application program][Review Note:  List other fees here, if any.] This may include Providers’ payment instrument number (e.g., credit card, debit card, PayPal), Providers’ names and billing addresses, and the security code associated with Providers’ payment instruments (e.g., the CSV or CVV). 

IDESG OPERATIONS:  The handling of payment-related data is strictly limited by law and contract (including, but not limited to the PCI-DSS rules in the case of payments using payment cards).  No party, whether or not acting on behalf of IDESG or any of its committees or functions, has authority from IDESG to use, share, transfer or handle any SALS payment data in any way that is inconsistent with law and rules applicable to such data.  Any inquiries regarding the application of these rules, or any suggestions for how these rules might be improved, should be directed to [NOTE: Insert name of IDESG role with this responsibility.]


Data Use Questions
Please see the IDESG SALS Supplemental TOU (the “SS TOU”), into which this Data Use Policy is incorporated.  The SS TOU establishes and documents additional rights and obligations relating to SALS data.  [LINK TO SS TOU here].

For answers to technical or general support questions, please see [Review Note:  provide link to online information and/or contact information for SALS help here].

IDESG OPERATIONS:  Internal IDESG questions relating to data policy and usage should be directed to  [NOTE:  Insert name of IDESG internal central resource for data questions]
Exhibit 1 to SALS Data Use Policy

Chart of Provider data collected as part of Application [and posted in the Self Assessment Listing Service]

[NOTE:  The “SALS Data Types Exhibit” has not yet been modified for use as part of the SALS Application package.  It should be reviewed to consider whether any such changes are required after the related documents have been finalized].

 2015 COMMENT DRAFT OASIS IDESG SALS Data Types Exhibit for Supplemental TOU.xlsx
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