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GENERAL NOTES

These comments from the IDESG Framework Management Office staff provide written follow-up for the feedback you received in the recent Atlanta plenary, and provide some additional notes that may be helpful to you as you finalize your first drafts of the IDESG "baseline functional requirements" for your topical domain.

As discussed in Atlanta, while multiple issues have been raised about the drafts delivered on January 15, this is only one round of a series of discussions and examinations, seeking feedback and improvement.   Inevitably there will be future additional external as well as internal feedback cycles over time, in an open and iterative community process.

IDESG management has set a March 16 deadline for the completion of this first phase of work by the committees.  The practical consequences of that timeline are NOT that any later work will be ignored or unused;  but rather, the first draft instrument being prepared by IDESG for June 30 release likely will only be able to consider and fully integrate material provided by the March deadline.

Per the IDESG Strategic Plan and IDEF Plan, aggregate review and harmonization of the proposed requirements will begin immediately after the March deliveries.   As discussed in Atlanta, we expect that multiple cross-harmonization issues will arise -- such as vocabulary normalization, cross-references among requirements lists, and editorial style;  however, some of these may be most easily addressed during the post-March joint review.   For that reason, we respectfully suggest that your committee direct some attention to the issues which rely most heavily on your individual expertise , and so might benefit the most from additional attention between now and March:

    1.   Sorting/prioritization:    The set to be published in June explicitly are intended as "baseline" requirements, which we understand to be the minimum set of requirements that you believe are necessary for identity and federation exchange transactions today.  Thus, proposed requirements which are not widely feasible to implement at this time, with current technology, or are aspirational goals properly in a best practice set but not an initial mandate for all participants, should be considered for potential postponement until the second round of "full" requirements, which are contemplated by our strategic plan for  work in 2016.

Another way to look at this is to ask two questions, for each proposed requirement:  First, would failure to pass this test, by itself, be a good reason for a participant to be excluded from further federated identify data transactions?  Does this amount to an expulsion criterion?  Second, what is or should be an participant's opportunity to correct or "cure" the failure?   Should the requirement itself describe some limits or processes around how and when corrections should be expected?   

If there are 15 criteria, is it meaningful if a self-assessment reports "11 out of 15" positive results?   Or are there some elevated ones, e.g. (as a random example), to be deemed a sufficiently secure identity data trading partner, you must comply with 1, 2, 3 and 4, you must comply with either 5 or 6, and you should comply with 7 through 15?   It may be possible to clarify this, in some cases, with thoughtful application of the words "MUST", "SHOULD" and "MAY" or similar. 

    2.  Roles:    Where proposed requirements only apply to particular parties or roles, this should be made explicit, in each requirement statement, so that a reader readily can understand whether it is being asked to comply.   Eventually, in our post-March analysis, we hope to have each of those role relationships explicitly tied out to the IDESG Functional Model.   For now, the most important contribution that a committee can make to confirm that each requirement at least identifies its targets – whether relying parties, identity providers, or otherwise.

    3.    Existing Rule Sets or Guidance:   It also will be important to offer the community requirements that relate, where possible, to known or understandable criteria already in existence.  Where this has not already been done, it will be tremendously helpful if the committee's experts identify any particular known external rules, practices, standards or regulations that relate to each proposed requirement that's built on them or may relate to them.

NOTE:  Much of the draft work of committees delivered in January did an excellent job of satisfying some or all of the above considerations.  So please don't take these general suggestions above as an indication that the recommended elements were missing in all cases.

Of course, any other elaborations or improvements that the committees wish to make also are welcome.  We hope that the FMO staff presentation in Atlanta on various aspects of the quality of written requirements was helpful  (slides: http://www.slideshare.net/JamieClark1/idesg-fmo; or long video: youtu.be/Tn9PW1b5DL4) , as well as the more specific feedback items noted below.  

The specific reactions of Atlanta live and remote plenary attendees were captured as a report for your consideration:  http://www.slideshare.net/JamieClark1/idesg-fmo-reqts20150129.   

However, obviously, the content of these requirements belongs to the entire organization via its experts (you) and its Plenary, which must approve the material before it's used in official tools or external recommendations.

Please feel free to contact us at anytime with questions or comments; specific notes on the January 15 draft requirements delivered by your committee follow below.

SPECIFIC ISSUES

A.   Requirements based on outcomes, such as #1, #3 and #6, could introduce interoperability challenges (for instance between HIPAA, FERPA and GLB interpretations of the term "recognized ... standards ... and/or practices"), and can also result in less uniformity in self-assessment settings.  You may wish to specify how an assessor would apply the word "recognized" in #1 (widely used by similar entities?  IDESG approved?  etc.) and the words "confidentiality and integrity ... is protected" in #3 (are there specific guidelines or measures that can be applied to assess this?).  

B.    Similarly, should any more specificity or guidance be offered to what would qualify as "stronger" authentication under #11?

C.    Similarly, while #12 helpfully describes what kinds of artifacts would satisfy its criterion, is the topical phrase "maintain availability of services" sufficient?   Does this mean uptime?  Backup and recovery?   Particular minimum requirements for PII access by the data's subject?

D.     You may wish to consider whether to present some requirements or outside guidelines as a "floor," as opposed to a "ceiling."  For example, in #1, service providers might be encouraged to “follow or exceed” recognized standards, to  establish a floor and invite innovation.      

E.     Requirements #3, #4 and #12, as written, might be read as failed if even a single record were not protected, or uptime fell below 100.0%.   As a CISO or CSO, self-assessing parties may look for some kind of guidance on what constitutes an acceptable average success or compliance rate.   How do you wish them to approach this question?  (Bearing in mind that these criteria are about elective data sharing transactions, and probably not a vehicle for establishing liability.  We expect that laws, regulations and insurance regimes will carry out those latter functions.)  

F.     Requirement #9 contains two declarative statements in two sentences, a general one and then a specific instance.   Are they intended to be independent?  Or does satisfying the second one also fully address the first?  

G.    Some requirements raise an issue of the timing of testing for compliance.   Do some requirements only apply once, while others are considered to be ongoing?  Specifically, are #8 and #10 intended to be applied once, or multiple times, and when?    (In the case of #8, for example, different readers might view this as (a) a requirement that the policies/ ground rules are available for review when a transaction is initiated, or at all times;  and (b) applicable either only to users engaged in initiating a transaction, or the public at all times ‑‑ thus available for self-help review in advance to potential future users. ) 
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