


IDENTITY ECOSYSTEM STEERING GROUP 
CHARTER OF
THE SECURITY WORKING GROUP
This draft dated 28 September 2012

Official Title
Security Working Group (SWG).
Rationale
The Security Working Group shall facilitate the implementation of the Secure and Resilient Guiding Principle of the National Strategy for Trusted Identities in Cyberspace in the Identity Ecosystem Framework.
Objectives
The Security Working Group is responsible for defining a Security Model for the Identity Ecosystem Framework.   This Security Model will be used to evaluate capabilities of the Identity Ecosystem components, such as confidentiality, authentication, non-repudiation, integrity, and availability.
The Security Working Group shall identify security gaps in the Identity Ecosystem Framework and make recommendations to remedy them.
Scope of Work and Activities
SWG Scope
· Definition of Security Model normative requirements for evaluating capabilities of the Identity Ecosystem components, such as confidentiality, authentication, non-repudiation, integrity, and availability.
· Development of best practices and informative guidance to augment the Security Model requirements.
· The Security WG will actively work (through its Liaisons) with the Standards Standing Committee to help develop any security-related items in their taxonomy.
Out of Scope for SWG
· Accreditation of Identity Ecosystem components (this will be accomplished via third parties such as the IDESG Accreditation Working Group or other committees/groups).
· Development of Standards.
· Security evaluation of commercial and/or marketplace products.
SWG Workplan
· (Editor’s note – currently being developed in a SWG ad hoc group).

Liaisons
· The Security Working Group is interested in working with any of the IDESG SC’s or WG’s that consider aspects of the Identity Ecosystem Framework which we determine to be security-related or which enhance the capabilities of the Security WG.   The Security Working Group anticipates active liaison relationships with at least the following SC’s and WG’s:
· Accreditation Coordination Standing Committee;
· Privacy Coordination Standing Committee;
· Standards Coordination Standing Committee;
· Liability and Contract Model Development Working Group;
· Risk and Assurance Working Group; and 
· Trust Framework Adoption and Integration.
· The Security Working Group is also interested in security-related activities in SDO’s, industry consortia, and federal organizations.   The SWG will work closely with the Standards Coordination Committee to ensure that such interests are represented.
Duration
The Security Working Group is a temporary committee of the Identity Ecosystem Steering Group.   It is anticipated to complete its work by Spring 2014 at which point the group will be dissolved.
Frequency of Meetings
The Security Working Group shall convene as necessary, with a minimum of five working days’ notice.   It shall meet no less than twice per month and, when possible, during IDESG Plenary meetings.
Membership
The IDESG Security Working Group is open to all interested parties.
[bookmark: _GoBack](Editor’s note – The SWG resolved to include a list of SWG participants that approved the charter for forwarding to the Management Council for its ratification.   We anticipate SWG approval will occur at either the October 11 or the October 25 SWG meeting.)


Roles and Responsibilities.
General Provision
This Working Group will conduct itself in conformance with the Management Council’s “Note on Roles and Responsibilities of Standing Committees and Working Groups”
SWG Additional Provisions
The Chair shall assign Liaisons to working groups and standing committees to ensure Security Working Group expertise is available during the development of work products and recommendations, and assist them as needed.   This responsibility may be delegated to other officers as necessary.
· The Liaisons shall attend relevant meetings of their assigned working group or committee.
· The Liaisons shall report back to the SWG on the activities of their assigned working group or committee. 
· The Liaisons shall facilitate and coordinate SWG input on work products with their assigned working groups.
· The Liaisons shall facilitate communication between the SWG and their assigned working groups.
SWG Derogations from General Provisions
None identified at this point by the SWG
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