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1. Topic:  Outcome based requirements need objective tests for conformity.  

Suggestion:  Please review the requirements to emphasize measurable and objectively testable implementation and operation details for each requirement.  These will help to maximize interoperability across sectors and jurisdictions, particularly sectors currently in data and identity “silos” due to regulatory differences, while maintaining emphasis on objectively testable requirements. 

Comment: Requirements such as number 2 seem sufficiently described, but requirements based on outcomes, such as numbers 1 and 3 could introduce interoperability challenges (for instance between HIPAA, FERPA and GLB interpretations of the term “recognized”), and can also result in less uniformity in self-assessment settings where interpretations of different service providers will vary.  Requirements 11 and 12 also would benefit from objective tests (to provide guidance on the meaning of the terms “stronger” and “maintain availability” in requirements 11 and 12 respectively.

For future versions of the security requirements, please continue to include details into explanatory notes and “regulations” that offer objectively testable metrics regarding outcomes that can enable comparison of security requirement conformity across different solutions in different systems. 

2. Topic:  Innovation.  IDESG needs strong AND supple requirements.

Suggestion:  lDESG will benefit from security committee leadership in balancing strong objective requirements with flexible, innovation-enhancing security to deal with the dynamics of technology change.

Comment: Please consider strengthening the outside support for the IDESG security requirements by cross-reference to existing “duties of care” (such as in requirement number 1) where appropriate.  However, please enable and invite policy innovation by referencing such outside authority as a “floor,” rather than a ceiling for IDESG conformance.

For example, in requirement number 1, service providers might be encouraged to “follow or exceed” recognized information security standards, which establishes a floor that invites innovation.  

The US National Strategy is relying on the security committee as representatives of the experts in the fast moving security sector to help the privately-led IDESG to create requirements that  also anticipate and include change management processes. 

3. Topic: Consider alternatives to expulsion and IDESG Trustmark license termination for more minor requirements conformance challenges.

Suggestion:  Consider what would happen if any breach of any one security requirement were grounds for being expelled from the IDESG ecosystem (without opportunity to cure, etc.).   Would each of the security requirements warrant a hair trigger for Trustmark license termination or expulsion from the ecosystem?  If not, how does rule provide space for “cure” processes?  

Comment:  For example, under an outcome based approach, evidence of non-conformity is a per se breach.  Consider the examples of Requirements 3 and 4 that could be “breached” if even a single record were not protected.  In outcome-based requirements, a failure of required outcome is sufficient evidence of non-conformity, whatever efforts were expended.  

Consideration should be given to including cure periods and mitigating processes in the requirements and/or the “regulations,” such as cure periods and “reasonable commercial efforts” tests to encourage institutional adoption, as long as they don’t undermine the intended positive security effect of the requirements. This is not advocacy for “easing up” on security, but rather a question of the practical reality of whether institutions can guarantee 100% satisfaction of the requirements listed and whether they are being asked to do so in some of the circumstances anticipated in the draft Requirements, where a more readily operable standard might carry NSTIC principles into effect.

4. Topic:  Leading IDESG Integration.  

Suggestion:  Consider ways in which broadly developed and adopted security industry policies, processes, architectures and best practices can help other less developed parts of the IDESG ecosystem to develop.

Comment: The IDESG ecosystem depends upon the more developed sectors, such as security, to lead the way in identifying sound practices and processes that can help realize the goals of more recently emerging and rapidly developing areas such as privacy.  

The security sector is more developed than the privacy and user experience sectors, simply because institutions have been directing resources toward security solutions for longer.  Existing security standards can therefore provide strong scaffolding for the work of various other committees engaged in crafting IDESG requirements. This affects Requirements integration issues such as choice of definitions and the identification of candidate best practices. 

Many of the security requirements are dependent upon other IDESG requirements currently being developed.  For example, requirements 7 and 8 call for clarity and access, which will be enhanced by attention to the work of the UX group and the privacy group.  As the requirements are developed further, consideration should be given to whether the requirements might normatively cross reference other IDESG requirements introduced by such other groups to help knit the requirements together into a cohesive set that can be most readily put in operation by institutions.

5. Topic:  Mixing general and specific requirements.  

Suggestion:  Review requirements to confirm that specific examples provided are not misinterpreted as being exclusive of alternatives, which could crimp innovation in an outcomes-based context.

Comment:  Requirement 9 sets forth 2 requirements.  The first sentence is general and the second sentence appears to be a specific instance of the general requirement.  The requirements should be revised to clarify the relationship so that the specific requirement is not interpreted as the sole and exclusive test of whether conformity with the first requirement has been achieved.

6. Topic:  Taxonomy and definitions.

Suggestion:  The security committee should take a leadership role in proposing definitions and taxonomy already broadly deployed in security sector as candidate elements on which to help develop and deploy requirements of other IDESG groups (lead by leading), and consider “best practices” from other sets of committee requirements (representing different ecosystem/industry “sectors”) as candidates for innovation in security (lead by following).

Comment:  Security committee should prepare a list of words used in its requirements that have a particular definition in the security context, so that those terms can be introduced as candidates in the IDESG standard glossary.

Security committee should confirm that its use of the terms “should” and “shall” track the IDESG standard convention for those terms, and should adjust its requirements as needed to incorporate those standard terms.

7. Topic:  Security in support of other requirements

Suggestion:  The security requirements appear directed primarily at external threats (i.e., third party unauthorized access).  By contrast, the privacy committee requirements appear directed toward parties exceeding authorized access.  We suggest that the security committee review the privacy committee requirements, and consider how the scope of interactions covered in the privacy requirements might inform future security committee requirements.  

That perspective on risk, i.e., exceeding authorization, is taken up by the privacy requirements, but only when the negatively-affected party is an individual.  What about when the data subject that is harmed by data use exceeding authorization is an institutional data subject, such as a company or a government that seeks to protect its confidential and proprietary information?  Institutions don’t experience “privacy” harms, but they can experience similar intrusions that cause them harm.  Industrial espionage, confidentiality breaches, employee data handling negligence are examples of institutional “security” issues that may resemble some aspects of privacy.

Consider review of privacy requirements for ideas about additional security requirements from the perspective of an institutional data subject, to identify potential additional requirements to address these emerging data use risks.  

8. Topic:  Timing issues.  

Suggestion:  As necessary, please clarify if a requirement is required to apply once or continuously to achieve conformity with IDESG security requirements.

Comment:  When does each requirement apply?  Do some requirements only apply once, while others are considered to be ongoing?  This will be important for institutions to understand how to put the requirements into operation and how to measure and manage conformity with requirements.  

Specifically, are requirements 8 and 10 applied once or multiple times, and when specifically during the process steps are they required to be applied.

9. Topic:  Binary or analog requirements.  

Suggestion:  Please consider all requirements with regard to how testable and measurable they are by implementing and auditing institutions and individuals.

Comment:  For scalability and adoption, parties should be able to measure conformity with the requirements as easily as possible. For example, requirement 12 requires service providers to maintain “availability” of services, but without any identified service level, so that the availability of 40% service and 99.9999% service could satisfy the requirement of “availability.”

