Security Committee Breakout Meeting at IDESG Plenary, 2013-05-10
Meeting Minutes

Scott Shorter took meeting notes.


Attendees:
  In person
· Adam Madlin, Symantec (Chair)
· Art Friedman, NSA
· Colin Soutar, Deloitte/NPO
· Jeremy Lau, Intentional Software
· Mike Garcia, NIST
· Clayton Bonnell, USPS Inspection Division
· Cathy Tilton, Daon
· David Brown, Intel
· Suzanne Lightman, NIST
· Win Baylies, ID Security
· Dave Sanford
· Stephen Whitlock, Boeing
· James Davidson, 
· Greg Rose
· Jim Fenton , OneID

  Phone:
· Sal D'Agostino, ID Machines
· Bev Corwin, OWASP
· Bill Schmoekel, Individual
· Christopher Spottiswoode
· David Bruggeman, ACM
· Glenn Marsden
· Inette Furey, DHS
· Jerry Kickenson, Individual
· Juan Gonzales, DHS (no response)
· Mark Wallace, Individual
· Mark Lambiase, SecureAuth
· Neil Judell, ID Security
· John Stearns, MagTek
· Dan Christianson, Intel

Agenda (distributed 2013-04-30)
10.15 a.m. – 11.45 a.m. PDT
· Introductions
· Welcome new Officers
· Update on Terminology
· Approval of the Attribute Assurance and Confidence Levels
· Discussion of Functional Model (with invitation to Standards Committee)


MEETING NOTES

Recollection of Colin Soutar's call for volunteers -  Adam Madlin Chair, Scott Shorter Secretary, Sal D'Agostino Vice-Chair

Notes on Agenda
· Introductions
· Welcome new Officers - Done
· Update on Terminology - OBE
· Approval of the Attribute Assurance and Confidence Levels.
· Discussion of Functional Model (with invitation to Standards Committee).

Discussion of Terminology
· Clayton Bonnell - terms are used differently in different standards. The IDESG needs a standard, but cannot change the terminology in the standard.  Going forward, perhaps cite the ISO, ITU-T, etc. with a statement about preferences as the recognized term.
· Adam - concur. To enable our own work, a clear set of definitions will help us move forward without miscommunications. Discussion about cataloging some of the definitions that are out there.
· CB - agreed, a glossary is necessary to resolve ambiguities.  
· Suzanne Lightman - not sure who's followed discussions about the wiki.  For each term there is a discussion on the wiki, which will help provide a visible trail of the discussions.
· Cathy Tilton - we have another good reason for coming up with agreement on terms - as we develop work products we need internal consistency. We may adopt the standards that Clayton references, and those standards may vary, but the IDESG work products can still provide consistency.
· John Stearns - We don't have the answers today, we need to come up with them.
· Win Baylies - ISO is a good source but it’s copyrighted.  If we submit our terms to ISO, we lose our copy
· Bev - has the group researched existing vocabularies?
· WB - yes, we looked at 10-20 sources of definitions. Some were self-referential, ended up looking at 2-3 main sources with the requirement that they be public information, not copyrighted, and focus on the terms of interest.  There are about 20 terms on the plate, we selected 5 as top priority, worked with the available definitions.  NIST publications are public domain, what IDESG publishes must be PD also.
· Bev - is there a reference document on the taxonomy research.  Is there an approach to integrating standards into the framework.  What is the maturity model around integrating existing standards?
· WB - we have a list of terms, will send. There's no identification of what needs to be done, just a list of terms to pursue.
· Bev - are we building a framework that will integrate existing standards, converge groups of standards?
· WB - we're not writing standards
· Adam - standards conversation should be addressed to standards committee. Taxonomy is a joint standards/security effort.
· Cathy - we have 2 elements in our workplan related to vocabulary. 1 is a vocab inventory, which we are doing on the wiki including gathering references and discussion. 2 is an IDESG glossary - we have some process for determining that, similar to the use cases it may be a snapshot, to be revised over time.  Since it's an IDESG work product (but not a standard)
· Bev - are we building this now?
· Cathy - currently documented on the slide presented during the use case discussion. It would be useful as an organization to determine how we collaborate and develop work products for IDESG approval.
· Bev - are we doing work around methodology?
· Adam - in the future
· Colin Soutar - perspective of how to proceed - definition by conglomeration. Gather all definitions and present in a matrix, then find a preferred definition.  But there's been a process of picking terms, defining the terms, people provide contributions and suggestions.  Advocates putting a candidate term in place - maybe we need to formalize the process and do a call for comments and let people vote with their contributions. We are a consensus driven organizations.
· Adam - note we will be discussing functional models in the joint standards/security
· Cathy - at Phoenix meeting, Peter Brown provided a presentation with 15 terms. It's on the file depot.
· Adam - also an email conversation.
· Cathy - maybe we need a joint listserve - conversation splits because multiple email lists, resulting in bifurcated conversations.
· Adam - suggest extending meeting 10 minutes to discuss attribute assurance. Objections?

On attribute assurance and confidence levels
· Updated deliverable was created.
· Art Friedman - thanks for participation of Jerry, Cathy, Neil Judell, Shi Krishnamachari.   There were 3 deliverables:
1. Requirements statement for attribute trust framework, identifying source materials.  No due date.
2. White paper with analysis of applying existing LOAs from 800-63 as well as ISSA and OIX. Not trying to duplicate work to extend authenticating LOAs, but we like the idea of measures of confidence in attribute providers.  No due date.
3. Provide the results to the standards committee to influence the development of attribute practice statement standards.  We will notify the standards committee of the gap.  No due date.
· Suggest some discussion of timelines.
· Adam - thank you.  There are some new participants, Art can you please describe the overall objective of the deliverable in terms of the committee's charter and the IDESG?
· AF - I work for the US govt so hopefully the perspective includes commercial and govt.  Many initiatives about dynamic access control like attribute based access control.  I've been involved in NSTIC and related efforts for 4.5y. Many efforts have focused on stronger authentication but not dynamic access control.  Having strong authentication is just part of what's required to grant access to information, we also need methods for access control.  Large enterprises, govt and financial et al, can benefit from methods better than traditional ACLs.  LOAs are good but doesn't translate to attributes directly.  But there are several efforts going on regarding measures of confidence, so that when we trust organizations to provide these attributes we need to be able to determine if the attributes can be trusted. Certain govt agencies may have very high degree of confidence, others less so.  We hope to influence the development of standards for attribute providers for govt. and private sector. White paper can provide more background, would help initiate a standards effort.
· Adam - this is a standalone initiative, to be transferred to the standards committee?
· AF - we will develop what we believe the requirements are, and why this is important.  Jerry, elaborate?  Standards committee can help influence the development of a standard to be applicable to attribute providers with information about source, accuracy, confidence in the attributes.
· Colin Wallace - will you be looking at ongoing work, e.g. Kantara and OIX have initiatives to inform that work.
· AF - OIX is one area that JK recommended we look at, we do want to leverage existing work.  Yes we want to know what's going on, don't want to redo work that's already going on.
· Adam - mentioned SP 800-162, initial public draft of ABAC, comments due 2013-05-31
· AF - there will be a NIST workshop on this topic.
· JK - there is an NSTIC Pilot on an attribute exchange network.  The NPO blog talked about attributes and mentioned this work, and mentions questions that should be addressed.
· Adam - suggest tabling this with an action item to the attributes team. Art and team, please make a proposal on the email list of the suggested work effort and timelines.
· Any final comments?  None.

Security meeting adjourned - time to transition to the joint meeting with standards committee.  Primary topic is the functional model.

JOINT MEETING – SECURITY & STANDARDS

New attendees on the phone:
· Don Harvard, Intel
· Sri Krishnamachari
· Bob Faron, USCIS verification division
· Mark ? with SecureAuth
New attendees:
· Steve Kirsch, OneID
· Chad Stein, Biometric signature
· Nat Sakamura, individual
· Jim Fenton, OneID
· Mark Weinstein, Scrouples
· Mary Hodder, Customer Commons
  
· Colin Soutar - introduced the topic.  Kennie Kwong indicated recently how much interest there is in functional models.  Further to the comments about terminology, we need to build on the terminology and determine an understanding of the functional components in the ecosystem.  Questions at pilot briefs - how does this fit together, what are the components?  We're seeing this in the pilots and the discussions in the IDESG as well.   When the security committee defines the security evaluation methodology, we can define what's in and what's out (q.v. Common Criteria Target of Evaluation).
· Cathy T - yes the functional model does relate back to terminology. In Feb we had a birds of a feather session on the functional model, notes should be posted on the file depot. Perhaps the starting place is to define the building blocks - if you look at 800-63 and NSTIC strategy, different terms are used for ID provider, verifier, etc.  There's a diagram there defining the identity ecosystem.  We're looking to define a model for the identity ecosystem, not the identity ecosystem framework.  Is that diagram a good starting point. If the goal is built around the existence of the ecosystem, we should understand what that is, what the components are, how they relate.  Took a crack at a table with some initial components 
· Colin S - aside from InCommon and their agreement structure, most of the other definitions that are in play do not consider other participants such as RPs and intermediaries (e.g. attribute exchanges, data brokers, etc). We should build on pre-existing work, but additional work may be needed.  IDESG 
· Cathy (reviewing components table) - table listing component definitions from 800-63 and NSTIC strategy.  Terms including service providers and types of persons.
· AF - the term Non Person Entity (NPE) is used a lot in current work.
· Cathy - good, we have some of those in the table too.  Also Framework type entities, trust frameworks, assessors, .  There's a data category, processes/functions.  Colin Soutar mentioned that hubs and brokers were discussed in the BOF meeting.
· Shrinath Eswarahally - lot work with the SGIP.  NISTIR 7628
· Colin Soutar - suggest Kantara Initiative documents as well on this.  As with terminology, this work effort could benefit from an editor.  Perhaps the chairs could call for editors to work on this.  There's enough interest, we need an assignment of someone responsible for moving it forward.
· Clayton - Cathy's table is exactly what I was suggesting earlier.
· AF - the government developed a document on identity, credential, access management.  Not the NISTIR.  Lexicon developed for the committee for national security systems, unclass.
· Nat - work on the ISO standing document 3 that gathers vocabularies.
· Colin Wallace - seems like the additional columns would be references from other sources. Is that the end game?
· Cathy - no. Once we pull that information together, we should identify functional elements and functions then figure out which components provide them.
· CW - suggest a column that shows how the elements relate to each other.  Concept map show dependencies.
· Cathy - yes once we identify the functions we will identify the relationships.  There may be more than one functional model.
· Colin Soutar - considering the discussion this morning about the longevity of the organization, this functional model is important to develop.  Terminology is of interest but the functional model is something we should communicate ASAP.  This could be an engine for the longevity of the organization.
· Adam - suggest a joint session on terminology, perhaps broadened to cover functional models.  We will invite the JTFAC to participate as well.
· Nat - ISO 29115 is the ISO version of SP 800-63. ISO 17065 on conformity assessments.

Adam - wrap up. Next week we have a joint meeting on taxonomy, security meeting meets 1 pm ET 2013-05-23.  Adam will send an agenda for the security committee meeting next week.  Adam and Cathy will break out and discuss how to push the taxonomy effort.  Agenda might have some new topics - please review in advance of the meeting so we can align and prepare.

Other attendees online:
  Christopher Spottiswoode
  Don Harbert
  Steve Wilson
  Shrinath Eswarahally
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