January 14, 2016:  Per today's discussion and to get the ball rolling, here are two issues we might put in the Parking Lot for consideration in V2 requirements: 

1.  New requirement: 

Requirement: No unknown endpoints.--No untrusted endpoint devices will be allowed to participate in IDEF transactions. To be "trusted" a device must be strongly authenticated and controlled by an accountable IDEF Member, except that client (user) endpoint devices may request transactions based on authentication as permitted by a registered and compliant IDEF access-control capability.  

Discussion:  this is basically saying the IDEF Ecosystem must have configuration control, analogous to the configuration control maintained within an enterprise. Public Internet devices (routers, etc.) would not be included but all data moving through them would be protected by encryption. I would assume/recommend that "trust framework providers" (aka federations) would be the enforcers of this requirement for their members. 

2. Modified/reworked requirement and/or expanded supplemental guidance.

Current requirement:  SECURE-10. UPTIME.--Entities that provide and conduct digital identity management functions MUST have established policies and processes in place to maintain their stated assurances for availability of their services. 

Discussion:  As we discussed in our final review of the Security Requirements for V1, the bar for reliability/availability of IAM services must be very high, as IAM service failure is equivalent to a completely successful denial-of-service attack on ALL relying party services using the IAM service. Moreover, we discussed that the concept of "availability" is very complex in practice and very hard to capture effectively in an SLA.  We should provide as much help to providers and to replying parties as we can in establishing meaningful and understandable "UPTIME" definitions. Another possibility in this area is whether to mention the idea of "fallback" access control in the requirement: one technique for providing resilience in an IAM capability would be to provide for some way to bypass a failed IAM system for limited and emergency access to at least some resources (which would itself, of course, create a new attack vector--no free lunches! 
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