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NOTE:  ALL of the material listed below and in the referenced spreadsheet files is preliminary DRAFT material subject to change at any time.

DRAFT Spreadsheets are available in a subdirectory of the FMO document repository, at: https://www.idecosystem.org/filedepot/folder/175.
***********

Privacy Committee –
Spreadsheet is significantly modified from template distributed in Tampa Plenary.

 “High Level Requirements”

1. Organizations shall limit the collection and transmission of information to the minimum necessary to fulfill the transaction’s purpose and related legal requirements.

2. Organizations shall limit the use of the individual’s data that is collected and transmitted to the specified purposes of the transaction.

3. Organizations shall limit the retention of data to the time necessary for providing and administering the services and transactions to the individual end-user for which the data was collected, except as otherwise required by law.

4. Organizations shall provide concise, meaningful, timely, and easy-to-understand mechanisms to communicate to end-users how they collect, use, disseminate, and maintain personal information.

5. Organizations shall minimize data aggregation, including linkages across transactions.

6. Organizations shall provide appropriate mechanisms to enable individuals to access, correct, and delete personal information.

7. Organizations shall determine the necessary quality of data used in identity assurance solutions based on the risk of that transaction, including to the individuals involved.

8. When terminating business operations or overall participation in the Identity Ecosystem, organizations shall, while maintaining the security of individuals' information, transfer it upon their request and destroy it unless they request otherwise.

9. Organizations shall be accountable for conformance to these requirements, and provide mechanisms for auditing, validation, and verification.

10. Organizations shall provide effective redress mechanisms for, and advocacy on behalf of, individuals who believe their rights under these requirements have been violated.

11. Where individuals make choices regarding the treatment of their information (such as to restrict particular uses), those choices shall be automatically applied to all parties downstream from the initial transaction.

12. Organizations shall, where feasible, utilize identity solutions that enable transactions that are anonymous, anonymous with validated attributes, pseudonymous, and/or uniquely identified.

13. Organizations will request individuals’ credentials only when necessary for the transaction and then only as appropriate to the risk associated with the transaction or only as appropriate to the risks to the parties associated with the transaction.

14. Participation in the Identity Ecosystem shall be voluntary.

15. Privacy controls should be situated as low in the technology stack as possible.

16. Organizations shall clearly indicate to individuals what personal information is mandatory and what information is optional prior to the transaction.

17. Controls on the processing or use of individuals' information shall be commensurate with the degree of risk of the processing or use.

18. Identifiers shall be segregated from attributes whenever feasible.

19. Organizations shall, upon any material changes to a service that affect the prior or ongoing collection, use, dissemination, or maintenance of users’ personal information: a) provide clear and conspicuous descriptions of the changes and their impacts on users in advance, and b) with respect to previously collected personal information, provide users with compensating controls designed to mitigate privacy risks that may arise from the material changes, which may include seeking express affirmative consent of users in accordance with relevant law or regulation. In the event that users elect to terminate the service, organizations shall meet other stated requirements on termination and retention.
“High Level Requirements” sheet includes extensive comments.

Includes “Core Operation Requirements” sheet describing application of the requirements to each of the core operations of the Identity Ecosystem: Registration, Credentialing, Authentication, Authorization, and Transaction Intermediation. Each core operation heading lists the elements included in that operation.
Includes “Functional Model” sheet with description of all elements.

************

Standards Coordination Committee – 
“Outcome Based” Requirement statements

1. Entities shall be capable of accepting external users authenticated by 3rd parties.

2. Entities shall issue credentials and/or assertions that conform to IDESG adopted standards and are capable of being utilized by multiple 3rd parties.

3. Entities that perform Identity Ecosystem core operations and functions that support transactions requiring digital identity, authentication, and/or access control shall utilize technologies to communicate and exchange identity and/or attribute related data that conform to IDESG approved standards.

4. Entities shall employ documented, publicly available business policies and processes for identity management functions such as account recovery, identity proofing, identity vetting and liability that are employed in the transmission, receipt, and acceptance of data between systems.

Recommended Best Practices for Future Requirements

1. Entities should utilize solutions and technologies that allow for identity account portability.

a. Identity Providers and Attribute Providers SHOULD provide an easy to use method to allow individuals to switch to a new provider(s).

b. Identity Providers and Attribute providers SHOULD provide individuals a mechanism to link their Relying Party accounts with their new provider(s).

c. Relying Parties SHOULD provide individuals with a mechanism to associate multiple credentials to a single account.

d. Relying Parties SHOULD provide individuals with a mechanism to have a single account per credential.

e. Service Providers should utilize solutions and technology that allow for affordable identity account portability, when established open standards are available.

2. Organizations shall utilize standard taxonomies to enable semantic interoperability of identity attributes within communities where standards have been established in which they operate, consumer consent and identity metadata. 

3. Organizations shall employ standardized common models and processes for identity management functions, such as account recovery, identity proofing, identity vetting and liability, when established open standards are available and appropriate to fulfill those functions in the context of that organization's activities.

Requirement out of scope for SCC:

1. Entities SHOULD implement modular identity solutions.
“Functions” sheet (from Tampa template) describes functions and processes of Identity Ecosystem.

***********

Security Committee
“Outcome Based” Requirement statements

1. Service providers in the ecosystem follow recognized information security standards, frameworks, and/or appropriate practices.

2. Each account credential pair is uniquely identifiable for authentication purposes.

3. The confidentiality and integrity of identity data (e.g., attribute values) is protected during the execution of all identity functions and across the entirety of the data lifecycle (collection through destruction).

4. Credential and token issuance processes protect against unauthorized disclosure and/or reproduction.

5. Users are able to authenticate the source of all token and credential data received from service providers.

6. Credentials and associated tokens are granted to the appropriate and intended user(s) only.

7. There are clear processes, policies, and procedures in place for the execution of identity functions.

8. End users have access to the policies and procedures in place for the execution of identity functions.

9. The confidentiality and integrity of authentication data are protected. Data (such as passwords and passphrases) used for authentication are never stored in plaintext.

10. User control of the token is proven during the authentication process.

11. Users must be able to choose authentication mechanisms that are stronger than single factor passwords and passphrases and are commensurate with the level of risk associated with the transaction.

12. Service Providers have established policies, procedures, and processes in place to maintain availability of services. 

13. Where  cryptographic solutions are used, key management policies and practices are established and used consistent with industry standards and best practices.

14. Processes for the reissuance and/or recovery of credentials and authentication tokens are commensurate with the original process and procedures followed during registration and credentialing core operations, including identity assurance procedures.

15. Transactions and security events (to include the execution of identity functions) are logged in a manner that supports system audits and, where necessary, security investigations. Timestamp synchronization and granularity are appropriate to the level of risk associated with the environment, sector, or transaction.

Supplemental Information/Guidance is provided for each requirement statement.

“Functions” sheet (from Tampa template) describes functions and processes of Identity Ecosystem.

***********
User Experience Committee
Spreadsheet structure is slightly modified from Tampa template.

1. Information presented to users should be in plain language, which is clear and easy to understand.

2. All choices, pathways, and solutions should be available and clearly identifiable by the user.

3. The system shall make reasonable accommodations to be accessible to as many users as is feasible. 

4. The system should have a way to collect user feedback on site usability, while conforming with the other high level requirements.

5. The system should provide opportunity for redress: an easy way for users to report errors, complaints, etc., while preserving user privacy.

6. Where user requirements standards exist, users should have structured opportunities to document and express their requirements before interacting with Service Providers in online transactions.    (e.g., Do Not Track, link?) 

7. User shall (should) see simple, easy-to-understand and persistent methods for choosing and communicating their unique requirements (state, claim and promote) about their attributes and how they are used. Users should see simple, clear-language responses from an organization about how these requirements will be treated, before agreeing to share their attributes.

Extensive additional information on each requirement is provided in another spreadsheet column entitled “Specific control(s), criteria, or additional info (Optional)”.

