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What is the Kantara Initiative?
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What I1s the Kantara Initiative

e Open community working on areas of
common interest around identity

Interoperability, harmonization, certification,
policy, legal & liability, privacy

Don’t need to be a member to participate
e ~20 working groups/discussion groups
e 2 programs

Assurance & Interoperability
e Small staff to help enable volunteers



Japan Work Group -

e Activities

Generate best practice guidelines and suggestions
for IdM standards to thrive in the Japanese market

Translation of KI's press releases and deliverables
and other open IdM standards.

Planning and execution of Kl events in Japan
Kl Japan WG has held 4 seminars including today

e Co-chairs

Toshihiro Suzuki, Oracle
Yasuhisa Sakamoto, NTT



Japan Work Group (Cont’d) oo

e Liaison with OpenlID Foundation Japan

OIDF-J and Kl Japan WG have a good relationship
since Liberty Alliance Japan SIG

kantaro &

Japan Work Group



Privacy & Public Policy WG o

e Focused on improved privacy outcomes for
users, data custodians, & others

e Define principles & best practices
e Liaise with other Kantara groups
Example - Identity Assurance

e Products

Privacy Guidance Document, Privacy Management
Framework, Privacy Assurance Framework, F2F
Summit Reports



Concordia Discussion Group |s

e Activities
Evolution of Project Concordia

Umbrella initiative to drive harmonization and
Interoperability of identity technology

e Deliverable

Draft version of “Deployment Guide for Proxying
Assurance between OpenID and SAML” "t is now open to
all

Based on NTT & NRI’s activity which is honored as
Kantara Initiative IDDY Award 2009

e Chair
Paul Madsen, NTT

*1 http://kantarainitiative.org/confluence/download/attachments/41025874/assurance-deploy-guide-04.html



Kantara ldentity Assurance Framework
Catalyzing a New Marketplace

The Need




Web Identity Remains Highly Siloed | e:¢

Amazon.com--Earth's Biggest Selection - Netscape o (=] 223
File Edit Yiew Go Communicator Help

P d 2 A D . o o@m os & @ B

| Welcome to ADL Anywhere - Netscape
Back Forward  Reload Home: Search  MNetscape  Print Secuity Shop Stop. File Edit Yiew Go Communicator Help Fle Edt Vew Go Communicsior Help

" Bookmarks i Location: [c/obidos/substhome redirect himl/ 102732211251 38501 | G507 whal's Rielated 1 d ¥ 3 4 a =< aillwE = 3 -ﬁ 2 mW o< a4 O @
SunCertRegula [F Sun Cert VPN MNameFinder [sol Sun Calenda dessage [ Acknowler #  Back  Fowad  Relbad  Home  Seach Metscape  Pint  Secuit . *b Lot sl ekl i i S —
7w Bookmaks i Location [Pip:/woms acl com? 2w Dok o _"""“| i o g om0 | R i
= Cart A Sun Cart VPN HameFr pel Sun Calendst I My Ackrowdedgerant R
amazon.com. g view canr |(§ ; SunCertReguia [B SunCertVPN [B NameFinder (sl [B Sun Calender & =T BNy R REIUEIEE g o

CHNN’s GAME

YOUR ¥S &Y CAMERA Y COMPUTER
STORE ELECIRDN & & PHOTO | VIDEO GAMES

» INTERNATIONAL » TOP SELLERS » @TARGE" » FRIENDS & FAVORITES » FREE E-CARDS

EEETERY  roveisupport [ Miesgefus [/ | AboutUnined
Update profile @

3, Bank Of America Online Banking - Netscape

File  Edit [ tor  Hel 1 X AAOI- h Get $25for § Login
_"E i Ummx.ml(a or Help : Anyw ere , i A
TS 2 i W o T vson | sl ] reopie | searcn | snop | |

raducts

Back  Fonod  Febad  Home  Seach  Melscape
AOL Members Sign On

T Bockmarks A Matsite: [tps://aniineid bankofamerica com/cgi
< 2l L] T

Sun Cert Regula Sun Cert WP HameFinder [sal 3

View Go

8r~ v e ENter passviu ..

uuunnmne Try An Issue
i F n E E

If wou like your free trial issue, you'l

[ on |

BROWSE Lagin

+ Books

| —

=gl =

receive 11 maore issues, 12 in all, for A = " Fle B8 Vew Go Comvuricsor Help
[ == $19.95. That's 57% savings off the , = o = '_ i & & 3 A4 2 &8 = 8 0O H
newsstand price! If not :nmpletely el LR G U ek Fdesd  Hows  Sowch Welmme Pt Seely  Shop
satisfied, return your hill $ B = : b Bocknarks B Hesute [baps e uaZgacom/ciLogn ip ] @37 whats Frkated
"cancel" and owe S"MS ocores - Horosc | o SunCotfiegds B Son CotvPN 1 Hemerober ol B SunColordes S boatert Mossege 1 Ackoondedgmment. 1 i
Online Banking service: + Free Greetings  *+ Weath: =

Harne: T Listinaz - Mowis ®
SR BT

Address:

3 Barclays IBank - Netscape
Fle Edit View Go Communicator Help

1 d ¥ A A 2 @ 3 8 B 4
Back  Fowad Felbad Home  Seach Metscape  FPrint  Secuity  Shop Sto
wf " Bookmaks A Netsle: [Ptes: bark barclays.co.uk/

B Sun Cert Regula un Cet VPN (B MameFinder(sol [B] SunCalendar & Instant Message [B|  Emnail:

Tropical, Fresh Water, Shell Fish, Lobster,Frogs,
Whales, Seals, Clams

Cpaleass do nd

with®ffers for Time

BARCLAYS

Send My Free Trial lssue |
i I
R o Welcome to Barclays Online Banking

P S5k W WP

Loans & borouing
Life & pensions
Buying 3 home

Travelling

I%Mm'em

Welcome to the Hertz
#1 Club Gold Reservation area.

Persond Business

Business Bankir

Starting up a business ~ Enroll now. I | m
Moving to Bardays Tell me More EEK ‘:KTE\I me More -~ - .

iy inifoermation «

Brotect vour Busing s
Business Praducts
Business Services Demanstratmngn

Online Solutions
More...

Demonstration

sony siyls | Em—rs—

X

Apply Online G & rpply Online

p— i &b R Pickup

; -] Fickup Date [Merin =] [Cay = [Fear =]
2P B | 2 i .
Pickup Time: [Fowe =] v =] [am =] |

& =b=| [Document: Done

§
‘




Too Much Security Burden on Users | 2352¢




We have the Technology
Not the Trust & Business Model

and privacy

Complex, heavier, |dP- and
enterprise-friendly protocol
framework focused on

security and privacy

IdP: Identity provider
5P:  Service provider
550: Single sign-on

Security Assertion
Markup Language (SAML)

* Key use cases: strives
for “all of the above”
= Architected for security

= |dP discovery hard in
the general case

OpenlD
* Key use cases: self-hosted

identity, simplified sign-on
* Builds IdP discovery

Enables direct

. X into design
|nter|3c;|0nsdb§;wec-n * Trust and security explicitly \
S and ors out of scope |

Simple, lighter, SP- and Web-friendly protocol;
more concermned with scalability than security

Enables
user-centric identity

® Uses XML * Has a goal of
message consistent user
formats interface

* Can use WS-* * Can self-assert
Web services attributes

InfoCard

s Key use cases: |dP-to-5P unlinkability,
phishing-resistant authentication,
real-time user consent

Client-centered protocol for selected security and
privacy needs; usable with other 550 systems

= Smart client component provides
consistent identity “ceremony”

The Venn of Identity: Options and Issues in Federated Identity Management, Eve Maler & Drummond Reed, March/April 2008



Kantara Initiative
ldentity Assurance Framework

Freely Available to the Public...




Identity Ecosystem: All About Trust eeces




Federated Identity requires Technical &
Policy Interoperability

e Credential Service Provider (CSP) | L0 < » Roling
- |dentity Proofing Parties

Provider
- Credential Lifecycle Management a k‘

o
e Relying Party (RP) EI Lf i

- Operational Criteria for Trust
- Assesses Risk of Application

- Complies with Best Practices

- Provisions the Service or Resource v

e User gets great experience: safe, simple
access from any device to services/resources

kantara



Certification aides technical

Interoperability
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Interoperability Certification Program

Inventing new technologies and standards without sustained vendor certification testing is a recipe for slow and painful adoption of identity
standards. Cerification of interoperability of vendor implementations is critical to easing deployments in the real world.

Kantara Initiative has a goal of working collaboratively to solve harmonization and interoperability challenges among identity-enabled enterprise,
Web 2.0 and Web-based applications and services. Our agile testing and cerification program will help effectively accelerate adoption of new
technologies and standards, helping deployers to deploy with confidence, success and minimal time and cost, and vendors to incorporate
standards effectively and interoperability into their offerings.

How is the Interoperability Program managed?
- The Interoperability Review Board, a Board of Trustee sub-committee provides Interoperability Program oversight.

VWhere does the supporting technical work happen?
- The Interoperability Work Group supports the Interoperability Program with techinical input.

VWhere can | find the full details about the Interoperability Program?

How can | apply to test my implementation?




Kantara IAF

Enables Policy Interoperability
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Identity Assurance Framework:
Service Assessment Criteria

Version: 19
Date: 2010-04-24

Edstor:  Richard G Wilsher
Zyzma LLC

Contributors
‘The full st ofcmm'hnnts canbe naﬁ!en.edhme

Absiract
The Fantara Intiative Identity Assurance Work Group (IAWG) was formed to foster
adoption of i trust services The primary delivemble of the LAWG is the Identity
Aszsurance Famewark (TAF). wdmhhcunm:ednfmnm different documents that detail
the levels of assurance and the cerdfication program that bring the Famework o the

markeplace. The IAF is comyprised of a set of documenss that i

mlbhumn.t.hel_-\}‘ﬁomn 2 smmary Assurnce Levels
,mn Scheme (AAY), which enconpassss the associated assessment and
progrRm as well as several subordinate documents. among them the Service
Cmn."s-\clwmmtm.smumm genenal arganizational
. identity proofing services, cedential strength, and credential mamapsment
,mnmnnmuc%wﬂbeem]mmd. The present document describes the
Service Assessment Criteria componsnt of the IAF, inchuding serting our the Asarance

Levels.

Filename: Fomtam [AF-1200-Sarvice Assessment Critaia doc
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Identity Assurance Framework:
Assessor Qualifications & Requirements

Version:
Date: 2010-04-
Editor: Rickard G. Wilsher
Zygm LIC
Contributors
The ﬁﬂnsto'oomrﬂm «can be refarancad hare:
o u oE confuence & olayidssumer e TAF+1 0=Coreributors
Abstract

The Eamara Initiatve [dentity Assurance Work Group (TAWG) was formed 1o foster
adoption of identicy must senvces. T]le]:nm}dzl:\m'nl.eo the IAWG is the Idersity

Aszsuramce ), which i d
the l z\dsnﬁsmncemdit&nsmnn‘lc!nﬁmnm
to th among

which conpasses the associatad assessment and cernAcaton program. as well as the
Service Aszessment Criteria (3AC), which establishes baseline criteria for geneml
organzztional conformity, identity proofing services, credential smength, and cradential
A Fement mﬂ:!;agn.ns(wmd'_n] (C5Ps will be evabuated. The present documens
provides an overview of the requirements which applicant assessors rmst falfill in order
o become Eantar- Accredited Assessors.

Filename: Kantara LAF-1600-Assessar Qualifications and Racui doc
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Identity Assurance Framework:
Assurance Levels

Version: 10
Date: 20000424
Editor: Eritta Glade
Contributors:

‘The full list of coniritutors can be refarenced here:
Eanarairitiave.
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Abstract:

The Kamtara Initiative [dentity Assurance Work Group (IAWG) was formed to foster
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IAF Assurance Levels lllustrated

o00®
L L 1
L 1

Assurance
Level

Example

Assessment Criteria —
Organization

Assessment Criteria —
|dentity Proofing

Assessment Criteria —
Credential Mgmt

AL 1

Registration to a
news website

Minimal Organizational
criteria

Minimal criteria - Self
assertion

FIN and Password

AL 2

Change of
address of record
by beneficiary

Moderate
organizational criteria

Moderate criteria -
Attestation of Gowvt. ID

Single factor; Prove
control of token through
authentication protocol

AL 3

Access to an
online brokerage
account

Stringent organizational
criteria

stringent criteria —
stronger attestation and
verification of records

Multi-factor auth;
Cryptographic protocol,
“soft", “hard"”, or "OTP”
tokens

AL 4

Dispensation of a
controlled drug or
$1mm bank wire

Stringent organizational
criteria

More stringent criteria —
stronger attestation and
verification

Multi-factor auth w/hard
tokens only; crypto
protocol w/keys bound to
auth process

Note: Assurance level criteria as posited by the OMB M-04-04 & NIST SP

800-63

20




Public NIH Web Site

% NCB] Home PubMed GenBank BLAST

Sign In | My NCBI

My NCBI

A division of the Mations! Library of Medicine
at the Mationa! Institutes of Health

Table of Contents | ‘

My NCBl Home

My Saved Data
Search Filters
Preferences

About My NCBI

Use My MCBI to save your searches and data, and to set NCBI Web site preferences About My NCEI .

Sign in directly to your My MCBI account: Register or sign in through one of the partner

organization login routes:

My NCBI Sign In Sign in via Partner Organization

Username: Or & Google
Password: & NIH Login

[T Keep me signed in unless | sign out 9 eHA Look

{Leave unchecked on public computers)

% UKPMC Funders Group grantees

[Tl Remember my username
Or choose from:

Case Western Reserve University -
Colorado State University =1
Columbia University

Cornell University >

& Register for an account

% | forgot my username .
See expanded list
& | forgot my password

& About automatic sign in

http://www.ncbi.nlm.nih.gov/sites/myncbi/

Welcome to My NCBI




You are then taken to Google 3

Using OpenlD °

Gox nge accounts

Sign in with your

Nihlogin.nih.gov is asking for some information from your Google Account. To see and approve the request, sign in. Learn mare -~
= . H ¥ ¢ o 3 e Google Account

Email:
ex: pat@example.com
Password:

[¥] Stay signed in
| Sign in

Can't access vour account?

Don't have a Google Account?
Create an account now

=

©2010 Google - Google Home - Terms of Senice - Privacy Policy - Help




If you click “Learn More”

(GO« ’Sle accounts

Search Help

Google Accounts Help

Help articles
Getting Started
Signing in

Managing Your
Google Account

Privacy and
Security

Managing and using
Google products

Support options

Accounts » Help articles » Privacy and Security » Google Acceunt Users » About the Sign in Reguest page

Try Google's new browser. Hide
Browse the web faster, safer, and more easily with Google Chrome.
Privacy Concerns: About the Sign in Request page Share Print

When you use your Google Account to sign into a third-party website, you'll be directed to the Sign in Request page. You should grant
permission to a site only if you trust it.

Q Google does not review or endorse websites that allow you to sign in with a Google Account, and takes no responsibility for those
sites. If you do not trust the website that appears on the Sign in Request page, you should not confirm that you want to use your
Google Account to sign in.

Why use your Google Account to sign into third-party sites?
Because it's hard to keep up with so many usernames and passwords!
What information does Google share with these websites?

Google sends a random code to third-party sites to enable you to sign in to these sites with your Google Account. This code doesn't reveal
any personal information. Also, the security of your Google Account will not be compromised by signing in to other sites with your account.

What other information does Google share?

When you sign in to a third-party site using your Google Account, a site may ask Google for the email address associated with your
account, so that it can contact you. A site could also ask for access to any of the applications you use. For example, you can edit pictures

Recommended articles

Editing Your Account: Language

Editing Your Account: Username

General: About profiles
Privacy Concerns: Sharing your data

with other sites

Troubleshooting: ‘Invalid email’ error

Help resources

N

2

You

=

Cantsignin?
Get help regaining access to your
account

Known issues
Commonly reported problems

Video tutorials
Watch videos on how to edit and
manage your account

Step-by-step problem solving
A list of available resources to
help you get your answer

Help with other Google products




Logged into NIH Web Site ooo

: 0 Dub i Ba BLA o gard i d § g ) i
M N c B I A division of the Nationai Library of Medicine
y at the National Institutes of Health
Table of Contents | ‘ Welcome to My NCBI, jmatthew.gardiner@gmail.com. (I'm not jmatthew.gardiner@gmail.com)

My HCBI Home

Use My NCBI to save your searches and data, and to set NCBI tool and web site preferences. About My NCE/. .
My Saved Data

Search Filters My Saved Data

Preferences You have:

About My NCBI ® 0 Saved Searches

| 0 Collections

| 0 Bibliographies
| Recent Activity

Search Filters

You haven't set any filters. Why not add some?

Preferences

You've set:

@ Common Preferences
® PubMed Preferences




Kantara Initiative’s ldentity
Assurance Certification Program

Catalyzing a Marketplace...




ldentity Ecosystem ':
Making Trustworthiness Clear “

End user Provider




Catalyzing a Marketplace of Identity 33T
Services 1T

Provider

End user




How to Scale This? cecs

kantora A o

INITIATIVE

[J [

Trust Status ~ Accredited
List Assessors List

End user



Recent collaboration with OIX |

e OIX Is a federation operator

e Kl provides a forum to define federation policy
& Interoperabillity

e Collaboration
Use the Kantara IAF within the OIX program
Further development of Kantara IAF
Define & deploy a Certification Listing Service
Other areas



Actions you Should Take

e Spread the word & get active with the Kantara
Initiative

e Auditors — Become an assessor

e CSP — Get assessed

e Federation operator/club — Adopt the framework
Governments are currently early adopters

e Technology provider — Get certified for
iInteroperabillity



Questions
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