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What is the Kantara Initiative?



What is the Kantara Initiative
Trustees

Members



What is the Kantara Initiative


 

Open community working on areas of 
common interest around identity


 
Interoperability, harmonization, certification, 
policy, legal & liability, privacy



 
Don’t need to be a member to participate


 

~20 working groups/discussion groups


 
2 programs 


 
Assurance & Interoperability


 

Small staff to help enable volunteers



Japan Work Group


 

Activities


 
Generate best practice guidelines and suggestions 
for IdM standards to thrive in the Japanese market



 
Translation of KI’s press releases and deliverables 
and other open IdM standards.



 
Planning and execution of KI events in Japan


 

KI Japan WG has held 4 seminars including today


 

Co-chairs


 

Toshihiro Suzuki, Oracle


 

Yasuhisa Sakamoto, NTT



Japan Work Group (Cont’d)


 

Liaison with OpenID Foundation Japan


 
OIDF-J and KI Japan WG have a good relationship 
since Liberty Alliance Japan SIG 
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Privacy & Public Policy WG


 

Focused on improved privacy outcomes for 
users, data custodians, & others


 

Define principles & best practices


 
Liaise with other Kantara groups


 
Example - Identity Assurance


 

Products


 
Privacy Guidance Document, Privacy Management 
Framework, Privacy Assurance Framework, F2F 
Summit Reports



Concordia Discussion Group


 
Activities


 
Evolution of Project Concordia



 
Umbrella initiative to drive harmonization and 
interoperability of identity technology  


 

Deliverable


 
Draft version of “Deployment Guide for Proxying 
Assurance between OpenID and SAML” *1 is now open to 
all



 
Based on NTT & NRI’s activity which is honored as 
Kantara Initiative IDDY Award 2009


 

Chair


 
Paul Madsen, NTT

*1 http://kantarainitiative.org/confluence/download/attachments/41025874/assurance-deploy-guide-04.html



Kantara Identity Assurance Framework 
Catalyzing a New Marketplace

The Need



Web Identity Remains Highly Siloed

Joe’s Fish Market.Com

Tropical, Fresh Water, Shell Fish, Lobster,Frogs, 
Whales, Seals, Clams



Too Much Security Burden on Users



The Venn of Identity:  Options and Issues in Federated Identity Management, Eve Maler & Drummond Reed, March/April 2008

We have the Technology 
Not the Trust & Business Model



Kantara Initiative 
Identity Assurance Framework

Freely Available to the Public…





The Trust Community

Four main roles involved in making online exchanges trustworthy:

1. End-Entities who are the subjects of identity 
credentials

2. Credential Service Providers (CSPs)
3. Auditors
4. Entities that rely upon the credentials issued by 

CSPs, referred to as “relying parties.”

Our Identity Assurance Framework is targeted to address each of 
these community roles…



Certification aides technical 
interoperability



Kantara IAF 
Enables Policy Interoperability





Public NIH Web Site

http://www.ncbi.nlm.nih.gov/sites/myncbi/



You are then taken to Google 
Using OpenID



If you click “Learn More”



Logged into NIH Web Site



Kantara Initiative’s Identity 
Assurance Certification Program

Catalyzing a Marketplace…



Identity Ecosystem 
Making Trustworthiness Clear
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Catalyzing a Marketplace of Identity 
Services

End user

Federation Operator

Credential 
Service 
Provider

Relying
Party

Relying
Party

Relying
Party

Relying
Party

End user
End user

Credential 
Service 
Provider

Credential 
Service 
Provider



How to Scale This? 
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Recent collaboration with OIX


 

OIX is a federation operator


 
KI provides a forum to define federation policy 
& interoperability


 

Collaboration


 
Use the Kantara IAF within the OIX program



 
Further development of Kantara IAF



 
Define & deploy a Certification Listing Service



 
Other areas



Actions you Should Take


 

Spread the word & get active with the Kantara 
Initiative


 

Auditors – Become an assessor


 
CSP – Get assessed


 

Federation operator/club – Adopt the framework


 
Governments are currently early adopters


 

Technology provider – Get certified for 
interoperability



Questions
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