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Credential: An object that authoritatively binds
an identity (and optionally, additional attributes)
to a token possessed and controlled by a person.
Electronic Credential: Digital documents used in
authentication that bind an identity or an

attribute to a Subscriber’s token.

Source: SP800-63revl
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. |1

"openid"; {

"type": "http://openid.net/specs/ab/1.0#req",

"immediate": "false",

"mode": "checkid_setup”,

"claimed_id": "http://specs.openid.net/auth/2.0/identifier_select",

"identifier": "http://specs.openid.net/auth/2.0/identifier_select",

"pem_url": "https://openid4.us/abrp/certs.pem”,

"enctype": "AES-128-CBC",

"ns:ax": "http://openid.net/srv/ax/1.1",

"ax:mode": "fetch_request",

"ax:avatar": ",

"ax:nickname™: ",

"ax:email": ",

"ax:lastname#ja_Hani_JP": ™
L
“client_id": "https://openid4.us/abrp/",
"redirect_url": "https://openid4.us/abrp/index.php”,
"grant_type": "authorization_code"

}
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Asserti

}

"openid":{
"ns":"http:¥/¥/openid.net¥/specs¥/ab¥/1.0¥/",
"mode™:"id_res",
"claimed_id":"https:¥/¥/openid4.us¥/=alice#1234",
"identity":"=alice",
"ns:ax":"http:¥/¥/openid.net¥/srv¥/ax¥/1.1",
"ax:mode":"fetch_response”,
"ax:avatar":"http:¥/¥/costumzee.com¥/view¥/wp-content¥/uploads¥/2007%/07¥/alice.jpg",
"ax:nickname":"alice",
"ax:lastname#ja_Hani_JP":"¥u5c71¥u7530",
"ax:lastname#ja_Kana_JP":"¥u30e4¥u30de¥u30c0",
"ax:firsthame#ja_Hani_JP":"¥ud4e9c¥u7406¥u7d17",
"ax:firsthame#ja_Kana_JP":"¥u30a2¥u30ea¥u30b5",
"ax:lastname":"Yamada",

"ax:firstname":"Alice",
"ax:telephone™:"+1-999-999-9999",
"ax:email":"alice@example.com",
"ax:gender":"female”,

"ax:birthYear":"2000",
"ax:link":"http:¥/¥/alice.in.wonderland.example.com¥/",
"op_endpoint":"https:¥/¥/openid4.us¥/abop¥/op.php",
"pape":null,
"type":"http:¥/¥/openid.net¥/specs¥/ab¥/1.0#id_res"

"server_id":"https:¥/¥/openid4.us¥/abop¥/",

"client_id":"https:¥/¥/openid4.us¥/abrp¥/",
"request_url":"https:¥/¥/openid4.us¥/abrp¥/rfs¥/rf_ax.json",

"issued_at":1283244080,

"expires_in":3600,
"signature™:"2f4daald0f58a4e283918d336361e82e41596e53b4e9¢c8dd77683b5171f1982d"
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ARIB-MC FH%} TypeURI g7~ i Example Formatting
o Bk (http://axschema.org/~) (http://www.w3.org/2
EHH 001/XMLSchema#~)
namePerson/friendly e S S SV ¥ "Johnny5" normalizedString

4 il namePerson K4 K4 (T 7 7y hER) "John Smith" normalizedString
namePerson/prefix HORR HORR "Mr.", "Mrs.", "Dr." normalizedString
namePerson/first 4 44 |1l "John" normalizedString
namePerson/last ié3 %5 "Smith" normalizedString
namePerson/middle IRLR— A IR R— A "Robert" normalizedString
namePerson/suffix 4 (B2 K OA RIOBERGE (8 it jr 72L) "I, Jr normalizedString

BTk company/name P e "Springfield Power" normalizedString

i@k | company/title Bk Bk "Engineer" normalizedString

Wik

TieAE company/occupation Wi Wi "Company Employee" normalizedString

JT)E#A T | company/EmployeelD HEFR S HEFR S "0123456789" normalizedString

(HEHF=.

RE/RSE)

EERA A birthDate A= H HEAEH "1979-05-31" date
birthDate/birthYear FEAEAR () | AR (VEJED) "1979" gYear
birthDate/birthMonth A= A= "05" gMonth
birthDate/birthday AR (Ho | 340 (HoH) "31n eDay

)
contact/phone/default GEGRE A GG 5 (RFC3966 O | "+1-800-555-1234" normalizedString
HUzHeS, )

HE®EEE | contact/phone/home EEEE (B HEEHE S (RFC3966 OFKILEA | "+1-800-555-1234" normalizedString

Z ) A5, )

PTEMRLE | contact/phone/business A () G 5 (RFC3966 O | "+1-800-555-1234" normalizedString

AR 5 AUz, )

HEHTEERE®E | contact/phone/cell EREEE (B HERFERE R B (RFC3966 MK FLIFZ | "+1-800-555-1234" normalizedString

22 I3AV) 2895, )
contact/phone/fax FAX %5 K SE FAX 3% 5 (RFC3966 D LI | "+1-800-555-1234" normalizedString

A, )

M4 FAX % | contact/phone/home/fax | FAX & 5(H A 4 FAX %5 (RFC3966 DK F/E | "+1-800-555-1234" normalizedString

22 %) 2189, )

fEFT contact/postalAddress/ho | WTH, i, BT Ik, F i, s (B ) "#42 135 East 1st Street" normalizedString
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