Intro for the PAC..

By Colin Wallis
So the Intro would read a bit like this then..

.. (and from here on in, please change the text as you comment. I am travelling tomorrow so I don’t have any more cycles on this one..)

…some of the acronyms will need to spelt out, at least when used the first time, but I’ll leave that for someone to edit at the end

………………………………………………………………………………………………………..

The ultimate goal of the Kantara Privacy Assessment Criteria (PAC) is to provide an ‘assessment baseline’ for those charged with assessing or auditing the implementation of Privacy Policy by CSPs/IdPs and others engaged in federated identity and subsequent transactions online.

This broad scope will require a ‘living document’ approach, with successive revisions expanding upon the previous as the demand and need requires.

To begin with, this first version of the PAC will primarily focus on the US federal government Identity Management initiatives, offering more clarity for assessments of FICAM CSPs.  In FICAM, the TFPAP defines the privacy requirements. The TFET "Privacy Guidance for Trust Framework Assessors and Auditors" provides more detail but not specific criteria that an Assessor/Auditor might use.  Kantara’s own Federal Privacy Profile that was developed to support its IAF essentially repeats the TFPAP requirements while also referencing the Privacy Guidance to help Assessors and Auditors.  As such, the first version of the PAC builds on the TFET Privacy Guidance and provides specific criteria that Assessors and Auditors could use to evaluate CSPs.  
Given this focus, the PAC could be used a vehicle for assessing CSPs who are outsourcers for US Federal agency Identity Management initiatives; for example supporting external facing identity services for Federal agencies.  This will require the addition of criteria that reflect the rules and regulations under which Federal agencies must operate.

There may also be a need to develop privacy criteria for RPs/SPs that support outsourced functions for federal agencies,; for example those offering Cloud-based services.  Currently there is no formal set of criteria for privacy–related assessment and audit of such SPs/RPs.   The need for privacy assessment criteria for SPs/RPs may be expanded in line with developments in the NSTIC program. 
Taken a stage further, the PAC could be used as a template for assessing privacy protection practices in identity management in a global context; for example to address requirements of the European Union Article 29 rules. Understandably the PAC would have to be modified to align with Privacy legislation operating in other jurisdictions, but the notion of converging towards a common approach is appealing. 

Given this set of possible foci, the PAC documentation might be developed as a suite of inter-related documents or as a single document with sections devoted to different areas.  For example:


Introduction and Context


CSP/IDP Privacy Criteria



FICAM Specific Criteria



General Public Criteria


SP/RP Privacy Criteria



Federal Agency Specific Criteria



General Public Criteria


Inter-jurisdictional Considerations, Definitions and Criteria  (very ambitious!)

All those concerned with the enhancement of privacy assessment are invited to use the PAC and contribute to its on-going development.

