Introduction
 
On September 4th 2009, the US Government's FICAM (Federated Identity Credentialing and Access Management) program published the Trust Framework Provider Adoption Process (TFPAP) for Levels of Assurance 1,2 and non -PKI 3. 
On June 29, 2011. FICAM published Version 1.0 of its Privacy Guidance for Trust Framework Assessors and Auditors.  Readers are strongly encouraged to thoroughly familiarise themselves with these publications.
 
As a Trust Framework Provider (TFP) in its own right, with its own Identity Assurance Framework and TFP assessor accreditation program, the Kantara Initiative has provisional certification as a FICAM TFP for its own Identity Assurance Framework. 
 
Kantara's Privacy and Public Policy Working Group has released this paper, the Privacy Assessment Criteria, to help CSPs/IDPs and RPs/SPs in trust frameworks seeking certification as a FICAM TFP, position themselves optimally with FICAM's June 2011 release of the Privacy Guidance for Trust Framework Assessors and Auditors.  
 
This Kantara Privacy Assessment Criteria helps address not only the baseline FICAM publications mentioned above, but also NIST SP 800-53 Appendix J 'Security and Privacy Controls for Federal Information Systems and Organizations' and reflects the privacy requirements of its own Identity Assurance Framework.  While the focus of this version of the Privacy Assessment Criteria is squarely focussed on US interests, it has been designed to be extensible for use in other jurisdictions globally. 
 
The scope of the work is directly reflective of the scope of the FICAM program itself, and although no specific statement of scope is set out in the FICAM publications mentioned above, several 'scope-like' passages (substantially quoted below) offer a reasonably clear intent: 
 
· FICAM trust framework cover remote electronic authentication of human users to IT systems over a network - it does not address the authentication of a person who is physically present
· It serves the interest of US Government organizations as Relying Parties, and promotes interoperability between Federal and non Federal entities      
· CSPs/IDPs and RPs/SPs both have privacy protection responsibilities, although collaboration on privacy practices between RPs and IDPs is anticipated in order to provide a seamless experience for Users and meaningful and effective implementation of the TFPAP Criteria
· In some cases federal agencies may contract with external contractors or commercial third parties for certain functions. Such non-federal entities are considered agents of the federal government and therefore IDPs must interact with them as if they were interacting with a federal agency application.
  The passages above serve to demonstrate that FICAM's scope (and therefore the Privacy Assessment Criteria scope) is limited to:  
· users of government online services logging onto and accessing those services, and does not extend to lawful interception
· confirmation (to a level of assurance) of the binding of the user's identity to a credential through the process of online authentication, and does not  extend to initial authentication, identification or other synonyms for identity proofing of the user prior to binding the credential to the identity
· No specific authentication architecture or design pattern is prescribed, so all use cases for user authentication - for example (1) either direct to the IDP or redirected from the RP to the IDP for authentication and redirected back to the RP, and (2) the use of anonymous, pseudonymous or veronymous identifiers - are applicable, though there are substantially different privacy implications with these alternatives
· federal and non-federal entities are involved, so that various state privacy law is also applicable in certain transactions, with the Privacy Act applicable to federal agencies  
  The Privacy Assessment Criteria uses the US's Fair Information Practice Principles (FIPPs) as template on which to develop the criteria, to reflect FICAMs TFPAP Privacy Criteria dependency on this.  Assessment criteria are applied to each principle in turn, along with additional notes and guidance to cover a range of possible use cases, architectures and design patterns.  
 
