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1. Introduction

This document specifies specific normative requirements on the use of SAML assertions and/or the WSS SAML Token
profile in conjunction with the ID-WSF 2.0 Security Mechanisms specificatiovs§{saml1], [LibertySecMech2])
[SAMLCored, [SAMLBInd2)).

This document assumes familiarity with the Security Mechanisms core specification and does not replicate the general
discussion or normative requirements from that specification.
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2. Notation, Terminology, Namespaces and typographical
conventions

Please refer to the Security Mechanisms core for specification of notations, namespaces and terminology used
throughout this specification, as well as typographical conventions.
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3. ldentifier Privacy Protection

3.1. Encrypted Name ldentifiers

To securely protect the privacy of the identifier as the message passes through intermediasizsnigh8ubject>

MUST contain a<saml2:EncryptedID> where a privacy risk due to provider collaboration based on iden-
tity is a concern. In general thesaml2:Subject> SHOULD contain a<saml2:EncryptediD> . Use of
<saml|2:EncryptedID> MUST follow the processing rules and recommendations specifieslAML Core.
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4. Authentication Mechanisms

This section outlines specific normative requirements for using SAML 2.0 assertions for message authentication.
General normative requirements are specified in the Security MechanismsiberyfSecMech2pD

4.1. SAML Assertion Message Authentication

The semantics and processing rules for the following URIs are described in this profile. These URIs indicate unilateral
SAML-based message authentication, i.e., authentication of the invoker, using SAML 2.0:

e urn:liberty:security:2006-08: null: SAMLV?2

e urn:liberty:security:2006-08: TLS: SAMLV?2

« urn:liberty:security:2006-08: ClientTLS: SAMLV?2

e urn:liberty:security:2006-08: ClientTLS: peerSAMLV2

These mechanisms utilize the OASIS Web Services Security SAML Token Profilewdsispmll]las the means

by which the message sender authenticates to the recipient. In general these mechanisms assume that an ldentity
Provider issues an assertion that includes<saml2: AuthnStatement> and other statements applicable to the
<saml2:Subject>  entity and contained within thesaml2:Subject>  element.

The <saml2: AuthnStatement> describes the authentication event of the subject to the issuing authority. For this
and any other statements in the assertion to be considered trustworthy, the subject confirmation obligations specified
in the<saml2:Subject>  element must be met by the sender.

As a security precaution, the issuer of the assertion MUST includamal2: AudienceRestriction> element

that specifies the intended consumer(s) of the assertion. <Saal2:Audience>  element MUST be set

to contain the unique identifier of the intended recipient, as described by the name identifier Format URI of
urn:oasis:names:tc: SAML2:2.0:nameid-format: enti/specified ingAMLCore3.

The recipient MUST validate that it is an intended consumer of the assertion before relying upon it. The assertion
MAY contain additionaksaml2:Audience>  elements that specify other intended consumers of the assertion.

These message authentication mechanisms are unilateral. That is, only the sender of the message is authenticated. It
is not in the scope of this specification to suggest when response messages should be authenticated, but it is worth
noting that the mechanisms defined in Security Mechanisms core regarding WSS X.509 token authentication could

be relied upon to authenticate any response message as well. Deployers should recognize, however, that independent
authentication of response messages does not provide the same message stream protection semantics as a mutual peer
entity authentication mechanism.

For deployment settings that require message authentication independent of peer entity authentication, then the sending
peer MUST perform message authentication by confirming in accordance with the obligations described by the
<saml2: SubjectConfirmation> element.

When the sender wields the subject confirmation key to sign portions of the message the signature ensures the
authenticity and integrity of the portions covered by the signature. However, this alone does not mitigate the threat of
replay, insertion and certain classes of message modification attacks. To secure the message from such threats, one of
the mechanisms which support peer entity authentication (see the Peer Entity Authentication section in the Security
Mechanisms core) MAY be used or the underlying SOAP binding request processing model MUST address these
threats.

4.1.1. Sender Processing Rules

The core specification lists generic processing rules, which are to be augmented by the following SAML 2.0 specific
rules:
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« The construction and decoration of th@sse:Security>  header element MUST adhere to the rules specified in
the [wss-sms1jland fwss-saml1]L

*The sender MUST present thesaml2: Assertion> (as security token) by inserting it as a child of the
<wsse:Security>  element.

* The sender MUST adhere to its subject confirmation obligation in accordance with the semantics of the confir-
mation method. This is described by one of #¥aml2: SubjectConfirmation> elements carried within the
<saml2:Subject>

For deployment settings which REQUIRE independent message authentication, the obligation MUST be accom-
plished by signing elements of the message and decoratingwdse:Security>  element with the signature.

For deployment settings which DO NOT REQUIRE independent message authentication then the subject confirma-
tion obligation may be accomplished by correlating the certificate and key used to affect peer entity authentication
with the certificate and key described by the subject confirmation element. To accommodate this, the assertion
issuing authority MUST construct the assertion such that the confirmation key can be unambiguously verified to
be the same certificate and key used in establishing peer entity authentication. This is necessary to mitigate the
threat of a certificate substitution attack. It is RECOMMENDED that the certificate or certificate chain be bound
to the subject confirmation key.

4.1.2. Recipient Processing Rules

The core specification lists generic processing rules, which are to be augmented by the following SAML 2.0 specific
rules:

* The recipient MUST locate thesaml2: Assertion> (security token) and the recipient MUST determine that it
trusts the authority which issued tkeaml2: Assertion>

* The recipient MUST validate the issuer’s signature over<bmml|2:Assertion> . The recipient SHOULD
validate the trust semantics of the signing key, as appropriate to the risk of incorrect authentication.

*The recipient SHOULD verify that at least one of the confirmation obligations specified in the
<saml2:SubjectConfirmation> element has been met.

« If the validation policy regards peer entity authentication sufficient for purposes of message authentication then
the recipient MUST locate thads:KeyInfo>  element withinksamlI2: SubjectConfirmation> element. This
key MUST be unambiguously verified to be referring to the same certificate and key used in establishing peer
entity authentication.

» The recipient MUST determine that it trusts the key used to sign the message.

«When an OASIS X.509 token is used to convey key information, the recipient SHOULD validate the sender’s
certificate and verify the certificate revocation status, as appropriate to the risk of incorrect authentication.
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4.2. Bearer Token Authentication

A SAML 2.0 assertion may be used as a bearer token when the SubjectConfirmation element’s Method attribute has
the valueurn:oasis:names:tc: SAML:2.0:cm:bearer . Normative rules on the use of SAML 2.0 assertions as
SOAP Message Security tokens are provided in the OASIS WSS SAML Token ProfilensssamIi1]l

Particular attention must be paid to the proper validation ok#zenl2: AudienceRestriction> element which
specifies the intended consumer(s) of the assertion. In this case the assertion construction guiSactoenia.1
would apply.

4.2.1. Processing Rules

The bearer sender and receiver processing rules specified in core must be observed.

4.2.2. SAML Bearer Token Example

The following example demonstrates the Bearer message authentication mechanism by supplying a SAML bearer
token jwss-saml1lLin the security header.

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/"
xmins:sb="urn:liberty:sbh:2006-08"
xmins:pp="urn:liberty:id-sis-pp:2003-08"
xmlins:sec="urn:liberty:security:20 06-08"
xmins:wsse="http://docs.oasis-open.org/wss/2004 /01/oasis-200401-wss-wssecurit y-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.or g/wss/2004/01/o0asis-200401-wss -wssecurity-utility-1.0.xsd"
xmins:wsa="http://www.w3.0rg/2005/08/addressing"
xmins:ds="http://www.w3.0rg/20 00/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/ xmlenc#">

<s:Header>

<l-- see Liberty SOAP Binding Specification for which headers
are required and optional -->

<wsa:MessagelD wsu:ld="mid">...</wsa:MessagelD>
<wsa:To wsu:ld="to">...</wsa:To>

<wsa:Action wsu:ld="action">...</wsa:Action>
<wsse:Security mustUnderstand="1">

<wsu: Timestamp wsu:ld="ts">
<wsu:Created>2005-06-17T04:49:17Z</wsu:Created >
</wsu:Timestamp>

<!l-- this is the bearer token -->

<saml2:Assertion
xmins:saml2="urn:oasis:names:tc: SAML:2.0:a ssertion"
Version="2.0"
ID="sxJu9g/vWLG9SAN9bKp/8qONKU="
Issuelnstant="2005-04-01T16:58:33.173Z2">

<saml2:Issuer>http://authority.exampl e.com/</Saml2:Issuer>

<l-- signature by the issuer over the assertion -->
<ds:Signature>...</ds: Signature>

<saml2: Subject>
<saml2:EncryptedID>
<xenc:EncryptedData>U2XTCNvRX7BI1N K182nmYO00TEk==</xenc: Encrypte dData>
<xenc:EncryptedKey>...</xenc:EncryptedK ey>
</saml2:EncryptedID>

Liberty Alliance Project
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<saml2: SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm: bearer">
</saml2: SubjectConfirmation>
</saml2:Subject>

<l-- By placing an audience restriction on the assertion we
can limit the scope of which entity should consume
the information in the assertion. -->

<saml2:Conditions
NotBefore="2005-04-01T16:57:20Z"
NotOnOrAfter="2005-04-01T21:42:43Z">

<saml2: AudienceRestrictionCondition>
<saml2:Audience>http://wsp.example.com</saml|2: Audience>
</saml2: AudienceRestrictionCondition>
</saml2:Conditions>

<I-- The AuthnStatement carries information
that describes the authentication event
of the Subject to an Authentication Authority -->
<saml2: AuthnStatement
Authninstant="2005-04-01T16:57:30.000Z"
Sessionindex="6345789">
<saml2: AuthnContext>
<saml2: AuthnContextClassRef>
urn:oasis:names:tc: SAML:2.0:ac:cla sses: PasswordProtectedTranspo rt
</saml2: AuthnContextClassRef>
</saml2: AuthnContext>
</saml2: AuthnStatement>

<l-- This AttributeStatement carries an EncryptedAttribute.
Once this element is decrypted with the supplied key
an <Attribute> element bearing an endpoint reference
can be found, specifying resources which the invoker may
access. Details on this element can be found in the
discovery service specification. -->

<saml2:AttributeStatement>
<saml2: EncryptedAttribute>
<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element">
MQEMAZzRNIWKAAAEHIRWIirOeKDkyFAB7PoFazx3ftpOvWwbb zgXdgcX8fpEqSriv4
YqUc70MiJcBtKBp3+jlD4AHPUaurlgHAOvrdmMpM+sF2BnpND118f/mXCv3 XbWhiL

hg6nZ5c0I6L6GN9A
=HCQY
</xenc:EncryptedData>
<xenc:EncryptedKey> ... </xenc:EncryptedKey>
</saml2:EncryptedAttribute>
</saml2:AttributeStatement>

</saml2:Assertion>

<!l-- This SecurityTokenReference is used to reference the SAML
Assertion from a ds:Reference -->

<wsse: SecurityTokenReference
xmins:wsse="..." xmlns:wsu=
wsu:ld="str1"
wssell:TokenType="http://docs.oasis-open.org/ wss/oasis-wss-saml-token-profi
le-1.1#SAMLV2.0">
<wsse:Keyldentifier
ValueType="http://docs.oasis- open.org/wss/oasis-wss-saml-to ken-profile-1.1#SAMLID">
sxJu9g/vvLG9sAN9bKp/8qONKU=
</wsse:Keyldentifier>
</wsse: SecurityTokenReference>

. xmins:wssel1="..."

Liberty Alliance Project

10

Version: 2.0-errata-v1.0



280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328

Liberty Alliance Project:
ID-WSF 2.0 SecMech SAML Profile

<ds:Signature>
<ds:SignedInfo>

<l-- in general include a ds:Reference for each wsa: header
added according to SOAP binding -->

<l-- include the MessagelD in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>

<!l-- include the To in the signature -->

<ds:Reference URI="#t0">...</ds:Reference>

<l-- include the Action in the signature -->
<ds:Reference URI="#action">...</ds:Reference>

<!l-- include the MessagelD in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>

<l-- include the Timestamp in the signature -->
<ds:Reference URI="#ts">...</ds:Reference>

<!l-- include the SAML Assertion in the signature to avoid

token substitution attacks -->
<ds:Reference URI="#Str1">

<ds:Transform Algorithm="...#STR-Transform">

<wsse: TransformationParameters>
<ds:CanonicalizationMethod

Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n- 20010315" />

</wsse: TransformationParameters>
</ds:Transform>
</ds:Reference>

<l-- include the message body -->
<ds:Reference URI="#MsgBody">
<!-- bind to the body -->
</ds:Reference>
</ds:SignedInfo>

</ds:Signature>
</wsse: Security>
</s:Header>
<s:Body wsu:ld="MsgBody">
<pp:Modify>

<!l-- this is an ID-SIS-PP Modify message -->

</pp:Modify>
</s:Body>
</s:Envelope>
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5. Message Authorization

5.1. Authorization Data Generation

The following mechanism description assumes that the Web Services Security SAML Token Rrsdileami1]l

is utilized as the means by which the message sender authenticates to the message recipient. Each communicating
peer performs message level authentication by fulfilling the subject confirmation obligation. Typically this is

by demonstrating proof of possession of a subject confirmation key, where the assertion issuer binds the subject
confirmation key to the assertion by signing the assertion. This attestation provides assurance to the consumer of the
assertion that the subject confirmation key is that of the intended sender. Thus the sender’s subject confirmation key
can be recognized by the recipient as belonging to the confirming peer. The assertion issuer should also bind a name
identifier to the subject confirmation element. This name binding would serve as an aid in associating the sender
with its confirmation key. Subsequent to the authentication of the sender the recipient can leverage this knowledge in
support of the authorization model described below.

The following processing rules are in addition to the processing rules specified in core and are specific to the use of
SAML 2.0 assertions.

5.1.1. Processing Rules
The assertion issuing authority constructs the assertion in accordance with the following rules:

« The assertion MUST indicate the invocation identity within #saml2:Subject>  element of the assertion.

The <saml2:Subject>  element MUST include at least oreaml2: SubjectConfirmation> element. This
element MUST have Blethod attribute with a value afirn: oasis:names:tc: SAML2:2.0:cm:holder-of-key
(This requirement enables a proof of possession and binding to the message on behalf of the invoker).

The subject confirmation element MUST be specified wittsaml2: SubjectConfirmationData> element
qualified with anxsi:type  of saml2:KeylnfoConfirmationDataType as specified in$AMLCoreZ.

* When the invocation identity represents the identity of the sendetstmel2: Subject>  element is decorated as
follows. Refer toSection 8.1.%or an informative example.

The name identifier element SHOULD include<saml2:NamelD> element and th&ormat attribute value
SHOULD be urn:oasis:names:tc: SAML2:2.0:nameid-format: entity . Note: This identifier might
assist the relying party in locating metadata concerning the subject of the assertion.

The<saml2: SubjectConfirmation> element SHOULD NOT be decorated witkgaml2:NamelD> element.
The reason is that the presence of #seml2:NamelD> is used to indicate that the sender is not the same as the
invoker, but acting on behalf of the invoker.

*When the invocation identity is NOT that of the sender (i.e., the sender is acting on behalf of the subject) the
<saml2:Subject>  element is decorated as follows:

In an operational setting where the invocation identity (the subject) is only to be released to the relying party (the
audience) then the name identifier element SHOULD be of &gaenl2:EncryptedID> and conform to the
guidance in FAMLCore?. Refer toSection 8.1.2.2or an informative example.

In settings where the invocation identity does not call for privacy protections then the name identifier element
SHOULD be conveyed using<saml2:NamelD> element with aFormat attribute which is appropriate for the
operational setting. Refer ection 8.1.2.%or an informative example.

To identify the confirming entity the<saml2:SubjectConfirmation> element SHOULD contain a
<saml2:NamelD> elementwith &ormat attribute value ofirn:oasis:names:tc: SAML2:2.0: nameid-format: entity

Note: This identifier might assist the relying party in locating metadata concerning the confirming entity as well
as help associate the name of the confirming entity in the application domain namespace with the key used for
subject confirmation.
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« The assertion issuing authority MAY describe the authentication status of the interacting party by including
a <saml2: AuthnStatement> element which MUST include asaml2: AuthnContext> element. Refer to
Section 8.1.3or an informative example.

« The assertion issuing authority MAY limit the resource which the invoker may access at the relying party by
describing the relevant resources in #saml2: AttributeStatement> . This may be done by explicitly listing
endpoint references of the resources that the invoker may access.

In an operational setting where the value of the attribute requires confidentiality protections then the attribute
element SHOULD be of typesami|2:EncryptedAttribute> and conform to the guidance iSAMLCored.

If the confidentiality of the attribute is not a concern then the element SHOULD be conveyed using a
<saml2:Attribute>

* OPTIONALLY, the assertion issuer MAY include information that assists in building a chain of transited providers.
How this is done is defined in tHerovider Chainingsection Section §.

* The assertion MUST be signed by the assertion issuing authority in accordance with the signing requirements
specified in SAMLCore2.

5.1.2. Consuming Authorization Data

A recipient that exposes a resource typically makes access control decisions based on the invocation identity.
Additionally the recipient may also predicate access control policies upon the sender identity. The semantics of
resource access authorization are described in the Security Mechanisms core.

The recipient of an authorization assertion based on SAML 2.0 assertions determines the invocation identity by
inspecting thessaml2:Subject>  element. If a proxy is involved in the communication then it’s identity is carried
within the <saml2:NamelD> element of thessaml2: SubjectConfirmation> element in effect. Providing both

the invocation identity and the proxy identity enables the recipient to tailor authorization policy to a finer degree
of granularity. That is, the recipient generally uses the invocation identity to make its authorization decisions and
potentially determine whether the proxy is permitted to access the resource on behalf of said invocation identity.

5.1.2.1. Processing Rules
The following processing rules are in addition to those specified in SecMech core.

* The recipient MUST locate thesamlI2: Assertion> (security token) which conferred the subject confirmation
key relied upon for sender authentication.
The recipient MUST corroborate that the bound subject confirmation key is the same key used to authenticate the
communicating peer.

* The recipient MUST determine that it trusts the authority which signeegshml2: Assertion>

The recipient MUST validate the signature of #wamil2: Assertion> . The recipient SHOULD validate the
trust semantics of the signing key, as appropriate to the risk of incorrect authentication.

Liberty Alliance Project
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6. Provider Chaining

This profile defines how transited provider information should be recorded when a SAML 2.0 assertion is used as a
security token to convey provider chaining information. General discussion and overall normative requirements related
to provider chaining are in the Security Mechanisms core specificdtibarfySecMech2p

When a Discovery Service issues a SAML 2.0 token to be used in provider chaining, the general structure of the
assertion may be informatively described as follows:

* |ssuer

« Signature of entire assertion

« Provider Chaining (if needed)

* Audience Restriction Condition

* Subject of assertion (with corresponding confirmation method information)
 AuthnStatement (convey information about authentication of the subject)

« Endpoint reference information

To convey the provider chaining information, the SAML assertion SHOULD includesanl2: Advice>  el-
ement containing a singleTransitedProviderPath> element. This<TransitedProviderPath> MUST
contain a <TransitedProvider> element for each provider that has been transited. General use of the
<TransitedProviderPath> element is defined in the Security Mechanisms core specificatidmerty-
SecMech2p

Each<TransitedProvider> element MUST contain oneRI element content value. This is used to enable the
recipient to verify the provider identity and will typically be thoviderlD  of the transited provider.  The
ProviderlD is defined in the Discovery Specification. EactransitedProvider> element may also include

the confirmation URI indicating the form of confirmation the transited provider used to authenticate to the Discovery
Service and a timestamp for the interaction.

The following example shows &saml2:Assertion> carrying a<TransitedProviderPath> with multiple
<TransitedProvider> elements.

6.1. Provider Chaining Example (Informative)

The following example demonstrates using SAML 2.0 assertions to convey provider chaining information, in
particular:

* Provider Chain captured in a singt@ransitedProviderPath> with multiple <TransitedProvider> ele-
ments. Two different transited providers distinct from the sender are listed.

* Encrypted Name ldentifier.

* Authentication status of Invoking Identity.

Liberty Alliance Project
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<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/"
xmins:sb="urn:liberty:sb:2006-08"
xmins:pp="urn:liberty:id-sis-pp:2003-08"
xmins:sec="urn:liberty: security:20 06-08"
xmins:wsse="http://docs.oasis-open.org/wss/2004 /01/oasis-200401-wss-wssecurit y-secext-1.0.xsd"
xmins:wssell="http://docs.oasis-open .org/wss/2005/xx/0asis-2005xx-
wss-wssecurity-secext-1.1.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oas is-200401-wss-wssecurity-utili ty-1.0.xsd"
xmins:wsa="http://www.w3.0rg/2005/08/addre ssing"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#">

<s:Header>
<l-- see Liberty SOAP Binding Specification for which headers
are required and optional -->

<wsa:MessagelD wsu:ld="mid">...</wsa:MessagelD>
<wsa:To wsu:ld="to">...</wsa:To>

<wsa:Action wsu:ld="action">...</wsa:Action>

<wsse: Security mustUnderstand="1">

<wsu:Timestamp wsu:ld="ts">
<wsu:Created>2005-06-17T04:49:17Z</ws u:Created >
</wsu:Timestamp>

<saml2:Assertion
xmins:saml2="urn:oasis:names:tc: SAML:2.0: assertion"
Version="2.0"
ID="sxJu9g/VWLGISAN9bKp/8qONKU="
Issuelnstant="2005-04-01T16:58:33.173Z2">

<saml2:Issuer>http://authority.exam ple.com/</saml|2:Issuer>

<l-- signature by the issuer over the assertion -->
<ds:Signature>...</ds:Signature>

<saml2:Advice>
<sec:TransitedProviderPath>
<TransitedProvider>http://www.exa mple.com/one</TransitedProvide r>
<TransitedProvider>http://www.example.com/t wo</TransitedProvider>
</sec:TransitedProviderPath>
</saml2:Advice>

<l-- By placing an audience restriction on the assertion we
can limit the scope of which entity should consume
the information in the assertion. -->

<saml2:Conditions
NotBefore="2005-04-01T16:57:20Z"
NotOnOrAfter="2005-04-01T21:42:43Z2">

<saml2: AudienceRestrictionConditi on>
<saml2:Audience>http://wsp.example.com</sa ml2: Audience>
</saml2: AudienceRestrictionConditi on>
</saml2:Conditions>

<saml2: Subject>
<saml2:EncryptedID>
<xenc:EncryptedData>U2XTCNvRX7BI1INK182nmYOO0TEk= =</xenc:EncryptedData>
<xenc:EncryptedKey>...</xenc:EncryptedKey>
</saml2:EncryptedID>

<saml2: SubjectConfirmation

Liberty Alliance Project
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Method="urn:oasis:names:tc: SAML:2.0:c m:holder-of-key">

<saml2:NamelD format="urn:oasis:names:tc: SAML:2.0:na meid-format:entity">
http://third.example.com/

</saml2:NamelD>

<saml2: SubjectConfirmationData xsi:type="saml|2:KeylnfoConfirmationDataTy pe">

<l-- This keyinfo is the key by which the sender must
prove possession in order for the relying party to
accept the Statements in this assertion. -->
<ds:KeylInfo>
<ds:KeyName>
CN=third.example.com,OU=Client Services R US,O=Service Station,...
</ds:KeyName>
<ds:KeyValue>...</ds:KeyValue>
</ds:KeylInfo>
</saml2: SubjectConfirmationData>
</saml2: SubjectConfirmation>
</saml2:Subject>

<I-- The AuthnStatement carries information
that describes the authentication event
of the Subject to an Authentication Authority -->
<saml2: AuthnStatement
Authninstant="2005-04-01T16:57:30.000Z"
Sessionindex="6345789">
<saml2: AuthnContext>
<saml2: AuthnContextClassRef>
urn;oasis:names:tc: SAML:2.0 :ac:classes: PasswordProtect edTransport
</saml2: AuthnContextClassRef>
</saml2: AuthnContext>
</saml2: AuthnStatement>

<l-- The AttributeStatement carries an EncryptedAttribute.
Once this element is decrypted with the supplied key
an <Attribute> element bearing an endpoint reference
can be found. Details on this element can be found in the
discovery service specification. -->

<saml2:AttributeStatement>
<saml2:EncryptedAttribute>
<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element">
MQEMAZRNIWKAAAEHIRWIirOeKDkyFAB7PoFazx3ftpOvW wbbzgXdgcX8fpEqSriv4
YqUc70MiJcBtKBp3+jlD4HPUaurlgHAOvrdmMpM+sF2BnpND118f/mX Cv3XbWhiL
Xj1/M4yOCMAM/MWBHT3xal7tWJIwsZkDRLWxXP 7wSITXNjCThHzBL8gBKZRqNBcZIU

VRu9BpYBD4Y/98y1jtX9Pm898+xzketoc4ZvhCgh9P0arVK1B3cKxB87bKi DDWAU
hgénz5c0I6L6GN9A
=HCQY

</xenc:EncryptedData>

<xenc:EncryptedKey> ... </xenc:EncryptedKey>

</saml2:EncryptedAttribute>
</saml2: AttributeStatement>
</saml2:Assertion>

<!-- This SecurityTokenReference is used to reference the SAML
Assertion from a ds:Reference -->

<wsse: SecurityTokenReference
xmins:wsse="..." xmIns:wsu="..." xmIns:wssel1="..."
wsu:ld="str1"
wssell:TokenType="http://docs.0asis -open.org/wss/oasis-wss-saml-t
oken-profile-1.1#SAMLV2.0">
<wsse:Keyldentifier
ValueType="http://docs.oasis-open.org/wss/oasis-w ss-saml-token-profile-1.1#SAML ID">
sxJu9g/vvLG9sAN9bKp/8qONKU=
</wsse:Keyldentifier>
</wsse: SecurityTokenReference>
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<!l-- this is the signature the sender generated to demonstrate
holder-of-key -->

<ds:Signature>
<ds:Signedinfo>
<l-- in general include a ds:Reference for each wsa: header
added according to SOAP binding -->

<l-- include the MessagelD in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>

<!l-- include the To in the signature -->
<ds:Reference URI="#t0">...</ds:Reference>

<l-- include the Action in the signature -->
<ds:Reference URI="#action">...</ds:Reference>

<l-- include the MessagelD in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>

<!l-- include the Timestamp in the signature -->
<ds:Reference URI="#ts">...</ds:Reference>

<l-- include the SAML Assertion in the signature to avoid
token substitution attacks -->
<ds:Reference URI="#Str1">
<ds:Transform Algorithm="...#STR-Transform">
<wsse: TransformationParameters>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/200 1/REC-xml-c14n-20010315" />
</wsse:TransformationParameters>
</ds:Transform>
</ds:Reference>

<l-- include the message body -->
<ds:Reference URI="#MsgBody">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>YgGfSOpi56pu...</ds:DigestVa lue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>
HJIWbvgW9E84vJIVQkjjiLLABNNVBX7mYO00TZhwBdFNDEIgscSXZ5 Ekw==
</ds:SignatureValue>

<ds:KeylInfo>
<wsse: SecurityTokenReference
wssell:TokenType="http://docs.oas is-open.org/wss/oasis-wss-saml
-token-profile-1.1#SAMLV2.0">
<wsse:Keyldentifier
ValueType="http://docs.oasis-open.org/ wss/oasis-wss-saml-token-profile-1.1#SAMLID">
2sxJu9g/vWLG9sANIbKp/8qONKU=
</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
</ds:KeylInfo>

</ds:Signature>
</wsse: Security>

</s:Header>
<s:Body id="MsgBody">
<pp:Modify>
<!l-- this is an ID-SIS-PP Modify message -->
</pp:Modify>
</s:Body>
</s:Envelope>

Liberty Alliance Project
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7. ldentity Token

Identity tokens are used to identify parties in flows where the identity of a party related to a use case is distinct from
an authenticated invoker.

7.1. Identity Token Requirements
Identity tokens that are implemented using SAML 2.0 assertions must meet the following requirements:
1.The subject of the identity token MUST represent the identity to be associated with the token.

2.The identity token SHOULD contain an attribute containing the endpoint reference for the Discovery Service
associated with the subject identity. The bootstrap attribute is defined in the ID-WSF 2.0 Discovery Service
Specification LibertyDiscd.

3.The Identity token SHOULD have afudienceRestrictionCondition as part of the SAML assertion
Condition  element.

4.When Holder-of-Key Subject Confirmation is used, SOAP Message Security for integrity SHOULD be used to
protect the identity token when conveyed in a SOAP message.

5.ldentity assertions SHOULD indicate a limit to the lifetime of the assertion. With SAML 2.0 assertions, the
Conditions elementotOnOrAfter  attribute SHOULD be set to specify an expiration of the identity assertion.

Liberty Alliance Project

19



655

656

657

658

659

660

661

662

663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682

683

684

685

686

687

688

689

690

691

692

693

694

695

696
697
698
699
700
701
702
703

Liberty Alliance Project: Version: 2.0-errata-v1.0
ID-WSF 2.0 SecMech SAML Profile

8. Examples (Informative)

These examples demonstrate SAML 2.0 assertions.

8.1. Fragmentary Examples

The examples in this section are fragments of full assertions - they are intended to demonstrate a particular aspect of
the message syntax.

8.1.1. Sender as Invocation ldentity

In the simplest of settings the sender of a message is acting on its own behalf. The assertion issuing authority identifies
the sender as the subject of the assertion.

001 <saml2:Subject xmins:saml2="urn:oasis:names:tc: SA ML:2.0:assertion" >

002 <saml2:NamelD format="urn:oasis:names:tc: SAML:2.0:name id-format:entity">
003 http://example.com/

004  </saml2:NamelD>

005 <saml2:SubjectConfirmation

006 Method="urn:oasis:names:tc: SAML:2.0:cm:holder-of- key">

007 <saml2: SubjectConfirmationData xsi:type="saml2:KeylnfoConfirmationDataTy pe">
008 <l-- This keyinfo is the key by which the sender must

009 prove possession in order for the relying party to

010 accept the Statements in this assertion. -->

011 <ds:Keylnfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig# ">

012 <ds:KeyName>

013 CN=example.com,OU=SomeDepartment,0=SomeOrgan ization,...
014 </ds:KeyName>

015 <ds:KeyValue>...</ds:KeyValue>

016 </ds:Keylnfo>

017 </saml2: SubjectConfirmationData>

018  </saml2:SubjectConfirmation>
019 </saml2:Subject>

Contents in the above example worth particular mention include lines 002-004 which specify the identifier is an entity

id and the name of the sender. Lines 005-018 describe the confirmation requirements that the sender must uphold
to be confirmed as the subject of the assertion. Line 006 mandates that the sender demonstrate possession of the
confirmation key described in lines 011-016.

8.1.2. Sender as Transited Provider Identity

At times it is necessary to convey multiple identities to a relying party. One identity is the invoking identity, the
subject of the assertion. The other is that of a transited provider, a sender which is acting on behalf of the subject
whose identity needs to be distinguished from that of the subject. To accomplish this the assertion issuer specifies the
sender identity with aaml2:NamelD element within thesaml2: SubjectConfirmation element of the assertion.

8.1.2.1. Transparent Subject Identifier

In the following example the identity of the subject is transparent to the transited provider and the transited provider
is identified as the confirming entity. The presence of the name identifier isathi2: SubjectConfirmation
element indicates that a transited provider is used.

001 <saml2:Subject xmins:saml2="urn:oasis:names:tc: SA ML:2.0:assertion">

002 <saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
003 somebody@someplace.example.com

004  </saml2:NamelD>

005 <saml2:SubjectConfirmation

006 Method="urn:oasis:names:tc: SAML:2.0:cm :holder-of-key">
007 <saml2:NamelD format="urn:oasis:names:tc: SAML:2.0:nameid -format: entity">
008 http://somemailhost.example.com/
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009
010
011
012
013
014
015
016
017
018
019
020
021

</saml|2:NamelD>
<saml2: SubjectConfirmationData xsi:type="saml:KeylnfoConfirmationDataType">
<l-- This keyinfo is the key by which the sender (aka proxy) must
prove possession in order for the relying party to
accept the Statements in this assertion. -->
<ds:KeyInfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>
CN=somemailhost.example.com,OU=SomePlace,O=ExampleOrg,...
</ds:KeyName>
<ds:KeyValue>...</ds:KeyValue>
</ds:Keylnfo>
</saml2: SubjectConfirmationData>
</saml|2: SubjectConfirmation>

022 </saml2:Subject>

In the above example the noteworthy elements are described. Lines 002-004 describe the identity of the subject, aka the
invocation identity. Lines 005-020 describe the confirmation requirements that the sender must uphold to be confirmed

as the subject of the assertion.

described in lines 010-020. Lines 007-009 identify the name of the proxy.

8.1.2.2. Opaque Subject Identifier

In the following example, the identity of the subject is made opaque to the proxy through encryption and the proxy is
identified as the confirming entity.

001 <saml2:Subject xmins:saml2="urn:oasis:names:tc:S AML:2.0:assertion">

002
003
004
005
006
007
008
009
010
011
012
013
014
015
016
017
018
019
020
021
022
023

<saml2:EncryptedID xmlns:xenc="http://www.w3.0rg/2001/04/x mlenc#">
<xenc:EncryptedData>U2XTCNvRX7BI1NK182nmY 00TEk==</xenc:EncryptedData>
<xenc:EncryptedKey>...</xenc:EncryptedKey>
</saml2:EncryptedID>
<saml2: SubjectConfirmation
Method="urn:oasis:names:tc: SAML:2.0:cm:ho Ider-of-key">
<saml2:NamelD format="urn:oasis:names:tc: SAML:2.0:nameid-for mat: entity">
http://somemailhost.example.com/
</saml|2:NamelD>
<saml2: SubjectConfirmationData xsi:type="saml2:KeylnfoConfirmationDataType">
<l-- This keyinfo is the key by which the sender (aka proxy) must
possession in order for the relying party to
the Statements in this assertion. -->
<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>
CN=somemailhost.example.com,OU=SomePlace,0=ExampleOrg,. ..
</ds:KeyName>
<ds:KeyValue>...</ds:KeyValue>
</ds:Keylnfo>
</saml2: SubjectConfirmationData>
</saml|2: SubjectConfirmation>

</saml2: Subject>

This example is very similar to the previous. The difference is that the name identifier for the subject of the assertion
is encrypted, lines 002-005.

8.1.3. Invoking Identity Authentication

The relying party may need information regarding the authentication of the subject (aka invocation identity.) To
accommodate this the assertion issuer includesaml2: AuthnStatement> as part of the assertion, providing
additional information about the invoker specified in the Subject.

001

002

<l-- The saml2:AuthnStatement carries information that
describes the authentication event of the subject
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003 to an authenticating authority -->

004  <saml2:AuthnStatement

005 xmlins:saml2="urn:oasis:names:tc: SAML:2.0:asserti on"

006 Authninstant="2005-04-01T16:57:30.000Z"

007 Sessionindex="6345789">

008 <saml2: AuthnContext>

009 <saml2: AuthnContextClassRef>

010 urn;oasis:names:tc: SAML:2.0: ac:classes: PasswordProtecte dTransport
011 </saml2: AuthnContextClassRef>

012 </saml2: AuthnContext>

013 </saml2: AuthnStatement>

Lines 006-007 describe attributes of the authentication event. Line 006 indicates the time at which authentication
occurred. The session index between the subject and the authentication authority is on line 007. Lines 008-012
provide the technical details of the authentication action itself.

8.1.4. Resource as an Attribute

The assertion issuer may make coarse-grained authorization decisions and in so doing specify precisely the resource
for which the assertion is targeted. By identifying the resource in an attribute statement and binding the statement to
the assertion the relying party can base its authorization decision on the bound attribute and the actual resource being
accessed. However, applications that use this specification may have alternative methods of referring to resources and
thus disseminating this information in an attribute statement may be redundant.

8.2. Proxying with Authentication Context of the Invoking Identity

Access to resources exposed by a service instance is nominally restricted by access control policy enforced by the
entity hosting the resource. Additionally, the policy information, enforcement and decision points may be distributed
across multiple system entities. Authorization to access a resource may require that the entity interacting (e.g., browser
principal) with another entity (e.g., service consumer) have an active authenticated session.

To facilitate this scenario the trusted authority may supply authorization data that conveys the session status of the
interacting entity. This is accomplished by includingsamI2: AuthnStatement> in the assertion.

The following example demonstrates:
* Proxying
« Encrypted Name Identifier

» Encrypted Endpoint Reference conveyed as Attribute

<?xml version="1.0" encoding="UTF-8"?>

<s:Envelope xmins:s="http://schemas.xmlsoap.org/ soap/envelope/"
xmins:sb="urn:liberty:sb:2006-08"
xmins:pp="urn:liberty:id-sis-pp:2003-08"
xmins:sec="urn:liberty: security:200 6-08"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-inst ance#"
xmins:wsse="http://docs.oasis-open.org/wss/2004 /01/oasis-200401-wss-wssecurit y-secext-1.0.xsd"
xmlins:wssell="http://docs.oasis-open .org/wss/2005/xx/oasis-2005xx-

wss-wssecurity-secext-1.1.xsd"
xmlins:wsu="http://docs.oasis-open.org/wss/2004/01/o0as is-200401-wss-wssecurity-utili ty-1.0.xsd"
xmlins:wsa="http://www.w3.0rg/2005/08/addre ssing"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">

<s:Header>

<l-- see Liberty SOAP Binding Specification for which headers
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are required and optional -->
<wsa:MessagelD wsu:ld="mid">...</wsa:MessagelD>
<wsa:To wsu:ld="to">...</wsa:To>
<wsa:Action wsu:ld="action">...</wsa:Action>
<wsse:Security mustUnderstand="1">

<wsu: Timestamp wsu:ld="ts">
<wsu:Created>2005-06-17T04:49:17Z< /wsu:Created >
</wsu:Timestamp>

<saml2:Assertion
xmins:saml2="urn:oasis:names:tc: SAML:2 .0:assertion"
Version="2.0"
ID="sxJu9g/vWLG9sSAN9bKp/8qONKU="
Issuelnstant="2005-04-01T16:58:33.173Z2">

<saml2:Issuer>http://authority.e xample.com/</saml|2:Issuer>

<l-- signature by the issuer over the assertion -->
<ds:Signature>...</ds: Signature>

<l-- By placing an audience restriction on the assertion we
can limit the scope of which entity should consume
the information in the assertion. -->

<saml2:Conditions
NotBefore="2005-04-01T16:57:20Z"
NotOnOrAfter="2005-04-01T21:42:43Z">

<saml2: AudienceRestrictionCondition>
<saml2:Audience>http://wsp.example.com</saml|2: Aud ience>
</saml2: AudienceRestrictionCondition>
</saml2:Conditions>

<saml2: Subject>
<saml2:EncryptedID>
<xenc:EncryptedData>U2XTCNVRX7BILNK182nmYOO0TEk==</xenc: EncryptedData>
<xenc:EncryptedKey>...</xenc:E ncryptedKey>
</saml2:EncryptedID>

<saml2: SubjectConfirmation
Method="urn:oasis:names:tc: SAML:2.0:cm:holde r-of-key">
<saml2:NamelD format="urn:oasis:names:tc: SAML:2.0:nameid-for mat:entity">
http://wsc.example.com/
</saml2:NamelD>
<saml2: SubjectConfirmationData xsi:type="saml2:KeyInfoConfirmationDataType">

<l-- This keyinfo is the key by which the sender must
prove possession in order for the relying party to
accept the Statements in this assertion. -->
<ds:KeylInfo>
<ds:KeyName>
CN=wsc.example.com,0U=Client Services R US,0O=Service Station,...
</ds:KeyName>
<ds:KeyValue>...</ds:KeyValue>
</ds:Keylnfo>
</saml2: SubjectConfirmationDat a>
</saml2: SubjectConfirmation>
</saml2:Subject>

<I-- The AuthnStatement carries information
that describes the authentication event
of the Subject to an Authentication Authority -->
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<saml2: AuthnStatement
Authninstant="2005-04-01T16:57:30.000Z"
Sessionindex="6345789">
<saml2: AuthnContext>
<saml2: AuthnContextClassRef>
urn:oasis:names:tc: SAML:2 .0:ac:classes: PasswordProte ctedTransport
</saml2: AuthnContextClassRef>
</saml2: AuthnContext>
</saml|2: AuthnStatement>

<l-- The AttributeStatement carries an EncrpytedAttribute.
Once this element is decrypted with the supplied key
an <Attribute> element bearing an endpoint reference
can be found. Details on this element can be found in the
discovery service specification. -->

<saml2:AttributeStatement>
<saml2: EncryptedAttribute>
<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element">
MQEMAZRNIWKAAAEHIRWIir0eKDkyFAB7PoFazx3ftp0 vWwbbzgXdgcX8fpEqSriv4
YqUc70MiJcBtKBp3+jlD4AHPUaurlgHAOvrdmMpM+sF2BnpND118f/ mXCv3XbWhiL
Xj1/M4yOCMAM/WBHT3xal7tWJwsZkDRLWx XP7wSITXNjCThHzBL8gBKZRqNBcZIU

VRu9BpYBD4Y/98y1jtX9Pm898+xzketoc4ZvhCgh9P0arVK1B3cKxB87b KiDDWAU
hg6nz5c0I6L6GN9A
=HCQY
</xenc:EncryptedData>
<xenc:EncryptedKey> ... </xenc:EncryptedKey>
</saml2:EncryptedAttribute>
</saml2:AttributeStatement>

</saml2:Assertion>

<!l-- This SecurityTokenReference is used to reference the SAML
Assertion from a ds:Reference -->

<wsse: SecurityTokenReference
xmins:wsse="..." xmlns:wsu=
wsu:ld="str1"
wssell:TokenType="http://docs.oa sis-open.org/wss/oasis-wss-sam
|-token-profile-1.1#SAMLV2.0">
<wsse:Keyldentifier
ValueType="http://docs.oasis-open.org/wss/oasi s-wss-saml-token-profile-1.1#S AMLID">
sxJu9g/vvLG9sAN9bKp/8qONKU=
</wsse:Keyldentifier>
</wsse: SecurityTokenReference>

. xmins:wssell1="..."

<!I-- this is the signature the sender generated to demonstrate
holder-of-key -->

<ds:Signature>
<ds:Signedinfo>
<l-- in general include a ds:Reference for each wsa: header
added according to SOAP binding -->

<l-- include the MessagelD in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>

<l-- include the To in the signature -->
<ds:Reference URI="#t0">...</ds:Reference>

<!l-- include the Action in the signature -->
<ds:Reference URI="#action">...</ds:Referenc e>

<l-- include the MessagelD in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>
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<!l-- include the Timestamp in the signature -->
<ds:Reference URI="#ts">...</ds:Reference>

<l-- include the SAML Assertion in the signature to avoid
token substitution attacks -->
<ds:Reference URI="#Str1">
<ds:Transform Algorithm="...#STR-Transform">
<wsse: TransformationParameters>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/ 2001/REC-xml-c14n-20010315" />
</wsse:TransformationParameters>
</ds:Transform>
</ds:Reference>

<!l-- include the message body -->
<ds:Reference URI="#MsgBody">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha 1"/>
<ds:DigestValue>YgGfSOpi56pu...</ds:Diges tValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>
HJIIWbvgW9OE84vJIVQKjjLLABNNVBX7mYO0TZhwBdFNDEIgsc SXZ5Ekw==
</ds:SignatureValue>

<ds:KeylInfo>
<wsse: SecurityTokenReference
wssell:TokenType="http://docs. oasis-open.org/wss/oasis-wss-s
aml-token-profile-1.1#SAMLV2.0 ">
<wsse:Keyldentifier
ValueType="http://docs.oasis-open.or g/wss/oasis-wss-saml-token-pro file-1.1#SAMLID">
2sxJu9g/vWLG9sSANIbKp/8qONKU=
</wsse:Keyldentifier>
</wsse: SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>

</wsse: Security>

</s:Header>
<s:Body wsu:ld="MsgBody">
<pp:Modify>
<!-- this is an ID-SIS-PP Modify message -->
</pp:Modify>
</s:Body>
</s:Envelope>

8.3. Conveyance of Sender as Invocation Identity

This example depicts a request to access an identity-based web service in which the sender identity and the invocation
identity are the same (i.e., non-proxying). The resource which the sender is attempting to access is described in an
<AttributeStatement> within the assertion.

Note that, while the assertion associates a subject’'s name with a key, this association is made as a means to indicate
the authorization of that subject, acting with that key, to invoke a service. This facility, incorporated for authorization
purposes, serves a distinct and complementary function to the binding between subject and key, which the subject’s
certificate accomplishes for authentication purposes.

The example demonstrates:

« Sender is Invocation Identity.
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« Endpoint Reference conveyed as attribute without encryption.

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmins:s="http://schemas.xmlsoap.o rg/soap/envelope/"
xmins:sb="urn:liberty:sh:2006-08"
xmins:pp="urn:liberty:id-sis-pp:200 3-08"
xmins:sec="urn:liberty: security:2006-0 8"
xmlns:wsse="http://docs.oasis-open.org/wss/ 2004/01/0asis-200401-wss-wssec
urity-secext-1.0.xsd"
xmins:wssell="http://docs.0asis-open.org/wss/2005/xx/0 asis-2005xx-wss-wssecurity-sec
ext-1.1.xsd"
xmins:wsu="http://docs.oasis-open .org/wss/2004/01/0asis-200401-
wss-wssecurity-utility-1.0.xsd "
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema- instance#"
xmlins:ds="http://www.w3.0rg/2000/09 /xmldsig#"
xmins:wsa="http://www.w3.0rg/2005/0 3/addressing">

<s:Header>

<l-- see Liberty SOAP Binding Specification for which headers
are required and optional -->

<wsa:MessagelD wsu:ld="mid">...</wsa:MessagelD>
<wsa:To wsu:ld="to">...</wsa: To>

<wsa:Action wsu:ld="action">...</wsa:Action>

<wsse: Security mustUnderstand="1">

<wsu: Timestamp wsu:ld="ts">
<wsu:Created>2005-06-17T04:49:17Z< /wsu:Created >
</wsu: Timestamp>

<saml2:Assertion
xmins:saml2="urn:oasis:names:tc: SAML:2 .0:assertion"
Version="2.0"
ID="sxJu9g/vwLG9sAN9bKp/8qONKU="
Issuelnstant="2005-04-01T16:58:33.173Z2">

<saml2:1ssuer>http://authority.e xample.com/</saml|2:Issuer>

<l-- signature by the issuer over the assertion -->
<ds:Signature>...</ds: Signature>

<l-- By placing an audience restriction on the assertion we
can limit the scope of which entity should consume
the information in the assertion. -->

<saml2:Conditions
NotBefore="2005-04-01T16:57:2 02"
NotOnOrAfter="2005-04-01T21:42:43Z">

<saml2: AudienceRestrictionCondition>
<saml2: Audience>http://wsp.example.com</saml2: Aud ience>
</saml2: AudienceRestrictionCondition>
</saml2:Conditions>

<saml2: Subject>
<saml2:NamelD format="urn:oasis:names:tc: SAML:2.0:na meid-format:entity">
http://example.com/</sam|2:NamelD>
<saml2: SubjectConfirmation
Method="urn:oasis:names:tc: SAML:2.0:cm:holder-of-k ey">
<saml2:SubjectConfirmationData xsi:type="saml2:KeylnfoConfirmationData Type">
<l-- This keyinfo is the key by which the sender must
prove possession in order for the relying party to
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accept the Statements in this assertion. -->
<ds:KeylInfo>
<ds:KeyName>
CN=example.com,0U=SomeDivision,0=SomeOrgan ization,...
</ds:KeyName>
<ds:KeyValue>...</ds:KeyValue >
</ds:KeylInfo>
</saml2: SubjectConfirmationData>
</saml2: SubjectConfirmation>
</saml2:Subject>

<l-- For details on the contents of the Endpoint Reference see the
discovery service specification which has details -->
<saml2: AttributeStatement>
<saml2:Attribute NameFormat="urn:liberty:disco:2005-06"
Name="IDWSFEPR">
<saml2:AttributeValue>
<wsa:EndpointReference>

</wsa:EndpointReference>
</saml2:AttributeValue>
</saml|2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

<!I-- This SecurityTokenReference is used to reference the SAML
Assertion from a ds:Reference -->

<wsse: SecurityTokenReference
xmins:wsse="..." xmlns:wsu="..." xmIns:wssel1="...
wsu:ld="str1"
wssell:TokenType="http://doc s.0asis-open.org/wss/oasis-wss -saml-token-profile-1.1#SAMLV?2

.0">
<wsse:Keyldentifier
ValueType="http://docs.oasis-open.org/wss/ oasis-wss-saml-token-profile-1 .1#SAMLID">
sxJu9g/vwLG9ISAN9IbKp/8qONKU=
</wsse:Keyldentifier>
</wsse: SecurityTokenReference>

<!I-- this is the signature the sender generated to demonstrate
holder-of-key the signature should cover the isf header and body-->

<ds:Signature>
<ds:Signedinfo>
<l-- in general include a ds:Reference for each wsa: header
added according to SOAP binding -->

<!l-- include the MessagelD in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>

<!l-- include the To in the signature -->
<ds:Reference URI="#t0">...</ds:Reference>

<l-- include the Action in the signature -->
<ds:Reference URI="#action">...</ds:Referenc e>

<l-- include the MessagelD in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>

<l-- include the Timestamp in the signature -->
<ds:Reference URI="#ts">...</ds:Reference>

<!l-- include the SAML Assertion in the signature to avoid
token substitution attacks -->
<ds:Reference URI="#Str1">
<ds:Transform Algorithm="...#STR-Transform">
<wsse: TransformationParameters>

Liberty Alliance Project
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1134 <ds:CanonicalizationMethod

1135 Algorithm="http://www.w3.0rg/TR/ 2001/REC-xml-c14n-20010315" />
1136 </wsse:TransformationParameters>

1137 </ds:Transform>

1138 </ds:Reference>

1139

1140 <l-- include the message body -->

1141 <ds:Reference URI="#MsgBody">

1142 <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha 1"/>
1143 <ds:DigestValue>YgGfSOpi56pu...</ds:Diges tValue>

1144 </ds:Reference>

1145 </ds:SignedInfo>

1146

1147 <ds:SignatureValue>

1148 HJIWbvgW9EB4vJIVQKjiLLABNNVBX7mY00TZhwBdFNDEIgsc SXZ5Ekw==
1149 </ds:SignatureValue>

1150

1151 <ds:Keylnfo>

1152 </ds:KeyInfo>

1153

1154 </ds:Signature>

1155 </wsse: Security>

1156 </s:Header>

1157 <s:Body wsu:ld="MsgBody">

1158 <pp:Modify>

1159 <!I-- this is an ID-SIS-PP Modify message -->
1160 </pp:Modify>

1161 </s:Body>

ue2  </s:Envelope>

1163

1164

ues  Details on the use of Endpoint References can be found in the discovery service specification.
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