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1. Introduction

This specification defines a framework for describing and discovering web services in general and identity web serv-
ices in particular. The conceptual model and terminology is first provided to set the context for the rest of the
specification. Next, the data types for the information maintained by a Discovery Service are specified. Then the
Discovery Service itself is specified.

1.1. Conceptual Model and Terminology

An identity web service is defined as a type of web service whose operations are indexed by identity. Such services
maintain information about, or on behalf of, Principals— as represented by their identities— and/or perform actions
on behalf of Principals. They are also sometimes referred to as simply identity services.

There are various types of services, each of which is assigned a unique servicetypeidentifier, encoded as a URI (Uniform
Resource Identifier). This service type URI maps to exactly one version of an abstract WSDL definition of a service,
which contains the <wsdl : t ypes>, <wsdl : nessage>, and <wsdl : port Type>elements of a WSDL 1.1 description
[WSDLv1.1].

An example of a type of identity web service is a Principal's "calendar service," which could be identified by a URI
such as urn: example: services: calendar: 2006-12. Note the use of the year/month in the service type to identify the
version of the abstract WSDL.

A serviceinstance is a deployed physical instantiation of a particular type of service. A service provider may deploy
one or more concrete service instances in the act of deploying a service.

A service instance may be described by a concrete WSDL document (including at least the <wsdl : bi ndi ng>,
<wsdl : servi ce>, and <wsdl : port > elements) which contains the protocol endpoint and additional information
necessary for a client to communicate with a particular service instance. An example of such "additional information”
is communication security policy information.

A service instance is hosted by some provider, identified by a URI. An example of a service instance is a SOAP-over-
HTTP endpoint offering a calendar service, being hosted by some provider.

Thus, a service instance exposes a protocol interface to a set of logical resources, nominally indexed by Principal. A
resource in this specification is either data related to some Principal's identity or a service acting on behalf of some
Principal. An example of a resource is a calendar containing appointments for a particular Principal. When a client
sends a request message to a service instance, information in the message serves to implicitly identify the resource
being acted upon. This is accomplished in one of the following fashions:

« Implicitly (e.g., PAOS exchange [LibertyPAQOS]).
* Viaa<Target I dentity> header block [LibertySOAPBInding].

* Viasupplied security token: it is presumed that a resource of the security token subject, i.e., the Principal itself, is
to be accessed.

» Via the endpoint. A service may choose to offer different endpoints for every resource. The simplest case of this
is to represent the resource as a part of the query string.

Caution should be exercised when using this unique endpoint solution as the use of unique endpoints for every
resource can release enough information to allow collusion across providers as to the identity of a principal (if
multiple providers get the same unique endpoint reference for their local principal, they can figure out that the local
principal on their respective environment is the same principal).

A resource commonly has access control policies associated with it. These access control policies are typically under
the purview of the entity or entities associated with the resource (in common language, the entity or entities could be

Liberty Alliance Project
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said to "own", or "manage", the resource). The access control policies associated with a resource must be enforced by
the service instance.

The Discovery Service defined here is not intended to be exclusive. Some identity services meeting the conceptual

model may be exposed via other discovery mechanisms. For example, [LibertyPAOS] defines an equivalent discovery
mechanism.

1.2. Scope
This specification:

» Specifies service instance endpoint description and enumeration via a profile of W3C Web Services Addressing
[WSAvV1.0].

» Specifies a Discovery Service facilitating discovery and invocation of service instances.

e A SAML (see [SAMLCore2]) <Attri but e> element defined such that an Endpoint Reference (EPR) for the
Discovery Service itself can be conveyed via SAML assertions. This is known as a Discovery EPRor DSEPRand
also colloquially as the discovery bootstrap.

1.3. Notation and Conventions

This specification uses schema documents conforming to W3C XML Schema (see [Schemal-2]) and normative text
to describe the syntax and semantics of XML-encoded messages.

The key words "MUST," "MUST NOT," "REQUIRED," "SHALL," "SHALL NOT," "SHOULD," "SHOULD NOT,"
"RECOMMENDED," "MAY," and "OPTIONAL" in this document are to be interpreted as described in [RFC2119].

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application

features and behavior that affect the interoperability and security of implementations. When these words are not cap-
italized, they are meant in their natural-language sense.

1.3.1. XML Namespaces

The following XML namespaces are referred to in this document:

» The prefix ds: represents the Discovery Service namespace. This namespace is the default for instance fragments,
type names, and element names in this document. In schema listings, and in examples of Discovery Service mes-
sages and fragments thereof, this is the default namespace when no prefix is shown:

urn: liberty: disco: 2006-08
» The prefix saml2: stands for the SAMLV2 assertion namespace [SAMLCore2]:
urn: oasis: names: tc: SAML.: 2.0: assertion
» The prefix samlip2: stands for the SAMLV2 protocol namespace [SAMLCore2]:
urn: oasis: names: tc: SAML: 2.0: protocol
» The prefix sh: stands for the Liberty Soap Bindings namespace [LibertySOAPBInding]:
urn: liberty: sb: 2006-08

» The prefix sbf: stands for the Liberty Soap Bindings Framework namespace [LibertySOAPBInding]:
Liberty Alliance Project
9
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urn: liberty: sb

» The prefix sec: stands for the Liberty Security Mechanisms namespace [LibertySecMech]:
urn: liberty: security: 2006-08

» The prefix wsa: stands for the W3C Web Services Addressing (WSA) namespace [WSAvV1.0]:
http: //imww.w3.0rg/ @@@Q@/ @@/addressing

» The prefix wsdl: stands for the primary WSDL v1.1 namespace [WSDLv1.1]:
http: //schemas.xmlsoap.org/wsdl/

» The prefix wsdlsoap: stands for the namespace of the WSDL-SOAP binding [WSDLv1.1]:
http: //schemas.xmlsoap.or g/wsdl/soap/

» The prefix xs: stands for the W3C XML schema namespace [Schemal-2]:
http: //imww.w3.0r g/2001/ XML Schema

» The prefix xsi: stands for the W3C XML schema instance namespace:

http: //mww.w3.or g/2001/ XML Schema-instance

Liberty Alliance Project
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2. Discovery Service Information Model

This section describes the Discovery Service information model. This model comprises the various data types, and
thus information, that are maintained and managed by the Discovery Service, as well as the manner and format in which
this information is exchanged between the Discovery Service and its clients.

First, there is a brief non-normative overview describing how serviceinstancesare referenced, as well as the interactions
between the Discovery Service and the various other roles donned by system entities in the ID-WSF framework. Next
are the normative definitions of the various elements defined in this specification and used in referencing service
instances. Lastly is the Discovery Service WSA Profile, which normatively defines WSA EPRs profiled for use in
referencing ID-WSF service instances.

2.1. Overview of Discovery Service Information Model

A service instance is a web service at a distinct protocol endpoint. Information about service instances needs to be
communicated in various contexts. This specification defines a profile of WSA Endpoint References (EPRS)
[WSAV1.0][WSAV1.0-SOAP] such that they can be used to convey service instance information needed by entities
wishing to communicate with said service instances. Such "profiled EPRs" are termed "1D-WSF EPRs" in the remainder
of this specification.

The general model for ID-WSF system entity interactions from a Principal's perspective is as follows:

* A Principal wielding some user agent interacts with some service provider and is authenticated in some Liberty-
compliant fashion, such that the service provider obtains possession of a discovery bootstrap assertion for the
Principal. This assertion contains a pointer to the Principal's Discovery Service instance in the form of an ID-WSF
EPR.

* Now, the service provider, acting as a web service consumer (WSC) and using the ID-WSF EPR obtained above,
queries the Principal's Discovery Service for a pointer to some other desired service of the Principal—e.g., the
Principal's Profile Service or Calendar Service.

e The Discovery Service returns one or more ID-WSF EPRs to the querying WSC, pointing to the Principal's service
instance(s), of the requested type, if any.

e The WSC now employs the returned ID-WSF EPR(s) to interact with the identified service instance(s), which
themselves will be acting in the role of a web service provider. The WSC returns results as appropriate to the
Principal's user agent.

There are various permutations of this general interaction model. For example, the Principal's user agent may itself
act in the role of a WSC. Or, a Principal may not be actively involved in a given interaction—a WSC is simply
interacting with a WSP on a Principal's behalf. For example, it may be renewing some contract, such as a magazine
subscription.

In order to enable the above Principal's-perspective model, there is a parallel model from the web service provider's
(WSP) perspective, which is as follows:

» A service instance(s), acting as a WSP, is deployed at some addressable endpoint(s). In this example, the WSP is
providing some service(s) on behalf of one or more Principals, e.g., a profile or calendar service.

» The WSP registers itself with the Discovery Service by inserting Service Metadata into the DS using the Service
Metadata maintenance operations (defined later in this specification). The Service Metadata describes the WSP's
service instance(s) such that the Discovery Service has the necessary information to mint ID-WSF EPRs for a WSC
to invoke that WSP.
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The Service Metadata, using appropriate Discovery Service protocol operations (defined later in this specification),
is then "associated" with a principal'.

The above Principal's-perspective model is now enabled.

There are various permutations of this general WSP-perspective service instance registration model. For example,
the same administrative entity may be deploying the both the Discovery Service and the other services and so may
employ alternative means, e.g., bulk configuration, to effect service metadata registration with their Discovery
Service.

2.2. Versioning in ID-WSF

Versioning applies to both the communications framework and the service itself within Liberty. The Discovery Service
is at the center of versioning in Liberty because it is the entity that matches the version capabilities of the WSC to that
of the WSP.

The specific areas of versioning include:

Service Versioning — the version of the Service APIs that are available from a service instance.

The service version is implicitly part of the <Ser vi ceType> URI which identifies a specific version of a specific
logical service (e.g., a Profile service or a Discovery Service). For example, the service type URI: urn:
li berty: di sco: 2006- 08 represents a specific version of the logical service "Discovery Service" (in this case,
a version identified by the date 2006-08).

There are times when the Discovery Service may need to know the logical type of service. In the case of Liberty
defined services, we have adopted the convention of using a colon separated URN in the "liberty" namespace where
the last element is the version identifier. In this case, the Discovery service could extract the logical type of service
from the service type. However, that is just the Liberty convention and does not necessarily apply to service type
definitions outside of the Liberty URN namespace.

In non-Liberty-defined <Ser vi ceType> URIs, the Discovery Service may understand the convention used in that
particular namespace, or it may have some configuration defined knowledge of which URIs match to which logical
type of service (perhaps via a user configurable parameter). If the DS cannot separate the logical type of service
from the service version, the DS SHOULD treat the entire <Ser vi ceType> URI as the logical type of service.

The <Ser vi ceType> URI is also typically used as the Namespace identifier for the XML schema for the service,
so the version identifier typically shows up there as well -- although this is NOT a normative requirement.

Framework Versioning— the version of the communications framework used for ID-WSF messaging. Each ID-
WSF message has a potential collection of SOAP headers defined by the various ID-WSF specifications which are
tied together by the [LibertyIDWSF20SCR]. The [LibertySOAPBInding] specification defines the
<Fr amewor k> element which carries a description of the framework. As of this release that consists primarily of
aver si on attribute. [LibertyIDWSF20SCR] defines a particular version string to represent each concrete version
of the specifications.

The Framewor k descri pti onisincluded in ID-WSF messages, ID-WSF minted EPRs and in Discovery Service
<Quer y> operations (in other words, the framework description is actively specified at each stage of the ID-WSF
interaction model).

312 Toensurethatthe WSC communicates appropriately (froma versioning point of view) with the WSP, the WSC specifies
313 both the service and framework versions that it supports during discovery and the Discovery Service matches the WSC
314 capabilities with the appropriate registered service instances in order to return an EPR that the WSC can use.
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2.3. ID-WSF Endpoint References (EPRS)

The general form of an EPR is illustrated in Example 1.

<wsa: Endpoi nt Ref erence ...>
<wsa: Address>...sone URl here...</wsa: Address>

<wsa: Ref erenceParanmeters>..... </ wsa: Ref erencePar anet er s>

<wsa: Met adat a>. .. sone netadata here... </wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>

Example 1. General Form of an EPR

The EPRs are profiled, as specified below in Section 2.3.3, by placing Liberty-specific attributes and elements into the
EPR. Specifically, a few attributes on the EPR itself and some sub-elements within <wsa: Met adat a> element of the
EPR. These Liberty-specific components are defined below in Section 2.3.1: EPR Profiling Attributes and Sec-
tion 2.3.2: EPR Profiling Elements . These profiled EPRs are referred to as "ID-WSF EPRs", Example 2 illustrates an
ID-WSF EPR.

Note
The use of these profiled EPRs does not necessarily replace WSDL,; rather, they may be used either in con-
junction with WSDL or without. This is also described in Section 2.3.3.
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<wsa: Endpoi nt Ref er ence
not OnOr Af t er =" 2005- 08- 15T23: 18: 56Z"
>
<wsa: Addr ess>
https: //profile-provider.con profil es/ someFoobarProfile
</wsa: Addr ess>

<wsa: Met adat a>
<ds: Abstract >
This is a personal profile containing commopn nane information.
</ ds: Abstract >

<ds: Provider| D>http: //profile-provider.com </ds: Provi der| D>
<ds: Servi ceType>&PS1Nanespace; </ ds: Servi ceType>
<ds: Framewor k version="2.0" />

<ds: Securit yCont ext >
<ds: SecurityMechl D>
urn: liberty: security: 2005-02: TLS: SAML
</ ds: SecurityMechl D>

<sec: Token>
<l-- some security token goes here -->
</ sec: Token>
</ ds: Securit yCont ext >

<ds: Opti ons>
<ds: Option>urn: |iberty: id-sis-pp</ds: Opti on>
<ds: Option>urn: |iberty: id-sis-pp: cn</ds: Opti on>
<ds: Option>urn: |iberty: id-sis-pp: can</ds: Opti on>
<ds: Option>urn: |iberty:id-sis-pp: can: cn</ds: Opti on>

</ ds: Opti ons>

</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>

Example 2. An Instantiated |D-WSF EPR
2.3.1. EPR Profiling Attributes

This section defines the attributes that are used to profile EPRs as defined below in Section 2.3.3: ID-WSF Web
Services Addressing EPR Profile . The full Discovery Service schema is given in Appendix A: Discovery Service
Version 2.0 XSD .

2.3.1.1. wsu:ld — unique identifier for xml references to an EPR.

The wsu: | d attribute (Figure 1) is used when other elements in the XML document (e.g., message) need to refer to |
this EPR (for example, when this element is referenced in an XML signature).

<l-- wsu:ld attribute for EPR - for xm docunent references to EPR -->
<xs:attribute ref="wsu: Id" use="optional" />

Figure1l. wsu: I d — Schema Fragment
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2.3.1.2. reqRef — request reference
The reqgRef attribute (Figure 2) identifies which <Request edSer vi ceType> element in the Discovery Service

<Quer y> request that this EPR was minted in response to. In other words this is used to associate the EPR in the
<Quer yResponse> with the <Request edSer vi ceType> in the <Quer y> request.

<l-- Request Reference - to id which Request generated EPR -->

<xs:attribute name="reqRef" type="xs: string" use="optional"/>

Figure2. r eqRef — Schema Fragment
2.3.1.3. not OnOr Af t er

The not OnOr Af t er attribute states the expiration timestamp for the EPR with which it is associated (Figure 3). See
Example 2, above, for an instantiated EPR example.

Values of the not OnOr Af t er attribute MUST be expressed in accordance with Liberty ID-WSF time value restrictions.

Liberty system entities SHOULD NOT rely on time resolution finer than milliseconds. Implementations MUST NOT
generate time instants that specify leap seconds.

<!-- EPR Expiration Timestamp -->

<xs:attribute name="notOnOrAfter" type="xs: dateTime"/>

Figure 3. not OnOr Af t er — Schema Fragment

2.3.2. EPR Profiling Elements

This section defines the elements that are used to profile EPRs as defined below in Section 2.3.3: ID-WSF Web
Services Addressing EPR Profile . The full Discovery Service schema is given in Appendix A: Discovery Service
Version 2.0 XSD .

2.3.2.1. Abstract

The <Abst r act > element (Figure 4) is used for conveying a textual, natural language description of the service
instance.

<l-- Abstract: natural-language description of service -->

<xs: el ement nanme="Abstract" type="xs:string"/>

Figure4. <Abstract > — Schema Fragment
2.3.2.2. Provider ID

The <Pr ovi der | D> element (Figure 5) contains the URI of the provider of this service instance.
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<l-- Provider ID -->

<xs: el ement nanme="Providerl D' type="xs: anyURl "/ >

Figure5. <Provi der | D> — Schema Fragment
2.3.2.3. Service Type

The <Ser vi ceType> element (Figure 6) is used to identify a service type and version. This URI needs be constant
across all implementations of a service to enable interoperability. Therefore, it is RECOMMENDED that this URI be
the same as the targetNamespace URI of the abstract WSDL description for the service.

<!-- Service Type -->

<xs: el ement nane="Servi ceType" type="xs: anyURl "/>

Figure6. <Servi ceType> — Schema Fragment
Some examples of possible ServiceType URIs:
urn: i berty: di sco: 2006- 08
urn: liberty:id-sis-pp: 2003-08
http: //nyservices.comganm ng/ 1.0
2.3.2.4. Securi t yCont ext

The <Securi t yCont ext > element (Figure 7) is a container in which <Secur it yMechl D> elements and <sec:
Token> elements are placed and thus associated with an ID-WSF EPR. The <sec: Token> element is used to either
directly contain, or reference, security tokens and/or identity tokens.

Therefore, the <Secur i t yCont ext > element serves to denote the invocation context necessary for interacting with
the service instance represented by the containing ID-WSF EPR.

NOTE: in some cases the DS will not be able to generate the necessary tokens to complete the security context. This
will usually happen when a context needs a security token from a provider other than the DS (such as a non-related
IdP). In such cases, the DS will include an empty token element with the r ef attribute set to the following URI:

e urn: liberty: di sco: tokenref: Cbtai nFrom DP

In such cases, the WSC receiving the EPR MUST communicate with the invoking principal's IdP's SSO Service (see
[LibertyAuthn]) in order to obtain the necessary security token.

The value of the security mechanism in the security context will identify the type of security token that the WSC should
request from the IdP. For example, if the security mechanism was "urn: liberty:.... SAMLV2," the WSC would know |
they needed a SAML 2.0 token with a subject confirmation of "...:holder-of-key" and would indicate so on the SSO
Service request.

An ID-WSF EPR MAY contain more than one <Secur i t yCont ext > element. This serves to denote mutually-ex-
clusive groupings of <Securi t yMechl D>s and <sec: Token>s, and thus different security contexts.

See Section 2.3.3: ID-WSF Web Services Addressing EPR Profile , below, for the precise specification of the mapping
of <Securi t yCont ext >, and its contents, to ID-WSF EPRs.
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<l-- Security Context Container -->
<xs: el ement name="SecurityContext">
<xs: conpl exType>

<Xs: sequence>
<xs: el ement ref="SecurityMechlD"

maxQccur s=" unbounded"/ >
<xs: el ement ref="sec: Token"

maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

Figure7. <Securi t yCont ext > — Schema Fragment

See Example 2, above, for an instantiated ID-WSF EPR example, containing a <Secur i t yCont ext > element, itself
containing <Securi t yMechl D> and <sec: Token> elements.

2.3.2.5. Securi tyMechl D

The <Securi t yMechl D> element (Figure 8) specifies the security mechanism(s) supported by the service instance
represented by the ID-WSF EPR. These security mechanisms are represented as URIs, and are defined in [Liberty-
SecMech].

The <Securi t yMechl D> element is used within the <Secur i t yCont ext > element described above. This is detailed
in the Section 2.3.3: ID-WSF Web Services Addressing EPR Profile section below.

<l-- Security MechanismID -->

<xs: el ement nanme="SecurityMechl D' type="xs: anyURl"/>

Figure8. <SecurityMechl D> — Schema Fragment
Some examples of possible SecurityMechID URI values (from [LibertySecMech]):
urn: liberty: security: 2006-08: d i ent TLS: SAMLV2
urn: liberty: security: 2003-08: C i ent TLS: SAML
urn: liberty: security: 2006-08: TLS: SAMLV2

See Example 2, above, for an instantiated ID-WSF EPR example, containing a <Secur i t yCont ext > element con-
taining <Securi t yMechl D> and <sec: Token> elements.

2.3.2.6. Framework

The <Fr amewor k> element (Figure 9) identifies the Liberty ID-WSF framework supported by the service instance at
this endpoint. There MUST be at least one <Fr amewor k> element within an EPR.

Multiple <Fr amewor k> elements indicate that the service instance supports any of the specified ID-WSF versions at
this same endpoint.

The structure and content of this element is defined in [LibertySOAPBInding].
Liberty Alliance Project
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511

512 <!-- Framework Description -->

513

514 <xs: el ement ref="sb: Framewor k" maxQCccur s="unbounded" />
515

516

517 Figure9. <Fr amewor k> — Schema Fragment
518 2.3.2.7. Action

519 The optional multi-occurence <Act i on> element (Figure 10) is used to identify the set of interfaces exposed by the
520 provider at this endpoint.

521 Each <Act i on> element contains a URI that MUST match one of the <wsa: Act i on> URIs defined for the service.

522 When there are no <Act i on> elements in an EPR, the EPR can be used to invoke all of the interfaces for the defined
523 service type.

524 This element is typically only included when the service instance specified in the EPR can only address a sub-set of
525 the service's interfaces. A service instance may do this to scale their resources across different interfaces. For example,
526 a service instance of the personal profile service may support the Query interface on a large cluster of systems, but
527 require that the less frequently called, modify operations take place on some dedicated hardware.

528

529 <l-- Action(s) - the interfaces available at this service -->
530

531 <xs: el enent nanme="Action" type="xs:anyURI" [>

532

533 Figure 10. <Acti on>— Schema Fragment

534 2.3.2.8. Options

535 The <Opti ons> element (Figure 11) expresses the "options" supported by a service instance. Thus they provide hints
536 to a potential requester whether certain data or operations may be available with a particular service instance.

537 For example, an option may be provided stating that home contact information is available. If no Options element is
538 present, it means only that the service instance does not advertise whether any options are available. Options may, in
539 fact, be employed by the service instance. For example, it may be a simple service that is not capable of updating its
540 entry in the Discovery Service when the available options change, so it avoids listing them at all. If the Options element
541 is present, but is empty, it means that the service instance explicitly advertises that no options are available.

542

543 <l-- Options -->

544

545 <xs: el enent nane="Qptions" type="0OptionsType"/>

546

547 <xs: el enent nane="QOption" type="xs:anyURl" />

548

549 <xs: conpl exType nane="Opti onsType">

550 <Xs: sequence>

551 <xs: el enent ref="Qption" m nCccurs="0" maxOccur s="unbounded"/ >
552 </ xs: sequence>

553 </ xs: conpl exType>

554

555

556 Figure1l. <Opti ons>— Schema Fragment

557 The <Opti ons> element contains zero or more <Opt i on> elements, each of which contains a URI identifying a
558 particular option. The set of possible URIs for an <Opt i on>element should be defined by the service type. For example,
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559 aperson profile service specification would specify a set of options particular to its own domain. However, one common
560 <Opti on> flag related to security, and thus common to ID-WSF services, is defined in Section 3.11: Opti on Value
561 for Response Authentication .

562 2.3.3. ID-WSF Web Services Addressing EPR Profile

563 This section specifies the profile of WSA Endpoint References (EPRS). Profiling an EPR, yielding an ID-WSF EPR,
564 is accomplished by placing various of the elements defined in Section 2.3.2: EPR Profiling Elements , above, into the
565 EPR's <wsa: Met adat a> element according to the rules defined below. All ID-WSF EPRs must adhere to the per-
566 element rules in Section 2.3.2, and thereupon adhere to the rules defined in the following sections, depending upon the
567 intended usage scenario for the ID-WSF EPR being minted.

568 For reference, the general form of an instantiated EPR is illustrated above in Example 1, and the <wsa:
569 Endpoi nt Ref er ence> schema fragment [WSAV1.0-SOAP] is illustrated below in Figure 12.

570 An ID-WSF EPR is normatively defined as a <wsa: Endpoi nt Ref er ence> profiled as per this section.

571 Note

572 Except for the <wsa: Addr ess> and <wsa: Ref er encePar anmet er s> elements, all elements discussed in
573 the below sections are denoted as either being "absent" or "present” as content of the <wsa: Met adat a>
574 element of the ID-WSF EPR being minted.

575

576 <xs: el enent nanme="Endpoi nt Ref erence" type="tns: Endpoi nt Ref er enceType"/>
577

578 <xs: conpl exType name="Endpoi nt Ref er enceType" >

579 <xs: sequence>

580 <xs: el enent nane="Address"

581 type="tns: AttributedURl Type"/>

582

583 <xs: el ement nane="Ref er encePar anet ers"

584 type="t ns: Ref er encePar anet er sType"

585 m nCccur s="0"/ >

586

587 <xs: el enent ref="tns: Met adat a"

588 m nCccur s="0"/ >

589

590 <Xxs: any nanespace="##ot her"

591 processCont ent s="| ax"

592 m nCccur s="0"

593 maxCccur s="unbounded"/ >

594 </ xs: sequence>

595

596 <xs: anyAttribute namespace="##ot her" processContents="1ax"/>

597 </ xs: conpl exType>

598

599

600

601 Figure 12. <wsa: Endpoi nt Ref er ence> — Schema Fragment

602 2.3.3.1. ID-WSF EPR Minting Rules

603 ID-WSF EPRs are minted by both the Discovery Service (in response to <Quer y> requests) and by system entities
604 acting as in a WSC or WSP role for inclusion in SOAP message header blocks such as the <wsa: Repl yTo> and the
605 <wsa: Faul t To>, as discussed in [LibertySOAPBInding]. This section refers to these different parties collectively as
606 “issuers.” |
607 The following rules MUST be observed by issuers when constructing an ID-WSF EPR:
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608 1. A notOnOrAfter attribute MAY be present in each ID-WSF EPR. If absent, or if it has a value of

609 1970-01-01T00: 00: 00Z, it means the issuer is not stipulating an expiration time for this ID-WSF EPR, and that
610 its wielder is obliged to follow its own local policy for refreshing any cached copies. If present, the value should
611 be set by the issuer according to local policy.

612 2. The value of the <wsa: Addr ess> element MUST contain the endpoint address of the service instance being

613 described by this EPR. This literally-addressed form of ID-WSF EPR is useful in order to ease the burden of
614 WSCs from having to retrieve and parse WSDL in common cases. Additionally, the rules specified in Sec-
615 tion 2.3.3.2: ID-WSF EPR Specifics MUST be adhered to.

616 3. Awsu: | d attribute MAY be present on the EPR root element.

617 4. AreqRef attribute MAY be present on the EPR root element.

618 5. Exactly one <Abst ract > element MAY be present in the EPR <Met adat a> element.

619 6. Exactly one <Provi der | D> element MUST be present in the EPR <Met adat a> element.

620 7. One or more <Ser vi ceType> elements MUST be present in the EPR <Met adat a> element.

621 8. One or more <Fr anewor k> elements MUST be present in the EPR <Met adat a> element.

622 9. Optionally, one or more <Opt i ons> element(s). These are discussed in detail above, in Section 2.3.2.8.
623 10. Optionally, one or more <Act i on> element(s). These are discussed in detail above, in Section 2.3.2.7.

624 11. One or more <Secur i t yCont ext > elements SHOULD be present in each ID-WSF EPR. If so they, and their

625 content, MUST adhere to the rules below, as well as the additional specific rules in Section 2.3.3.3: Security
626 Mechanism Specifics :

627 a. Ifnosecurity or identity tokens are to be embedded, then place all the supported security mechanisms, denoted
628 by <Securi t yMechl D> elements, in a single <Secur i t yCont ext > element.

629 b.  Else, if security and/or identity tokens are to be embedded or referenced (via <sec: Token> elements), then
630 one MUST group corresponding <SecurityMechl D> and <sec: Token> elements into the same
631 <SecurityContext> element. In other words, all security and identity tokens within a
632 <Securi t yCont ext > element MUST apply to ALL of the security mechanisms in the same context.

633 c. A security and/or identity token embedded in a <sec: Token> in a given ID-WSF EPR's
634 <Securi t yCont ext > element MAY be referenced from other <Securi t yCont ext > elements, whether
635 the other <Securi t yCont ext > elements are contained within the given ID-WSF EPR or whether they are
636 in another ID-WSF EPR in the list of ID-WSF EPRs being constructed.

637 Such referencing is accomplished by using the r ef attribute of a <sec: Token> element. When constructing
638 such a reference, the referencing <sec: Token> MUST reference the <sec: Token> element containing the
639 target embedded security token, as specified in [LibertySecMech].

640 d. All<sec: Token>elementsincluded in the <Securi t yCont ext > element MUST have the usage attribute
641 set to the appropriate value (as documented in [LibertySecMech]) indicating their intended purpose.

642 e. Iftheissuerisunable to generate a necessary token, it MUST include an empty <sec: Token> element with
643 the r ef attribute set to the value urn: |i berty: di sco: t okenr ef : Obt ai nFr o DP
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2.3.3.2. ID-WSF EPR Specifics

The information contained in an ID-WSF EPR is sufficient for making invocations for service instances. In other words,
the information contained in this group together with the abstract WSDL specified by the ServiceType URI is sufficient
to logically compute concrete WSDL with the rule set specified below.

The <wsa: Addr ess> element of the ID-WSF EPR contains the URI of the endpoint. For SOAP-over-HTTP endpoints,
the URI scheme MUST be "http" or "https."

Use of this addressing form implies <wsdl : bi ndi ng> and <wsdl : ser vi ce> elements according to the following
rules (i.e., the concrete WSDL can be logically computed given the abstract WSDL and an ID-WSF EPR):

» The <wsdl : bi ndi ng> contains a <wsdl soap: bi ndi ng> element. This specifies that the SOAP binding for
WSDL is being used.

* The styl e attribute of the <wsdl soap: bi ndi ng> element is "document".
* Thetransport attribute of the <wsdl soap: bi ndi ng> element is http: //schemas.xml soap.org/soap/http.

» The abstract WSDL corresponding to the <Ser vi ceType> MUST contain a single <por t Type> element. The
<wsdl : bi ndi ng> element provides bindings for the operations specified in this <wsdl : port Type>. Each op-
eration binding includes an input element and an output element, each containing a single <wsdl soap: body>
element. The use attribute of the <wsdl soap: body> elements is "literal".

* Thel ocati on attribute of <wsdl soap: addr ess> is equal to <wsa: Addr ess>.

All other optional elements and attributes are not specified and thus default to the SOAP binding of WSDL.
2.3.3.3. Security Mechanism Specifics

With respect to <Securi t yMechl D> URIs: these URIs denote the security mechanisms supported by the service
instance described by the ID-WSF EPR. Other specifications, such as [LibertySecMech] define the actual security
mechanisms along with their identifying URIs. These security mechanisms refer to the way a WSC authenticates to a
WSP ("peer-entity authentication") and/or provides message security (“data-origin authentication™).

An ID-WSF EPR SHOULD list all of the security mechanisms that the service instance supports in order of preference.
I.e. the most preferred security mechanism is first in the list, the next is the second-most preferred, and so on.

In the case that the set of supported security mechanisms varies with respect to endpoint address(es) and/or WSDL
binding, the system entity constructing the ID-WSF EPRs MUST construct multiple ID-WSF EPRs with each ID-WSF
EPR separately representing each supported mapping.

Also, any single <Securi t yMechl D> URI MUST NOT appear in more than one of the <Securi t yCont ext > ele-
ments of any of the ID-WSF EPRs so constructed. In other words, each service instance may only specify one WSDL
binding per supported security mechanism. If a sequence of ID-WSF EPRs is constructed, then the ID-WSF EPRs
SHOULD appear in the order of the constructor's preference, and the <Secur i t yCont ext > elements within each
should be in order of preference, as should the <Securi t yMechl D> elements within them—uwith the most preferred
item listed first in each case.

For example: many web servers will require a different endpoint URI to be used for SOAP/HTTP clients authenticating
using client TLS certificates than for clients which authenticate in some other fashion. See Example 4.

2.3.3.4. Action Specifics

With respect to <Act i on> URIs: these URIs denote the interfaces supported by the service instance described by the
ID-WSF EPR. The service specific specifications, such as this document, define the actual interfaces along with their
identifying URISs.
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An ID-WSF EPR SHOULD NOT list actions unless the service instance at this endpoint does not support the complete
set of service interfaces. In such a case, the ID-WSF EPR SHOULD list all of the available interfaces.

There is no preference or other significance to the ordering of the <Act i on> URIs.
2.3.3.5. Identity Invocation Context specifics

The invocation of an ID-WSF service can carry several identities as documented in [LibertySOAPBInding]. These
identities include the Sender , the I nvocati onl denti ty, the Tar get | denti ty, and the Reci pi ent .

The Discovery Service, when minting ID-WSF EPRs, works to maintain the same identity invocation context that was
used to invoke it such that the same logical Sender, | nvocati onl denti ty and Tar get | dent i t y are carried forth
in messages invoked through the minted EPR. Of course, the Reci pi ent of the subsequent invocation will be different
as it will be the WSP to which this EPR points.

The Discovery Service generates security and/or identity tokens to convey these identities in the minted ID-WSF EPR.
These tokens are placed into the <sec: Token> elements within <Secur i t yCont ext > element.

In preparing the necessary tokens to carry forth these identities, the Discovery Service may have to perform identity
translations to obtain pseudonymous identifiers for the interested parties at the intended Reci pi ent .

The rules for when and how the tokens are generated when the ID-WSF EPR is minted by the Discovery Service (in
response to a DiscoveryQuery operation, see Section 3.3), are as follows:

 If the Principal, whose discovery resource is being queried, is the same as the invocation identity of the Discov-
eryQuery operation — i.e., there is not a <sb: Tar get | dent i t y> header block on the <Quer y> message — then
the same effective invocation identity MUST be expressed by the Discovery Service's resultant selected security
tokens for the invocation identity (which are embedded in <sec: Token> element(s) in the
<Securi t yCont ext > element in the ID-WSF EPR's <wsa: Met adat a> element)

Note

Since the security tokens usually carry the identity of the Sender and that of the
I nvocat i onl dent ity it is possible that a single <Secur i t yCont ext > may include multiple security
tokens identifying each of the parties.

» Else, if the Principal, whose discovery resource is being queried, is not the same as the invocation identity of the
DiscoveryQuery operation — i.e., a <sb: Target | dentity> header block appears in the header of the
<Quer y> message — then the invocation identity to be conveyed in the ID-WSF EPR is expressed as denoted in
the bullet item above, and additionally, a identity token denoting the target identity (per [LibertySecMech] and
[LibertySecMech20SAMLY]) is also embedded in a <sec: Token> element in the <Secur i t yCont ext > element
in the ID-WSF EPR's <wsa: Met adat a> element.

The rules for when and how the above identity tokens are included as above when the ID-WSF EPR is minted by a
WSC or WSP (refer to Section 2.3.3.1, above, for context), are as follows:

« Iftheintended targetidentity is to be the same as that of the intended invocation identity, then the intended invocation
identity MUST be expressed in the minted ID-WSF EPR as detailed in the rules above (first bullet item).

» If the intended target identity is to be different than the intended invocation identity, then the intended invocation
identity and the intended target identity both MUST be expressed in the minted ID-WSF EPR as detailed in the
rules above (second bullet item).

The recipient of an ID-WSF EPR distinguishes between the various tokens contained within a <sec: Token> element
via the usage attribute as follows:
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A token with the usage attribute setto urn: | i berty: security: t okenusage: 2006- 02: SecurityToken
contains a security token that MUST be placed into the <wsse: Securi t y> header block (according to [Liberty-
SecMech] and its related profiles) when a message is generated for the target of the ID-WSF EPR.

If multiple <sec: Token>s are included in a single <ds: Securi t yCont ext >, they MUST ALL be placed into
the same <wsse: Securi t y> header block.

A token with the wusage attribute set to wurn:liberty: security:tokenusage: 2006-08:
Tar get | dent i t y contains an identity token that MUST be placed into the <sb: Tar get | dent i t y> header block
(according to [LibertySOAPBInding]) when a message is generated for the target of the ID-WSF EPR.

2.3.4. Effective Web Services Addressing EPR

The net effect of the ID-WSF profile of the EPR is as if the Endpoi nt Ref er enceType were defined with the schema
fragment below. There are several things to note about this schema including:

There is no normative XML schema defined as such, this is just an approximation of what the schema could look
like.

While the elements within the <Met adat a> element appear to be ordered, they can all appear in any order and can
have other elements appear between the listed elements. This is why they are contained within a multi-occurence
<xs: choi ce>.

Four attributes have been added to the EPR element itself: the notOnOrAfter timestamp and three different IDs
(for use in different circumstances).

Seven sub-elements were added to the <Met adat a> element.

The <Met adat a> sub-element <di sco: Provi der | D> MUST appear exactly once in an ID-WSF EPR, even
though the schema below does not enforce that requirement (because of a limitation in XML Schema -- or perhaps
in the author's understanding of XML schema).

The <Met adat a> sub-elements: <sbf : Fr amewor k>, and <di sco: Ser vi ceType> MUST appear at least once
in an ID-WSF EPR, even though the schema below does not enforce that requirement (because of a limitation in
XML Schema -- or perhaps in the author's understanding of XML schema).

<xs: el ement nane="Endpoi nt Ref erence"” type="tns: Endpoi nt Ref erenceType"/>
<xs: conpl exType name="Endpoi nt Ref erenceType" m xed="fal se">
<Xs: sequence>
<xs: el ement nanme="Address" type="tns: AttributedURl Type"/>
<xs: el ement name="Ref er encePar anet er s"
type="tns: Ref erencePar anet er sType" m nCccurs="0"/>
<xs: el ement ref="tns: Metadata" mi nCccurs="0"/>
<xs: any nanespace="##ot her" processContents="1]ax"
</ xs: sequence>
<xs:attribute nane="notOnOrAfter" type="xs: dateTi ne" use="optional" />
<xs:attribute ref="wsu: |1d" use="optional" />
<xs:attribute nane="reqRef" type="xs:string" use="optional" />
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="ReferencePar anet ersType" mi xed="fal se">
<Xs: sequence>
<Xs: any nanespace="##any" processContents="|ax"

</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
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773 </ xs: conpl exType>

774

775 <xs: el enent nane="Met adata" type="tns: Met adat aType"/ >
776 <xs: conpl exType nane="Met adat aType" ni xed="fal se">

777 <xs: sequence>

778 <xs: choi ce m nCccurs="0" maxCccur s="unbounded" >

779 <xs: el enent ref="disco: Abstract” m nCccurs="0" />

780 <xs: el enent ref="sbf: Framewor k" maxCccur s="unbounded"/ >

781 <xs: el enent ref="disco: Provider| D" />

782 <xs: el enent ref="di sco: Servi ceType" maxCccurs="unbounded"/>

783 <xs: el ement ref="disco: SecurityContext" mi nCccurs="0" maxCccurs="unbounded" />
784 <xs: el enent ref="disco: Options" mi nCccurs="0" maxCccurs="unbounded" />
785 <xs: el enent ref="disco: Action" mi nCccurs="0" maxCOccurs="unbounded" />
786 <xs: any namespace="##ot her" processContents="1ax"

787 m nCQccur s="0" maxQccur s="unbounded"/ >

788 </ xs: choi ce>

789 </ xs: sequence>

790 <xs: anyAttribute namespace="##other" processContents="1ax"/>

791 </ xs: conpl exType>

792

793 Example 3. Effective ID-WSF EPR Schema

794 2.3.5. Example Liberty ID-WSF EPRs

795

796 <wsa: Endpoi nt Ref erence

797 not OnOr Af t er =" 2005- 08- 15T23: 18: 562"

798 S

799 <wsa: Addr ess>

800 http://profile-provider.con profil es/sonmeFoobar Profil eAddr
801 </wsa: Addr ess>

802

803 <wsa: Met adat a>

804 <ds: Abstract >

805 This is a personal profile containing comon name information
806 </ ds: Abstract >

807

808 <ds: Provi der| D>http: //profile-provider.com </ds: Provi der| D>
809

810 <ds: Servi ceType>urn: |i berty: id-sis-pp: 2003- 08</ ds: Servi ceType>
811

812 <sbf: Framewor k version="2.0" />

813

814 <ds: Securit yCont ext >

815 <ds: SecurityMechl D>

816 urn: liberty: security: 2006-08: C i ent TLS: SAMLV2

817 </ ds: SecurityMechl D>

818

819 <ds: SecurityMechl D>

820 urn: liberty: security: 2005-02: Cl i ent TLS: SAML

821 </ ds: SecurityMechl D>

822

823 <sec: Token wsu: id="_10"

824 usage="urn: |l iberty: security: tokenusage: 2006- 08: SecurityToken">
825 <l-- sone security token goes here -->

826 </ sec: Token>

827 </ ds: Securit yCont ext >

828

829 <ds: SecurityCont ext >

830 <ds: Securit yMechl D>

831 urn: liberty: security: 2005-02: C i ent TLS: X509

832 </ ds: SecurityMechl D>

833

834 <sec: Token wsu: id="_20"

835 usage="urn: | iberty: security: tokenusage: 2006-08: | nvocati onl dentity">
836 <!-- ldentity Token goes here -->

Liberty Alliance Project
24



837
838
839
840
841
842
843
844
845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863
864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879
880
881
882
883

884
885

886

887
888

889

890
891

892
893
894
895

\ This document is informational only. See [LibertylDWSFv20Errata] for normative changes \
Liberty Alliance Project: Version: 2.0-errata-v1.0
Liberty ID-WSF Discovery Service Specification

</ sec: Token>
</ ds: Securit yCont ext >

<ds: Opti ons>
<ds: Option>urn: |iberty:id-sis-pp</ds: Opti on>
<ds: Option>urn: |iberty: id-sis-pp: cn</ds: Opti on>
<ds: Option>urn: |iberty: id-sis-pp: can</ds: Opti on>
<ds: Option>urn: |iberty: id-sis-pp: can: cn</ds: Opti on>

</ ds: Opti ons>

</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>

<wsa: Endpoi nt Ref er ence
not OnOr Af t er =" 2005- 08- 15T23: 18: 56Z"
>
<wsa: Addr ess>
http: //profile-provider.conl profil es/anot her Foobar Profi | eEndpoi nt Addr
</wsa: Addr ess>

<wsa: Met adat a>
<ds: Abstract >
This is a personal profile containing common nane information.
</ ds: Abstract >

<ds: Provider| D>http: //profile-provider.com </ds: Provi der| D>
<ds: Servi ceType>urn: | i berty: id-sis-pp: 2003-08</ds: Servi ceType>
<sb: Framework version="2.0" />

<ds: Securit yCont ext >
<ds: SecurityMechl D>
urn: liberty: security: 2006-08: TLS: SAMLV2
</ ds: SecurityMechl D>

<sec: Token ref="_10" usage="urn: |iberty: security: tokenusage: 2006- 08: SecurityToken" />
</ ds: Securit yCont ext >

<ds: Opti ons>
<ds: Option>urn: |iberty:id-sis-pp</ds: Opti on>
<ds: Option>urn: |iberty:id-sis-pp: cn</ds: Opti on>
<ds: Option>urn: |iberty:id-sis-pp: can</ds: Opti on>
<ds: Option>urn: |iberty:id-sis-pp: can: cn</ds: Opti on>

</ ds: Opti ons>

</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>

Example 4. Instantiated List of ID-WSF EPRs lllustrating Multiple <Securi t yCont ext > Elements with both Embedded
and Referenced <sec: Token> Elements

2.4. Service Metadata

The discovery Service mints the ID-WSF EPRs described in the previous section using information provided by the
WSP in the WSP's registered Service Metadata.

2.4.1. Service Metadata element

The Service Metadata is used to describe a single instance of a service hosted by a WSP as it applies to all principals
(i.e., the principal independent information related to an instance).

This single instance can include multiple endpoints, multiple security mechanisms, and even multiple service types.
Multiple service types SHOULD only be included in a single Service Metadata element if the WSP considers those
service types to be different versions of the same service (for example, urn: liberty: disco: 2006-08 and urn: liberty:
disco: 2003-08 are two different versions of the Liberty ID-WSF Discovery Service).
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Most of the fields present in the Service Metadata have the same purpose and meaning as the elements of the same
name in the ID-WSF EPR (as this is where the Discovery service gets those elements for the ID-WSF EPR).

When fields permit multiple values, the order of entries in the SvcMD issignificant with higher preference items coming
first. This comes into plan should the WSC request a subset of the possible results when querying the Discovery Service
(in which case the entries with the higher preference -- those listed first -- would be used to mint the ID-WSF EPRs in

the response).

<l-- Service Metadata (SvcM)

<xs: el enent

name="SvcMD' type="SvcMet adat aType"/>

<xs: conpl exType nane="SvcMet adat aType" >
<xs: sequence>

<XSs:
<XSs:
<XSs:

el ement
el ement
el ement

</ xs: sequence>

<xs:attribute nane="svcMD D' type="xs: string"

</ xs: conpl exType>

<l-- ServiceContext - describes service type/option/endpoint context -->

<xs: el ement name="Servi ceContext" type="ServiceContextType"/>

ref =" Abstract"
ref =" Provi der| D"
ref =" Servi ceCont ext "

<xs: conpl exType name="Servi ceCont ext Type" >
<xs: sequence>

<xs: el ement ref="ServiceType" maxCccur s="unbounded" />
<xs: el ement ref="0ptions" m nCccur s="0"
maxCccur s="unbounded" />
<xs: el ement ref="Endpoi nt Context" maxCccurs="unbounded" />
</ xs: sequence>
</ xs: conpl exType>
<!-- Endpoi nt Context - describes endpoints used to access service -->

<xs: el enent

<xs: conpl exType nane="Endpoi nt Cont ext Type" >
<xs: sequence>

<xs: el enent ref="Address" maxQccur s="unbounded" />
<xs: el ement ref="sbf: Franewor k" nmaxCccurs="unbounded" />
<xs: el ement ref="SecurityMechl D' maxCccurs="unbounded" />
<xs: el enent ref="Action" m nQccur s="0"
maxQccur s="unbounded" />
</ xs: sequence>
</ xs: conpl exType>
<l-- SvcMD ID elenent used to refer to Service Metadata el enents -->

<xs: el enent

2.4.1.1. svcMDID

The svcMDI D attribute is a unique identifier assigned by the Discovery Service during service metadata registration

Figure 13. Service Metadata— Schema Fragment

and used on later principal registrations.

name="SvcMDI D' type="xs: string" />

maxQccur s="unbounded"

- metadata about service instance -->

/>
/>
/>

use="optional" />

name="Endpoi nt Cont ext" type="Endpoi nt Cont ext Type" />

Version: 2.0-errata-v1.0

The value of the identifier MUST be unique across all registered service metadata for the registering WSP at the DS
and MAY be unique across all WSPs.

2.4.1.2. Abstract

A text description of the service.

2.4.1.3. ProviderID

The URI of the provider of this service instance.
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2.4.1.4. ServiceContext

The <Ser vi ceCont ext > describes the set of service versions and options that are available at a particular set of
endpoints. A Service Metadata description may have multiple <Ser vi ceCont ext >s when they support a particular
version (or set of options) of the service at one set of endpoints and another version at a different set of endpoints.

The elements contained within a <Ser vi ceCont ext >s are discussed below:
2.4.1.4.1. ServiceType
The URI of which defines the type of service.

Note that there may be multiple service types defined in a service metadata indicating that multiple distinct services
are available at the same endpoint. This typically occurs when multiple versions of the same general type of service
are available at the same endpoint although it is possible that very different services could be at the same endpoint.

2.4.1.4.2. Option

The Option(s) supported by this service instance.

Multiple options may be specified indicating that this service instance supports all of the listed options.
2.4.1.4.3. EndpointContext

While not explicitly in an ID-WSF EPR, the contents of this element show up in various locations within the IPR and/
or guide the generation of the contents of the EPR.

Multiple <Endpoi nt Cont ext > elements may appear if the same service is available via different, incompatible com-
binations of the contents (such as a TLS and a non-TLS endpoint at different addresses).

The sub-elements include:
2.4.1.4.3.1. Address
A URI describing the address to which messages should be sent to communicate with this provider.

If multiple addresses are specified they are all considered equally valid addresses for this same service (such that if a
Discovery Service were to mint all of the possible EPRs for this case, there would be a separate EPR for each address
specified since an EPR can only include a single address).

In the case where the Discovery service has been asked to mint a subset of the possible EPRs (see Section 3.3), the
Discovery service is free to select any of the specified addresses using whatever local policy it chooses.

2.4.1.4.3.2. Framework

The SOAP Bindings ([LibertySOAPBInding]) <sbf : Fr amewor k> element describing the version of the ID-WSF
framework supported at this endpoint..

Multiple <Fr amewor k> elements may be specified if they can be used at each of the <Addr ess> URIs within this
<Endpoi nt Cont ext >.

2.4.1.4.3.3. SecurityMechID
The Security Mechanism URI(s) (defined in [LibertySecMech] and its related profiles) supported by this endpoint.

Multiple <Secur i t yMechl D> elements may be specified indicating that any of these mechanisms can be used at this
endpoint.
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Note that while a particular security mechanism may need a particular form of a security token, the registering WSP
cannot provide such tokens. It is up to the Discovery service to mint the necessary token, or indicate to the WSC that
they need to obtain the token from their IdP.

2.4.1.4.3.4. Action

The URI indicating the supported service action at this endpoint. This is typically used when only a sub-set of the entire
service's operations are available at this endpoint.

Multiple <Act i on> elements may be specified to indicate that there are multiple operations available at this endpoint.

If no <Act i on> element is specified, all service operations are available at this endpoint.

2.4.2. Minting ID-WSF EPRs based upon Service Metadata

Service Metadata is stored in the Discovery Service in order to guide the minting of ID-WSF EPRs by the Discovery
Service in response to queries from WSCs.

One can visualize that the entire set of elements within a single Service Metadata can result in a large number of possible
EPRs based upon the possible combinations of those elements.

The Discovery Service MUST mint ID-WSF EPRs as if the following process took place (there is NOT a normative
requirement to implement this exact process, just a requirement that the results generated by whatever process is used
by the DS MUST result in the set of data that would result from this process).

1. Eliminate portions of the Service Metadata that do not conform to the search requirements (such as unsupported
(by the WSC) security mechanisms or framework versions, or undesired service types).

2. If an <Endpoi nt Cont ext > element had all occurences of a given sub-element (such as <Fr amewor k>) elimi-
nated, eliminate the context.

3. For each remaining <Addr ess>) element within a remaining <Endpoi nt Cont ext > element, an EPR SHOULD
be minted.

4. For each EPR, assign one <Addr ess>) element to the <wsa: Addr ess>) element in the EPR and use the rest of
the <Endpoi nt Cont ext > that contained this address to build the necessary <Met adat a> sub-elements for the
ID-WSF EPR (. <Secur i t yCont ext >(S), <Act i on>(S), <Fr amewor k>(s), etc.).

5. Fill out the rest of the ID-WSF EPR using the service wide elements ( <Abstract>, <Provider| D>,
<Ser vi ceType>(s), etc.).

6. If necessary, generate any security and/or identity tokens and place them into the appropriate
<Secur i t yCont ext > element(s).

The set of EPRs generated by this process may be further restricted by the request parameters on the DiscoveryQuery
operation, see Section 3.3).

2.4.3. Service Metadata Example
Some examples to help show how service metadata works.
2.4.3.1. A simple service

This is an example of a simple service that has a single endpoint, supports a single framework version (2.0), and only
supports a single security mechanism.
Liberty Alliance Project
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1021

1022 <ds: svcMD svcMDI D="1234" >

1023 <ds: Abstract>This is a sinple service netadata definition</ds: abstract>
1024 <ds: Provi der| D>http: //sinpler.providers. conk/ds: Provi der| D>

1025 <ds: Servi ceCont ext >

1026 <ds: Servi ceType>urn: |i berty: pp: 2003- 08</ ds: Servi ceType>
1027 <ds: Endpoi nt Cont ext >

1028 <ds: Address>https: //sinpl e. provi ders. com PP</ ds: Addr ess>
1029 <sbh: Framewor k version="2.0"/ >versien="2-0"/>

1030 ds: SecurityMechl D>

1031 urn: liberty: security: 2003-08: TLS: Bear er

1032 </ ds: SecurityMechl D>

1033 </ ds: Endpoi nt Cont ext >

1034 </ ds: Servi ceCont ext >

1035 </ ds: SvchvD>

1036 Figure 14. Service M etadata example: A smple service

1037 2.4.3.2. A complex service
1038 This is an example of a service metadata definition with a number of complex attributes including:
1039 + Multiple service versions and multiple framework versions on the same endpoint.

1040 « There are two service contexts, one for one version of the service and one for a different version of the service. So,
1041 for example, the 2003-08 version of the service is only available at the URL https: //old.providers.com/PP and only
1042 for framework version 1.1

1043 « Multiple interfaces on different endpoints with different security mechanisms

1044 + There are multiple, redundant, addresses for the TLS endpoint for the 2007-11 version of the service.
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1045

1046 <!-- Service Mtadata Exanple: A conplex service -->

1047 <ds: SvcMD svcMDI D="4567" >

1048 <ds: Abstract>This is a conplex service netadata definition</ds: abstract>
1049 <ds: Provi der| D>htt p: // conpl ex. provi ders. conx/ ds: Provi der| D>

1050 <ds: Servi ceCont ext >>

1051 <ds: Servi ceType>urn: |i berty: pp: 2003- 08</ ds: Servi ceType>
1052 <ds: Endpoi nt Cont ext >

1053 <ds: Address>https: //ol d. provi ders. com PP</ ds: Addr ess>
1054 <sb: Framework version="1.1" />

1055 <ds: SecurityMechl D>

1056 urn: liberty: security: 2003-08: TLS: Bear er

1057 </ ds: SecurityMechl D>

1058 </ ds: Endpoi nt Cont ext >

1059 </ ds: Servi ceCont ext >>

1060 <ds: Servi ceCont ext >>

1061 <ds: Servi ceType>urn: |i berty: pp: 2007- 11</ ds: Servi ceType>
1062 <ds: Endpoi nt Cont ext >

1063 <ds: Address>htt ps: // conpl ex. provi ders. coml PP</ ds: Addr ess>
1064 <ds: Address>htt ps: // backup. conpl ex. provi ders. conl PP</ ds: Addr ess>
1065 <sb: Framewor k version="2.0" />

1066 <ds: SecurityMechl D>

1067 urn: liberty: security: 2003-08: TLS: Bear er

1068 </ ds: SecurityMechl D>

1069 </ ds: Endpoi nt Cont ext >

1070 <ds: Endpoi nt Cont ext >

1071 <ds: Address>http: // conpl ex. provi ders. com PP</ ds: Addr ess>
1072 <sb: Framewor k version="2.0" />

1073 <ds: SecurityMechl D>

1074 urn: liberty: security: 2003-08: nul | : SAMLV2

1075 </ ds: SecurityMechl D>

1076 </ ds: Endpoi nt Cont ext >

1077 </ ds: Servi ceCont ext >>

1078 </ ds: SvchvD>

1079 Figure 15. Service M etadata example: A complex service

1080 2.4.3.3. Another complex service

1081 This is an example of a service metadata definition where the service has some of its operations at one endpoint and
1082 others at a different endpoint (thus splitting the service operations across different instances).

1083 This service is still defined with a single service context since the endpoints all expose the same service type.

Liberty Alliance Project
30



1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108

1109

This document is informational only. See [LibertylDWSFv20Errata] for normative changes

Liberty Alliance Project: Version: 2.0-errata-v1.0
Liberty ID-WSF Discovery Service Specification

<l-- Service Metadata Exanple: A sinple service -->
<ds: SvcMD svcMDl D="8901" >
<ds: Abstract >Anot her exanpl e conpl ex service</ds: abstract >
<ds: Provider| D>http: //split.providers.conk/ds: Providerl| D>
<ds: Servi ceCont ext >>
<ds: Servi ceType>urn: | i berty: pp: 2003- 08</ ds: Servi ceType>
<ds: Endpoi nt Cont ext >
<ds: Address>https: //clusterl.split.providers.con PP</ds: Address>
<sb: Framework version="2.0" />
<ds: SecurityMechl D>
urn: liberty: security: 2003-08: TLS: Bear er
</ ds: SecurityMechl D>
<ds: Action>urn: |iberty: pp: 2003-08: Query</ds: Acti on>
</ ds: Endpoi nt Cont ext >
<ds: Endpoi nt Cont ext >
<ds: Address>https: //witer.split.providers.con PP</ds: Address>
<sb: Framewor k version="2.0" />
<ds: SecurityMechl D>
urn: liberty: security: 2003-08: TLS: Bear er
</ ds: SecurityMechl D>
<ds: Action>urn: |iberty: pp: 2003-08: Modi fy</ds: Acti on>
</ ds: Endpoi nt Cont ext >
</ ds: Servi ceCont ext >>
</ ds: SvcMD>>

Figure 16. Service M etadata example: Another complex service
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3. Discovery Service

A Discovery Service is a web service providing both identity based and non-identity based operations.

The identity based Discovery Service interfaces facilitate requesters' discovery of identity service instances on a per-
identity basis, and acquisition of ID-WSF Endpoint References (ID-WSF EPRs) "pointing" to the discovered service
instances. These ID-WSF EPRs provide requesters with the information necessary to invoke discovered service in-
stances.

The non-identity based Discovery Service interfaces provide a WSP with principal-independent management of their
metadata stored at the Discovery Service (which is, through an identity-based interface, associated with a principal).

Thus in an abstract sense, the Discovery Service is essentially a web service interface to per-identity "discovery re-
sources", each of which can be viewed as a registry of ID-WSF EPRs. The notion of "discovery resources" is an abstract
way of referring to what are concretely "identity-indexed Discovery Service instances".

The Discovery Service can also be used as a non-identity service to discover and obtain ID-WSF EPRs for non-identity
services. For example, the Discovery Service could be used to locate the available Authentication Services before a
principal identity has been established.

Entities can register ID-WSF EPRs, pointing to their identity services, with a discovery resource, and this will allow
other entities to discover them. A common use case is that a Principal places references (aka ID-WSF EPRs) to his or
her personal profile, calendar, and so on, in a discovery resource so that they may be discovered by other entities, e.g.,
web service providers who wish to provide the Principal with value-added services.

When invoked as an identity service, the act of discovering service instances is implicitly on a per-identity basis. This
occurs in a number of fashions in ID-WSF including:

» When a Principal authenticates to a service provider using a SAMLV2 profile (or similarly via
ID-FF), the identity provider conveys, within the authentication assertion, an ID-WSF EPR
pointing explicitly to the Principal's discovery service resource, which the SP may then use to
discover the Principal's various services.

* A Principal's (LUAD-)WSC authenticates via the Authentication Service (see [LibertyAuthn]),
which will likely return an ID-WSF EPR for the Principal's Discovery Service resource.

* Any ldentity Token (see [LibertySecMech]), or security token may contain a Discovery Service
bootstrap ID-WSF EPR (see Section 4: Discovery Service ID-WSF EPR conveyed via a Security
Token ) which contains the necessary information to access the Principal's Discovery Service
resource.

The Discovery service is identified by ID-WSF EPRs, which themselves have been crafted (typically by an identity
provider) such that they identify the discovery service resource (aka Discovery Service instance) mapped to the Prin-
cipal in question.

The Discovery Service is intended to be used in conjunction with other ID-WSF specifications. For example, security
mechanisms are not specified here, because they are defined in [LibertySecMech]. At the same time, the Discovery
Service is specified such that it could be used with other security mechanisms, not yet defined.

The Discovery Service is designed to be describable by WSDL [WSDLv1.1], and an abstract WSDL definition is
included in this document, see Appendix B: Discovery Service WSDL . This WSDL document defines two "WSDL
operations" for the Discovery Service. The first is the DiscoveryQuery operation. This operation returns an enumeration
of ID-WSF EPRs for a given search criteria.

To enforce access control policies, security tokens may need to be presented by the client when interacting with a
Discovery Service instance. While the definition of these security tokens is outside the scope of this specification, it
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1152 is common for the same provider that is hosting the Discovery Service to also be the entity that generates the security
1153 tokens necessary to access the service. To avoid extra network round-trips, arrangements are made here so that security

Version: 2.0-errata-v1.0

1154 tokens may be provided as part of the Discovery Service lookup response.

1155 3.1. Service URIs

1156

Table 1. Discovery Service URIs

Use

URI

Service Type

urn: liberty: disco: 2006-08

Query wsa: Action

urn: liberty: disco: 2006-08: Query

QueryResponse wsa: Action

urn: liberty: disco: 2006-08: QueryResponse

SvcMDAssociationAdd wsa: Action

urn: liberty: disco: 2006-08: Sy*cMDAssociationAdd

SvcMDAssociationAddResponse wsa: Action

urn: liberty: disco: 2006-08: Sy«cMDAssociationAddResponse

SvcMDAssociationQuery wsa: Action

urn: liberty: disco: 2006-08: Sy*cMDAssociationQuery

tion

SvcMDAssociationQueryResponse wsa: Ac-

urn:; liberty: disco: 2006-08: SvrcMDAssoci ationQueryResponse

SvcMDAssociationDelete wsa: Action

urn: liberty: disco: 2006-08: Sy*cMDAssociationDel ete

tion

SvcMDAssociationDeleteResponse wsa: Ac-

urn: liberty: disco: 2006-08: Sy*cMDAssociationDel eteResponse

SveMDQuery wsa: Action

urn: liberty: disco: 2006-08: S\*cMDQuery

SvcMDQueryResponse wsa: Action

urn: liberty: disco: 2006-08: Sy*cMDQueryResponse

SvcMDRegister wsa: Action

urn: liberty: disco: 2006-08: Sy*cMDRegister

SvcMDRegisterResponse wsa: Action

urn: liberty: disco: 2006-08: Sv*cMD Register Response

SvcMDReplace wsa: Action

urn: liberty: disco: 2006-08: S«cMDReplace

SvcMDReplaceResponse wsa: Action

urn: liberty: disco: 2006-08: Sy*cMD ReplaceResponse

SvcMDDelete wsa: Action

urn: liberty: disco: 2006-08: Sy*cMDDel ete

SvcMDDeleteResponse wsa: Action

urn: liberty: disco: 2006-08: S«cMDDel eteResponse

1157 3.2. Status Codes

1158 The following status code strings are defined:

1159 « OK: message processing succeeded
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» Failed: general failure code

» Forbidden: the request was denied based on policy

» Duplicate: the request was denied because it would result in duplicate data in the service

» LogicalDuplicate: the request was denied because it would result in logically duplicate data in the service
» NoResults: the query had no matching results

* NotFound: the specified item(s) were not found

These strings are expected to appear in the "code" attribute of <St at us> elements used in SOAP-bound Discovery
Service protocol messages [LibertySOAPBInding]. Specific uses for the status codes are defined in the processing rules
for individual messages. The "ref" attribute on the <St at us> element is not used in this specification, so it MUST
NOT appear on Status elements in Discovery Service protocol messages. The contents of the comrment attribute are
not defined by this specification, but it may be used for additional descriptive text intended for human consumption
(for example, to carry information that will aid debugging).

3.3. Operation: DiscoveryQuery

The DiscoveryQuery WSDL operation enables a requester to obtain an enumeration of ID-WSF EPRs (see Section 2:
Discovery Service Information Model ) — the requester sends a <Query> message and receives a
<Quer yResponse> message in return. Also, because a provider hosting a Discovery Service may also be playing other
roles on behalf of Principals (such as a Policy Decision Point or an Authentication Authority), the DiscoveryQuery
operation can also function as a security token service, providing the requester with an efficient means of obtaining
security tokens that may be necessary to invoke service instances described in the <Quer yResponse>.

3.3.1. wsa: Acti on values for Di scover yQuery Messages

<Query> messages MUST include a <wsa: Acti on> SOAP header with the value of urn: |iberty: di sco:
2006- 08: Query.

<Quer yResponse> messages MUST include a <wsa: Acti on> SOAP header with the value of urn: i berty:
di sco: 2006- 08: Quer yResponse.

3.3.2. <Query> Message

A <Quer y> request is an attempt to retrieve ID-WSF EPRs suitable for use in the same identity context that was used
to make the request. In particular, the Target Identity (See [LibertySOAPBInding]), if applicable, is used to restrict the
results to just those for the specified principal. The Invocation Identity will be verified against an access control list to
ensure that they have access to the requested results.

A <Quer y> request message is empty in the minimal case. Such a request indicates the requester is requesting all
available ID-WSF EPRs, regardless of security mechanisms or service types. The result set is dependant upon the local
access control policies of the discovery service instance.

Alternatively, a request can be qualified with a set of <Request edSer vi ce> elements, which enables the requester
to specify thatall ID-WSF EPRs returned must be offered via one or more service instances complying with the specified
search criteria. For each <Request edSer vi ce> specified, the requester specifies the search criteria for the DS to use
in determining if there is a matching instance. The search criteria includes zero or more of any of the following:

» <Servi ceType> the requested type of service. Service Type URIs are defined by the individual service specifi-
cations and contain both service class and service versioning information.
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Multiple <Ser vi ceType>s MAY be specified in a single <Request edSer vi ce>s element in order to allow the
WSC to specify what the WSC considers to be different versions of the same service.

When multiple entries are listed, the order of such entries is an indication of the preference as to which
<Ser vi ceType> the WSC would prefer to see in the results, with the first being the most preferred. This typically
only impacts a request where the WSC indicates that they only want a subset of the results returned (see
resul t sType below).

When a request results in multiple ID-WSF EPRs in a response, the preference order specified by the WSC on the
request MAY have no impact on the order of results returned by the Discovery Services. The Discovery Service is
free to return the results of the request in whatever order it chooses.

If not specified, then any service instance would be considered a match for this criteria.

A service instance must support at least one of the specified service types in order to be considered a match for this
criteria.

<Pr ovi der | D> the requested provider ID(s). This is used when the WSC wants to communicate with a particular
WSP. Frequently such requests are made without specifying a <Ser vi ceType> element in the request, but doing
S0 is not prohibited.

If not specified, then any service instance would be considered a match for this criteria.

A service instance must contain at least one of the specified providerIDs in order to be considered a match for this
criteria.

The order of the <Pr ovi der | D> elements is an indication as to the preference of the requester with the first such
element being the most desired (declining preference order). The Discovery Services is free to return the results of
the request in whatever order it chooses.

<Opt i ons> — an optional multi-occurence element defining options SETs desired for the service.
If not specified, any service instance will be considered a match for this criteria.

An option SET is defined within each <Opt i ons> element and contains a list of the desired options. The service
instance MUST support ALL of the options within the option SET in order to be considered a match for this request.

If more than one <Opt i ons> element is specified (thus defining multiple option SETS), service instances that match
ANY of the SETS are considered a match for this request. As noted above, to match a SET, you have to match
ALL of the entries within the SET.

Service instance EPRs registered without an <Opt i ons> element are always considered a match from the point of
view of any possible <Opt i ons> search criteria.

The order of the <opt i ons> elements is an indication as to the preference of the requester with the first such
element being the most desired (declining preference order). The Discovery Services is free to return the results of
the request in whatever order it chooses.

<Securi t yMechl D> - an optional multi-occurence element specifying the security mechanism identifier(s) (see
[LibertySecMech]) that the WSC is willing to use to invoke the WSP. If not specified, any security mechanism
registered for a service will be considered a match for this criteria.

A service instance MUST support at least one of the requested security mechanisms in order to be considered a
match for this request.
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The order of the <Secur i t yMechl D> elements is an indication as to the preference of the requester with the first
such element being the most desired (declining preference order). The Discovery Services is free to return the
results of the request in whatever order it chooses.

<Fr amewor k> — an optional multi-occurence element specifying the framework description(s) supported by the
WSC.

If not specified, the Discovery Service SHOULD use the value of the framework description used in the ID-WSF
framework layer for the current request (e.g., if the call to the Discovery Service was made using an ID-WSF version
2.0 message the request SHOULD be treated as if a <di sco: Fr anewor k> element was present and contained the
value specified in the <sbf : Fr amewor k> SOAP header.

Multiple <di sco: Fr amewor k> elements MAY be specified, indicating that the WSC has the capability to support
ANY of the specified versions. The order of elements in such a case indicates the WSC's preference with the most
preferred coming first.

Note that while both the <di sco: Framewor k> and the <sbf: Fr anewor k> elements are of the same type
(<sbf : Framewor kType>), the elements themselves are in different namespaces. The element within the
<Request edSer vi ce> is in the Discover Service Namespace, while the element within any ID-WSF EPRs and
the SOAP header block on an ID-WSF message are in the SOAP Bindings namespace.

<Act i on> — an optional multi-occurence element specifying the wsa: Act i on value(s) for the interfaces of the
service that the WSC intends to make use of.

If not specified, the Discovery Service SHOULD treat this request as a request for all of the interfaces at the
requested specified instance.

Unlike the other sub-elements of the <Request edSer vi ce> element, if multiple <Act i on>elements are specified
it indicates that the WSC intends to invoke all of the specified interfaces and the Discovery Service SHOULD
return the set of EPRs that are necessary to reach the complete set of specified interfaces.

Services registered without an <Act i on> element (which is the norm) are treated as exposing all of the interfaces
defined for that type of service.

The Discovery Service will return the set of EPRs for service instances that intersect with the search criteria specified
in the <Request edSer vi ce> element. This may result in a single EPR in the response or it may result in a multitude
of EPRs, depending upon the search criteria and the service instance definitions available (see Section 2.3.3: ID-WSF
Web Services Addressing EPR Profile ).

The result set of EPRs generated in response to a particular <Request edSer vi ce> element can be further controlled
using the following attributes:

r eql D— an optional attribute identifying this <Request edSer vi ce> request. Typically only used when multiple
<Request edSer vi ce> elements are included in a single Discovery Service <Quer y>.

If present the value of this attribute will be placed into the r eqRef attribute in any EPRs that result from this
<Request edSer vi ce> element (see Section 2.3.1.2 above).

The value of r eql D SHOULD be different for all <Request edSer vi ce> elements in a given <Quer y>.
resul t sType — an optional attribute describing the results desired by the requestor. This value may be set to:

e best — the Discovery Service SHOULD return the smallest set of EPRs while still meeting the minimum
requirements of the request. This will typically be a single EPR.

e all — the Discovery Service SHOULD return all of the matching entries for the given search criteria.
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This would typically be used when the client wants to choose which EPRs within the DS database it should

use.

This option should be used with caution as it can cause the DS to perform substantial work in order to mint all
of the matching EPRs and the necessary security tokens for those EPRs.

« only-one— a restricted version of best which further restricts the resulting output to exactly one EPR, even
if the minimum requirements of the request would require multiple EPRs. A client would typically specify this
option if it was going to ignore anything other than the first EPR returned.

If resul t sType is not specified the Discovery Service may make its own determination (under local policy) as
to which set of results to return.

Requestors SHOULD include at least one <Ser vi ceType> or <Pr ovi der | D> element, and MAY include any number
of both of them.

Requesters SHOULD construct a Query to be as qualified as possible, as the Discovery Service instance may have to
perform significant work for each item in the result set, especially if security tokens will be generated.

<l-- Query Message Elenent & Type -->

<xs: el ement nanme="Query" type="

QueryType"/>

<xs: conmpl exType name="CQueryType">
<Xs: sequence>

<XS:

el enent nane="Request

edServi ce"

type="Request edSer vi ceType"

m nCccur s="0"

maxQccur s=" unbounded"/ >

</ xs: sequence>

<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Request edServi ceType">
<xs: sequence>
el enent ref="ServiceType" m nCccurs="0" maxCccurs="unbounded"

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

el ement ref="Provider

el enent ref="Options"

I D" m nQccurs="0" maxCccur s="unbounded"

m nCccur s="0" maxCccur s="unbounded"/ >

/>

/>

el enent ref="SecurityMechl D' minQCccurs="0" maxQccur s="unbounded"/>

el ement ref="Framewor

el ement ref="Action"

k" m nCccurs="0" maxCccur s="unbounded"/ >

m nCccur s="0" maxCccur s="unbounded"/ >

any namespace="##ot her"
processCont ent s="1 ax"

maxQccur s=" unbounded"/ >

</ xs: sequence>

<xs:attribute nane="reql D' type="xs: string" use="optional" />
<xs:attribute nane="resul tsType" type="xs: string" use="optional" />

</ xs: conpl exType>

Figure 17. Query Message — Schema Fragment
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<soap: Envel ope

xm ns: soap="http: //schemas. xnl soap. or g/ soap/ envel ope/ ">

<soap: Header >
</ soap: Header >

<soap: Body>

<Query xm ns="&DS2Nanespace; ">
<Request edSer vi ce>

<Servi ceType>urn: | i berty: id-sis-pp: 2003- 08</ ds: Servi ceType>

Version: 2.0-errata-v1.0

<SecurityMechl D>urn: |iberty: security: 2006- 08: C i ent TLS: SAMLV2</ Securi t yMechl D>
<SecurityMechl D>urn: |iberty: security: 2005-02: C i ent TLS: SAM.</ Securi tyMechl D>
<SecurityMechl D>urn: |iberty: security: 2006-08: TLS: SAMLV2</ Securi t yMechl D>

<Fr amewor

k version="2.0" />

</ Request edSer vi ce>

</ Query>
</ soap: Body>
</ soap: Envel ope>

Example 5. SOAP message containing a Query

3.3.3. Quer yResponse

A <Quer yResponse> message conveys the results of the query as a set of ID-WSF EPRs, i.e., profiled <wsa:
Endpoi nt Ref er ence> elements (see Section 2.3.3: ID-WSF Web Services Addressing EPR Profile ).

As specified in Section 2.3.3, security tokens, appropriate for subsequent invocation(s) of the service instances repre-
sented by the returned ID-WSF EPRs, MAY be provided within the ID-WSF EPRs in the response.

A status code is also included in the response.

<l-- QueryResponse Message El enent & Type -->

<xs: el emrent nane="

Quer yResponse" type="QueryResponseType"/>

<xs: conpl exType nane="Quer yResponseType" >

<xs: sequence>
<xs: el enent

<xs: el enent
</ xs: sequence>

<xs: anyAttri but
</ xs: conpl exType>

ref="lu: Status"/>

ref ="wsa: Endpoi nt Ref er ence"
m nCccur s="0"

maxQccur s="unbounded"/ >

e nanmespace="##ot her" processContents="|ax"/>

Figure 18. <Quer yResponse> — Schema Fragment

An example SOAP message containing a <Quer yResponse> message is illustrated in Example 6. This example
includes a security token embedded in the returned ID-WSF EPR. Parts of the security token have been omitted due

to size.

<soap: Envel ope xni ns: soap="http: //schemas. xm soap. or g/ soap/ envel ope/ ">

<soap: Header >
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1388 cen

1389 </ soap: Header >

1390

1391 <soap: Body>

1392 <Quer yResponse xnl ns="&DS2Nanespace; ">

1393 <Status code="CK"/>

1394

1395 <wsa: Endpoi nt Ref erence

1396 not OnOr Af t er =" 2005- 08- 15T23: 18: 562" >

1397 <wsa: Address>htt p: // exanpl e. con pi p/ bob</ wsa: Addr ess>

1398

1399 <wsa: Met adat a>

1400 <ds: Abstract >

1401 Bob' s personal profile

1402 </ ds: Abstract >

1403

1404 <ds: Provi der| D>htt p: // exanpl e. con </ ds: Provi der | D>

1405

1406 <ds: Servi ceType>urn: |i berty: id-sis-pp: 2003- 08</ ds: Servi ceType>

1407

1408 <ds: Framewor k Version="2.0" />

1409

1410 <ds: Securi t yCont ext >

1411 <ds: SecurityMechl D>urn: i berty: security: 2006-08: d i ent TLS: SAMLV2</ ds: SecurityMechl D>
1412 <ds: SecurityMechl D>urn: i berty: security: 2005-02: d i ent TLS: SAML</ ds: SecurityMechl D>
1413

1414 <sec: Token usage="urn: |l i berty: security: tokenusage: 2006- 08: SecurityToken" >
1415 <sanl 2: Assertion xm ns: sam ="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
1416 I D="sxJu9g/ vvLE@sAN9IbKp/ 8qONKU="

1417 I ssuer="i dp. exanpl e. cont'

1418 | ssuel nst ant =" 2003- 09- 09T16: 58: 33. 173Z">

1419 <ds: Si gnature>...</ds: Si gnature>

1420 <saml 2: Subj ect >

1421 <sam 2: Nanmel D For mat ="urn: oasi s: nanes: tc: SAML: 2. 0: nanei d-format: entity">
1422 http: //serviceprovider.con

1423 </ sanm 2: Nanel d>

1424

1425 <sam 2: Subj ect Confirmation Met hod="urn: oasi s: nanes: tc: SAML: 2. 0: cm hol der - of - key" >
1426 <sam 2: Subj ect Confirmati onData xsi:type="saml : Keyl nf oConfirmati onDat aType">
1427 <ds: Keyl nf o>

1428 <ds: KeyNanme>

1429 CN=ser vi ceprovi der.com

1430 OU=Services R US, O=Service Nation,...

1431 </ ds: KeyNane>

1432 </ ds: Keyl nf 0>

1433 </ sam 2: Subj ect Confi r mat i onDat a>

1434 </ sam 2: Subj ect Confi r mati on>

1435 </ sam 2: Subj ect >

1436

1437 <sanl 2: Aut hnSt at enent  Aut hnl nst ant =" 2003- 09- 09T16: 57: 30. 000Z"

1438 Sessi onl ndex="..."

1439 Sessi onNot OnOr After="..."

1440 >

1441 <sanl 2: Aut hnCont ext

1442 cen

1443 </ sanl 2: Aut hnCont ext >

1444 </ sanm 2: Aut hnSt at ement >

1445

1446 </ sanl 2: Assertion>

1447 </ sec: Token>

1448 </ ds: Securit yCont ext >

1449 </wsa: Met adat a>

1450 </ wsa: Endpoi nt Ref er ence>

1451 </ Quer yResponse>

1452 </ soap: Body>
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1453 </ soap: Envel ope>
1454

1455 Example 6. SOAP-bound <Quer yResponse> Message with Embedded Security Token
1456 3.3.4. DiscoveryQuery Processing Rules

1457 The discovery Service returns entries based on the requester's search criteria (interpreted as described above in Sec-
1458 tion 3.3.2: <Quer y> Message ), the policies of the discovery resource, and the contents of the discovery resource.

1459 For each <Request edSer vi ce> element in a <Quer y> message, the matching rules MUST applied independently
1460 (as if the other <Request edSer vi ce> elements were not present (potentially returning equivalent EPRs in response
1461 to different <Request edSer vi ce> elements).

1462 When building the results for a given <Request edSer vi ce> element, the Discovery Service SHOULD return the
1463 data in as few EPRs as possible (within the constraints of the EPR) especially with respect to data originating from the
1464 same SvcMD.

1465 The Discovery Service SHOULD, when possible, provide the security tokens necessary for the security mechanism(s)
1466 identified in the ID-WSF EPRs in the response. If the Discovery Service is not able to generate the necessary security
1467 token, it should indicate so by including an empty <sec: Token> element with the r ef attribute set to the value:
1468 urn: i berty: di sco: t okenref: Obt ai nFrom DP

1469 The Discovery Service SHOULD mint new EPRs such that they carry the same identity context that was used to invoke
1470 the Discovery Service in the invocation context for the targeted WSP.

1471  When minting EPRs in response to a request, the Discovery Service:

1472 + MUST include in the EPR the matching (or all, if none were specified on the request) <Opt i on> values contained
1473 within the <Ser vi ceCont ext > of the <SvcMD> that matched the request criteria.

1474 + SHOULD NOT include any data from the <SvcMD> that was not specified in the request and is not necessary to

1475 create a useful EPR. For example, if the request specified a single <Securi t yMechl D> value, the resulting EPRs
1476 should not include other <Securi t yMechl D> elements, even if they are present in the <SvcMD> and otherwise
1477 could be specified in the same EPR.

1478 The Discovery Service MAY order <wsa: Endpoi nt Ref er ence> elements as it sees fit. If the Discovery Service is
1479 rank ordering the entries, it MUST use descending rank order. This enables the requester to assume that if the results
1480 were ordered, the first result is the most relevant.

1481 The following rules specify the status code in the response:

1482 « Ifrequest processing succeeded, the top-level status code MUST be OK. Otherwise, the top-level status code MUST
1483 be Failed.

1484 + If the top-level status code is Failed, the response MAY also contain Forbidden or NoResults as a second-level
1485 status code.

1486 The service may not wish to reveal the reason for failure, in which case no second-level status code will appear.

1487 3.4. Operation: MDAssociationAdd

1488 The MDAssociationAdd operation is used by the WSP to add an association of the principal to the specified metadata.
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3.4.1. wsa: Acti on values for MDAssoci at i onAdd Messages

Version: 2.0-errata-v1.0

<SvcMDAssoci at i onAdd> messages MUST include a <wsa: Acti on> SOAP header with the value of "urn:
l'iberty: di sco: 2006- 08: SvcMDAssoci ati onAdd."”

<SvcMDAssoci at i onAddResponse> messages MUST include a <wsa: Act i on> SOAP header with the value of
"urn: li berty: di sco: 2006- 08: SvcMDAssoci ati onAddResponse."

3.4.2. SvcMDAssoci at i onAdd Message

The <SvcMDAssoci at i onAdd> is called with one or more <SvcMDI D> elements to add associations to these service
metadata descriptions for the principal.

A WSP SHOULD NOT associate the same <SvcMD> (or different SvcMD element that carry metadata for the "same"
service) to a principal multiple times without first removing the previous entry.

The values in the <SvcMDI D> element(s) must have been obtained via one of the service metadata operations discussed
later in this specification.

<!-- SvcMDAssoci ati onAdd operation -->
<xs: el ement nanme="SvcMDAssoci ati onAdd" type="SvcMDAssoci ati onAddType"/>

<xs: conpl exType nanme="SvcMDAssoci ati onAddType" >
<Xs: sequence>
<xs: el ement ref="SvcMD D' maxCccur s="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure19. <SvcMDAssoci at i onAdd> — Schema Fragment

An example message body containing a <SvcMDAssoci at i onAdd> message follows. This request adds a new asso-
ciation for the current principal (note that the identity of the principal is carried in the invocation context and not in the
body of the message).

<ds: SvcMDAssoci at i onAdd>
<ds: SvcMDI D>2323872</ ds: SvcMDI D>
</ ds: SvcMDAssoci at i onAdd>

Example 7. <SvcMDAssoci at i onAdd> M essage

3.4.3. SvcMDAssoci at i onAddResponse Message

This response to the <SvcMDAssoci at i onAdd> request contains the following elements and attributes.

<l u: St at us>: Contains status code; see processing rules.
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<!-- Response for SvcMDAssoci ati onAdd operation -->

<xs: el ement nanme="SvcMDAssoci at i onAddResponse"
t ype="SvcMDAssoci at i onAddResponseType"/ >

<xs: conpl exType nanme="SvcMDAssoci ati onAddResponseType" >
<xs: sequence>
<xs: el ement ref="Iu: Status" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure 20. <SvcMDAssoci at i onAddResponse> — Schema Fragment

<ds: SvcMDAssoci at i onAddResponse>
<lu: Status code="CK" />
</ ds: SvcMDAssoci at i onAddResponse>

Example 8. <SvcMDAssoci at i onAddResponse> Message

3.4.4. MDAssociation Add Processing Rules

Once the association is added by the WSP, the Discovery Service MUST consider this metadata (subject to local
policy) when responding to subsequent DiscoveryQuery operations and should the associated metadata meet the
requirements of the query, mint the necessary ID-WSF EPRs based upon the requirements of the WSC and the
WSP.

The Discovery Service SHOULD reject attempts to associate a <SvcMDI D> that has already been associated with
the principal by this WSP. In such cases the Discovery service MAY set the second level status code in the response
to Duplicate.

The Discovery Service MAY similarly reject attempts to associate a <SvcMDI D> that references the same service
type and WSP that is in one of the already associated service metadata descriptions. In such cases the Discovery
service MAY set the second level status code in the response to Logical Duplicate.

The Discovery Service MUST reject attempts to associate a <SvcMDI D> that does not exist or is not owned by the
WSP invoking the call. In such cases the Discovery service MAY set the second level status code in the response
to NotFound.

If request processing succeeded, the top-level status code MUST be OK. Otherwise, the top-level status code MUST
be Failed.

If the top-level status code is Failed, the response MAY also contain Forbidden, Duplicate, LogicalDuplicate, or
NotFound as a second-level status code. The Discovery Service instance may not wish to reveal the reason for
failure, in which case no second-level status code will appear.

A Discovery Service MAY provide some programmatic or browser based interface which allows the principal to
manage the service associations that have been added to their resource at the Discovery Service. A principal may
be able to use such interfaces to change or even remove service associations made by the WSP without the WSP's
permission (it is the principal's resource) and perhaps, even without notification to the WSP.

Such interfaces are out-of-scope for this specification, but are mentioned here to remind the WSP that they may
exist.
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3.5. Operation: MDAssociationQuery

Version: 2.0-errata-v1.0

The MDAssociationQuery operation is used by the WSP to query the Discovery Service for any previously added

associations related to the principal.

3.5.1. wsa: Acti on values for MDAssoci ati onQuery Messages

<SvcMDAssoci at i onQuer y> messages MUST include a <wsa: Acti on> SOAP header with the value of "urn:
l'iberty: di sco: 2006- 08: SvcMDAssoci ati onQuery."

<SvcMDAssoci at i onQuer yResponse> messages MUST include a <wsa: Act i on> SOAP header with the value of
"urn: li berty: di sco: 2006- 08: SvcMDAssoci ati onQuer yResponse."

3.5.2. SvcMDAssoci at i onQuery Message

The <SvcMDAssoci at i onQuer y> is called with zero or more <SvcMDI D> elements to query associations to these
service metadata descriptions. If no <SvcMDI D> elements are specified, ALL associations between the WSP's service
metadata and the principal are returned.

<l-- SvcMDAssoci ati onQuery operation -->

<xs: el ement nanme="SvcMDAssoci ati onQuery" type="SvcMDAssoci ati onQueryType"/>

<xs: conpl exType nanme="SvcMDAssoci ati onQueryType" >

<XS:. sequence>

<xs: el enment ref="SvcMDI D' m nCccurs="0" nmaxCccurs="unbounded" />

</ xs: sequence>

<xs: anyAttri bute nanmespace="##ot her" processContents="|ax"/>

</ xs: conpl exType>

Figure21. <SvcMDAssoci ati onQuer y> — Schema Fragment

An example message body containing a <SvcMDAssoci at i onQuer y> message follows. This request asks for all
associations.

<ds: SvcMDAssoci ati onQuery />

Example 9. <SvcMDAssoci ati onQuer y> Message

3.5.3. SvcMDAssoci at i onQuer yResponse Message

This response to the <SvcMDAssoci at i onQuer y> request contains the following elements and attributes.

<l u: St at us>: Contains status code; see processing rules.

<SvcMDI D>

the

associated

service

metadata ID(s). If

<SvcMDI D>s

were

specified

on

the

<SvcMDAssoci at i onQuer y> the response will be limited to at most those 1Ds (if they have been associated with

the principal).
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<!-- Response for SvcMDAssoci ati onQuery operation -->

<xs: el ement nanme="SvcMDAssoci at i onQuer yResponse"
type="SvcMDAssoci ati onQuer yResponseType"/ >

<xs: conpl exType name="SvcMDAssoci ati onQuer yResponseType" >
<xs: sequence>
<xs: el ement ref="Iu: Status" />
<xs: el ement ref="SvcMD D' m nCccurs="0" maxCOccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure 22. <SvcMDAssoci at i onQuer yResponse> — Schema Fragment

<ds: SvcMDAssoci at i onQuer yResponse>
<lu: Status code="OK" />
<ds: SvcMDI D>2323872</ ds: SvcMDI D>
</ ds: SvcMDAssoci at i onQuer yResponse>

Example 10. <SvcMDAssoci at i onQuer yResponse> Message
3.5.4. MDAssociation Query Processing Rules

» The Discovery Service MUST limit the operation to only those associations added by the WSP to the current
principal's resource (a WSP MUST NOT be able to query associations added at the same Discovery Service by
other WSPs or associations added to a different principal). There MUST NOT be any indication on the response
as to whether or not other such elements exist.

» Ifrequest processing succeeded, the top-level status code MUST be OK. Otherwise, the top-level status code MUST
be Failed.

» If the top-level status code is Failed, the response MAY also contain Forbidden or NotFound as a second-level
status code. The Discovery Service instance may not wish to reveal the reason for failure, in which case no second-
level status code will appear.

3.6. Operation: MDAssociationDelete

The MDAssociationDelete operation is used by the WSP to delete a previously added association of the principal to
the specified metadata.

3.6.1. wsa: Act i on values for MDAssoci ati onDel et e Messages

<SvcMDAssoci ati onDel et e> messages MUST include a <wsa: Acti on> SOAP header with the value of "ur n:
i berty: di sco: 2006- 08: SvcMDAssoci ati onDel et e."

<SvcMDAssoci at i onDel et eResponse> messages MUST include a <wsa: Act i on> SOAP header with the value
of "urn: l'i berty: di sco: 2006- 08: SvcMDAssoci at i onDel et eResponse.”

3.6.2. SvcMDAssoci at i onDel et e Message

The <SvcMDAssoci at i onDel et e> is called with one or more <SvcMDI D> elements to delete associations to these
service metadata descriptions.

Note that the service metadata description is not impacted by this call. Only the principal's association with the metadata
is impacted.
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<!-- SvcMDAssoci ati onDel ete operation -->
<xs: el ement nanme="SvcMDAssoci ati onDel ete" type="SvcMDAssoci ati onDel et eType"/>

<xs: conpl exType name="SvcMDAssoci ati onDel et eType" >
<xs: sequence>
<xs: el ement ref="SvcMD D' maxCccur s="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure 23. <SvcMDAssoci at i onDel et e> — Schema Fragment

An example message body containing a<SvcMDAssoci at i onDel et e>message follows. This request deletes asingle
association for the current principal (note that the identity of the principal is carried in the invocation context and not
in the body of the message).

<ds: SvcMDAssoci at i onDel et e>
<ds: SvcMDl D>2323872</ ds: SvcMDI D>
</ ds: SvcMDAssoci ati onDel et e>

Example 11. <SvcMDAssoci ati onDel et e> Message
3.6.3. SvcMDAssoci at i onDel et eResponse Message
This response to the <SvcMDAssoci at i onDel et e> request contains the following elements and attributes.

» <l u: Status>: Contains status code; see processing rules.

<l-- Response for SvcMDAssoci ati onDel ete operation -->

<xs: el ement nanme="SvcMDAssoci ati onDel et eResponse”
type="SvcMDAssoci ati onDel et eResponseType"/ >

<xs: conpl exType nanme="SvcMDAssoci ati onDel et eResponseType" >
<xs: sequence>
<xs: el enent ref="|u: Status" />
</ xs: sequence>
<xs: anyAttri bute namespace="##ot her" processContents="]ax"/>
</ xs: conpl exType>

Figure 24. <SvcMDAssoci at i onDel et eResponse> — Schema Fragment

<ds: SvcMDAssoci at i onDel et eResponse>
<lu: Status code="CK" />
</ ds: SvcMDAssoci at i onDel et eResponse>

Example 12. <SvcMDAssoci at i onDel et eResponse> Message
3.6.4. MDAssociation Delete Processing Rules

* Once deleted, the association MUST NOT be subsequently used by the DS to mint ID-WSF EPRs in response to
queries relative to this principal. However, WSPs should be prepared to receive requests from WSCs from clients
who previously obtained ID-WSF EPRs minted from the associaton which haven't expired.

e The Discovery Service MUST limit the operation to only those associations added by the WSP to the current
principal's resource (a WSP MUST NOT be able to delete associations added at the same Discovery Service by

Liberty Alliance Project
45



\ This document is informational only. See [LibertylDWSFv20Errata] for normative changes \
Liberty Alliance Project: Version: 2.0-errata-v1.0
Liberty ID-WSF Discovery Service Specification

1696 other WSPs or associations added to a different principal). There MUST NOT be any indication on the response
1697 as to whether or not other such elements exist.

1698 < The Discovery Service MUST treat attempts to delete non-existant associations as a successful no-op. This applies

1699 whether or not there are other existing associations being deleted in the same request (so a request to delete a single
1700 association that doesn't exist will succeed, even though the Discovery Service does not have to actually delete the
1701 record).

1702  This operation MUST be atomic and if successful, all portions of the request MUST have succeeded. If any portion
1703 of the request fails, the entire request must fail.

1704 + Ifrequest processing succeeded, the top-level status code MUST be OK. Otherwise, the top-level status code MUST
1705 be Failed.

1706 + If the top-level status code is Failed, the response MAY also contain Forbidden as a second-level status code. The

1707 Discovery Service instance may not wish to reveal the reason for failure, in which case no second-level status code
1708 will appear.

1709 3.7. Operation: MetadataRegister
1710 The MetadataRegister operation is used to register a new service metadata description with the Discovery Service.
1711 3.7.1.wsa: Acti on values for Met adat aRegi st er Messages

1712 <SvcMDRegi st er > messages MUST include a <wsa: Acti on> SOAP header with the value of "urn: | i berty:
1713 di sco: 2006- 08: SvcMDRegi st er.” |

1714 <SvcMDRegi st er Response> messages MUST include a <wsa: Act i on> SOAP header with the value of "ur n:
1715 i berty: di sco: 2006- 08: SvcMDRegi st er Response.” |

1716 3.7.2. SvcMDRegi st er Message

1717 The <SvcMDRegi st er > is called with one or more service metadata descriptions to be registered at the Discovery
1718 Service on behalf of the WSP.

1719

1720 <!-- Register operation for Service Mtadata -->

1721

1722 <xs: el ement nanme="SvcMDRegi ster" type="SvcMDRegi st er Type"/>
1723

1724 <xs: conpl exType nanme="SvcMDRegi st er Type" >

1725 <Xs: sequence>

1726 <xs: el ement ref="SvcMD' maxCccurs="unbounded" />

1727 </ xs: sequence>

1728 <xs: anyAttribute namespace="##ot her" processContents="|ax"/>
1729 </ xs: conpl exType>

1730

1731 Figure 25. <SvcMDRegi st er > — Schema Fragment

1732 An example message body containing a <SvcMDRegi st er > message follows. This request registers a new service
1733 metadata description. Note that the WSP has not set the svcMDI D attribute on the <SvcMD> element -- this will be
1734 assigned by the DS and returned in the response to the WSP.
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<ds: SvcMDRegi st er>
<ds: SvcMD>>
<ds: Abstract>Profile Service</ds: abstract>
<ds: Provider| D>http: //profile.conk/ds: Providerl| D>
<ds: Servi ceCont ext >
<ds: Servi ceType>urn: | i berty: pp: 2003-08</ ds: Servi ceType>
<ds: Endpoi nt Cont ext >
<ds: Address>https: //profile.conl </ds: Address>
<sb: Framewor k version="2.0" />
<ds: SecurityMechl D>
urn: liberty: security: 2003-08: TLS: Bear er
</ ds: SecurityMechl D>
</ ds: Endpoi nt Cont ext >
</ ds: Servi ceCont ext >
</ ds: SvcMD>>
</ ds: SvcMDRegi st er>

Example 13. <SvcMDRegi st er > Message

3.7.3. SvcMDRegi st er Response Message

This response to the <SvcMDRegi st er > request contains the following elements and attributes.

<l u: St at us>: Contains status code; see processing rules.

One or more <SvcMDI D> if the call was successful (status code is OK). One SvcMDID is returned for each service
metadata element registered.

<Keys>: Contains the key descriptors for the keys used by the Discovery Service to sign security tokens (see
Section 3.12 for a description of when and why this may be necessary).

<!-- Response for SvcMDRegi ster operation -->

<xs: el ement nanme="SvcMDRegi st er Response”
t ype="SvcMDRegi st er ResponseType"/ >

<xs: conpl exType nanme="SvcMDRegi st er ResponseType" >
<Xs: sequence>

<xs: elenent ref="lu: Status" />
<xs: el enent ref="SvcMDl D' m nCccur s="0" maxCccur s="unbounded" />
<xs: el ement ref="Keys" m nCccur s="0" maxCccur s="unbounded" />

</ xs: sequence>

<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure 26. <SvcMDRegi st er Response> — Schema Fragment

<ds: SvcMDRegi st er Resp>
<l u: Status code="K"/ >code="0CK" />
<ds: SvcMDI D>2323872</ ds: SvcMDI D>
</ ds: SvcMDRegi st er >

Example 14. <SvcMDRegi st er Response> Message
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3.7.4. Metadata Register Processing Rules

This operation MUST be processed in the context of the WSP, (as opposed to the context of the principal) so that
the WSP can maintain a single set of service metadata across all principals at the same Discovery Service.

Even if this operation is invoked with an invocation identity of a principal, the Discovery Service MUST use the
Sender's identity (the WSP) when processing this call. The Discovery Service MAY refuse to process the operation
if the identity of the Sender cannot be established to the Discovery Service's satisfaction.

The transaction unit for this operation is the entire set of <SvcMD> elements; they either all succeed or all fail. The
Discovery Service MUST enforce this atomicity.

For each <SvcMD>> element, the Discovery Service instance MAY store the metadata provided such that it can be
used (subject to policy) to mint ID-WSF EPRs in response to future DiscoveryQuery operations should that service
metadata be associated with a principal's resource at the Discovery Service.

If the Discovery Service instance does not store the metadata, it MUST return a Failed status code for the operation,
and therefore not register any of the other entries provided.

If the Discovery Service does store the metadata, it MUST assign a permanent identifier for the metadata usable
by the WSP to subsequently reference the metadata. This identifier MUST be unique across all metadata objects
stored by a WSP and MAY be unique across all metadata objects stored by all WSPs at that Discovery Service.
This identifier is provided to the WSP in the response and can be subsequently used by the WSP to associate this
metadata with a principal or to manage the metadata using one of the other metadata operations.

A WSP MAY register multiple service metadata descriptions that for all intents and purposes, appear to be fully
equal. The Discovery Service MUST NOT generate an error solely because it thinks the descriptions are equal.
The Discovery Service MUST treat these records as independent registrations and assign the associated unique
SveMDID values.

The Discovery Service MAY have some policy driven limit on the number of service metadata descriptions that it
will allow a WSP to register. If a WSP attempts to register a new service metadata description that would exceed
such a limit, the DS SHOULD include a secondary-level status code of LimitExceeded.

A WSP should exercise care to only register new service metadata descriptions when an existing, registered, de-
scription that meets the WSP's needs is not available.

The Discovery Service SHOULD validate that a given SvcMD only contains entries for a single logical service
(i.e., allow for different versions, but not allow differences in the basic service type). For example, a single SvcMD
SHOULD not contain data for both a contact book service and a calendar service.

The Discovery Service MAY, subject to local policies, perform additional validations on the content of a SvcMD.

If any validation on the SvcMD fails, the Discovery Service SHOULD reject the registration request and MAY
include a secondary-level status code of Invalid.

If request processing succeeded, the top-level status code MUST be OK. Otherwise, the top-level status code MUST
be Failed.

If the top-level status code is Failed, the response MAY also contain Forbidden, Invalid, or OverLimit as a second-
level status code. The Discovery Service instance may not wish to reveal the reason for failure, in which case no
second-level status code will appear.
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3.8. Operation: MetadataQuery

Version: 2.0-errata-v1.0

The MetadataQuery operation is used to query the Discovery Service for existing, registered, service metadata de-
scriptions.

3.8.1. wsa: Acti on values for Met adat aQuery Messages

<SvcMDQuer y> messages MUST set the value of the <wsa: Acti on> headerto "urn: | i berty: di sco: 2006- 08:
SvcMDQuery."

<SvcMDQuer yResponse> messages MUST include a <wsa: Acti on> SOAP header with the value of "urn:
l'i berty: di sco: 2006- 08: SvcMDQuer yResponse."

3.8.2. SvcMDQuery Message

The <SvcMDQuer y> is called with zero or more <Svc VDI D> elements to retrieve the specified list of service metadata
descriptions. If no <SvcMDI D>s are specified, ALL of the metadata stored at the Discovery service by the invoking
WSP will be returned.

<l-- Query operation on Service Mtadata -->
<xs: el ement nanme="SvcMDQuery" type="SvcMdDQueryType"/>

<xs: conpl exType nane="SvcMdQueryType">
<Xs: sequence>
<xs: el ement ref="SvcMDI D'
m nCccur s="0"
maxCccur s="unbounded"/ >
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

Figure 27. <SvcMDQuer y> — Schema Fragment

An example message body containing a <SvcMDQuer y> message follows. This request queries for a specific service
metadata description by providing the ID of the desired metadata in the <SvcMDI D> element.

<ds: SvcMDQuery>
<ds: SvcMDI D>2323872</ ds: SvcMDI D>
</ ds: SvchMDQuery>

Example 15. <SvcMDQuer y> Message

1857 3.8.3. SvcMDQuer yResponse Message

1858 This response to the <SvcMDQuer y> request contains the following elements and attributes.

1859

1860

<l u: St at us>: Contains status code; see processing rules.

One or more <SvcMD> elements if the call was successful (status code is OK).
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<!-- Response for Query operation on Service Metadata -->
<xs: el ement name="SvcMDQuer yResponse" type="SvcNMDQuer yResponseType"/>

<xs: conpl exType name="SvcMdQuer yResponseType" >
<xs: sequence>
<xs: el ement ref="Iu: Status" />
<xs: el ement ref="SvcMD' m nCccurs="0" maxCOccur s="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure 28. <SvcMDQuer yResponse> — Schema Fragment

<ds: SvcMDQuer yResponse>
<lu: Status code="CK" />
<ds: SvcMD svcMDI D="2323872" >
<ds: Abstract>Profil e Service</ds: Abstract>
<ds: Provi der| D>http: //profile.conc/ds: Provi der| D>
<ds: Servi ceCont ext >
<ds: Servi ceType>urn: | i berty: pp: 2003- 08</ ds: Servi ceType>
<ds: Endpoi nt Cont ext >
<ds: Address>https: //profile.conl </ds: Address>
<sb: Franework version="2.0" />
<ds: SecurityMechl D>
urn: |iberty: security: 2003- 08: TLS: Bear er
</ ds: SecurityMechl D>
</ ds: Endpoi nt Cont ext >
</ ds: Servi ceCont ext >
</ ds: SvchvD>
</ ds: SvcMDQuer yResponse>

Example 16. <SvcMDQuer yResponse> Message

1895 3.8.4. Metadata Query Processing Rules

1896
1897

1898
1899
1900

1901
1902
1903

1904
1905
1906
1907

1908
1909

1910
1911
1912

This operation MUST be processed in the context of the WSP, (as opposed to the context of the principal) so that
the WSP can maintain a single set of service metadata across all principals at the same Discovery Service.

Even if this operation is invoked with an invocation identity of a principal, the Discovery Service MUST use the
Sender's identity (the WSP) when processing this call. The Discovery Service MAY refuse to process the operation
if the identity of the Sender cannot be established to the Discovery Service's satisfaction.

The Discovery Service MUST limit the results to only those metadata elements stored by the WSP (a WSP MUST
NOT be able to retrieve metadata elements stored at the same Discovery Service by other WSPs). There MUST
NOT be any indication on the response as to whether or not other such elements exist.

The Discovery Service SHOULD treat a request that matches a subset of the svcMDI D values specified in the
request as a successful request returning the entries that were found and nothing for the missing entries. The WSC
will be able to distinguish which entries were found by examining the svcMDI Dattribute on the <svcMD> element
(s) in the response.

If request processing succeeded AND results are returned, the top-level status code MUST be OK. Otherwise, the
top-level status code MUST be Failed.

If the top-level status code is Failed, the response MAY also contain Forbidden or NoResults as a second-level
status code. The Discovery Service instance may not wish to reveal the reason for failure, in which case no second-
level status code will appear.

Liberty Alliance Project
50



1913

1914
1915

1916

1917
1918

1919
1920

1921

1922
1923

1924
1925
1926
1927
1928
1929
1930
1931
1932
1933
1934
1935

1936

1937
1938

1939
1940
1941
1942
1943
1944
1945
1946
1947
1948
1949
1950
1951
1952
1953
1954
1955

1956

This document is informational only. See [LibertylDWSFv20Errata] for normative changes

Liberty Alliance Project:
Liberty ID-WSF Discovery Service Specification

3.9. Operation: MetadataReplace

Version: 2.0-errata-v1.0

The MetadataReplace operation is used by a WSP to replace previously stored metadata in the Discovery Service. This
is how the WSP updates their metadata without having to reassociate with a principal.

3.9.1. wsa: Acti on values for Met adat aRepl ace Messages

<SvcMDRepl ace> messages MUST include a <wsa: Acti on> SOAP header with the value of "urn: i berty:
di sco: 2006- 08: SvcMDRepl ace."

<SvcMDRepl aceResponse> messages MUST include a <wsa: Acti on> SOAP header with the value of "ur n:
l'iberty: di sco: 2006- 08: SvcMDRepl aceResponse.”

3.9.2. SvcMDRepl ace Message

The <SvcMDRepl ace> is called with one or more replacement <SvcMD> elements each of which must include the
svcMDI D attribute set to the ID of the respective metadata element they are to replace.

<!-- Repl ace operation on Service Mtadata -->
<xs: el ement nane="SvcMDRepl ace" type="SvcMDRepl aceType"/>

<xs: conpl exType nane="SvcMDRepl aceType" >
<xSs: sequence>
<xs: el ement ref="SvcMD' maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

Figure 29. <SvcMDRepl ace> — Schema Fragment

An example message body containing a <SvcMDRepl ace> message follows. This request replaces an existing metadata
element to update the endpoint for the service.

<ds: SvcMDRepl ace>
<ds: SvcMD svcMDl D="2323872" >
<ds: Abstract>Profile Service</ds: abstract>
<ds: Provi der| D>http: //profile.com</ds: Provider| D>
<ds: Servi ceCont ext >
<ds: Servi ceType>urn: | i berty: pp: 2003- 08</ ds: Servi ceType>
<ds: Endpoi nt Cont ext >
<ds: Address>htt ps: // newaddr. conl </ ds: Addr ess>
<sb: Framewor k version="2.0"/ >versien="2-0"—>

ds: SecurityMechl D>
urn: liberty: security: 2003-08: TLS: Bear er
</ ds: SecurityMechl D>
</ ds: Endpoi nt Cont ext >
</ ds: Servi ceCont ext >
</ ds: SvcMD>>
</ ds: SvcMDRepl ace>

Example 17. <SvcMDRepl ace> Message

1957 3.9.3. SvcMDRepl aceResponse Message

1958 This response to the <SvcMDRepl ace> request contains the following elements and attributes.

1959

<l u: St at us>: Contains status code; see processing rules.
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<!-- Response for SvcMDRepl ace operation -->
<xs: el ement nanme="SvcMDRepl aceResponse" type="SvcMDRepl aceResponseType"/>

<xs: conpl exType name="SvcMDRepl aceResponseType" >
<xs: sequence>
<xs: el ement ref="Iu: Status" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure 30. <SvcMDRepl aceResponse> — Schema Fragment

<ds: SvcMDRepl aceResponse>
<l u: Status code=" K"/ >code="0CK" />
</ ds: SvcMDRepl aceResponse>

Example 18. <SvcMDRepl aceResponse> Message

3.9.4. Metadata Replace Processing Rules

This operation MUST be processed in the context of the WSP, (as opposed to the context of the principal) so that
the WSP can maintain a single set of service metadata across all principals at the same Discovery Service.

Even if this operation is invoked with an invocation identity of a principal, the Discovery Service MUST use the
Sender's identity (the WSP) when processing this call. The Discovery Service MAY refuse to process the operation
if the identity of the Sender cannot be established to the Discovery Service's satisfaction.

The Discovery Service MUST limit the operation to only those metadata elements stored by the WSP (a WSP
MUST NOT be able to replace metadata elements stored at the same Discovery Service by other WSPs). There
MUST NOT be any indication on the response as to whether or not other such elements exist.

The Discovery Service SHOULD validate that the replacement SvcMD contains the same logical service as the
original SvcMD. By "logical service" we mean to allow for different versions, but not allow differences in the basic
service type. For example, a calendar service SvcMD SHOULD not be allowed to replace a contact book service
SvcMD.

The Discovery Service SHOULD also validate that the replacement SvcMD only contains entries for a single logical
service (as described above). For example, a single SvceMD SHOULD not contain data for both a contact book
service and a calendar service.

The Discovery Service MAY, subject to local policies, perform additional validations on the content of a SvcMD.

If any validation on the SvcMD fails, the Discovery Service SHOULD reject the replacement request and MAY
include a secondary-level status code of Invalid.

The transaction unit for this operation is the entire set of <SvcMD> elements; they either all succeed or all fail. The
Discovery Service MUST enforce this atomicity.

Once replaced, the previous service metadata element MUST NOT be subsequently used by the DS to mint ID-
WSF EPRs. However, WSPs should be prepared to receive requests from WSCs from clients who previously
obtained ID-WSF EPRs minted from the prior metadata which haven't expired.

If request processing succeeded, the top-level status code MUST be OK. Otherwise, the top-level status code MUST
be Failed.
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2005 <« If the top-level status code is Failed, the response MAY also contain Forbidden, Invalid, or NotFound as a second-
2006 level status code. The Discovery Service instance may not wish to reveal the reason for failure, in which case no
2007 second-level status code will appear.

2008 3.10. Operation: MetadataDelete

2009 The MetadataDelete operation is used by the WSP to delete previously registered metadata elements in the Discovery
2010 Service.

2011 3.10.1. wsa: Acti on values for Met adat aDel et e Messages

2012 <SvcMDDel et e> messages MUST include a <wsa: Acti on> SOAP header with the value of "urn: | i berty:
2013 di sco: 2006- 08: SvcMdDel et e.” |

2014 <SvcMDDel et eResponse> messages MUST include a <wsa: Acti on> SOAP header with the value of "urn:
2015 liberty: di sco: 2006- 08: SvcMDDel et eResponse.” |

2016 3.10.2. SvcMDDel et e Message

2017 The <SvcMDDel et e> is called with one or more <SvcMDI D> elements to delete the specified list of service metadata
2018 descriptions.

2019

2020 <l-- Delete operation on Service Mtadata -->

2021

2022 <xs: el enent nane="SvcMDDel et e" type="SvcMDel et eType"/ >

2023

2024 <xs: conpl exType nane="SvcMDDel et eType" >

2025 <xs: sequence>

2026 <xs: el ement ref="SvcMD D' maxQccur s="unbounded" />

2027 </ xs: sequence>

2028 <xs: anyAttribute namespace="##ot her" processContents="1ax"/>
2029 </ xs: conpl exType>

2030

2031 Figure 31. <SvcMDDel et e> — Schema Fragment

2032 An example message body containing a <SvcMDDel et e> message follows. This request deletes a single service met-
2033 adata description.

2034

2035 <ds: SvcMDDel et e>

2036 <ds: SvcMDl D>2323872</ ds: SvcMDI D>

2037 </ ds: SvcMDDel et e>

2038 Example 19. <SvcMDDel et e> Message

2039 3.10.3. SvcDDel et eResponse Message
2040 This response to the <SvcMDDel et e> request contains the following elements and attributes.

2041 + <l u: Status>: Contains status code; see processing rules.
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<!-- Response for delete operation on Service Metadata -->

<xs: el ement nanme="SvcMDDel et eResponse"” type="SvcMDDel et eResponseType"/>

<xs: conpl exType nanme="SvcMDDel et eResponseType" >

<Xs: sequence>
<xs: el ement ref="|u: Status"
</ xs: sequence>

/>

<xs: anyAttribute namespace="##ot her" processContents="|ax"/>

</ xs: conpl exType>

Figure 32. <SvcMDDel et eResponse>— Schema Fragment

<ds: SvcMDDel et eResponse>

<l u: Status code="OK"/>code="0CK" />

</ ds: SvcMDDel et eResponse>

Example 20. <SvcMDDel et eResponse> Message

3.10.4. Metadata Delete Processing Rules

Version: 2.0-errata-v1.0

» This operation MUST be processed in the context of the WSP, (as opposed to the context of the principal) so that
the WSP can maintain a single set of service metadata across all principals at the same Discovery Service.

Even if this operation is invoked with an invocation identity of a principal, the Discovery Service MUST use the
Sender's identity (the WSP) when processing this call. The Discovery Service MAY refuse to process the operation

if the identity of the Sender cannot be established to the Discovery Service's satisfaction.

» If the service metadata being deleted is still associated with one or more principals, the Discovery Service MUST
automatically remove such associations (i.e., the delete of metadata cascades to delete the associations).

* Once deleted, the service metadata element MUST NOT be subsequently used by the DS to mint ID-WSF EPRs.
However, WSPs should be prepared to receive requests from WSCs from clients who previously obtained ID-WSF
EPRs minted from the metadata which haven't expired.

e The Discovery Service MUST limit the operation to only those metadata elements stored by the WSP (a WSP
MUST NOT be able to delete metadata elements stored at the same Discovery Service by other WSPs). There
MUST NOT be any indication on the response as to whether or not other such elements exist.

» The Discovery Service MUST treat attempts to delete non-existant metadata elements as a successful no-op. This
applies whether or not there are other existing metadata elements being deleted in the same request (so a request
to delete a single metadata element that doesn't exist will succeed, even though the Discovery Service does not

have to actually delete the record).

e This operation MUST be atomic and if successful, all portions of the request MUST have succeeded. If any portion
of the request fails, the entire request must fail.

» Ifrequest processing succeeded, the top-level status code MUST be OK. Otherwise, the top-level status code MUST

be Failed.

» Ifthe top-level status code is Failed, the response MAY also contain Forbidden as a second-level status code. The
Discovery Service instance may not wish to reveal the reason for failure, in which case no second-level status code

will appear.
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3.11. Opti on Value for Response Authentication

The ID-WSF EPR <Secur i t yCont ext > element provides a way for services to indicate to clients what mechanisms
are necessary for the client to authenticate itself to the service via the <SecurityMechl D> element. The
<Securi t yMechl D> values defined by [LibertySecMech] also indicate whether the service uses peer entity authen-
tication (for example, server-side SSL/TLS). However, a web service client may need to know whether the service will
use message authentication (that is, whether the service will sign the response message) and may not be willing to use
a service which does not sign its responses.

To avoid situations where a client requests data and then discovers it does not trust it because it is not signed, an
<Opt i on> value is defined:

urn: liberty: disco: 2006-08: options: security-response-x509

If a service instance always authenticates its response messages according to the "X.509 v3 Certificate Message Au-
thentication" mechanism in [LibertySecMech], registrations of ID-WSF EPRs describing the service instance
SHOULD include this option value. Otherwise, its registered ID-WSF EPRs MUST NOT include this option value.
Clients MAY include this option value in <Quer y> messages in order to locate only services which always authenticate
their response messages. A service MAY authenticate its response messages even if this option value was not included
in its description at the Discovery Service instance.

In case the service also supports a previous version of the security mechanism specification [LibertySecMech11], it
should be able to register two different endpoints at the Discovery Service, each of them with different Options values
—one according to [LibertySecMech], the other one according to [LibertySecMech11]. This information will aid the
client in determining which version of the WSS-SMS specification (Jwss-sms-draft] and/or [wss-sms]) is supported
by the service, and the service will act accordingly, depending on the ID-WSF EPR used by the client. Note that this
behavior only applies to the case when the client's request does not use message authentication mechanisms.

Otherwise, it should be possible for the service to determine the version of the WSS-SMS specification supported by
the client by simply analyzing the <wsse: Secur i t y> header present in the request.

In general, it is recommended that services do not sign their responses unless they positively know that clients are able
to perform message authentication and are aware of the version of the WSS-SMS spec used by that client.

3.12. Including Keys in the SvcMDRegi st er Response Message

The Discovery Service instance may need to generate signed security tokens in <Quer yResponse> messages for the
ID-WSF EPRs in question (which are later included in a message to a WSP). The WSP which receives the signed
security tokens from a client needs to be able to verify the Discovery service instance's signature on the security tokens.
Typically the metadata (see [SAMLMeta2]) for the Discovery service instance is sufficient for such information. In
certain situations, such as when the Discovery service instance is hosted on a LUAD (see [LibertyClientProfiles]), it
may not be feasible to assign the LUAD a ProviderID with which to obtain metadata. However, the key material still
needs to be made available to service instances which register ID-WSF EPRs with the Discovery Service which include
security mechanisms requiring such tokens.

The Discovery Service instance may include a <keys> element in the <SvcMDRegi st er Response> in order to pro-
vide such keys.

The Discovery Service instance SHOULD ONLY include the <Keys> element in <SvcMDRegi st er Response>
messages if it has no <Pr ovi der | D> and the <SvcMDRegi st er > message included an-Service Metadata that relies
upon signed security tokens for one or more of itssigred-security mechanisms.
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<!-- Keys Element - For use in MdifyResponse -->
<xs: el ement nanme="Keys" type="KeysType"/>

<xs: conpl exType nane="KeysType">
<Xs: sequence>
<xs: el ement ref="nd: KeyDescri ptor"
m nCccur s="1"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

Figure 33. <Keys>— Schema Fragment

The <Keys> element appears as a child of the <SvcMDRegi st er Response> element. It contains one or more
<KeyDescr i pt or > elements.

3.13. Discovery Service Example Messages (NON-Normative)

This section walks through a series of messages to show examples of inputs and outputs. The information in this seciton
is NOT normative with respect to the specification (in cases where the other normative section(s) of the specification
conflict with this section, the normative section(s) will prevail).

Notes about this sequence:

It is an actual network capture of a real session between two independent liberty implementations.

The messages are from a test sequence which exercises the features of the Discovery Service. We do not expect
that any real world situation would result in this sequence of messages (or anything similar to this sequence of
messages).

All of these messages were invoked using the same SAML Assertion to establish the invocation context with the
principal as the subject and the WSP in the subject confirmation. Note that some of the processing rules for the
Discovery Service interfaces (those that manage the service metadata) require that such an invocation context be
interpreted as a WSP invoker invocation context.

The initial state is that the principal has a single service associated with their identity (an instance of the ID-WSF
People Service).

The messages are part of a sequence that was invoked in this order and one request (such as a new registration)
can and usually does impact the results of subsequent requests.

The first request and response messages are shown as a full SOAP-bound ID-* message (with all of the SOAP
headers). The remaining request and response messages are shown with just the ID-* message component (i.e.,
only the contents within the <S: Body> element are shown).

The messages have been formated for easier reading (pretty-printing) and data has been ellided (such as the contents
of SAML assertions) for brevity.

Many of the service types used in these example messages do not exist as real ID-* services and are only used here
as testing input to exercise the Discovery Service.

3.13.1. Query People Service

Query for the People Service
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<S: Envel ope xm ns: S="http: //schemas. xnm soap. or g/ soap/ envel ope/ "

xm ns: wsse="http://.../o0asis-200401-wss-wssecurity-secext-1.0.xsd"
xm ns: xsi ="http: //ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: sb2="urn: i berty: sh: 2006- 08"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng" >
<S: Header >
<wsa: Messagel D S: nust Under st and="t r ue"
S: actor="http: //schemas. xm soap. or g/ soap/ actor/ next" id="nsgHdr|D"'>
uui d: asdgwer - 238asf - 44353608- 000b8c14
</ wsa: Messagel D>
<wsa: To S: must Under st and="t r ue"
S: actor="http: //schemas. xm soap. or g/ soap/ act or/ next" id="wsaTol D'>
https://s-ds.liberty-iop.org: 8681/ Dl SCO S
</wsa: To>
<wsa: Action S: must Under st and="t r ue"
S: actor="http: //schemas. xm soap. or g/ soap/ actor/ next" id="wsaActionlD'>
urn: l'i berty: di sco: 2006- 08: Query
</wsa: Acti on>
<wsse: Security S: nustUnderstand="true"
S: actor="http: //schemas. xm soap. or g/ soap/ act or/ next " >
<sa: Assertion
xm ns: sa="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
| D=" CRED6q6HqDRRCAPsq3L8d_sh"
| ssuel nst ant =" 2006- 04- 06T15: 39: 127"
Ver si on="2.0">
assertion data was here ...
</ sa: Assertion>
<wsu: Ti mestanp wsu: | d="WsuTi mest anpl D' >
<wsu: Cr eat ed>2006- 04- 06T15: 38: 48Z</ wsu: Cr eat ed>
</ wsu: Ti mest anp>
</wsse: Security>
</ S: Header >
<S: Body wsu: i d="nsgBodyl D' >
<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edSer vi ce>
<di sco: Servi ceType>urn: i berty: ps: 2006- 08</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
</ di sco: Request edSer vi ce>
</ di sco: Query>
</ S: Body>

</ S: Envel ope>

Things to note about this query:

it is a query of a service type (in this case, a particular version of the ID-WSF People Service)

Version: 2.0-errata-v1.0

the client has stated that they can support 2 specific security mechanisms (TLS:SAMLV?2 and TLS: Bearer) for

communicating with the specified service

The response from the Discovery Service:

<soap: Envel ope xni ns: soap="http: //schemas. xm soap. or g/ soap/ envel ope/ "

xmns: lib="urn:liberty:iff:2003-08">
<soap: Header >

<wsa: Messagel D xnl ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng" i d="M D' >
uui d: | KvgaaaE0dZ5Hhg1l QZ

</ wsa: Messagel D>

<wsa: Rel at esTo xnl ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng" >
uui d: asdgwer - 238asf - 44353608- 000b8c14

</wsa: Rel at esTo>

<wsa: Action xm ns: wsa="http: //ww. wW3. or g/ 2005/ 08/ addr essi ng" >
urn: liberty: di sco: 2006- 08: Quer yResponse

</wsa: Acti on>

<wsa: Repl yTo xm ns: wsa="http: //wwmv. w3. or g/ 2005/ 08/ addr essi ng" >
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<wsa: Addr ess>
http: //ww. w3. or g/ 2005/ 03/ addr essi ng/ r ol e/ anonynous
</wsa: Addr ess>
</wsa: Repl yTo>
<wsse: Security xm ns: wsse="http://.../o0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wsu: Ti mestanp xm ns: wsu="http://.../o0asis-200401-wss-wssecurity-utility-1.0.xsd">
<wsu: Cr eat ed>2006- 04- 06T15: 39: 13Z</wsu: Cr eat ed>
</wsu: Ti mest anp>
</wsse: Security>
<sb2: Sender xm ns: sb2="urn: |iberty: sb: 2006- 08"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
provider| D="https://s-ds.liberty-iop.org: 8681/idp.xm "
soap: actor="http: //schemas. xm soap. or g/ soap/ act or/ next "
wsu: | d="PRV"/ >
<sb2: Fr amewor k
xm ns: sb2="urn: i berty: sh: 2006- 08"
versi on="2. 0"
soap: actor="http: //schemas. xnl soap. or g/ soap/ act or/ next"/>
</ soap: Header >
<soap: Body>
<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="CK"/>
<wsa: Endpoi nt Ref er ence
xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 39: 147"
wsu: | d=" EPRI DI 061 485WDEA70I qHi 4Ey" >
<wsa: Address>https: //s-wsp.liberty-iop.org: 8743/ PS- PSBEARER</ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract>SYMiamurn: |iberty: ps: 2006-01 servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: | i berty: ps: 2006- 01</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
| D=" CREDI 4c| NqS4SV1HPm xCoGh"
| ssuel nst ant =" 2006- 04- 06T15: 39: 14"
Ver si on="2. 0" >
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>
</ soap: Body>
</ soap: Envel ope>

Things to note about this response:
» the query was successful (status code is OK).
» there is asingle ID-WSF EPR in the response for the service type specified in the request

 the details within the assertion were edited out to save space
3.13.2. Query provider

Query for the same service using the ProviderID of the WSP.
<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edSer vi ce>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
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<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
</ di sco: Request edServi ce>
</ di sco: Query>

Things to note about this query:

» itisaquery of a ProviderID, so all services provided by that ProviderID would be returned (and depending upon
the invocation context of the ID-WSF framework, this may be all services provided by that provider for a particular
principal or just all services).

» the client has stated that they can support 2 specific security mechanisms (TLS:SAMLV?2 and TLS: Bearer) for
comminicating with the specified service

Server Response:

<di sco: QueryResponse xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xmns: lu="urn: liberty: util: 2006-08" code="OK"/>
<wsa: Endpoi nt Ref er ence
xm ns: wsa="htt p: // www. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 39: 182"
wsu: | d=" EPRI DyGxcYp@BGace5y8I| Dnvz" >
<wsa: Address>https: //s-wsp.|iberty-iop.org: 8743/ PS- PSBEARER</ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >SYMiamurn: |iberty: ps: 2006- 01 servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: |iberty: sb" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.|iberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: | i berty: ps: 2006- 01</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: | i berty: security: 2005-02: TLS: Bear er </ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion
xm ns: sa="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
| D=" CREDOCEV7U7- m}k02pEVJAn- - "
| ssuel nst ant =" 2006- 04- 06T15: 39: 182"
Ver si on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext >
</ wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:

» the query was successful (status code is OK).

there is a single ID-WSF EPR in the response denoting the single service offered by the provider specified in the
request for this user.

The ID-WSF EPR is almost identical to the ID-WSF EPR returned in the previous request. The differences are
only in the timestamps and the element IDs.

3.13.3. Query (empty)

A Query without specifying any search criteria (which should return all services available to the user).
<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq"/ >
Things to note about this query:
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» you still need to include the <di sco: Quer y> element in the request, just that its contents are empty.

Server Response:

<di sco: QueryResponse xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="OK"/>
<wsa: Endpoi nt Ref er ence
xm ns: wsa="htt p: // ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 39: 217" wsu: | d=" EPRI Dt 3MOElI DHPLOEBD8WhEVW' >
<wsa: Address>https: //s-ds.|iberty-iop.org: 8681/ Dl SCO S</ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >SYM i am Di scovery Servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: |iberty: sb" version="2.0"/>
<di sco: Provi der| D>https: //s-ds.|iberty-iop.org: 8681/i dp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: | i berty: di sco: 2006- 08</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: | i berty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion
xm ns: sa="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
| D=" CREDr 2t N6r x Yl CAXxD6Ct enC"
| ssuel nst ant =" 2006- 04- 06T15: 39: 217" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext >
</ wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref er ence
xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../o0asis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 39: 217" wsu: | d=" EPRI DQBgOF WHDp3GKFSqgnZyj " >
<wsa: Address>https: //s-wsp.|iberty-iop.org: 8743/ PS- PSBEARER</ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract>SYMiamurn: |iberty: ps: 2006- 01 servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: |iberty: sb" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.|iberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: | i berty: ps: 2006- 01</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: | i berty: security: 2005-02: TLS: Bear er </ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: t okenusage: 2006- 08: SecurityToken">
<sa: Assertion
xm ns: sa="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
| D=" CREDAsWORdi nqgl u3n#Ht UxX5"
| ssuel nst ant =" 2006- 04- 06T15: 39: 227" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext >
</ wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:
» the query was successful (status code is OK).
» two ID-WSF EPRs were returned, one for the Discovery Service and one for the People Service.

» Discovery Service instances will usually expose ID-WSF EPRs which point to themselves in this way in order to
expose alternative invocation methods and/or allow the client to obtain newer credentials.
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3.13.4. Query People Service and Provider

A discovery query specifying both the Provider ID and the Service Type (so that only services of that type by that

provider are returned)

<di sco: Query xm ns: di sco="urn: |iberty: di sco: 2006- 08" i d="di scReq" >

<di sco: Request edServi ce>

<di sco: Servi ceType>urn: | i berty: ps: 2006- 01</ di sco: Servi ceType>

<di sco: Provi der| D>https: //s-wsp.|iberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>

<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>

</ di sco: Request edServi ce>

</ di sco: Query>

Things to note about this query:

both the <di sco: Servi ceType> element and the <di sco: Provi der | D> element are included.

The provider and service type are the same ones we've been been using so we should get the same response we had

on earlier requests.

Server Response:

<di sco: QueryResponse xm ns: di sco="urn: |iberty: di sco: 2006- 08" >

<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>
<wsa: Endpoi nt Ref er ence

xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../o0asis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 39: 26Z" wsu: | d="EPRI Dwr df xXWBRhCXsEMALcj 0" >
<wsa: Address>https: //s-wsp.|iberty-iop.org: 8743/ PS- PSBEARER</ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract>SYMiamurn: |iberty: ps: 2006- 01 servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: i berty: sb" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.|iberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: | i berty: ps: 2006- 01</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: | i berty: security: 2005-02: TLS: Bear er </ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion
xm ns: sa="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
| D=" CREDZbnnf Bj qRI NmQeWyxCG'
| ssuel nst ant =" 2006- 04- 06T15: 39: 26Z" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext >
</wsa: Met adat a>

</ wsa: Endpoi nt Ref er ence>

</ di sco: Quer yResponse>

Things to note about this response:

the query was successful (status code is OK).

The ID-WSF EPR is almost exactly the same as the ID-WSF EPR returned in the first 2 examples above.

The differences are only in the timestamps and the element IDs. This is because both EPRs are for the same principal

accessing the same service (we just discovered the EPR through a different query).

3.13.5. SvcMDQuery (empty)

A query for all SvcMD stored at the DS on behalf of the invoking provider.
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<di sco: SvcMDQuery xm ns: di sco="urn: | i berty: di sco: 2006- 08"/ >
Things to note about this query:
* it's empty -- meaning that all registered SvcMDs are requested.

» thequery is executed in the context of the provider invoking the query (identified in the invocation context specified
in the ID-WSF framework headers)

Server Response:

<di sco: SvcMDQuer yResponse xm ns: di sco="urn: |i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>
<di sco: SvcMD svcMDI D=" SVCMVDI Dy _7yFAbwuFPkgYl j KG v" >
<di sco: Abstract >SYMiamurn: | i berty: ps: 2006-01 servi ce</di sco: Abstract >
<di sco: Provider| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: | i berty: ps: 2006- 01</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //s-wsp.|liberty-iop.org: 8743/ PS- PSBEARER</ di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sb" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SveMD>>
</ di sco: SvcMDQuer yResponse>

Things to note about this response:
» the query was successful (status code is OK).

e one SvcMD was returned for the ID-WSF People Service (which is the only SvcMD registered by the invoking
provider).

3.13.6. SvcMDQuery w/Bad SvceMDID

A service metadata query using an invalid SvcMDID.

<di sco: SvcMDQuery xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<di sco: SvcMDI D>123</ di sco: SvcMD D>
</ di sco: SvcMDQuery>

Things to note about this query:
+ 123isaninvalid SvcMDID

Server Response:

<di sco: SvcMDQuer yResponse xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<lu: Status xmns: lu="urn: |liberty: util: 2006-08" code="Failed">
<l u: Status code="NoResul ts"/>
</l u: Status>
</ di sco: SvcMDQuer yResponse>

Things to note about this response:
» the query failed (status code is Failed).

» The optional sub-status is included which indicates that there were NoResults for the query.
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3.13.7. SvcMDRegister w/single SvcMD

Registration of a single service metadata instance in the DS.

<di sco: SvcMDRegi ster xmi ns: di sco="urn: |iberty: di sco: 2006- 08" >
<di sco: SvcvD>>
<di sco: Abstract>TestDi sco Test Payment Service</disco: Abstract>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: pnt: 2007- 11</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //payment.testing. conx/di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: SAM_2</ di sco: Securi tyMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SveMD>>
</ di sco: SvcMDRegi st er >

Things to note about this request:
e asingle SvcMD is registered

e nosvcMD Dattribute is specified on the SveMD during registration (it will be assigned by the DS if the request is
successful).

» the service being registered is a test payment service provided by the same provider we've seen earlier, supports a
single service and framework version and exposes three different security mechanisms.

Server Response:
<di sco: SvcMDRegi st er Response xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>

<di sco: SvcMDl D>SVCVDI Dg9WPOt hd_HvPd427KY9MK/ di sco: SvcMDI D>
</ di sco: SvcMDRegi st er Response>

Things to note about this response:
» the registration was successful (status code is OK).

e The SvcMD was assigned the sveMDID SVCMDIDgOWPOthd HvPd427KYIM.
3.13.8. SvcMDQuery w/Good SvcMDID

Query the SvcMD that we just registed using the SvcMDID that was returned in the response.

<di sco: SvcMDQuery xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<di sco: SvciDl D>SVCVDI Dg9WPOt hd_HvPd427KY9MK/ di sco: SvcMDI D>
</ di sco: SvcMDQuery>

Things to note about this query:

» the SvcMDID is the ID that was returned in the response to the <SvcMDRegi st er > we executed in the previous
step.

Server Response:

<di sco: SvcMDQuer yResponse xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="CK"/>
<di sco: SvcMD svcMDl D=" SVCVDI Dg9WPOt hd_HvPd427KYIM' >
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2532 <di sco: Abstract >Test Di sco Test Paynent Service</disco: Abstract>

2533 <di sco: Provi derI D>https: //s-wsp.|iberty-iop.org: 8743/ sp. xn </ di sco: Provi der| D>

2534 <di sco: Servi ceCont ext >

2535 <di sco: Servi ceType>urn: x-test: pnt: 2007- 11</ di sco: Servi ceType>

2536 <di sco: Endpoi nt Cont ext >

2537 <di sco: Address>ht t ps: // paynent. testing. conx/ di sco: Addr ess>

2538 <sbf: Framewor k xm ns: sbf ="urn: i berty: sb" version="2.0"/>

2539 <di sco: SecurityMechl D>urn: | i berty: security: 2005-02: TLS: SAM.2</ di sco: SecurityMechl D>
2540 <di sco: SecurityMechl D>urn: | i berty: security: 2005-02: TLS: Bear er </ di sco: SecurityMechl D>
2541 <di sco: SecurityMechl D>urn: |iberty: security: 2005-02: TLS: nul | </ di sco: SecurityMechl D>
2542 </ di sco: Endpoi nt Cont ext >

2543 </ di sco: Servi ceCont ext >

2544 </ di sco: SvchvD>
2545 </ di sco: SvcMDQuer yResponse>

2546 Things to note about this response:
2547 + the query was successful (status code is OK).
2548 + The SvcMD has the svcMDI D attribute assigned by the Discovery Service.

2549 + The remaining data is identitical to that registered by the provider in the previous request.
2550 3.13.9. SvcMDDelete w/Good SvcMDID

2551 Delete the Service Metadata that we just registered and queried.
2552 <di sco: SvcMDDel ete xm ns: di sco="urn: |iberty: di sco: 2006- 08" >

2553 <di sco: SvcMDI D>SVCVDI Dg9WPOt hd_HvPd427KY9MK/ di sco: SvceMDI D>
2554 </ di sco: SvcMDDel et e>

2555  Things to note about this query:
2556 « the SvcMDID that we obtained in the registration above is used

2557 Server Response:
2558 <di sco: SvcMDDel et eResponse xm ns: di sco="urn: | i berty: di sco: 2006- 08" >

2559 <lu: Status xmns: lu="urn: liberty: util: 2006-08" code="OK"/>
2560 </disco: SvcMDDel et eResponse>

2561 Things to note about this response:

2562 + the delete was successful (status code is OK).
2563 3.13.10. SvcMDDelete w/Already Deleted SvcMDID

2564 Delete the same service metadata that we just deleted.
2565 <di sco: SvcMDDel et e xmi ns: di sco="urn: | i berty: di sco: 2006- 08" >

2566 <di sco: SvcMDI D>SVCVDI Dg9WPOt hd_HvPd427KY9Mk/ di sco: SvcMDI D>
2567 </di sco: SvcMDDel et e>

2568 Things to note about this query:
2569 ¢ the SvcMDID that we already deleted is specified

2570 Server Response:

2571 <di sco: SvcMDDel et eResponse xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
2572 <lu: Status xmns: lu="urn: liberty: util:2006-08" code="0K"/>
2573 </ disco: SvcMDDel et eResponse>
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Things to note about this response:

 the delete was successful (status code is OK), even though the SvcMD was already deleted as the delete of a non-
existant SvcMD is defined by this specification to be successful.

3.13.11. SvcMDRegister w/Complex SvcMD

A basic registration of a SvcMD with the Discovery Service. This is a little bit different in that the SvcMD is rather
complex (which is good for testing the Query interface).

<di sco: SvcMDRegi ster xnmi ns: di sco="urn: |iberty: di sco: 2006- 08" >
<di sco: SvcvD>>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: cal : 2006- 01</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //ol d-cal endars. testing. conk/di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.1"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2003- 08: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2003-08: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //ol d2-cal endars. testi ng. conx/ di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>http: //ol d-cal endars. testing. con</di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: nul | : Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: nul | : SAML2</ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //cal endars. testing. conx/di sco: Addr ess>
<di sco: Address>https: //cal endars. testing. backup. conx/ di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: SAM_2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>http: //cal endars. testing. conx/di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: nul | : SAML2</ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SveMD>>
</ di sco: SvcMDRegi st er >

Things to note about this query:
e it's arather complex SvcMD, but registration is still the same.

Server Response:

<di sco: SvcMDRegi st er Response xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="CK"/>
<di sco: SvcivDl D>SVCMDI Dni fyj zI KO6t Nd8evymmlL</ di sco: SvcMDI D>

</ di sco: SvcMDRegi st er Response>
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Things to note about this response:
» the registration was successful (status code is OK).
* The SvcMD was assigned the svcMDID SYCMDIDmifyjzl KO6tNd8evymnL.

* Nowthe fun begins as this SvcMD let's us exercise many of the interesting portions of the Discovery Query interface.
3.13.12. SvcMDQuery w/Good SvcMDID for Complex SveMD

Query the SvcMD that we just registed using the SvcMDID that was returned in the response to make sure it was
registered correctly.

<di sco: SveMDQuery xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<di sco: SvcMDI D>SVCVDI Dmi fyj zI KO6t Nd8evymmL</ di sco: SvcMDI D>
</ di sco: SvcMDQuery>

Things to note about this query:

» the SvcMDID is the ID that was returned in the response to the <SvcMDRegi st er > we executed in the previous
step.

Server Response:

<di sco: SvcMDQuer yResponse xmi ns: di sco="urn: |i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="CK"/>
<di sco: SvcMD svcMDI D=" SVCVDI Dni fyj zI KO6t Nd8evymmlL" >
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
<di sco: Provi der|I D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: cal : 2006- 01</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //ol d-cal endars. testing. conk/di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.1"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2003- 08: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2003-08: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //ol d2-cal endars. testi ng. conx/ di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>http: //ol d-cal endars. testing. conx/di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: nul | : Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: nul | : SAML2</ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //cal endars. testing. conx/ di sco: Addr ess>
<di sco: Address>https: //cal endars. testing. backup. conx/ di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: SAM_L2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>http: //cal endars. testing. conx/di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: nul | : SAML2</ di sco: SecurityMechl D>
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</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SvchD>
</ di sco: SvcMDQuer yResponse>

Things to note about this response:
» the query was successful (status code is OK).
e The SvcMD has the svcMDI D attribute assigned by the Discovery Service.

» The remaining data is identitical to that registered by the provider in the previous request. Key here is that the
ordering and grouping of elements has been maintained.

3.13.13. SvcMDReplace of existing SvcMD

Replace the complex SvecMD that we just registered with a simpler version

<di sco: SvcMDRepl ace xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<di sco: SvcMD svcMDI D=" SVCVDI Dni fyj zI KO6t Nd8evymmlL" >
<di sco: Abstract >Test Di sco Test Payment Service</disco: Abstract>
<di sco: Provider|I D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: pnt: 2007- 11</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: // paynment.testing. conx/di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: liberty: security: 2005- 02: TLS: SAM_2</ di sco: Securi t yMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SveMD>>
</ di sco: SvcMDRepl ace>

Things to note about this request:
» thesvcMDID attribute has the value obtained during the previous registration so that registration should be replaced.

Server Response:

<di sco: SvcMDRepl aceResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>
</ di sco: SvcMDRepl aceResponse>

Things to note about this response:
» the replacement was successful (status code is OK).

» no other data is returned. The SvcMDID does not change when the SvcMD is replaced.
3.13.14. SvcMDQuery of Replaced SvcMDID

Query the SveMD that we just replaced.

<di sco: SvcMDQuery xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<di sco: SvcDI D>SVCVDI Dni fyj zI KO6t Nd8evymmL</ di sco: SvcMDI D>
</ di sco: SveMDQuery>

Things to note about this query:
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*  We use the same svcMDID that we had for the previous SvcMD as the value doesn't change when we do a re-
placement.

Server Response:

<di sco: SvcMDQuer yResponse xm ns: di sco="urn: |i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="CK"/>
<di sco: SvcMD svcMDI D=" SVCMDI Dni fyj zI KO6t Nd8evymmL" >
<di sco: Abstract >TestDi sco Test Payment Service</disco: Abstract>
<di sco: Provider|I D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: pnt: 2007- 11</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //paynent.testing. conx/di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: liberty: security: 2005- 02: TLS: SAM_2</ di sco: Securi t yMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SveMD>>
</ di sco: SvcMDQuer yResponse>

Things to note about this response:
» the query was successful (status code is OK).

» the new SvcMD is returned.
3.13.15. SvcMDDelete of replaced SvcMD

Delete the Service Metadata that we just replaced (to clean up after ourselves).

<di sco: SvcMDDel ete xm ns: di sco="urn: |i berty: di sco: 2006- 08" >
<di sco: SvcMDI D>SVCVDI Dmi fyj zI KO6t Nd8evymmL</ di sco: SvcMDI D>
</ di sco: SvcMDDel et e>

Things to note about this query:
» the SvcMDID that we used in the replacement above is used

Server Response:

<di sco: SvcMDDel et eResponse xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="CK"/>
</ di sco: SvcMDDel et eResponse>

Things to note about this response:

» the delete was successful (status code is OK).
3.13.16. SvcMDRegister w/multiple SvcMDs

A registration of 3 different SvcMD elements of varying levels of complexity

<di sco: SvcMDRegi ster xnmi ns: di sco="urn: |iberty: di sco: 2006- 08" >
<di sco: SvcvD>>

<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>

<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>

<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: cal : 2006- 01</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
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<di sco: Address>https: // 1-cal endars. testing. con</di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.1"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //2-cal endars. testing. conk/di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>http: //3-cal endars. testing. conk/di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: nul | : Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: nul | : SAMLV2</ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //4-cal endars. testing. conk/di sco: Address>
<di sco: Address>https: //5-cal endars. testing. backup. conk/ di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>http: //6-cal endars. testing. conxk/di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: nul | : SAMLV2</ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SveMD>>
<di sco: SvcvD>>
<di sco: Abstract>TestDi sco Test Paynment Service</disco: Abstract>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: pnt: 2007- 11</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //payment.testing. conx/di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SvevD>>
<di sco: SvcvD>>
<di sco: Abstract >Test Di sco Test ATM Servi ce</di sco: Abstract >
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>
<di sco: Opti ons>
<di sco: Option>urn: x-test: atm opti ons: testopt 1</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t estopt 2</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t estopt 3</di sco: Opti on>
</ di sco: Opti ons>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //test2.atm CA US. testing. conx/di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: Action>urn: x-test: atm 2007-11: Get Bal ance</ di sco: Acti on>
</ di sco: Endpoi nt Cont ext >
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //readers. atm CA. US. testi ng. conk/ di sco: Addr ess>
<di sco: Address>https: //readers. atm NY. US. testi ng. conx/ di sco: Addr ess>
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<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: Action>urn: x-test: atm 2007-11: Get Bal ance</ di sco: Acti on>
<di sco: Action>urn: x-test: atm 2007-11: Li st Account s</ di sco: Acti on>

</ di sco: Endpoi nt Cont ext >

<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //witers.atmtesting.conk/di sco: Address>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: Action>urn: x-test: atm 2007-11: Wt hdr aw</ di sco: Acti on>
<di sco: Action>urn: x-test: atm 2007-11: Transfer </ di sco: Acti on>

</ di sco: Endpoi nt Cont ext >

</ di sco: Servi ceCont ext >
</ di sco: SvchD>
</ di sco: SvcMDRegi st er >

Things to note about this registration:

» there SvcMDs use many of the features of the data structures to define various contexts in which the service can
be reached and which actions and/or options are available at said services.

*  We do NOT represent that the SvcMDs registered here are typical or normal. They were explicitly created to
examine/test some of the intricacies of handling queries against the SvcMD data structure.

Server Response:

<di sco: SvcMDRegi st er Response xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="CK"/>
<di sco: SvcMdl D>SVCMVDI DM PMb1we RSi wnu8D3BGO</ di sco: SveMDl D>
<di sco: SvcDI D>SVCVDI DeZQGk Xuw750 _uh3Q@OLO</ di sco: SvceMDl D>
<di sco: SvcVDI D>SVCVDI Dr pG8SJpeldSm a_ZSFUN</ di sco: SvcMDI D>
</ di sco: SvcMDRegi st er Response>

Things to note about this response:
» the registration was successful (status code is OK).

» the svcMDI Dfor each of the added elements is returned in sequence. The first SvcMDI Dto the first <SvcMD> in the
request, the second to the second, and so forth.

3.13.17. Query Calendar Service

Query for the test calendar service for this user.

<di sco: Query xm ns: di sco="urn: |iberty: di sco: 2006-08" i d="di scReq" >
<di sco: Request edServi ce>
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: liberty: security: 2006-08: nul | : SAMLV2</ di sco: SecurityMechl D>
</ di sco: Request edServi ce>
</ di sco: Query>

Things to note about this query:

» the service type on this query is one of those specified in one of the SvcMDs that were just registered in the previous
call.

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="Failed">
<l u: Status code="NoResults"/>
</l u: Status>
</ di sco: Quer yResponse>
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Things to note about this response:

» the query failed (status code was Failed). This is because while the SvcMD has been registered, it has not been
associated with the user.

3.13.18. SvcMDAssociationAdd the Calendar Service SvcMD

Associate a single SvcMD with the current principal.

<di sco: SvcMDAssoci ati onAdd xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<di sco: SvcMDl D>SVCMVDI DM PMo1we RSi wnu8D3BGO</ di sco: SveMDl D>
</ di sco: SvcMDAssoci at i onAdd>

Things to note about this query:

» the SvcMDID specified is the SvcMDID assigned to the test calendar service registered above (the first SvcMD in
the multi-SvcMD registration).

Server Response:

<di sco: SvcMDAssoci ati onAddResponse xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>
</ di sco: SvcMDAssoci ati onAddResponse>

Things to note about this response:
» the query was successful (status code is OK).

« this service is now associated with the principal and available to subsequent Discovery Service queries.
3.13.19. SvcMDAssociationQuery w/SvcMDID

Query the SvcMD Associations to see if that SvcMD is now associated with the principal

<di sco: SvcMDAssoci ati onQuery xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<di sco: SvcMDl D>SVCMVDI DM PMb1we RSi wnu8D3BGO</ di sco: SveMDl D>
</ di sco: SvcMDAssoci ati onQuery>

Things to note about this query:
» the SvcMDID provided is the SvcMDID that was just associated with the user in the previous request

Server Response:

<di sco: SvcMDAssoci ati onQuer yResponse xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="OK"/>
<di sco: SvcMDl D>SVCVDI DM PMb1we RSi wnu8D3BGO</ di sco: SvcMDl D>

</ di sco: SvcMDAssoci ati onQuer yResponse>

Things to note about this response:
» the query was successful (status code is OK).

 the matching SvcMDIDs were returned (since you can query more than one and not all may have matched on a
successful query)

3.13.20. SvcMDAssociationQuery w/o SvcMDID

Query all SvcMD Associations for the current principal.
Liberty Alliance Project
71



2923

2924

2925
2926

2927

2928
2929
2930
2931
2932

2933

2934

2935
2936
2937

2938

2939
2940

2941
2942
2943
2944
2945
2946

2947

2948

2949
2950
2951

2952

2953
2954
2955
2956
2957
2958
2959
2960
2961
2962
2963
2964
2965
2966
2967
2968
2969

This document is informational only. See [LibertylDWSFv20Errata] for normative changes \

Liberty Alliance Project: Version: 2.0-errata-v1.0
Liberty ID-WSF Discovery Service Specification

<di sco: SvcMDAssoci ati onQuery xm ns: di sco="urn: | i berty: di sco: 2006- 08"/ >
Things to note about this query:

* No SvcMDIDs are specified which causes all SvcMD associations that were created by the invoking provider to
be listed.

Server Response:

<di sco: SvcMDAssoci ati onQuer yResponse xm ns: di sco="urn: | i berty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>
<di sco: SvcMDI D>SVCVDI Dy _ 7y FAbwuFPkgYI j KG v</ di sco: SvcMDI D>
<di sco: SvcMDl D>SVCMVDI DM PMh1we RSi wnu8D3BGO</ di sco: SveMDl D>

</ di sco: SvcMDAssoci ati onQuer yResponse>

Things to note about this response:
» the query was successful (status code is OK).

» two SvcMDIDs were returned. One for the service recently associated and one for the ID-WSF People Service that
had been previously associated. (This call, as well as the previous registration and association calls, was made in
the context of that provider so both should be visible).

3.13.21. Query Calendar Service (again)

Query for the test calendar service for this user (which previously failed, but now the SvcMD has been associated with
this principal).

<di sco: Query xm ns: di sco="urn: |i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edSer vi ce>
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: liberty: security: 2006- 08: nul | : SAMLV2</ di sco: SecurityMechl D>
</ di sco: Request edSer vi ce>
</ di sco: Query>

Things to note about this query:
» again we're looking for the test calendar service (which has now been associated with the principal).

» This query was constructed to be resolvable only by the data within the 2nd <Ser vi ceCont ext > element (it's the
only one with the ServiceType "urn: x-test: cal: 2008-03") and within there, the 2nd <Endpoi nt Cont ext > element
(it's the only one with the SecurithMechID ...: null: SAMLV?2).

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="CK"/>
<wsa: Endpoi nt Ref er ence
xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 40: 282"
wsu: | d="EPRI D3j LhZ6f sj x3xFNF22Hyx" >
<wsa: Address>http: //6-cal endars. testing. conx/ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: nul | : SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
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<sa: Assertion xm ns: sa="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
| D=" CRED- HgB2SRBPPt ovTK7ckof "
| ssuel nst ant =" 2006- 04- 06T15: 40: 282"
Ver si on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:
» the query was successfull (status code is OK).

» the ID-WSF EPR was generated from the expected SvcMD elements (the unique address http;//6-calendars.test-
ing.com shows this).

3.13.22. Query Calendar Service w/Action

Query for a Calendar Service including an <Act i on> element in the request.

<di sco: Query xm ns: di sco="urn: |iberty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edSer vi ce>
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: | i berty: security: 2006- 08: nul | : SAMLV2</ di sco: SecurityMechl D>
<di sco: Action>urn: x-test: cal : 2008- 03: Get Meet i ng</ di sco: Acti on>
</ di sco: Request edSer vi ce>
</ di sco: Query>

Things to note about this query:
» the action specified on the request is not explicitly listed in the registered SvcMD.

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="CK"/>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../o0asis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 012"
wsu: | d="EPRI Dq9XRei wZpP_t f t Rcut oP" >
<wsa: Address>http: //6-cal endars. testing. conx/ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: nul | : SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
| D=" CREDst 8 YWUPHbqUdMKj nV_| 7"
| ssuel nst ant =" 2006- 04- 06T15: 41: 012"
Ver si on="2. 0" >
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>
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Things to note about this response:

the query was successful (status code is OK).

the returned ID-WSF EPR is essentially identical to the ID-WSF EPR returned in the previous query (only differing
in timestamps and element IDs).

the <Act i on> specified on the request was considered to be matched because no <Act i on> elements were speci-
fied in the registered SvcMD -- which by definition means that the SveMD matches all possible <Act i on> values.

3.13.23. Query Calendar Service w/resultsType=all

Query for the Calendar Service specifying the "...: TLS: SAMLV2" SecurityMechID and resultsType=all

<di sco: Query xm ns: di sco="urn: |i berty: di sco: 2006- 08" i d="di scReq" >

<di sco: Request edServi ce resul tsType="al | ">

<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>

<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
</ di sco: Request edSer vi ce>

</ di sco: Query>

Things to note about this query:

resultsType setting of "all" indicates that the requestor wants all possible results, not just a limited match. This is
typically done when the client wants to choose which of the results to use.

This query was constructed to be resolvable only by the data within the 1st <Endpoi nt Cont ext > element (the
SecurithMechID ...: TLS SAMLV2) in the 2nd <Ser vi ceCont ext > element (the ServiceType "urn: x-test: cal:
2008-03").

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >

<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="CK"/>
<wsa: Endpoi nt Ref er ence
xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 05Z" wsu: | d=" EPRI DgNpGPkj wRsZVI C63VOMm " >
<wsa: Addr ess>https: //4-cal endars. testing. conxk/ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der|I D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion”
| D=" CREDYAOVK ks XW.ut GxW\s F2nt
| ssuel nst ant =" 2006- 04- 06T15: 41: 06Z" Ver si on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 062" wsu: | d="EPRI DeB1M/r Pug- TphVWEQQ7 0" >
<wsa: Addr ess>htt ps: //5-cal endars. testi ng. backup. conx/ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
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<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der|I D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion”
| D=" CRED8| 6B4EvhFszn30 Ab5F7"
| ssuel nst ant =" 2006- 04- 06T15: 41: 06Z" Ver si on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:
» the query was successful (status code is OK).

» as expected 2 ID-WSF EPRs were returned because the two endpoints which matched the search criteria cannot
be placed into the same EPR.

3.13.24. Query for all Calendar Service EPRs

A query of all of the data available for the calendar service

<di sco: Query xm ns: di sco="urn: |iberty: di sco: 2006-08" i d="di scReq" >
<di sco: Request edServi ce resul tsType="all">
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 01</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005-02: TLS: nul | </ di sco: Securi tyMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2006-08: nul | : SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005-02: nul | : Bear er </ di sco: SecurityMechl D>
</ di sco: Request edServi ce>
</ di sco: Query>

Things to note about this query:
» All of the service types and all of the SecurityMechlIDs in the Calendar Service SvcMD are specified.
» Theresul t sType attribute is set to "all" indicating that the Discovery Service should return all possible results.

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="CK"/>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 092" wsu: | d="EPRI DCO8vEMJCF arryqg3zo8j " >
<wsa: Address>https: //1-cal endars. testing. conxk/wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.1"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: cal : 2006- 01</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
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<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: nanes: tc: SAM.: 2. 0: asserti on"
| D=" CRED1QVG ZghandZqdE90QRa"
| ssuel nst ant =" 2006- 04- 06T15: 41: 092" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
<di sco: SecurityCont ext >

Version: 2.0-errata-v1.0

<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: nul | </ di sco: SecurityMechl D>

</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 09Z" wsu: | d="EPRI DqEcv9d0T430TQ.dhB116"
<wsa: Addr ess>https: //2-cal endars. testing. conxk/wsa: Addr ess>
<wsa: Met adat a>
Met at data was here . ...
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 09Z" wsu: | d=" EPRI DRPI ps8- wMngf 4A_7DsHS"
<wsa: Address>http: //3-cal endars. testing. conx/ wsa: Addr ess>
<wsa: Met adat a>
Met at data was here . ...
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 092" wsu: | d="EPRI DkLI 5ahJdr ut DV6gMPLyr "
<wsa: Addr ess>https: //4-cal endars. testing. conx/ wsa: Addr ess>
<wsa: Met adat a>
Met at data was here . ...
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 092" wsu: | d="EPRI DOTnCLBCVoYZV7_R8j gky"
<wsa: Addr ess>htt ps: //5-cal endars. testi ng. backup. conx/ wsa: Addr ess>
<wsa: Met adat a>
Met at data was here . ...
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 09Z" wsu: | d="EPRI DOnsZ7Uf GCOGEUMWmMJLRp"
<wsa: Address>http: //6-cal endars. testing. conx/ wsa: Addr ess>
<wsa: Met adat a>
Met at data was here . ...
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:

» the query was successful (status code is OK).

\%

\%

\%

» Much of the data in this response was elided in order to not waste alot of paper. The first EPR in the response is

shown fairly completely.

* Thereare6 EPRs (the minimum way to represent all of the data in the SvcMD that matched the requesed parameters).
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e The first 3 EPRs have two service types (for the 2006-01 and the 2006-09 versions of the calendar service) as a
single ID-WSF EPR may have multiple service types if they are all releated to the same logical service.

3.13.25. Query for one Calendar Service EPRs

A query for the first EPR out of all those within the Calendar service (to show the impact of the r esul t sType setting
of only-one.

<di sco: Query xm ns: di sco="urn: |iberty: di sco: 2006-08" i d="di scReq" >
<di sco: Request edServi ce resul tsType="onl y-one" >
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 01</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005-02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005-02: TLS: nul | </ di sco: Securi tyMechl D>
<di sco: SecurityMechl D>urn: liberty: security: 2006-08: nul | : SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: |iberty: security: 2005-02: nul | : Bear er </ di sco: SecurityMechl D>
</ di sco: Request edServi ce>
</ di sco: Query>

Things to note about this query:
« All of the service types and all of the SecurityMechlIDs in the Calendar Service SvcMD are specified.

* Theresul t sType attribute is set to "only-one" indicating that the Discovery Service should only return the first
matching ID-WSF EPR.

Server Response:

<di sco: QueryResponse xnl ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: // ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 14Z" wsu: | d="EPRI DVh71zxFCQu4yWBOKLPzH" >
<wsa: Address>https: //1-cal endars. testing. conx/ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract >
<sbf: Framework xm ns: sbf="urn: |liberty: sb" version="2.1"/>
<di sco: Provi der| D>https: //s-wsp.|iberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: cal : 2006- 01</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: liberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
| D=" CREDYj kZsJi W QnKf 5gaJoze"
| ssuel nst ant ="2006- 04- 06T15: 41: 14Z" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityContext >
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2005-02: TLS: nul | </ di sco: Securi tyMechl D>
</ di sco: SecurityCont ext >
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

3240 Things to note about this response:

3241

» the query was successful (status code is OK).
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e Only one ID-WSF EPR was returned (because of the query parameters) (as compared to the 6 returned in the
previous example with the same query other than the r esul t sType attribute).

* The one ID-WSF EPR that is returned is the *first* EPR that would have otherwise been returned.
3.13.26. Query specific version of Calendar Service

A query for the 2006-09 version of the Calendar Service.

<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edServi ce>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
</ di sco: Request edServi ce>
</ di sco: Query>

Things to note about this query:

» This query was constructed to be resolvable only by the data within the 1st <Ser vi ceCont ext > element (it's the
only one with the ServiceType "urn:x-test:cal: 2006-09") and within there, both the 1st and the 2nd
<Endpoi nt Cont ext > element (they are the only ones with the SecurithMechiD ...: TLS Bearer).

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="CK"/>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 197" wsu: | d="EPRI DVsvR1CWhheodWvbDFel h" >
<wsa: Addr ess>https: //1-cal endars. testing. conx/ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.1"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
| D=" CREDFy- 6W5S8i OVear NxJur _"
| ssuel nst ant =" 2006- 04- 06T15: 41: 192" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 192" wsu: | d="EPRI DDKW.Xi XVXpSJJi 30Y3ge" >
<wsa: Addr ess>https: //2-cal endars. testing. conx/wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
| D=" CREDW y92CoMn7x57YOnZbnB"
| ssuel nst ant =" 2006- 04- 06T15: 41: 20Z" Ver si on="2.0">
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assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:
» the query was successful (status code is OK).

» Two ID-WSF EPRs were returned by the Discovery Service because the matching data had two different endpoints
which must be represented in separate EPRs.

» Because there was no r esul t sType specified on the request, the DS could have returned just the first ID-WSF
EPR if they chose to as that ID-WSF EPR meets the basic requirements of the request. In this particular instance
the Discovery Service acted as if "all" had been specified, but that should not be depended upon.

If you need a particular r esul t sType behavior, you need to specify it on the request.

» The Discovery Service could have used the same assertion for the two ID-WSF EPRs if appropriate. In such a case,
the one of the ID-WSF EPRs would have had a <sec: Token> element with ar ef attribute containing a pointer
to the <sec: Token> in the other ID-WSF EPR.

3.13.27. SvcMDReplace Calendar Service

Replace the SvcMD for the Calendar service with a much simpler SvcMD.

<di sco: SvcMDRepl ace xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<di sco: SvcMD svcMDl D=" SVCVDI DM PMb1we RSi wnu8D3BGO' >
<di sco: Abstract >Test Di sco Test Cal endar Service</di sco: Abstract>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceCont ext >
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: Endpoi nt Cont ext >
<di sco: Address>https: //cal endar.testing. conx/di sco: Addr ess>
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
</ di sco: Endpoi nt Cont ext >
</ di sco: Servi ceCont ext >
</ di sco: SveMD>>
</ di sco: SvcMDRepl ace>

Things to note about this query:

» the SvcMDID is the SvcMDID for the complex Calendar Service SveMD that we have been querying over the past
few requests.

» the new SvcMD is much simpler.

Server Response:

<di sco: SvcMDRepl aceResponse xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>
</ di sco: SvcMDRepl aceResponse>

Things to note about this response:

 the replacement was successful (status code is OK).
Liberty Alliance Project
79



3342

3343

3344
3345
3346
3347
3348
3349

3350

3351

3352

3353
3354
3355
3356
3357

3358

3359

3360

3361
3362

3379

3380

3381
3382
3383
3384
3385

This document is informational only. See [LibertylDWSFv20Errata] for normative changes \

Liberty Alliance Project: Version: 2.0-errata-v1.0
Liberty ID-WSF Discovery Service Specification

3.13.28. Query old Calendar Service

Query the Calendar Service data that was replaced.

<di sco: Query xm ns: di sco="urn: |i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edServi ce>
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: nul | : SAMLV2</ di sco: SecurityMechl D>
</ di sco: Request edServi ce>
</ di sco: Query>

Things to note about this query:
 this is the same query we ran earlier that obtained results.

Server Response:

<di sco: QueryResponse xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xmns: lu="urn:liberty: util: 2006-08" code="Failed">
<l u: Status code="NoResul ts"/>
</l u: Status>
</ di sco: Quer yResponse>

Things to note about this response:
» the query failed (status code is Failed)
» the sub-status is NoResults - indicating that no matching data was found

» The new (replacement) SvcMD for the Calendar Service has taken effect for the principal without the need for it
to be associated with the principal (as it is already associated).

3.13.29. Query for all Calendar Service EPRs

A query of all of the data available for the calendar service (same query we ran a few requests ago).

<di sco: Query xm ns: di sco="urn: |iberty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edServi ce resul tsType="all">
<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 01</ di sco: Servi ceType>
<di sco: Servi ceType>urn: x-test: cal : 2006- 09</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: | i berty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: | i berty: security: 2005- 02: TLS: Bear er </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: | i berty: security: 2005-02: TLS: nul | </ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: | i berty: security: 2006- 08: nul | : SAMLV2</ di sco: SecurityMechl D>
<di sco: SecurityMechl D>urn: | i berty: security: 2005-02: nul | : Bear er </ di sco: SecurityMechl D>
</ di sco: Request edSer vi ce>
</ di sco: Query>

Things to note about this query:
» All of the service types and all of the SecurityMechlIDs in the Calendar Service SvcMD are specified.
» Theresul t sType attribute is set to "all" indicating that the Discovery Service should return all possible results.

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="CK"/>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 322" wsu: | d="EPRI D23j - JGMXusqi VB0OARzC" >
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<wsa: Address>https: //cal endar.testing. con</ wsa: Addr ess>

<wsa: Met adat a>

<di sco: Abstract >Test Di sco Test Cal endar Servi ce</di sco: Abstract >

<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>

<di sco: Servi ceType>urn: x-test: cal : 2008- 03</ di sco: Servi ceType>

<di sco: SecurityCont ext >

Version: 2.0-errata-v1.0

<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"

usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"

| D=" CREDxHDgbb4F1TV7j SYx1nxq"
| ssuel nst ant =" 2006- 04- 06T15: 41: 32Z" Version="2.0">
assertion data was here ...

</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:

» the query was successful (status code is OK).

» Only the data from the replacement SvcMD is represented in the one ID-WSF EPR in the results.

3.13.30. SvcMDAssociationAdd the ATM Service SvcMD

Associate the ATM Service SvcMD with the current principal.

<di sco: SvcMDAssoci ati onAdd xm ns: di sco="urn: |l i berty: di sco: 2006- 08" >

<di sco: SvcDI D>SVCVDI Dr pG8SJpelUdSm a_ZSFUN</ di sco: SvcMDI D>

</ di sco: SvcMDAssoci at i onAdd>

Things to note about this query:

» the SvcMDID specified is the SvcMDID assigned to the test ATM service registered above (the third SvcMD in
the multi-SvcMD registration that was done earlier).

Server Response:

<di sco: SvcMDAssoci ati onAddResponse xm ns: di sco="urn: | i berty: di sco: 2006- 08" >

<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>

</ di sco: SvcMDAssoci ati onAddResponse>

Things to note about this response:

» the association was successful (status code is OK).

» the ATM Service SvcMD is now associated with the principal and available to subsequent Discovery Service

queries.

3.13.31. Query ATM Service w/resultsType=best

Query for the ATM Service with the r esul t sType setting of "best."”

<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edServi ce resul tsType="best">

<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>

<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>

</ di sco: Request edSer vi ce>
</ di sco: Query>
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Things to note about this query:
* No<di sco: Act i on>s are specfied which implies the caller wants to have access to all operations at the provider.

This is important for the ATM Service because in the SvcMD, each endpoint was registered with a subset of actions
(no one endpoint has them all, so the rewults will take several EPRS).

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="CK"/>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 432" wsu: | d="EPRI Df nir9HOSbmVs 3j Z1_qSuY" >
<wsa: Address>https: //test2. atm CA US. testing. conx/wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test ATM Servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion”
| D=" CREDS8x8pCKTCOzaQM 14f kel "
| ssuel nst ant =" 2006- 04- 06T15: 41: 44Z" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
<di sco: Opti ons>
<di sco: Option>urn: x-test: atm opti ons: testopt 1</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t est opt 2</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t estopt 3</di sco: Opti on>
</ di sco: Opti ons>
<di sco: Action>urn: x-test: atm 2007-11: Get Bal ance</ di sco: Acti on>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 447" wsu: | d=" EPRI DdHYSEKB8_w5bPi cTPe80" >
<wsa: Address>https: //readers.atm CA. US. testing. conx/ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test ATM Servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion”
| D=" CREDAnQLFHP3vzuoqRhTMZRf "
| ssuel nst ant =" 2006- 04- 06T15: 41: 44Z" \ersi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
<di sco: Opti ons>
<di sco: Option>urn: x-test: atm opti ons: testopt 1</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t estopt 2</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t est opt 3</ di sco: Opti on>
</ di sco: Opti ons>
<di sco: Action>urn: x-test: atm 2007-11: Get Bal ance</ di sco: Acti on>
<di sco: Action>urn: x-test: atm 2007-11: Li st Account s</ di sco: Acti on>
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</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 447" wsu: | d="EPRI Dggi f Vj R- zSAxkokPyf Co" >
<wsa: Address>https: //witers.atmtesting. conk/wsa: Address>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test ATM Servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: i berty: sh" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
| D=" CREDZNTI bl H6VxPNr pwawt F6"
| ssuel nst ant =" 2006- 04- 06T15: 41: 44Z" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
<di sco: Opti ons>
<di sco: Option>urn: x-test: atm opti ons: testopt 1</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t estopt 2</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t estopt 3</di sco: Opti on>
</ di sco: Opti ons>
<di sco: Action>urn: x-test: atm 2007-11: Wt hdr aw</ di sco: Acti on>
<di sco: Action>urn: x-test: atm 2007-11: Transfer </ di sco: Acti on>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:
» the query was successful (status code is OK).
» It took three ID-WSF EPRSs to represent the set of actions at the ATM Service.

» One might think that because the "...GetBalance™ action is on both the 1st and 2nd ID-WSF EPR and it is the only
action on the 1st ID-WSF EPR, the results could have excluded that ID-WSF EPR and the client would still get to
all of the resources at the ATM Service.

However, the WSP placed the 1st "...GetBalance" action in the first <Endpoi nt Cont ext > and therefore gives it
a higher priority in the results.

» The Discovery service could have left off the "...GetBalance" action on the 2nd ID-WSF EPR but that wouldn't
have been much of a savings and so it was included. Clients should NOT depend upon this type of behavior.

» Even though Options were not specfied on the request, they are specified in the SvcMD and so are included in the
ID-WSF EPRs generated from that SvcMD.

3.13.32. Query ATM Service w/Withdraw Action

Query for the ATM Service where "...Withdraw" action is available.

<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edServi ce resul tsType="al | ">
<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<di sco: Action>urn: x-test: atm 2007-11: Wt hdr aw</ di sco: Acti on>
</ di sco: Request edSer vi ce>
</ di sco: Query>
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Things to note about this query:

* The <di sco: Acti on> element is specified with the "urn: x-test: atm; 2007-11: Withdraw") action value. So the
client only intends to use this operation at the ATM Service.

Server Response:

<di sco: QueryResponse xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn:liberty: util: 2006-08" code="OK"/>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: // ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 41: 527" wsu: | d=" EPRI DkueZCk5N4| pSmX- 0BD- 9" >
<wsa: Address>https: //witers.atmtesting. con</wsa: Address>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test ATM Servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: |iberty: sb" version="2.0"/>
<di sco: Provi der| D>https: //s-wsp.|iberty-iop.org: 8743/ sp. xm </ di sco: Provi der| D>
<di sco: Servi ceType>urn: x-test: at m 2003- 03</ di sco: Servi ceType>
<di sco: Securi tyCont ext >
<di sco: SecurityMechl D>urn: | i berty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |iberty: security: 2006- 08"
usage="urn: | i berty: security: t okenusage: 2006- 08: SecurityToken">
<sa: Assertion xnlns: sa="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
| D=" CREDYf LT1S7t cZ8LkuU- z1r s"
| ssuel nst ant =" 2006- 04- 06T15: 41: 527" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext >
<di sco: Opti ons>
<di sco: Option>urn: x-test: atm opti ons: testopt 1</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: test opt 2</di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: testopt 3</di sco: Opti on>
</ di sco: Opti ons>
<di sco: Action>urn: x-test: atm 2007- 11: Wt hdr aw</ di sco: Acti on>
<di sco: Action>urn: x-test: atm 2007- 11: Tr ansf er </ di sco: Acti on>
</ wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:
» the query was successful (status code is OK).
* Only one ID-WSF EPR was returned which contained the endpoint where the "...Withdraw" action is available.

» The Discovery service could have left off the ... Transfer" action but that wouldn't have been much of a savings
and so it was included. Clients should NOT depend upon this type of behavior.

» Even though Options were not specfied on the request, they are specified in the SvcMD and so are included in the
ID-WSF EPRs generated from that SvcMD.

3.13.33. Query ATM Service w/Option

Query for the ATM service specifying an option

<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edServi ce resul tsType="onl y- one">
<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>
<di sco: Opti ons>
<di sco: Option>urn: x-test: atm opti ons: testopt 1</ di sco: Opti on>
</ di sco: Opti ons>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>

Liberty Alliance Project
84



3600
3601

3602

3603
3604

3639

3640
3641
3642

3643
3644

3645

3646

3647
3648
3649
3650

\ This document is informational only. See [LibertylDWSFv20Errata] for normative changes \
Liberty Alliance Project: Version: 2.0-errata-v1.0
Liberty ID-WSF Discovery Service Specification

</ di sco: Request edServi ce>
</ di sco: Query>

Things to note about this query:

» Theresul t sType attribute is set to "only-one" indicating that the Discovery Service should only return the first
matching ID-WSF EPR.

» the <Opti on> element is included with one of the values present in the SvcMD for the ATM Service.

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="K"/>
<wsa: Endpoi nt Ref erence xm ns: wsa="http: // ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsu="http://.../oasis-200401-wss-wssecurity-utility-1.0.xsd"
not OnOr Af t er =" 2006- 04- 06T17: 42: 192" wsu: | d="EPRI DzKyaJ_h5Qb2j Lj Lj q59E" >
<wsa: Address>https: //test2. atm CA US. testing. conk/ wsa: Addr ess>
<wsa: Met adat a>
<di sco: Abstract >Test Di sco Test ATM Servi ce</di sco: Abstract >
<sbf: Framewor k xm ns: sbf="urn: i berty: sb" version="2.0"/>
<di sco: Provi der|I D>https: //s-wsp.liberty-iop.org: 8743/ sp. xm </ di sco: Provi der | D>
<di sco: Servi ceType>urn: x-test: at m 2003- 03</ di sco: Servi ceType>
<di sco: SecurityCont ext >
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
<sec: Token xm ns: sec="urn: |l i berty: security: 2006- 08"
usage="urn: | i berty: security: tokenusage: 2006- 08: SecurityToken">
<sa: Assertion xm ns: sa="urn: oasi s: names: tc: SAM.: 2. 0: assertion"
| D=" CREDOFAqvGgoeySpLTZHbJa7"
| ssuel nst ant =" 2006- 04- 06T15: 42: 197" Versi on="2.0">
assertion data was here ...
</ sa: Assertion>
</ sec: Token>
</ di sco: SecurityCont ext>
<di sco: Opti ons>
<di sco: Option>urn: x-test: atm opti ons: testopt 1</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t est opt 2</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t est opt 3</ di sco: Opti on>
</ di sco: Opti ons>
<di sco: Action>urn: x-test: atm 2007- 11: Get Bal ance</ di sco: Acti on>
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ di sco: Quer yResponse>

Things to note about this response:
» the query was successful (status code is OK).

» The one option specfied in the request matched one of the options specified in the SvcMD, so that is considerd a
match. The caller does not have to specify all of the options in the SveMD (but the SvcMD does have to have all
of the options listed on the request).

e Even though only one option was specfied on the request, all of the options listed in the SvcMD are included in
the response.

3.13.34. Query ATM Service w/unknown Option

Query for the ATM service with an option that doesn't exist in the SvcMD.

<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edServi ce resul tsType="al |l ">
<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>
<di sco: Opti ons>
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<di sco: Option>urn: x-test: atm opti ons: t est opt 8</di sco: Opti on>
</ di sco: Opti ons>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
</ di sco: Request edSer vi ce>
</ di sco: Query>

Things to note about this query:
e The option specified is not in the ATM Service SvcMD.

Server Response:

<di sco: QueryResponse xni ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xm ns: lu="urn: liberty: util: 2006-08" code="Fail ed">
<l u: Status code="NoResults"/>
</l u: Status>
</ di sco: Quer yResponse>

Things to note about this response:
» the query failed (status code is Failed).

e The sub-status was "NoResults" indicating no data matched the requested parameters
3.13.35. Query ATM Service w/good and bad Option

Query for the ATM service with an option that does exist and an option that doesn't exist in the SvcMD.

<di sco: Query xm ns: di sco="urn: i berty: di sco: 2006- 08" i d="di scReq" >
<di sco: Request edServi ce resul tsType="al | ">
<di sco: Servi ceType>urn: x-test: atm 2003- 03</ di sco: Servi ceType>
<di sco: Opti ons>
<di sco: Option>urn: x-test: atm opti ons: t estopt 2</ di sco: Opti on>
<di sco: Option>urn: x-test: atm opti ons: t est opt 8</di sco: Opti on>
</ di sco: Opti ons>
<di sco: SecurityMechl D>urn: |iberty: security: 2006- 08: TLS: SAMLV2</ di sco: SecurityMechl D>
</ di sco: Request edSer vi ce>
</ di sco: Query>

Things to note about this query:
» both specified options have to be available for this request to be considered matched (if, on the other hand, the
request had the two <di sco: Opt i on>elements in separate <di sco: Qpt i ons> containers, a SvcMD could match

either one).

Server Response:

<di sco: QueryResponse xm ns: di sco="urn: |iberty: di sco: 2006- 08" >
<lu: Status xmns: lu="urn:liberty: util: 2006-08" code="Failed">
<l u: Status code="NoResul ts"/>
</l u: Status>
</ di sco: Quer yResponse>

Things to note about this response:
» the query failed (status code is Failed).

e The sub-status was "NoResults" indicating no data matched the requested parameters
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4. Discovery Service ID-WSF EPR conveyed via a Security Token

In both single sign-on and web services environments, many recipients of a security token find the need to subsequently
invoke the identified principal's Discovery Service in order to discover and invoke identity services on behalf of said
principal. For example, a SAML SP upon receiving an SSO assertion may want to discover and invoke the principals
Profile Service and would need the Discovery Service ID-WSF EPR in order to do so.

In the SSO environment, this concept is often referred to as the "Discovery Service Bootstrap” in that the SP is using
the data in the SSO assertion to bootstrap into the ID-WSF environment.

The need for this Discovery Service ID-WSF EPR is not restricted to SSO environments as any WSP that is invoked
by a WSC may in turn need to act as a WSC and invoke other WSPs in order to fulfill the requested operation. For
example, a Profile Service WSP may need to invoke the Interaction Service in order to request consent from the user
before releasing data to a WSC.

This section describes the recommended interoperable method for an Identity Provider and/or Discovery Service can
embed an ID-WSF EPR for the Discovery Service within security and/or Identity tokens that they issue. Unfortunately,
because of the variance in structure and formats of various tokens, the model used tends to be specific to the format of
the security token. The remainder of this section documents how this is accomplished within some specific token
formats.

4.1. EPR Generation Rules

The Discovery Service Bootstrap ID-WSF EPR which is placed into any security token must be generated according
to the following rules:

* The <wsa: Endpoi nt Ref er ence> that MAY contain <Securi t yCont ext > element(s) in turn containing
<sec: Token>elements containing embedded security tokens, which are necessary to access the Discovery Service
instance(s).

* The <sec: Token> element MAY instead include a reference to an external security token using a <wsse:
Securi t yTokenRef er ence> containing a non-relative URI reference to a security token.

e The <sec: Token> element's r ef attribute MAY instead refer to local security token available elsewhere in the
same security token (such as another ID-WSF EPR within the security token). These references SHOULD only
refer to elements within the security token carrying the ID-WSF EPR so that the reference will remain valid if the
security token is separated from any message carrying the token.

It is even possible (and in some cases typical) for the reference to be to the enveloping security token itself (the
security token that contains this ID-WSF EPR) In such cases, the enveloping security token SHOULD carry the
necessary information to support its consumption at the Discovery Service (as well as the information necessary
for consumption at its primary relying party (the SP/WSP)).

For example, with a SAML Assertion, this includes:
e A second <Audi ence> element with the Discovery Service's ProviderID.

« A subject confirmation method that the relying party can meet. This will frequently be ur n: oasi s: nanes:
tc: SAML: 2. 0: cm bear er in which case the same confirmation can be used by both parties. However, the
assertion could contain multiple confirmation methods one for the initial party to use when invoking the relying
party and one for the relying party to use when invoking the DS.

This will allow the Discovery Service to validate the assertion using the normal assertion processing rules without
having to manage some form of exception for self issued assertions.
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4.2. SAML 2.0 Security Tokens

Ina SAML 2.0 Assertion, the Discovery Service ID-WSF EPR SHOULD be conveyed as an XML element within the
<sam 2: Attri but eSt at enent > elementin a <sanl 2: Asserti on>.

The <sam 2: Attri but eSt at ement > SHOULD be constructed according to the following rules:
* The Nane attribute of the <sanl 2: Attri but e>element MUST be:

urn: liberty: disco: 2006-08: DiscoveryEPR
* The NanmeFor nat attribute of the <sam 2: At t ri but e> element MUST be:

urn: oasis: names: tc: SAML: 2.0: attrname-format: uri

e One or more <sam 2: Attri but eval ue> elements MUST be included which each containing a single <wsa:
Endpoi nt Ref er ence> element identifying a Discovery Service instance(s). These Discovery Service instances
SHOULD offer identity services for the Principal identified in the Subject element inside the <sam 2:
Assertion>.

An example <sam 2: Attri but eSt at ement > that might be found in a SAMLV2 <sani 2: Asserti on> follows.
The example includes a <sec: Token> element which has a reference to the surrounding assertion.

<AttributeStatement xm ns="urn: oasis: nanes: tc: SAM.: 2. 0: assertion">
<Attribute Name="urn: liberty: di sco: 2006- 08: Di scover yEPR"
NameFor mat =" urn: oasi s: nanmes: tc: SAM.: 2. 0: attrname-format: uri ">
<Attributeval ue>
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>htt ps: // exanpl e. conl di sco/ </ wsa: Addr ess>

<wsa: Met adat a>
<Abstract >
The Principal's Discovery Service Resource
</ Abstract >

<Servi ceType>urn: | i berty: di sco: 2006- 08</ Servi ceType>
<Provi der | D>htt p: // exanpl e. coml </ Provi der | D>

<Securi t yCont ext >
<SecurityMechl D>urn: li berty: security: 2005-02: TLS: bear er </ Securi t yMechl D>
<sec: Token ref="..." usage="urn: liberty: security: tokenusage: 2006- 08: Securi tyToken">
</ Securi t yCont ext >
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ AttributeVal ue>
</[Attribute>
</ AttributeStatenent>

Example 21. <Attri but eSt at ement > that might befound in a SAMLv2 AuthnResponse

In all cases, this <At t ri but eSt at ement > MUST carry an ID-WSF EPR for the Liberty Discovery Service. Any
other ID-WSF EPRs are to be discovered by contacting the Discovery Service.

4.3. SAML 1.x (Liberty ID-FF) Security Tokens
Ina SAML 1.x Assertion, the Discovery Service ID-WSF EPR SHOULD be conveyed as an XML element within the
<sam : Attri but eSt at enent > element ina<sanl : Asserti on>.
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The <sam : Attri but eSt at enent > SHOULD be constructed according to the following rules:
* Forthe <sam : Attri but e>element:

e TheAttri but eNane attribute MUST be "DiscoveryEPR"

e TheAttribut eNanespace attribute MUST be "urn: liberty: disco: 2006-08."

e The<Subj ect >elementofthe<san : Attri but eSt at ement >element MUST carry the identity of the principal
whose Discovery Service is referenced by this EPR and SHOULD be the same identity in the subject of the other
statements in the <sam : Asserti on>.

e One or more <sani : Attri but eVal ue> elements MUST be included which each containing a single <wsa:
Endpoi nt Ref er ence> element identifying a Discovery Service instance(s). These Discovery Service instances
SHOULD offer identity services for the Principal identified in the Subject element inside this <sam :
Attri but eSt at ment >.

Anexample <san : Attri but eSt at enent > that might be found ina SAML 1.1 <san : Asserti on> follows. The
example includes a <sec: Token> element which has a reference to the surrounding assertion.

<AttributeStatement xm ns="urn: oasis: nanmes: tc: SAM.: 1. 0: assertion">
<Subj ect >
<Nanel dentifier Format="urn: liberty:iff: naneid: federated">
d0CQF8el JTDLNZ EO
</ Nanel dentifier>
</ Subj ect >
<Attribute AttributeNane="Di scoveryEPR"
Attri but eNanmespace="urn: | i berty: di sco: 2006- 08" >
<Attributeval ue>
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>htt ps: // exanpl e. conl di sco/ </ wsa: Addr ess>

<wsa: Met adat a>
<Abstract >
The Principal's D scovery Service Resource
</ Abstract >

<Servi ceType>urn: | i berty: di sco: 2006- 08</ Servi ceType>
<Provi der| D>htt p: // exanpl e. conl </ Provi der | D>

<Securi t yCont ext >
<SecurityMechl D>urn: liberty: security: 2005-02: TLS: bear er </ SecurityMechl D>
<sec: Token ref="..." usage="urn: liberty: security: tokenusage: 2006- 08: Securi tyToken">
</ Securi t yCont ext >
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
</ Attri buteVal ue>
</ Attribute>
</ Attri but eSt at ement >

Example 22. <At tri but eSt at enent > that might befound in a SAML 1.1 AuthnResponse

Inall cases, this<At t ri but eSt at enment > MUST only carry an ID-WSF EPR for the Liberty Discovery Service. Any
other ID-WSF EPRs are to be discovered by contacting the Discovery Service.
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5. ID-WSF 1.x Resource Offering conveyed in an EPR

In order to support the discovery and subsequent invocation of ID-WSF 1.0 and 1.1 services it may be necessary for
the Discovery Service to carry the ID-WSF 1.x Resource Offering information within the ID-WSF EPR.

The process involves taking the fields that would normally be present in the Resource Offering and placing them into
the appropriate fields within the EPR according to the following rules:

» The <Resour cel D> element and/or the <Encr ypt edResour cel D> element are placed into the <Met adat a>
element as-is.

» The <Servi ceType> element in the <Ser vi cel nst ance> element is placed into the <Met adat a> element.
e The <Provi der | D> element in the <Ser vi cel nst ance> element is placed into the <Met adat a> element.

e The <SecurityMechlD> element in Servicelnstance/Description is placed into the
<Securi t yCont ext >element (and will be combined with other SecurityMechIDs based upon whether or not they
share the same endpoint *and* credential (or do not use a credential)).

e The data from the <Endpoi nt > element in Ser vi cel nst ance/ Descri pti on is placed into the <Addr ess>
element. Note that if there are multiple distinct <Endpoi nt >s they must be placed into different ID-WSF EPRs
rather than being able to be placed into a single EPR like they were in an RO.

» Options are placed into the <Met adat a> element.
e Abstract is placed into the <Met adat a> element.

» Credentials, which in the days of the Resource Offering were carried elsewhere in the message and referenced from
the Ser vi cel nst ance/ Descri pti on element are now carried directly within the EPR in a <sec: Token> ele-
ment in the <Secur i t yCont ext > element.

In addition, the ID-WSF EPR MUST also include at least one <sbf : Fr amewor k> element with the appropriate value
(1.0 or 1.1) in the ver si on attribute for the ID-WSF version being used.

As an example, let's start with an example ID-WSF 1.x Resource Offering:

<ResourceO fering>
<Resourcel D> 123 </ Resourcel D>
<Servi cel nst ance>
<Servi ceType>urn: | i berty: i dsis-pp: 2003- 08</ Servi ceType>
<Provi der | D>http: // pp. servi ces. aol . conx/ Provi der | D>
<Descri ption Credential Ref="1">
<SecurityMechl D>urn: |iberty: security: 2006-08: TLS: Bear er </ Securi t yMechl D>
<Endpoi nt >htt ps: // epl. pp. servi ce. aol . conx/ Endpoi nt >
</ Descri pti on>
<Descri pti on>
<SecurityMechl D>urn: |iberty: security: 2006-08: C i ent-TLS: Nul | </ SecurityMechl D>
<Endpoi nt >htt ps: // epl. pp. servi ce. aol . conx/ Endpoi nt >
</ Descri pti on>
</ Servi cel nst ance>
</ ResourceOf fering>
<Credenti al s>
<sam 1: Assertion Assertionl D="1" ...>
Assertion data goes here
</sam 1: Assertion>
</ Credenti al s>
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Translating this using the above rules would result in the following ID-WSF EPR:

<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>https: //epl. pp. servi ces. aol . conx/ wsa: Addr ess>
<wsa: Met adat a>
<ds1: Resourcel D>123</ds1: Resourcel D>
<ds2: Provi der| D>http: // pp. services. aol . conx/ ds2: Provi der| D>
<ds2: Servi ceType>urn: | i berty: idsis-pp: 2003-08</ ds2: Servi ceType>
<ds2: Framework Version="1.1" />
<ds2: Securit yCont ext >
<ds2: SecurityMechl D>urn: | i berty: security: 2006- 08: TLS: Bear er </ ds2: SecurityMechl D>
<sec: Token usage="urn: |iberty: security: tokenusage: 2006- 08: SecurityToken">
<sam 1: Assertion AssertionlD="1" ... >
assertion data goes here ...
</sam 1: Assertion>
</ sec: Token>
</ ds2: SecurityCont ext >
<ds2: Securit yCont ext >
<ds2: SecurityMechl D>
urn: liberty: security: 2006-08: ient-TLS: Nul |
</ ds2: SecurityMechl D>
</ ds2: SecurityCont ext >
</wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>

And subsequently, the invocation of the ID-WSF 1.x service would look to be something along the lines of (assuming
that the WSC chose to use the "...: TLS: bearer" Security Mechanism):

<?xm version="1.0" encodi ng="utf-8" ?>
<S: Envel ope. . ..
<S: Header >
<sbh: Correl ati on S: must Under st and="1"
messagel D=uui d: 958312848- 29348938- 232342121
ti mest anp="2003-06-06T18: 29: 182" />
<wsse: Security>
<sam 1: Assertion Assertionl D="1" ... >
assertion data goes here ...
</sam 1: Assertion>
</ wsse: Security>
</ S: Header >
<S: Body>
<pp: Query>
<pp: Resour cel D>123</ pp: Resour cel D>
<pp: Queryltenr
query data goes here ...
</ pp: Queryltenr
</ pp: Query>
</ S: Body>
</ S: Envel ope>
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3900 A. Discovery Service Version 2.0 XSD

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs: schenm t arget Nanmespace="urn: | i berty: di sco: 2006- 08"
xm ns: md="ur n: oasi s: names: tc: SAM.: 2. 0: net adat a"
xm ns: sb="urn: | i berty: sb: 2006- 08"
xm ns: sbf ="urn: i berty: sb"
xm ns: sec="urn: liberty: security: 2006- 08"
xm ns: lu="urn: |liberty: util: 2006-08"
xm ns: wsa="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
xm ns: wsse="http: //docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-secext-1. 0. xsd"
xm ns: wsu="http: //docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
xm ns: xenc="http: //ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"

xm ns="urn: |iberty: di sco: 2006- 08"

el enent For nDef aul t =" qual i fi ed"
attri but eFor mDef aul t ="unqual i fi ed"

<xs:inport namespace="urn:liberty: util: 2006-08"
schemaLocation="liberty-idwsf-utility-v2.0.xsd"/>

<xs:inport namespace="urn:|iberty: sb: 2006- 08"
schemaLocati on="1i berty-i dwsf-soap-bi ndi ng-v2. 0. xsd"/>

<xs:inport namespace="urn:|iberty: sh"
schemaLocati on="Ii berty-i dwsf-soap- bi ndi ng. xsd"/>

<xs:inport namespace="http: //ww. w3. or g/ 2005/ 08/ addr essi ng"
schemalLocati on="ws-addr-1. 0. xsd"/>

<Xs:inport namespace="urn: oasi s: nanmes: tc: SAM.: 2. 0: net adat a"
schemalLocat i on="saml - schema- et adat a- 2. 0. xsd"/ >

<xs:inport namespace="urn:|iberty: security: 2006- 08"
schemaLocati on="Ii berty-idwsf-security-mechani sns-v2.0.xsd"/>

<Xs:inport
namespace="http: //docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-secext-1. 0. xsd"
schemalLocati on="wss-secext-1.0.xsd"/>
<Xs:inport
namespace="http: //docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
schemaLocati on="wss-util-1.0.xsd"/>
<l-- **** DOjscovery Service Data Elenents & Types **** -->
<l-- The data elenents and types in this section are used to
enbel | i sh W5- Addr essi ng Endpoi nt References (EPRs).
They are placed in the /wsa: Endpoi nt Ref er ence/ Met adat a
el enment. Specific usage and cardinalities are stipul ated
in the Discovery Service v2.0 Specification. -->
<!-- Abstract: natural-Ilanguage description of service -->
<xs: el ement nanme="Abstract" type="xs:string"/>
<!-- Provider ID -->
<xs: el ement nanme="Providerl D' type="xs: anyURl "/>

<!-- Service Type -->

<xs: el ement nane="Servi ceType" type="xs: anyURl "/>
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<!-- Franmework Description -->
<xs: el ement nane="Franmewor k" type="sbf: Franewor kType" />
<!-- EPR Expiration Tinmestamp -->
<xs:attribute nane="notOnOrAfter" type="xs: dateTine"/>
<l-- Security Context Container -->
<xs: el ement nane="SecurityContext">

<xs: conpl exType>

<Xs: sequence>
<xs: el ement ref="SecurityMechlD"

maxQccur s="unbounded"/ >
<xs: el enent ref="sec: Token"

maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<!-- Security MechanismID -->
<xs: el ement nanme="SecurityMechl D' type="xs: anyURl "/>
<l-- Options -->
<xs: el ement nanme="Options" type="OptionsType"/>
<xs: el ement nanme="Option" type="xs:anyURl" />
<xs: conpl exType nanme="Opti onsType">
<Xs: sequence>
<xs: el ement ref="Cption" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<l-- Address -->

<xs: el ement nanme="Address" type="xs: anyURl "/>

<l-- Action(s) - the interfaces available at this service -->
<xs: el ement nanme="Action" type="xs:anyURl" [>
<!-- Keys Elenment - For use in MdifyResponse -->

<xs: el ement nane="Keys" type="KeysType"/>

<xs: conpl exType nane="KeysType">
<Xs: sequence>
<xs: el ement ref="nd: KeyDescriptor"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<!-- Service Metadata (SvcMD) - netadata about service instance -->

<xs: el ement nanme="SvcMD' type="SvcMet adataType"/>
<xs: conpl exType nane="SvcMet adat aType" >
<Xs: sequence>
<xs: el enent ref="Abstract" />
<xs: el enent ref="ProviderlD' />
<xs: el enent ref="ServiceContext" maxQccurs="unbounded" />
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</ xs: sequence>
<xs:attribute nane="svcMDl D' type="xs: string" use="optional" />
</ xs: conpl exType>

<!-- ServiceContext - describes service type/option/endpoint context -->
<xs: el ement nane="Servi ceContext" type="ServiceContextType"/>
<xs: conpl exType nanme="Servi ceCont ext Type" >
<Xs: sequence>
<xs: el ement ref="ServiceType" maxCccur s="unbounded" />
<xs: el ement ref="0ptions" m nCccur s="0"
maxCccur s="unbounded" />
<xs: el ement ref="Endpoi nt Context" maxCccurs="unbounded" />
</ xs: sequence>
</ xs: conpl exType>

<!-- Endpoi nt Context - describes endpoints used to access service -->
<xs: el ement nane="Endpoi nt Context" type="Endpoi nt Cont ext Type" />
<xs: conpl exType nane="Endpoi nt Cont ext Type" >
<Xs: sequence>
<xs: el ement ref="Address" maxCccur s="unbounded" />
<xs: el ement ref="sbf: Framewor k" maxCccur s="unbounded" />
<xs: el ement ref="SecurityMechl D' maxCccurs="unbounded" />
<xs: el ement ref="Action" m nCccur s="0"
maxCccur s="unbounded" />
</ xs: sequence>
</ xs: conpl exType>

<l-- SvcMD ID elenent used to refer to Service Metadata el enents -->
<xs: el ement nanme="SvcMDI D' type="xs: string" />

<l-- **** [Ojscovery Service Protocol Messages Elenents & Types **** -->
<l-- Query Message Elenent & Type -->
<xs: el ement nanme="Query" type="QueryType"/>
<xs: conpl exType name="CQueryType">
<Xs: sequence>

<xs: el ement nanme="Request edServi ce"
t ype="Request edSer vi ceType"

maxQccur s="unbounded"/ >
</ xs: sequence>

<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Request edServi ceType">
<Xs: sequence>

<xs: el ement ref="ServiceType" m nQccurs="0" maxCccur s="unbounded" />
<xs: el ement ref="Providerl D' mi nCccurs="0" nmaxQccur s="unbounded" />
<xs: el ement ref="0ptions" m nCccurs="0" maxCccurs="unbounded"/>
<xs: el ement ref="SecurityMechl D' m nCccurs="0" maxCccurs="unbounded"/>
<xs: el ement ref="Framework" m nCccurs="0" maxCccurs="unbounded"/>
<xs: el ement ref="Action" m nCccurs="0" maxCccurs="unbounded"/>
<XS: any nanespace="##ot her"

processCont ent s="1| ax"

m nCccur s="0"

maxQccur s="unbounded"/ >

</ xs: sequence>
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<xs:attribute nane="reql D' type="xs: string" use="optional" />
<xs:attribute nane="resul tsType" type="xs: string" use="optional" />

</ xs: conpl exType>
<!-- QueryResponse Message El enent & Type -->
<xs: el ement nanme="QueryResponse" type="QueryResponseType"/>

<xs: conpl exType nane="QueryResponseType" >
<Xs: sequence>
<xs: el ement ref="Iu: Status"/>

<xs: el ement ref="wsa: Endpoi nt Ref er ence"
maxCccur s="unbounded"/ >
</ xs: sequence>
<xs: anyAttribute nanmespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<l-- -->
<l-- DS Interfaces for SvcMD Associ ations -->
<l-- -->
<!-- These interfaces support the adding, deleting,-->
<!-- querying SvcMD Associations for a principal. -->
<l-- -->

<!-- SvcMDAssoci ati onAdd operation -->
<xs: el ement nane="SvcMDAssoci ati onAdd" type="SvcMDAssoci ati onAddType"/>

<xs: conpl exType nane="SvcMDAssoci ati onAddType" >
<Xs: sequence>
<xs: el ement ref="SvcMDl D' maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

<!-- Response for SvcMDAssoci ati onAdd operation -->

<xs: el ement nanme="SvcMDAssoci at i onAddResponse"
type="SvcMDAssoci at i onAddResponseType"/ >

<xs: conpl exType nanme="SvcMDAssoci ati onAddResponseType" >
<Xs: sequence>
<xs: el ement ref="Iu: Status" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>
<!-- SvcMDAssoci ati onDel ete operation -->

<xs: el ement nanme="SvcMDAssoci ati onDel ete" type="SvcMDAssoci ati onDel et eType"/>

<xs: conpl exType name="SvcMDAssoci ati onDel et eType" >
<Xs: sequence>
<xs: el ement ref="SvcMD D' maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>
<!-- Response for SvcMDAssoci ationDel ete operation -->

<xs: el ement nane="SvcMDAssoci ati onDel et eResponse”
type="SvcMDAssoci ati onDel et eResponseType"/ >

<xs: conpl exType nane="SvcMDAssoci ati onDel et eResponseType" >
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<Xs: sequence>
<xs: el ement ref="|u: Status" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>
<!-- SvcMDAssoci ati onQuery operation -->

<xs: el ement nane="SvcMDAssoci ati onQuery" type="SvcMDAssoci ati onQueryType"/>

<xs: conpl exType nane="SvcMDAssoci ati onQueryType">
<Xs: sequence>
<xs: el ement ref="SvcMD D' m nCccurs="0" maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute nanmespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>
<!-- Response for SvcMDAssoci ati onQuery operation -->

<xs: el ement nane="SvcMDAssoci ati onQuer yResponse"
type="SvcMDAssoci ati onQuer yResponseType"/ >

<xs: conpl exType nanme="SvcMDAssoci ati onQuer yResponseType" >
<Xs: sequence>
<xs: el ement ref="|u: Status" />
<xs: el ement ref="SvcMD D' m nCccurs="0" maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute nanmespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<l-- -->
<!-- DS Interfaces for Service Mtadata Managenent -->
<l-- -->
<!-- These interfaces docunment a create, replace, -->
<!-- delete, and query interface for the service -->
<!-- metadata which is |later associated with a -->
<!-- principal. -->
<l-- -->
<!-- Register operation for Service Mtadata -->

<xs: el ement nanme="SvcMDRegi ster" type="SvcMDRegi ster Type"/>

<xs: conpl exType nane="SvcMDRegi st er Type" >
<Xs: sequence>
<xs: el ement ref="SvcMD' maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<!-- Response for SvcMDRegi ster operation -->

<xs: el ement nane="SvcMDRegi st er Response"
type="SvcMDRegi st er ResponseType"/>

<xs: conpl exType nane="SvcMDRegi st er ResponseType" >
<Xs: sequence>

<xs: el ement ref="|u: Status" />
<xs: el ement ref="SvcM D' m nCccur s="0" nmaxCccur s="unbounded" />
<xs: el ement ref="Keys" m nCccur s="0" maxCccur s="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<!-- Delete operation on Service Mtadata -->

<xs: el ement nanme="SvcMDDel et e" type="SvcMDDel et eType"/>
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<xs: conpl exType nane="SvcMDel et eType" >
<Xs: sequence>
<xs: el ement ref="SvcMD D' maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="1ax"/>
</ xs: conpl exType>

<!-- Response for delete operation on Service Mtadata -->
<xs: el ement nane="SvcMDDel et eResponse” type="SvcMDDel et eResponseType"/>

<xs: conpl exType nane="SvcMDDel et eResponseType" >
<xs: sequence>
<xs: el ement ref="|u: Status" />
</ xs: sequence>
<xs: anyAttribute nanmespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<l-- Query operation on Service Metadata -->
<xs: el ement name="SvcMDQuery" type="SvcNDQueryType"/>

<xs: conpl exType nanme="SvcMDQueryType">
<Xs: sequence>
<xs: el ement ref="SvcMDl D'
maxCccur s="unbounded"/ >
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<!-- Response for Query operation on Service Metadata -->
<xs: el ement name="SvcMDQuer yResponse" type="SvcNMDQuer yResponseType"/>

<xs: conpl exType nanme="SvcMDQuer yResponseType" >
<Xs: sequence>
<xs: el ement ref="|u: Status" />
<xs: el ement ref="SvcMD' m nCccurs="0" maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute nanmespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<!-- Repl ace operation on Service Mtadata -->
<xs: el ement nane="SvcMDRepl ace" type="SvcMDRepl aceType"/>

<xs: conpl exType nanme="SvcMDRepl aceType" >
<Xs: sequence>
<xs: el ement ref="SvcMD' maxCccurs="unbounded" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

<!-- Response for SvcMDRepl ace operation -->
<xs: el ement nane="SvcMDRepl aceResponse" type="SvcMDRepl aceResponseType"/>

<xs: conpl exType nanme="SvcMDRepl aceResponseType" >
<Xs: sequence>
<xs: el ement ref="|u: Status" />
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="Iax"/>
</ xs: conpl exType>

</ xs: schema>
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4393 B. Discovery Service WSDL

4394

4395 <?xnl version="1.0"7?>

4396 <definitions name="di sco-svc"

4397 t ar get Namespace="urn: | i berty: di sco: 2006- 08"

4398 xm ns: tns="urn: |'i berty: di sco: 2006- 08"

4399 xm ns="http: //schemas. xnl soap. or g/ wsdl /"

4400 xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"

4401 xm ns: soap="http: //schenmas. xn soap. or g/ wsdl / soap/ "
4402 xm ns: sb="urn: | i berty: sh: 2006- 08"

4403 xm ns: wsaw="ht t p: // www. w3. or g/ 2006/ 02/ addr essi ng/ wsdl "
4404 xm ns: di sco="urn: |i berty: di sco: 2006- 08"

4405 xm ns: xsi ="http: //ww. w3. or g/ 2001/ XM_Schena- i nst ance"

4406 xsi : schemalLocati on="http: //schemas. xn soap. or g/ wsdl /
4407 http: //schemas. xnl soap. or g/ wsdl /
4408 htt p: // www. w3. or g/ 2006/ 02/ addr essi ng/ wsd

4409 http: // ww. w3. or g/ 2006/ 02/ addr essi ng/ wsdl / ws- addr - wsdl . xsd" >
4410

4411

4412

4413

4414

4415

4416

4417

4418

4419

4420

4421

4422

4423

4424 —<types>

4425 <xsd: schema>

4426 <xsd: i nport nanespace="urn: |iberty: di sco: 2006- 08"
4427 schemaLocat i on="1i berty-i dwsf-di sco-svc-v2.0.xsd"/>
4428 </ xsd: schenma>

4429 </types>

4430

4431 <nmessage name="Query">

4432 <part name="body" el enent="di sco: Query"/>

4433 </ message>

4434 <nmessage nanme="Quer yResponse">

4435 <part nanme="body" el enent="di sco: Quer yResponse"/>
4436 </ message>

4437

4438 <nmessage nanme="SvcMDAssoci ati onAdd" >

4439 <part name="body" el enent="di sco: SvcMDAssoci ati onAdd"/ >

4440 </ message>
4441 <nmessage nanme="SvcMDAssoci ati onAddResponse" >

4442 <part name="body" el enent="di sco: SvcMDAssoci ati onAddResponse"/ >
4443 </ message>

4444

4445 <nmessage nanme="SvcMDAssoci ati onQuery">

4446 <part name="body" el enent="di sco: SvcMDAssoci ati onQuery"/>

4447 </ message>
4448 <message nane="SvcMDAssoci ati onQuer yResponse" >

4449 <part nanme="body" el enent="di sco: SvcMDAssoci ati onQuer yResponse"/ >
4450 </ message>

4451

4452 <message nanme="SvcMDAssoci ati onDel ete">

4453 <part nanme="body" el enent="di sco: SvcMDAssoci ati onDel ete"/>

4454 </ message>

4455 <message nanme="SvcMDAssoci ati onDel et eResponse” >

4456 <part name="body" el enent="di sco: SvcMDAssoci ati onDel et eResponse"/ >
4457 </ message>

4458
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4459
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4502
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4504
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4511
4512
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4514
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4516
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<message hane="SvcMDRegi ster">
<part name="body" el ement="di sco: SvcMDRegi ster"/>
</ message>
<message nane="SvcMDRegi st er Response" >
<part nanme="body" el ement="di sco: SvcMDRegi st er Response”/ >
</ message>

<message nane="SvcMDQuery">
<part nanme="body" el ement="di sco: SvcMDQuery"/>
</ message>
<message nane="SvcMDQuer yResponse" >
<part name="body" el ement="di sco: SvcMDQuer yResponse"/ >
</ message>

<message nane="SvcMRepl ace" >
<part nanme="body" el ement="di sco: SvcMDRepl ace"/ >
</ message>
<message hane="SvcMDRepl aceResponse" >
<part name="body" el ement="di sco: SvcMDRepl aceResponse"/ >
</ message>

<message hane="SvcMDel et e" >
<part nanme="body" el ement="di sco: SvcMDDel ete"/ >
</ message>
<message nane="SvcMDDel et eResponse" >
<part nanme="body" el ement="di sco: SvcMDDel et eResponse"/ >
</ message>

<port Type nanme="Di scoveryPort">

<operation nanme="Di scoveryQuery">
<i nput nessage="tns: Query"
wsaw. Action="urn: |iberty: di sco: 2006- 08: Query" />
<out put message="tns: Quer yResponse"
wsaw. Action="urn: |iberty: di sco: 2006- 08: Quer yResponse" />
</ operati on>

<operation name="MDAssoci ati onAdd" >
<i nput nmessage="tns: SvcMDAssoci ati onAdd"
wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDAssoci ati onAdd" />
<out put message="tns: SvcMDAssoci ati onAddResponse”
wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDAssoci at i onAddResponse" />
</ operati on>

<operation name="MDAssoci ati onQuery">
<i nput nmessage="tns: SvcMDAssoci ati onQuery"
wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDAssoci ati onQuery" />
<out put message="tns: SvcMDAssoci ati onQuer yResponse"
wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDAssoci ati onQuer yResponse"/ >
</ operati on>

<operation name="MDAssoci ati onDel ete">
<i nput nmessage="tns: SvcMDAssoci ati onDel et e"
wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDAssoci ati onDel ete" />
<out put message="tns: SvcMDAssoci ati onDel et eResponse”
wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDAssoci at i onDel et eResponse"/ >
</ operati on>

<operation name="Met adat aRegi ster">
<i nput nmessage="tns: SvcMDRegi ster"
wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDRegi ster" />
<out put message="tns: SvcMDRegi st er Response”
wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDRegi st er Response" />
</ operati on>

<operation name="Met adat aQuery">
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<i nput nessage="tns: SvcMDQuery"

wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDQery" />

<out put nessage="tns: SvcMDQuer yResponse"

wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDQuer yResponse" />

</ operati on>

<operati on name="Met adat aRepl ace" >
<i nput message="tns: SvcMDRepl ace"

wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDRepl ace" />

<out put message="tns: SvcMDRepl aceResponse”

wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDRepl aceResponse" />

</ operati on>

<operation nanme="Met adat aDel ete" >
<i nput nessage="tns: SvchMDDel et e

wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDDel ete" />

<out put message="tns: SvcMDDel et eResponse”

wsaw. Action="urn: |iberty: di sco: 2006- 08: SvcMDDel et eResponse" />

</ operati on>

</ port Type>

<l--

An exanpl e of a binding and service that can be used with this

abstract service description is provided bel ow.

-->

<bi ndi ng nane="Di scoveryBi ndi ng" type="tns: Di scoveryPort">

Version: 2.0-errata-v1.0

<soap: bi nding styl e="docunment” transport="http://schemas. xm soap. org/ soap/ http"/>

<out put > <soap: body use="litera
</ operati on>

<operation name="MDAssoci ati onAdd"

<soap: operation

<i nput > <soap: body use="literal
<out put > <soap: body use="litera
</ operati on>

"/ > </ output>

>

"/ > </input>
"/ > </ output>

<operation name="MDAssoci ati onQuery">

<soap: operation

<i nput > <soap: body use="literal
<out put > <soap: body use="litera
</ operati on>

"/ > </input>
"/ > </ output>

<operation name="MDAssoci ati onDel ete">

<soap: operation

<i nput > <soap: body use="literal
<out put > <soap: body use="litera
</ operati on>

<out put > <soap: body use="litera
</ operati on>

<operation name="Met adat aQuery">

"/> </input>
"/ > </ output >

"/ > </ output>
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<out put > <soap: body use="literal "/ > </output>

</ operati on>

<out put > <soap: body use="literal "/ > </output>

</ operati on>

<out put > <soap: body use="literal "/ > </output>
</ operati on>

</ bi ndi ng>

<servi ce nane="Di scoveryService">

<port name="Di scoveryPort"

bi ndi ng="tns: Di scoveryBi ndi ng">

<l-- Mdify with the REAL SOAP endpoint -->

<soap: address | ocati on="http: //exanpl e. com di scovery"/>

</ port>
</ service>

</ definitions>
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