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Notice
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of this Specification. Entities seeking permission to reproduce portions of this document for other uses must contact
the Liberty Alliance to determine whether an appropriate license for such use is available.

Implementation of certain elements of this document may require licenses under third party intellectual property
rights, including without limitation, patent rights. The Sponsors of and any other contributors to the Specification are
not and shall not be held responsible in any manner for identifying or failing to identify any or all such third party
intellectual property rightsThis Specification is provided "AS IS", and no participant in the Liberty Alliance

makes any warranty of any kind, express or implied, including any implied warranties of merchantability,
non-infringement of third party intellectual property rights, and fithess for a particular purpose. Implementers

of this Specification are advised to review the Liberty Alliance Project’s weldite: (/www.projectliberty.org/for
information concerning any Necessary Claims Disclosure Notices that have been received by the Liberty Alliance
Management Board.

Copyright © 2006 Adobe Systems; America Online, Inc.; American Express Company; Amsoft Systems Pvt Ltd.;
Avatier Corporation; Axalto; Bank of America Corporation; BIPAC; BMC Software, Inc.; Computer Associates
International, Inc.; DataPower Technology, Inc.; Diversinet Corp.; Enosis Group LLC; Entrust, Inc.; Epok, Inc.;
Ericsson; Fidelity Investments; Forum Systems, Inc.; France Télécom; French Government Agence pour le
développement de I'administration électronique (ADAE); Gamefederation; Gemplus; General Motors; Giesecke &
Devrient GmbH; GSA Office of Governmentwide Policy; Hewlett-Packard Company; IBM Corporation; Intel
Corporation; Intuit Inc.; Kantega; Kayak Interactive; MasterCard International; Mobile Telephone Networks (Pty)
Ltd; NEC Corporation; Netegrity, Inc.; NeuStar, Inc.; Nippon Telegraph and Telephone Corporation; Nokia
Corporation; Novell, Inc.; NTT DoCoMo, Inc.; OpenNetwork; Oracle Corporation; Ping Identity Corporation;
Reactivity Inc.; Royal Mail Group plc; RSA Security Inc.; SAP AG; Senforce; Sharp Laboratories of America,
Sigaba; SmartTrust; Sony Corporation; Sun Microsystems, Inc.; Supremacy Financial Corporation; Symlabs, Inc.;
Telecom ltalia S.p.A.; Telefénica Mdviles, S.A.; Trusted Network Technologies; UTI; VeriSign, Inc.; Vodafone
Group Plc.; Wave Systems Corp. All rights reserved.

Liberty Alliance Project

Licensing Administrator

c/o IEEE-ISTO

445 Hoes Lane

Piscataway, NJ 08855-1331, USA
info@projectliberty.org

Liberty Alliance Project

2


http://www.projectliberty.org/

34

35
36
37

Liberty Alliance Project:

Liberty Technical Glossary

Contents

1. Introduction
2. Definitions

References

Liberty Alliance Project

3

Version: v2.0



38

39

40
41
42
43

44

Liberty Alliance Project: Version: v2.0
Liberty Technical Glossary

1. Introduction
This document is the Liberty Alliance Project glossary of normative technical terms.

This document is not an exhaustive compendium of all Liberty technical terminology because the Liberty terminology
is built upon existing terminology. Thus many terms that are commonly used within this context are not listed. They
may be found in the glossaries/documents/specifications referenced in the bibliography. Terms defined here that are
not attributed to other glossaries/documents/specifications are being defined here.

This glossary is expected to evolve along with the Liberty Alliance Project specifications.
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2. Definitions

Terms
AC
Seeauthentication context
abstract WSDL
An abstract WSDLservice definition is that portion of WSDLdocument YWSDLv1.1] — describing said
service — comprised of thewsdl:types> , <wsdl:message> , and<wsdl:portType>  elements.
account
A formal business agreement providing for regular dealings and services between a Principal and a service
provider Merriam-Webstdr
account linkage

Seeidentity federation

AD
SeeAuthentication Domain

affiliation
An affiliation is a set of one or more entities, described by providerID’s, who may perform Liberty interactions
as a member of the set. An affiliation is referenced by exactly one affiliationID, and is administered by
exactly one entity identified by their providerID. Members of an affiliation may invoke services either as
a member of the affiliation (using affiliationID), or individually (using their providerlDjffiliation and
affiliation groupare equivalent terms.

affiliation group

Seeaffiliation.
Affiliation 1D
An Affiliation ID identifies araffiliation. It is schematically represented by thféiliationID attribute of
the <AffiliationDescriptor> metadata element jbertyMetadath
AP
SeeAttribute Provider
AS Consumer

SeeAuthentication Service Consumer

AS Provider
SeeAuthentication Service Provider

assertion, SAML assertion
An XML-based data structure defined by SAML. Assertions are collections of one or more statements, made
by a SAML authority (also known as assue), such as an authentication statement or attribute statement. As
used in Liberty, assertions typically concern things such as: an act of authentication performed by a Principal,
attribute information about a Principal, or authorization permissions applying to a Principal with respect to a
specified resource.

attribute
A distinct, named, characteristic ofaincipal or othersystem entity

Liberty Alliance Project
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attribute class
A predefined set of attributes, such as the constituents of a Principal’'s name (prefix, first name, middle name,
last name, and suffix).

attribute container
a module comprised of a collection of attributes grouped together according to expected use patterns.

Attribute Provider (AP)
An attribute provider(AP) provides Identity Personal Profile (ID-PP) information. Sometimes referred to as
an ID-PP provider.

authenticated identity
An identity, representing aystem entitywhich often is &rincipal, that is asserted to have been the subject
of a successfuhuthentication

authenticated Principal
A Principal who has had higlentityauthenticated by aldentity Provider

authenticating authority
Synonymous withauthenticating identity providesr authenticating IdPAn identity providerthat authenti-
cated aPrincipal (see alsauthenticatiol. In [LibertyAuthnContex the authenticating authority is identi-
fied by the first occurringAuthenticatingAuthority> element instance.

authenticating entity
A system entitthat engages in the process of authenticating itself to anstiséem entitythe latter typically
being anldentity Provider(see als@uthenticatiof. More formally, anauthenticating system entity

authentication (authn)
Authenticatioris the process of confirmingsystem entitg asserteddentitywith a specified, or understood,
level of confidenceTrustinCyberspade

authentication assertion
A SAML-basedassertiorthat, in the Liberty specification suite, containdia: AuthenticationStatement>
Note that the foregoing element is defined in a Liberty namespace. Also knohibeaty authentication
assertionandID-FF authentication assertian

Liberty authentication assertions are formal XML extensions of SAML assert®hbI[ Corel].
Semantically, an assertion issuer is stating that the subject of the assertion authenticated with it (the issuer) at
some point in time. Assertions are typically time-limited.

authentication authority
A system entityhat produces authentication assertioB&ILGloss3. In the Liberty architecture, it is
typically anldentity Provider

authentication context (AC)
Authentication Contexs an extensible XML-based "schematic" description of authentication event charac-
teristics LibertyAuthnContext

Authentication Domain (AD)
An Authentication Domain (AD) is a formal community of Liberty-enabled entities that interact using a set
of well-known common rules.

authentication exchange
Seeauthentication protocol exchange.

Liberty Alliance Project
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125 authentication mechanism

126 An authentication mechanisis a particular, identifiable, process or technique that results in a confirmation
127 of a system entitg asserteddentity with a specified, or understood, level of confidence. See &/SSL

128 mechanism An authentication mechanism may be employed in the process of genesatingty tokens

129 attesting to theauthenticated identitpf an authenticating entity The ID-WSF Authentication Protocol
130 specifies such a procedstjertyAuthn.

131 authentication protocol exchange

132 Authentication protocol exchangs the term used inRFC4422 to refer to the sequence of messages
133 exchanged between tlchent andserveras specified and governed by the partic@ASL mechanisimeing

134 employed to effect an act efuthentication

135 authentication quality

136 The level of assurance thatsarvice providercan place in armuthentication assertioit receives from an
137 identity provider

138 authentication server

139 The precise, specifiole played by aserverin the protocol message exchanges defined in the ID-WSF
140 Authentication Protocol.

141 Authentication Service Consumer (AS Consumer)

142 A Web Service ConsuméWSC) implementing theclientside of the ID-WSF Authentication Service

143 [LibertyAuthn.

144 Authentication Service Provider (AS Provider)

145 A Web Service ProvidgfWSP) implementing theerverside of the ID-WSF Authentication Servickilp-

146 ertyAuthri.

147 authentication session

148 The period of time starting after A has authenticated B and until A stops trusting B’s identity assertion and
149 requires reauthentication. Also known simply asessionit is the state between a successful login and a
150 successful logout by a Principal.

151 authorization (authz)

152 The process of determining, by evaluating applicable access control information, whether a subject is allowed
153 to have the specified types of access to a particular resource. Usually, authorization is in the context of
154 authentication. Once a subject is authenticated, it may be authorized to perform different types of access
155 [SAMLGIoss3.

156 bearer token

157 A bearer tokeris a form ofsecurity tokerhaving the property of connoting some attribute(s) to its holder,

158 or bearer In [LibertySecMech bearer tokens connotdentityand they consist essentially afedentialsof

159 some form, e.gSAML assertionpvss-saml1]L

160 bootstrap
161 Seediscovery bootstrap

162 Circle of Trust (CoT)

163 A federation of service providers and identity providers that have business relationships based on Liberty
164 architecture and operational agreements and with whom users can transact business in a secure and apparently
165 seamless environment. Also known agrast Circle

166 client

167 A role assumed by aystem entitywvho makes a request of another system entity, often termsshaer

168 [RFC2828. A clientis at varying times aenderor areceiver

Liberty Alliance Project
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concrete WSDL
A concrete WSDLdocument (which includes at least the&vsdl:binding> , <wsdl:service> , and
<wsdl:port>  elements) that contains tipeotocol endpointnformation necessary for a client to communi-
cate with a particulaservice instance

CoT
Seecircle of trust

credentials
Data that is transferred or presented to establish either a clddeatity or the authorizations of aystem
entity.

defederate, defederate identity
To eliminate linkage between a Principal’'s accounts at an identity provider and a service provider.

delegation
Enabling a system entity to operate on behalf of a principal to access an identity service.

discoverable
A discoverablé'in principle" service is one having aervice type UR&ssigned (this is typically in done in
the specification defining the service). A discoverable "in practice" service is one that is registered in some
discovery service instance.

ID-WSF servicesare by definition discoverable in principle because such services are assggreita type
URI facilitating their registration ildiscovery Servicenstances. Once so registered, they are discoverable in
practice.

discovery bootstrap
A SAML (see [SAMLCore?) <Attribute>  element defined such that Bmdpoint ReferencEPR) for the
discovery service itself—an ID-WSF EPR—can be conveyed via SAML assertions. Upon authentication
or SSO, such a "discovery bootstrap" is conveyed to the authenticating (aka relying) party as a part of
the Principal’s security token. The relying party is thus able to query the Principal’s discovery service for
references to the Principal’s other identity services.

Discovery Service (DS)
An ID-WSF servicefacilitating the registration, and subsequent discovery of, ID-WSF service instances
[LibertyDiscd, as indexed byPrincipal identity See alsaliscoverable

Discovery Service Provider (DS Provider)
A Web Service ProvidegfWSP) implementing theerverside of the ID-WSF Discovery Servic&iperty-
Discq.

endpoint
A term used in WSDLv1.]] — it is the short form ofprotocol endpoint— and which itself means an
identified entity, at the current level of abstraction, to which a protocol message, of the same level of
abstraction, may be sent. For example, at the Internet Protocol (IP) layer, an endpoint is represented by
an IP address, and one may send an IP datagram (AKA a "message") to said endpoint. In contrast, at the
HTTP layer, an endpoint is represented by a URL, in conjunction perhaps with other information included in
the so-called "HTTP header".

See alsdD-WSF Endpoint Reference

federate
To link or bind two or more entities together.

Liberty Alliance Project
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federation
(1) The act of establishing a relationship between two entities.

(2) An association comprising any number of service providers and identity providers.

final SASL response
The final <SASLResponse> message sent from theerverto the client in an authentication exchange
[LibertyAuthr].

gWs
Seegeneric web service

gWSP
Seegeneric Web Service Provider

generic web service (QWS)
A generic web servicis defined by sense (1) of tiveeb servicalefinition.

generic Web Service Provider (QWSP)
A generic Web Service Provid@WSP) an entity providingeneric web services

header, header block, header element
SeeSOAP header block

ID-*
A shorthand designator referring to the Liberty ID-WSF, ID-FF, and ID-SIS specification sets. For example,
one might say that the former specification sets are all part of the Liberty ID-* specification suite.

ID-* fault message
An ID-* fault messagas a SOAP SOAPv1.] <S:Fault> element containing aStatus> element, with
the attributes and attribute values of both elements configured as specified herein, or as specified in other
specification(s) in the ID-WSF or ID-SIS specification sets.

ID-* header block
One of the header blocks defined in this specification, or defined in any of the other Liberty ID-* specification
suite.

ID-* message
Equivalent toordinary ID-* message

ID-FF
The Identity Federation Framework (ID-FF) is the title for a subset of the Liberty specification suite which
defines largely HTTP-based protocols for web single sign-on and identity federaiti@ntProtSchenja

ID-FF authentication assertion
Seeauthentication assertion

ID-PP
The "ID Personal Profile" is atD-SIS -based service which can provide profile information regarding
Principals, typically subject to policy established by said PrincipalbelrtyIDPH.

ID-SIS
Liberty Identity Service Interface specification set.

ID-SIS service
SeelD-SIS-based service
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ID-SIS-based service
ID-SIS-based servicesre identity servicegsypically built on ID-WSF — i.e. they are essentialliD-
WSF-based services- and are often also built on thé.ipertyDST] specification. LibertylDEF and
[LibertyIDPH are examples of ID-SIS service specifications.

ID-WSF
Liberty Identity Web Services Framework specification set.

ID-WSF Endpoint Reference
An ID-WSF Endpoint Referen¢éD-WSF EPR) is a reference tosgrvice instancelt contains the address,
security context, and other metadata necessary for contacting the identified service instance. The underlying
structure of an ID-WSF EPR is based @rsa:EndpointReferencBVSAv1.0-SOAR [WSAv1.(J, and
conceptually is similar to thResource Offerinfrom earlier versions of the Discovery Service specification.

ID-WSF EPR
SeelD-WSF Endpoint Reference

ID-WSF service
SeelD-WSF-based service

ID-WSF-based service
An ID-WSF-based servicies anidentity servicethat is at leastliscoverablein principle, and is based on
[LibertySOAPBInding and [LibertySecMech

identity
The essence of an entity. On&lentityis often described by one’s characteristics, among which may be any
number of identifiers.

A Principal may wield one or more identities. See alRancipal identity,

Identity federation
Creating associations between a giggstem entity’&entifiers oraccounts

Identity Mapping Service (IMS)
An ID-WSF-based serviddat enables a requester to obtain one or more identity tokengiésséy token.
It translates references to a principal into alternative formats or identifier namespaces. This service exposes a
generalization of the Name Identifier Mapping protocol define®iijILCore? [LibertyAuthr.

Identity Provider (IdP)
A Liberty-enabledsystem entityhat managesdentity information on behalf ofPrincipals and provides
assertions of Principauthenticatiorto otherproviders

identity service
Seeidentity web service

identity token
identity tokengLibertySecMech20SAM][LibertySecMech are a means for conveying thdentity of a
Principal involved in an ID-WSF interaction, by means of stipulating one of the Principal’s identifiers, as
well as (typically) an ID-WSF EPR denoting the Principal’'s Discovery Service.

Liberty Alliance Project
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identity web service
Atype of web service whose operations are indexeegtity. Such services maintain information about, or
on behalf of Principals— as represented by thédtentities— and/or perform actions on behalf of Principals.
They are also sometimes referred to as sinighgntity services

In Liberty ID-WSF, such services are both mapped on a per-principal basidiscm/erable— meaning
that once a Principal authenticates, the authenticating party possesses a reference to the Miscipadly
Service instancevhich it may use to discover the Principal’s other identity services. See also "discoverable".

See alsdiscovery Servicaliscoverableweb service (2)and LibertyDiscd.

initial response
A [RFC4422 term referring toauthentication exchanggata sent by thelientin the initial SASL request.
It is used by a subset of SASL mechanisms. See Section SRFi4423.

initial SASL request
The initial <SASLRequest> message sent from thdient to the server in an authentication exchange
[LibertyAuthn].

Interaction Service (IS)
An ID-WSF servicehat allows providers to pose simple questions to Principals in order to, for instance,
clarify that Principal’s preferences for data sharing, or to supply some needed attribute.

IdP
Seeldentity Provider

invocation identity
The identity of thesystem entityjnvoking aservice

LEC

Seeliberty-Enabled Client
LECP

Seeliberty-Enabled Client or Proxy
LEP

Seeliberty-Enabled Proxy

Liberty authentication assertion
Seeauthentication assertion

Liberty-enabled client (LEC)
An entity that has, or knows how to obtain, knowledge about the identity provider that the Principal wishes
to use with the service provider.

Liberty-enabled client or proxy (LECP)
A Liberty-enabled client is a client that has, or knows how to obtain, knowledge about the identity provider
that the Principal wishes to use with the service provider. A Liberty-enabled proxy is an HTTP proxy
(typically a WAP gateway) that emulates a Liberty-enabled client.

Liberty-enabled Provider
An umbrella term referring to angrovideroffering any ID-FF-, ID-WSF-, or ID-SIS-based services.

Liberty-Enabled Client and Proxy Profile

This profile specifies interactions between Liberty-enabled clients and/or proxies, service providers, and
identity providers LibertyBindProl.

Liberty Alliance Project
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329 Liberty-enabled Proxy (LEP)

330 A Liberty-enabled proxy is a HTTP proxy (typically a WAP gateway) that emulates a Liberty-enabled client.
331 Liberty-enabled User Agent or Device (LUAD)

332 A user agent or device that has specific support for one or more profiles of the Liberty specifications. It should
333 be noted that although a standard web browser can be used in many Liberty-specified scenarios, it does not
334 provide specific support for the Liberty protocols, and thus is not a LUAD.

335 No particular claims of specific functionality should be implied about a system entity solely based on its
336 definition as a LUAD. Rather, a LUAD may perform one or more Liberty system entity roles as defined by
337 the Liberty specifications it implements. For example, a LUAD-LECP is a user agent or device that supports
338 the Liberty LECP profile, and a LUAD-DS would define a user agent or device offering a Liberty ID-WSF
339 Discovery Service.

340 local session state

341 In the Liberty context, this term refers to a notionsafssion stat8local” to, i.e. maintained by, provider,
342 with respect to an interaction with anothgystem entitytypically a user agent Note that the concrete
343 techniques used to maintain session state vary; cooRE€296%, so-called "URL re-writing", and so-
344 called "hidden form fields" are the most viable techniques in the HTTP, aka "web", world.

345 login

346 The act of a Principal proving theientityto asystem entitywhich typically establishes session

347 logout

348 The termination of @ession

349 LUAD

350 Seeliberty-enabled User Agent or Device

351 (LUAD-)WSC

352 A Web Service ConsumégiWSC), that may or may not also bé #erty-enabled User Agent or Device
353 mechanism

354 A process or technique for achieving a resMefriam-Webstdr

355 MEP

356 see Message Exchange Pattern.

357 Message Exchange Pattern
358 A term, borrowed from$OAPV1.2, for the overall notion of various patterns of message exchange between
359 SOAP nodes. For example, request-reply and one-way ar®Rsused in this specification.

360 message thread

361 A message threads a synchronous exchange of messages in a request-resptEBe between

362 two SOAP nodes  All the messages of a given message thread are "linked" via each message’s
363 <wsa:RelatesTo> header block value being set, by the sender, from the previous successfully received
364 message’'swsa:MessagelD> header block value.

365 metadata

366 Definitional data that provides information about other datsystem entitiemanaged within an application
367 or environment. In Libertymetadatas Providerinformation that is necessary for interacting with Providers
368 [LibertyMetadath

369 network identity

370 An abstraction, consisting ofRrincipal's global set of attributes, which is composed from a "union” of the
371 Principal’'saccounts See alsadentity.
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Non-Transitive Proxy Capability
the ability to act for another entity based on Trusted Authority Policy. The capability is non-transferable.

opaque handle
An identifier that has meaning only in the context between a speéddittity providerand specificservice
provider.

ordinary ID-* message
An ordinary ID-* messages a Liberty Identity Web Services Framework (ID-WSF) or Service Interface
Specification (ID-SIS) message as defined in ttibdrtyDST], [LibertyDiscd, and [LibertylDPH specifi-
cations and others. It is "ordinary" as opposed to beitlig-afault messagenessage.
It has the characteristics of being designed to be conveyed by essentially any transport or transfer protocol,

notably SOAP $OAPv1.]1. It is also known among the ID-* specifications asexvice requestor an ID-
WSF (service) request, or an ID-SIS (service) request.

PAOS
A Reversed HTTP binding for SOASPDAPV1.] The primary difference from the normal HTTP binding for
SOAP is that here a SOAP request is bound to a HTTP response and vice versa. "PAOS" is "SOAP" spelled
backwards (pun intended).

PDP
SeePolicy Decision Point

PEP

SeePolicy Enforcement Point

People Service (PS)
An ID-WSF serviceahat allows a Principal to share their social network information with different applica-
tions. The PS allows a Principal to manage, track, and group the relationships with their friends, family, and
colleagues.

permission
Privileges granted to system entityvith respect to operations that may be performed on some resource.

personally identifiable information (PII)
Any data that identifies or locates a particular person, consisting primarily of name, address, telephone
number, e-mail address, bank accounts, or other unique identifiers such as Social Security numbers.

PIl
Seepersonally identifiable information

policy
A logically defined, enforceable, and testable set of rules.

Policy Decision Point
A system entity that evaluates decision requests in light of applicable policy and information describing the
requesting entity or entities and renders an authorization decision.

Policy Enforcement Point
A system entity that performs access control by making decision requests and enforcing authorization
decisions. If the authorization decision is pushed to the PEP there will be no need for it to create a request.
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Principal
Succinctly, aprincipal is a system entitywhose identity can be authenticated. In Liberty usage, the
term Principal is often synonymous with "natural person" or "user". A Principal’'s identity may be
federated. Examples of Principals include individual users, groups of individuals, organizational entities
e.g. corporations, or a component of the Liberty architecture.

Principal identity
An identity being wielded by a Principal, or that is mapped to a Principal in some fashion.

privacy
Proper handling of personal information throughout its life cycle, consistent with the preferences of the
subject.

processing context
A processing contexs the collection of specific circumstances under which a particular processing step or
set of steps take place.

processing context facet
A processing context facet an identified aspect, inherent or additive, gifracessing context

profile
Profileis used in two distinct senses in Liberty specifications:

1.Data comprising the broad set of attributes that may be maintained on beha#fystean entity(typically a
Principal), over and beyond the entity’s various identifiers. At least some of this information (for example,
addresses, preferences, and card numbers) is typically provided by the Principal.

2. A profile of some specification. For example, the Discovery Service specificdtibarfyDiscd profilesWeb
Services Addressing specification&/$Av1.q[WSAv1.0-SOAR, and the Security Mechanisms specifications
[LibertySecMechprofile SAML [SAMLCore3.

protocol endpoint
A communication point from which data may be sent or received.

See alse&ndpoint ID-WSF Endpoint Reference

provider
A provider is a Liberty-enabled entity that performs one or more of the providlss in the Liberty
architecture, for exampl8ervice Provideor Identity Provider Providers are identified in Liberty protocol
interactions by theiProvider IDsor optionally theirAffiliation ID if they are a member of an affiliation(s)
and are acting in that capacity.

Provider ID
A Provider ID identifies an entity known asg@ovider. It is schematically represented by theviderlD
attribute of the<EntityDescriptor> metadata elementibertyMetadath

proxy

(1) An entity authorized to act for anothévigrriam-Webstdr

(2) A system entityvhose authenticated identity, according to taeipient differs from that of the system
entity making the invocation under consideration.

pseudonym
An arbitrary identifier assigned by the identity or service provider to identify a Principal to a given relying
party so that the name has meaning only in the context of the relationship between the parties.
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452 recipient

453 An entity that receives a message and acts as the message’s ultimate processor.

454 RELs

455 SeeRights Expression Languages

456 receiver

457 A role taken by asystem entityvhen it receives a message sent by another system entity. Se8@dg®

458 receiverin [SOAPvV1.2.

459 relying party

460 The recipient of a message that relies on a request message and associated assertions to determine whether to
461 provide a requested service.

462 requester
463 A system entitwhich sends aervice requedb aprovider.

464 resource

465 Resourcas one of those terribly overloaded terms in the computer science and distributed systems realms.
466 As used in various Liberty specifications, it has (at least) two definitions, depending on whether one is using
467 the term in an identity-based conteg) or not @2):

468 1.Resourceefers to either data related to sordentityor identities, or aerviceacting on behalf of some identity
469 or group of identities. An example of an identity-based resourcéisreipal’s calendar service.

470 2. A resourceis whatever might be identified with a URI, although often there is a connotation that one might be
471 able to obtain information of some sort from said "resource".

472 resource offering

473 The association of a resource and a service instance.

474 This term is superseded in ID-WSFv2 iy-WSF Endpoint Reference (ID-WSF EPR)

475 Rights Expression Language (REL)

476 A Rights Expression Languadgcilitates the expression of who are the "rights holders" for a resource, who
477 is authorized to use a resource and their applicable permissions, and any constraints or conditions imposed
478 on such permissions. They also may express "rights entities" and "rights transactions".

479 role

480 A function or part performed, especially in a particular operation or prodéssiam-Webstdr

481 SAML (Security Assertion Markup Language)
482 An XML-based standard defining a means for makemggsertionsabout events, attributes, and policy
483 evaluations concerning subjec{MLCorel]. In Liberty usage, SAML subjects are typically Principals.

484 SAML assertion
485 Seeassertion

486 SAML Authority

487 An abstract system entity in the SAML domain model that issues asser8éMgL[Glossd.
488 SASL
489 SeeSimple Authentication and Security Layer
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SASL mechanism
A SASL mechanisis anauthentication mechanisithat has been profiled for use in the contextS&SL
[RFC4422. See RFC2444for a particular example of profiling an existing authentication mechanism —
one-time passwordfRFC2289 — for use as a SASL mechanism. See alsb¢rtyAuthn.

security token
In Liberty, a security tokenis a collection of security-related information that is used to represent and
substantiate a claini[bertylDWSFSecurityPrivacyGuidelingELibertySecMech

Outside of Liberty, the term "security token" often refers to hardware-based devices, e.g. so-called "token
cards". One should not confuse the latter and the former definitions. However, it is possible for some given
authentication mechanisto employ token cards in the processaofthentication

sender
(1) A role donned by asystem entityvhen it constructs and sends a message to another system entity. See
alsoSOAP sendein [SOAPV1.2.

(1a) an initial SOAPsender A sender is @roxywhen its identity differs from th@wvocation identity

server
A role donned by asystem entitghat provides a service in response to requests from other system entities
calledclients[RFC2828. Note that in order to provide a service to clients; a server will often be both a
senderand areceiver

service
(1) A collection ofendpointedesigned to offer some service or to provide informatidfspPLv1.1].

(2) Short form oflD-WSF Servicer ID-WSF-based Service

service discovery
The act of looking up aervice(s)n the Discovery Service

service instance
The physical instantiation of a service. A service instance is a web service at a distinct endpoint.

See alsdD-WSF Endpoint Reference

service instance address
An address of a service instance, typically expressed in URI syRia&€3622.

Service Provider (SP)
(1)A role donned bysystem entitiedn the Liberty architectureService Providerinteract with other system
entities primarily via vanilla HTTP.

(2) From a Principal’s perspective, a Service Provider is typically a website providing services and/or goods.

service request
A service requesis another term for awrdinary ID-* messagesent by aclient  Service request is also
loosely equivalent to a "SOAP-bound (ordinary) ID-* message".

Service Type URI
ID-WSF-based serviceme assigned Service Type URAs a part of each service’s definition. The Service
Type URI is a factor irservice discoverjLibertyDiscd.

session
[Merriam-Webstdrdefinessession(in its sixth sense [sic]) as: "a meeting or period devoted to a particular
activity" [as in "an Irish drinking session", Ed.]. Thus, a given interaction between somessateim entities
may involve a notion of session, especially if one or more of the system entities maession state
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session state
If an interaction betweesystem entitiegwolves one or more of the system entities maintaining information
pertaining to the interaction itself — such as who the other involved system entity(ies) are, when the
interaction began, etc. — then there likely is an explicit notiosesfsiorand thus this information is termed
session stateformation.

See alsdocal session state

Simple Authentication and Security Layer (SASL)
SASL [RFC4422is an approach to modularizing protocol design such that the security design components,
e.g. authentication and security layer mechanisms, are reduced to a uniform abstract interface. This facilitates
a protocol’s use of an open-ended set of security mechanisms, as well as a so-called "late binding" between
implementations of the protocol and the security mechanisms’ implementations. This late binding can
occur at implementation- and/or deployment-time. The SASL specification also defines how one packages
authentication and security layer mechanisms to fit into the SASL framework, where they are krighBlas
mechanismsas well as register them with the Internet Assigned Numbers Authd#ityA ] for reuse.

single sign-on (SSO)
From aPrincipal's perspectivesingle sign-orencompasses the capability to authenticate with ssysem
entity— in the Liberty context, afdentity Provider— and have that authentication honored by other system
entities, termedervice Providerin the Liberty context.

Note that upon authenticating with an Identity Provider, the Identity Provider typically establishes and
maintains some notion ddcal session statbetween itself and the Principalser agent Service Providers
may also maintain their own distinct local session state with a Principal’s user agent.

Single Sign-On Service (SSO Service, SSOS)
An ID-WSF-based servicproviding WSCsa means of obtainingD-FF authentication assertionfLib-
ertyAuthri.

Single Sign-On Service Consumer (SSO Service Consumer, SSOS Consumer)
A Web Service ConsuméwSC) implementing thelientside of the ID-WSF Single Sign-On Service
[LibertyAuthn.

Single Sign-On Service Provider (SSO Service Provider, SSOS Provider)
A Web Service Provide(WSP) implementing theserverside of the ID-WSF Single Sign-On Service
[LibertyAuthr].

SOAP (Simple Object Access Protocol)
An XML envelope and data encoding technology used to communicate information and requests across the
Web. It is typically considered the protocol used by Web services. It is actually an envelope encapsulation
format that can be used with lower level Web protocols such as HTTP and FTPSS&¢°y1.] and
[SOAPV1.2.

SOAP-bound ID-* message
A SOAP messageonveying ID-WSF and perhaps ID-SIS header blocks and conveying eitherdisiary
ID-* messageor anID-* fault message After being bound to SOAP, the resultant composite messages are
referred to as a@rdinary SOAP-bound ID-* Messagad aSOAP-bound ID-* Fault Messageespectively.

SOAP header block
A [SOAPv1.2term meaning: An [element] used to delimit data that logically constitutes a single computa-
tional unit within the SOAP header. II8PAPvV1.] these are known as simpBOAP headersor simply
headers Liberty specifications borrow the SOAPv1.2 terminology.

Liberty Alliance Project

17



575
576
577
578

579
580
581
582
583

584
585

586
587
588
589
590

591
592

593
594

595
596

597
598
599

600
601
602
603

604
605

606
607

608
609
610

611
612
613
614

615
616

Liberty Alliance Project: Version: v2.0
Liberty Technical Glossary

SOAP-bound ID-* message
A SOAP messageonveying ID-WSF and perhaps ID-SIS header blocks and conveying eithedisary
ID-* messageor anID-* fault message After being bound to SOAP, the resultant composite messages are
referred to as a@rdinary SOAP-bound ID-* Messagad aSOAP-bound ID-* Fault Messageespectively.

SOAP node
A [SOAPvV1.2 term describingsystem entities/ho are parties to SOAP-based message exchanges that are,
for purposes of this specification, also the ultimate destination of the exchanged messag&OAR.
endpoints In [SOAPv1.], SOAP nodes are referred to 8AP endpointsor simply endpoints The
Liberty specifications borrow the SOAPv1.2 terminology.

SP
SeeService Provider

SSL (Secure Sockets Layer Protocol)
An Internet protocol (originally developed by Netscape Communications, Inc.) that uses connection-oriented
end-to-end encryption to provide data confidentiality service and data integrity service for traffic between a
client (often a Web browser) and a server and that can optionally provide peer entity authentication between
the client and the server. S@mnsport Layer Securitf RFC2828.

SSO
Seesingle sign-on

SSOS, SSO Service
SeeSingle Sign-On Service

SSOS Provider, SSO Service Provider
SeeSingle Sign-On Service Provider

system entity
An active element of a computer/network system. For example, an automated process or set of processes, a
subsystem, a person or group of persons that incorporates a distinct set of functi@#silitlyGlossd.

TLS (Transport Layer Security Protocol)
An evolution of the SSL protocol. The TLS protocol provides communications privacy over the Internet. The
protocol allows client/server applications to communicate in a way that is designed to prevent eavesdropping,
tampering, or message forgery. S&&-{C4344.

token
Seesecurity token

trust circle
SeeCircle of Trust

Trusted Authority
In Liberty, a Trusted Third Party (TTP) which issues and vouches for assertions, otherwise known as an
Identity Provider

Trusted Third Party
In general, a security authority or its agent, trusted by other entities with respect to security-related activities.
In the context of Liberty, these other entities are, for examphicipals and Service Providersand the
trusted third party is typically thelentity Provider(sjnvolved in the particular interaction of interest.

TTP
See Trusted Third Party
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617 URI (Uniform Resource Identifier)

618 A compact string of characters for identifying an abstract or physical resolRE€ 3986 defines the generic

619 syntax of URIs. URNs and URLs are proper subsets of URIs.

620 URL (Uniform Resource Locator)

621 URLs identify resources via a representation of their primary access mechanism (e.g., their network location)
622 rather than identifying the resource by name or by some other attributes of that res0E@2986. URLs

623 are a proper subset of URIs.

624 URN (Uniform Resource Name)

625 Persistent, location-independent, resource names with delegatable sub-namespaced)ndomadRe-
626 source Name (URN) Namespa¢Bs-C214]. Liberty’s URN Namespace is defined iRFC3622. URNs
627 are a proper subset of URIs.

628 user agent

629 Software that a "natural person" interacts with directly. A user agent typically implements a user interface.
630 A typical user agent is a web browser. A more specialized sort of user agentlithtréy-enabled User

631 Agent or DevicéLUAD).

632 user interface

633 The controls (such as menus, buttons, prompts, etc.) and mechanisms (such as selection and focus) provided
634 by, e.g., a user agent.

635 web service

636 (1) Generically, aervicedefined in terms of aKML-based protocol, typically transported o &DAR and/or

637 a service whose instances, and possibly data objects managed therein, are concisely addretlsle via
638 Such ageneric web servicggWS) may be defined in various standardized and/or proprietary contexts.

639 Various organizations, formal or ad-hoc, have their own particular definitions for this term. For example, the
640 W3C'’s definition (see http://www.w3.org/TR/ws-gloss/) is:

641 There are many things that might be called "Web services" in the world at large. However, for the

642 purpose of this Working Group and this architecture, and without prejudice toward other definitions,

643 we will use the following definition:

644 A Web service is a software system designed to support interoperable machine-to-machine inter-

645 action over a network. It has an interface described in a machine-processable format (specifically

646 WSDL). Other systems interact with the Web service in a manner prescribed by its description using

647 SOAP-messages, typically conveyed using HTTP with an XML serialization in conjunction with

648 other Web-related standards.

649 (2) As specifically used in Liberty specifications, usually in term#/&CsandWSPsit means a web service
650 that's defined in terms of th®-* "stack", and thus utilized jbertySOAPBInding, [LibertySecMech and

651 is "discoverable"[ibertyDiscd. See alsadentity web service

652 Note that Liberty Identity Web Services also meets the W3C definition.

653 Web Service Consumer
654 A role donned by aystem entityhen it makes a request tongeb service

655 Web Services Description Language
656 A means to describe the interface of a Web service. 8&jLv1.1].

657 Web Service Provider
658 A role donned by asystem entitwhen it provides aveb service
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WML (Wireless Markup Language)
A markup language based on XML and intended for use in specifying content and user interface for
narrowband devices, including cellular phones and pagers.

WSC
SeeWeb Service Consumer

WSDL
SeeWeb Services Description Language

WSP
SeeWeb Service Provider

X.509 token
A X.509 tokerns a type ofsecurity tokercontaining an X.509 public key certificate.

XML (eXtensible Markup Language)
A W3C technology for encoding information and documents for exchange over the Web.XBéq, [
[XMLCanon], [ XMLDsig], [xmlenc-corg, [ Schemal-Rand [Schema2-P
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