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1. Introduction97

1.1. About this document98

The Internet is now a prime vehicle for personal, business and community interactions. The Liberty Alliance Project99
proposes the use of federated network identity to solve the problems of network identity. The Liberty Identity Web100
Services Framework (ID-WSF) builds upon this foundation and provides a framework for identity-based web services101
in a federated network identity environment.102

This document is anon-normativeoverview intended to describe principal features of the Liberty ID-WSF specifica-103
tions. It provides a general introduction to the Liberty ID-WSF framework, and describes where it fits with the other104
layers of the Liberty architecture, as well as with other relevant technologies for authentication.105

Further details of the Liberty ID-WSF may be found in the following normative technical specification documents:106
ID-WSF Discovery Service[LibertyDisco], ID-WSF SOAP Binding[LibertySOAPBinding], ID-WSF Security Mecha-107
nisms Core[LibertySecMech], ID-WSF SecMech SAML Profile[LibertySecMech20SAML], ID-WSF Interaction Ser-108
vice[LibertyInteract], ID-WSF Profiles for Liberty-enabled User Agents or Devices[LibertyClientProfiles], ID-WSF109
People Service[LibertyPeopleService], and ID-WSF Data Services Template[LibertyDST]. Definitions for abbrevia-110
tions and acronyms not immediately defined in this document may be found in the Liberty Technical Glossary docu-111
ments for Liberty ID-WSF[LibertyGlossary]. As this overview is non-normative it does not use terminology "MUST",112
"MAY", "SHOULD" in a manner consistent with [RFC2119].113

The goal of this overview is to provide sufficient information for the readers to understand the architecture defined114
by the ID-WSF framework and the basic usage scenarios defined for use within the framework. The overview also115
highlights how the ID-WSF interacts with an identity management framework (such as SAML2.0[SAMLCore2]).116

The audience for this document is technical managers and application developers. The reader is assumed to have some117
familiarity with SOAP[SOAPv1.1], WS-Addressing[WSAv1.0], WS-Security[wss-sms], SAML2.0[SAMLCore2]118
and basic concepts such as namespaces and URIs. The ID-WSF specifications draw upon work conducted in119
OASIS, W3C and IETF. Standards referenced in a normative manner include SAML, WS-Addressing, WS-Security,120
HTTP, WSDL1.1[WSDLv1.1]), XML[ XML ], SOAP, XML-Encryption[xmlenc-core], XML-Signature[XMLDsig],121
TLS[RFC4346] or SSL3.0[SSL], and WAP.122

1.2. What is the Liberty Alliance123

The Liberty Alliance Project represents a broad spectrum of industries united to drive a new level of trust, commerce124
and communications on the Internet.125

1.2.1. The Liberty Vision126

The members of the Liberty Alliance envision a networked world across which individuals and businesses can engage127
in virtually any transaction without compromising the privacy and security of vital identity information.128

1.2.2. The Liberty Mission129

To accomplish its vision, the Liberty Alliance will establish open technical specifications that support a broad range130
of network identity-based interactions and provide businesses with:131

• A basis for new revenue opportunities that economically leverage their relationships with consumers and business132
partners and133

• A framework within which the businesses can provide consumers with choice, convenience, and control when134
using any device connected to the Internet.135
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1.3. What is Network Identity?136

When users interact with services on the Internet, they often tailor the services in some way for their personal use.137
For example, a user may establish an account with a username and password and/or set some preferences for what138
information the user wants displayed and how the user wants it displayed. The network identity of each user is the139
overall global set of these attributes constituting the various accounts.140

Today, users’ accounts are scattered across isolated Internet sites. Thus the notion that a user could have a cohesive,141
tangible network identity is not realized.142

1.3.1. The Liberty Objectives143

The key objectives of the Liberty Alliance are to144

• Enable consumers to protect the privacy and security of their network identity information145

• Enable businesses to maintain and manage their customer relationships without third-party participation146

• Provide an open single sign-on standard that includes decentralized authentication and authorization from multiple147
providers148

• Create a network identity infrastructure that supports all current and emerging network access devices149

These capabilities can be achieved when, first, businesses affiliate together into circles of trust based on Liberty-150
enabled technology and on operational agreements that define trust relationships between the businesses and, second,151
users federate the otherwise isolated accounts they have with these businesses (known as their local identities). In other152
words, a circle of trust is a federation of Service Providers and Identity Providers that have business relationships based153
on Liberty architecture and operational agreements. Note: Operational agreement definitions are out of the scope of154
the Liberty ID-WSF specifications. SeeFigure 1.155
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Figure 1. Federated Network Identity and Circles of Trust157
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From a Liberty perspective, the salient actors inFigure 1are the user, Service Providers, and Identity Providers.158
Service Providers are organizations offering Web-based services to users. This broad category includes practically any159
organization on the Web today, for example, Internet portals, retailers, transportation providers, financial institutions,160
entertainment companies, not-for-profit organizations, governmental agencies, etc.161

Identity Providers are Service Providers offering business incentives so that other Service Providers affiliate with them.162
Establishing such relationships creates the circles of trust shown inFigure 1. For example, in the enterprise circle163
of trust, the Identity Provider is a company leveraging employee network identities across the enterprise. Another164
example is the consumer circle of trust, where the user’s bank has established business relationships with various165
other Service Providers allowing the user to wield his/her bank-based network identity with them. Note: A single166
organization may be both an Identity Provider and a Service Provider, either generally or for a given interaction.167

Service Providers and Identity Providers enable these scenarios by deploying SAML and/or Liberty-enabled products168
in their infrastructure, but do not require users to use anything other than today’s common Web browser. Of course,169
Liberty solutions also allow the use of more sophisticated end-user devices if the user wishes it so, such as webservices-170
enabled terminals.171

1.4. What is the Identity Web Services Framework?172

The Liberty Identity Web Services Framework defines a SOAP based invocation framework with a layered architecture.173
The framework does not specify any contents for the SOAP body, allowing the development of identity services within174
the context of the Liberty Identity Web Services Framework. The layering is schematically depicted inFigure 2.175

...
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...
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176

Figure 2. Liberty ID-WSF Protocol Architecture177

1.5. Synopsis of Specifications178

1.5.1. ID-WSF SOAP Binding179

The ID-WSF SOAP Binding[LibertySOAPBinding] provides a SOAP-based invocation framework for identity ser-180
vices. It defines use of WS-Addressing[WSAv1.0] SOAP extensions as well as various SOAP Header blocks (such as181
provider declaration, processing context, consent claims, usage directives, and so on) and processing rules enabling182
the invocation of identity services via SOAP requests and responses.183

1.5.2. ID-WSF Security Mechanisms184

The ID-WSF Security Mechanisms Core[LibertySecMech] describes requirements for securing the discovery and use185
of identity services. It includes security requirements to both protect privacy, and to ensure integrity and confidentiality186
of messages between Service Providers. This specification also defines an identity token that convey an identity187
between providers. The ID-WSF Security Mechanisms SAML Profile[LibertySecMech20SAML] describes profile of188
the SAML assertion and WS-Security SAML Token Profile[wss-saml11] in conjunction with the ID-WSF Security189
Mechanisms.190
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1.5.3. ID-WSF Discovery Service191

The ID-WSF Discovery Service[LibertyDisco] defines a core identity service that enables various entities (e.g. Service192
Providers) to discover a Principal’s registered identity services. Given the criteria of service desired (e.g. service type193
and security mechanisms), the Discovery Service responds with ID-WSF Endpoint References1 for the desired identity194
service, provided that permissions set by the Principal allow the disclosure of these resources to the relevant entity.195
The Discovery Service can also function as a security token service, issuing security tokens to the requester that the196
requester will use in the request to the discovered identity service.197

1.5.4. ID-WSF Data Services Template198

The ID-WSF Data Services Template[LibertyDST] provides the building blocks when implementing a data service199
(e.g. ID-SIS Personal Profile Service[LibertyIDPP]) on top of the ID-WSF. The specification defines how to query,200
create, delete and modify data objects and their attributes stored in a data service, and provides some common attributes201
for data services. The specification facilitates identity-based web services to be defined using it as a template, but202
please note that the ID-WSF does not mandate to use this template to define any identity-based web services.203

1.5.5. ID-WSF Subscriptions and Notifications204

The ID-WSF Subscriptions and Notifications [LibertySUBS] provides a generic framework for notifications and205
management of such notifications, such as subscribing to receive them. The subscriptions are mechanisms through206
which a provider can request for notifications when specified events are happened at other providers. The notifications207
are mechanisms with which a provider notifies some events to providers that previously subscribed such the event to208
be notified. These features are not mandated to be used, but can be included in any request and response messages209
when designing identity-based web services on top of the ID-WSF framework.210

1.5.6. ID-WSF Interaction Service211

A provider of identity service may need to obtain permission from a user (or someone who owns a resource on behalf212
of that user) to allow them to share data with requesting providers. The ID-WSF Interaction Service[LibertyInteract]213
details protocols and profiles for interactions that allow providers to carry out such actions.214

1.5.7. ID-WSF Profiles for Liberty-enabled User Agents or Devices215

ID-WSF Profiles for Liberty-enabled User Agents or Devices[LibertyClientProfiles] describes the profiles and re-216
quirements for Liberty-enabled clients interacting with the SOAP based authentication service. A Liberty-enabled217
User Agent or Device (LUAD) is the user agent or device that has specific support for one or more profiles of the218
Liberty specifications2 . No particular claims of specific functionality should be implied about a system entity solely219
based on its definition as a LUAD. Rather, a LUAD may perform one or more Liberty system entity roles as defined by220
the Liberty specifications it implements. For example, a LUAD-WSC is not a website that acts as a Service Provider,221
but a user agent or device that wants to make access to identity service, and a LUAD-DS is a user agent or device222
offering anID-WSF Discovery Service.223

1.5.8. Reverse HTTP Binding224

The Reverse HTTP Binding[LibertyPAOS] enables a normal HTTP-based user-agent to receive SOAP requests inside225
an HTTP response. This allows end users to host identity services on their devices without running an HTTP server or226
being IP addressable from the Internet.227

1.5.9. ID-WSF Authentication, Single Sign-On, and Identity Mapping Services228
1ID-WSF Endpoint Reference is the profiled Endpoint Reference of WS-Addressing[WSAv1.0].
2It should be noted that although a standard web browser can be used in many Liberty-specified scenarios, it does not provide specific support for
the Liberty protocols, and thus is not a LUAD.
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In the ID-WSF context, Web Service Consumer (WSC) and/or Liberty-enabled User Agents or Devices (LUAD)229
may need to authenticate with an Identity Provider by exchanging SOAP messages. However, the SOAP specifica-230
tion[SOAPv1.1] does not specify any particular security mechanisms. This specification[LibertyAuthn] defines an231
authentication protocol between entities over SOAP, based on a profile of Simple Authentication and Security Layer232
framework[RFC4422]. Additionally, it defines ID-WSF Authentication Service that the Identity Provider may offer in233
the ID-WSF context. The ID-WSF Authentication Service enables WSC and/or LUAD to authenticate with Identity234
Providers based on the authentication protocol and to obtain ID-WSF security tokens. This specification also defines235
the Single Sign-On Service which enables WSC and/or LUAD to obtain SAML authentication assertions within the236
ID-WSF context, which can be used in the SAML context. In addition to these protocol and services, this specification237
defines the Identity Mapping Service with which WSC’s obtains identity tokens for use in web service invocations and238
referencing principals while preserving privacy.239

1.5.10. ID-WSF People Service240

There exist many circumstances where a user wishes to access the identity service of another user. In such cases,241
it is necessary for one user to be able to obtain an identifier for another user from that user’s Identity Provider,242
and to convey that identifier to this second user’s identity services. Additionally, users will often desire to grant243
access rights to their browser-based resources to friends - this implies that the privileges can be assigned to a relevant244
identifier for that friend as known by an appropriate Identity Provider. This specification [LibertyPeopleService]245
describes an architecture for allowing secure, privacy-respecting access by one user to another’s identity information246
(both browser-based and programmatic services), and normatively defines the Liberty ID-WSF People Service, one247
component of such an architecture. The specification also defines schema definitions and protocols for manipulating248
group information - this allows a principal to categorize their friends, colleagues, and family etc.249
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2. User Experience Examples250

This section provides simple, plausible examples of the Liberty ID-WSF user experience, from the perspective of the251
user, to set the overall context for additional technical details. As such, actual technical details are hidden or simplified.252

Note: The user experience examples presented in this section are non-normative and are presented for illustrative253
purposes only.254

2.1. Multiple website scenario255

In this section, a simple ID-WSF user experience example is described, in which a principal Joe Self is ordering beer256
and pizza on the Internet. More details of this example from the implementation point of view are described in the257
Liberty ID-WSF Implementation Guide [LibertyIDWSFGuide].258

2.1.1. Assumptions259

These user experience examples are based upon the following set of actors:260

• Joe Self: A user of Web-based online services.261

• WhiteBroadBand: Internet service provider that acts as his Identity Provider. It also hosts a Discovery Service262
[LibertyDisco].263

• BlueLiquor: A liquor shop website.264

• YellowPizza: A pizzeria website.265

This user experience example assumes two things:266

• Identity federation has occurred for Joe Self’s accounts at WhiteBroadBand and BlueLiquor. Joe Self registers his267
personal information at BlueLiquor website for delivering ordered liquors to customer’s residence. BlueLiquor is268
also able to provide other websites with a customer’s personal information if the customer has provided permission.269

• Identity federation has occurred for Joe Self’s accounts at WhiteBroadBand and YellowPizza. YellowPizza can270
discover customer’s identity services by interacting with WhiteBroadBand so that it gets customer’s shipping271
address information and delivers pizza there.272
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2.1.2. User Experience273

One day on Sunday, Joe decides to order beers at BlueLiquor website that is his favorite liquor shop. When he tries274
to access to the BlueLiquor website, he is redirected to WhiteBroadBand website since he has not been authenticated.275
WhiteBroadBand is his Identity Provider, and he submits his credential to WhiteBroadBand. Once he is authenticated276
by WhiteBroadBand, he can make access to the BlueLiquor website.277

WhiteBroadBand

WhiteBroadBand
Joe Self: authenticated
Identity Federation: Yes

User
(Joe Self)

JoeSelf is redirected
to WhiteBroadBand,
and is authenticated
at the website

Loginname

Password

JoeS

********

278

Figure 3. Joe Self is redirected to WhiteBroadBand website that is his Identity Provider279

He orders a dozen beers at the BlueLiquor website, and asks to deliver them to his pre-registered shipping address.280
He also requests BlueLiquor to register that his shipping address information is available at this site, to the281
Discovery Service [LibertyDisco] hosted by WhiteBroadBand, so that his shipping address information attribute at282
the BlueLiquor website can be shared with other websites. BlueLiquor registers it to Discovery Service, and sets283
Joe’s attribute sharing policy as it can be shared with other websites.284

BlueLiquor

BlueLiquor
Joe Self: authenticated
Identity Federation: Yes
Trust Domain: WhiteBroadBand

User
(Joe Self)

JoeSelf requests to register
that his address information
at the BlueLiquor website
can be shared with other websites

You have registered your address information at this site.
If you would like to share it with other sites,

PLEASE CLICK HERE

Discovery Service
BlueLiquor inserts an entry
that it has Joe Self’s
address information

285

Figure 4. Joe Self requests BlueLiquor website to register that his address information can be shared286

Subsequently, he tries to make access to the YellowPizza website. Since he has already been authenticated by287
WhiteBroadBand, he does not need to be authenticated again. He orders a pepperoni pizza, and is asked where288
they should deliver it. He requests YellowPizza to get his shipping address information from other website, and they289
get it from the BlueLiquor website. Finally, a dozen beers and the mayonnaise pizza are delivered to his residence.290
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YellowPizza

YellowPizza
Joe Self: authenticated
Identity Federation: Yes
Trust Domain: WhiteBroadBand

User
(Joe Self)

JoeSelf requests YellowPizza
to get his address information
from other site, so that he doesn’t
need to input it.

We need to know where we should deliver
the Mayonnaise pizza.
If you allow us to get your address informatoin
from other website:
PLEASE CLICK HERE

Discovery Service
YellowPizza queries
websites that has Joe Self’s
address information.

YellowPizza founds that
BlueLiquor has his address
information, and queries it

BlueLiquor
Joe Self: authenticated
Identity Federation: Yes
Trust Domain: WhiteBroadBand291

Figure 5. Joe Self requests YellowPizza website to get his address information from other website292

2.2. Mobile IdP Scenario293

This section describes a mobile scenario.294

2.2.1. Actors295

These user experience examples are based upon the following set of actors:296

• Joe Self: A user of Web-based online services.297

• Company XYZ: Joe self’s employer. Joe Self is a Vice President for XYZ in charge of buying widgets. When Joe298
is in the office, Company XYZ acts as his Identity Provider.299

• Company ABC: A Vendor of widgets that works closely with Company XYZ.300

• Mobile IdP AntarctiCom: A Mobile Operator who acts as Identity Provider for Joe Self when not in the office.301

• Airline, Inc.: One of the airline companies that is able to get customer’s personal information from other websites.302

2.2.2. Assumptions303

This scenario assumes three things:304

• Identity federation has occurred for Joe Self’s accounts at Company XYZ and Company ABC. At Company ABC305
there are access policies that recognize Joe Self as an Employee of Company XYZ who is authorized to purchase306
widgets.307

• Identity federation has occurred for Joe Self’s accounts between Company XYZ and AntarctiCom. Business308
agreements have been signed between Company XYZ and AntarctiCom such that AntarctiCom may authenticate309
Company XYZ’s users, and that Company XYZ may chain these assertions when interacting with their own310
partners.311

• Identity federation has occurred for Joe Self’s accounts between Airline, Inc. and AntarctiCom. Business agree-312
ments have been signed between Airline, Inc. and AntarctiCom such that AntarctiCom may authenticate Airline’s313
customers, and that Airline, Inc. can discover customer’s identity services by interacting with AntarctiCom.314
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2.2.3. User Experience315

Joe Self is on the road at a big conference. He is presenting on widgets and their importance to Company XYZ’s316
businesses. After his big presentation, he decides to access his corporate web portal with his browser in order to check317
his e-mail. He turns on his Mobile Data device, such as a GSM phone with GPRS capability, and the Mobile IdP,318
AntarctiCom, authenticates his device.319

AuthnContext for SIM AntarctiCom
<n:AuthenticationContextStatement ... ID="ID0502030">
 <n:TechnicalProtection>
  <n:SharedKeyProtection>
   <n:MobileAuthCard/>...
 <n:AuthenticationMethod>
  <n:Authenticator>...
   <n:SharedSecretChallengeResponse/>...
 <n:AuthenticatingIdP ID="http://www.AntarctiCom.com"/>
</n:AuthenticationContextStatement>

Company XYZ
Joe Self: authenticated
Identity Federation: Yes
Trust Domain: AntarctiCom

User
(Joe Self)

Password: xxxxxx

JoeSelf uses data
service to access
enterprise and is
authenticated by
AntarctiCom.

320

Figure 6. Joe Self Authenticated by AntarctiCom, Navigates to XYZ Portal321

Joe Self finds out that XYZ has won a big order. They will need to buy widgets to make their products. Joe Self322
navigates to Company ABC’s portal to check widget prices. Company ABC is a prime supplier to Company XYZ, so323
if the prices are fair Joe Self will buy from them. CompanyABC and CompanyXYZ have set up contracts and installed324
infrastructure in order to allow federation of accounts between their trust domains. Unfortunately Company ABC does325
not recognize AntarctiCom as an Identity Provider. XYZ and AntarctiCom have business agreements such that they326
can chain authentication though.327

AuthnContext for SIM CompanyXYZ
<n:AuthenticationContextStatement ... ID="ID0502030">
 <n:TechnicalProtection>
  <n:SharedKeyProtection>
   <n:MobileAuthCard/>...
 <n:AuthenticationMethod>
  <n:Authenticator>...
   <n:SharedSecretChallengeResponse/>...
 <n:AuthenticatingIdP ID="http://www.AntarctiCom.com"/>
</n:AuthenticationContextStatement>

Company ABC
Joe Self: authenticated
Identity Federation: Yes
Trust Domain: CompanyXYZ

User
(Joe Self)

JoeSelf uses data
service to access
enterprise and is
authenticated by
AntarctiCom.

328

Figure 7. Joe Self Navigates to Company ABC, uses XYZ as Identity Provider329

Joe checks the prices of widgets. They look good. He would like to buy. ABC has access control policies that330
require the use of a one time password in addition to the Identity Providers SIM based Authentication for that level331
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of transaction. Joe provides the password and the order is processed. Joe decides that he better just change his flight332
home so that he can be in the office to discuss the order with his staff. Unfortunately the flight is full. Joe navigates333
to another airline but notices that his personal information is not up to date. The airline was able to discover Joe’s334
Personal Profile[LibertyIDPP] during his sign-on at the site. He clicks on a button on the web page to update his335
profile at the airline.336

Welcome Joe Self!

Your ID: 6548294023
Home Address: 42 Self Lane
Antarctica City, Antactica

Airline Inc.

CLICK HERE TO UPDATE YOUR PROFILE

Airline
Joe Self: authenticated
Identity Federation: Yes
Trust Domain: AntarctiCom

User
(Joe Self)

Navigates to
airline site and is
authenticated by
single sign-on.

337

Figure 8. Joe Self Navigates to Airline site, uses AntarctiCom as Identity Provider338

Joe Self has set his permissions at AntarctiCom such that he wants to be asked for permission prior to Personal339
Profile[LibertyIDPP] attributes being released to Service Providers. AntarctiCom uses the Liberty ID-WSF Interaction340
Service[LibertyInteract] to query Joe Self for permission to release certain Personal Profile attributes.341

Welcome Joe Self!

Airline Inc. has not been granted permission to view your profile.
Would you like to grant them permission?

Airline Inc.

CLICK HERE TO VIEW AIRLINE INC.
USAGE DIRECTIVES FOR PROFILE ATTRIBUTES
(AIRLINE IS GOOD BASED UPON
YOUR PRIVACY PREFERENCES)

Airline
Joe Self: authenticated
Identity Federation: Yes
Trust Domain: AntarctiCom

User
(Joe Self)

Airline queries
Joe Self for
permission using
Interaction Service

CLICK HERE TO ALLOW AIRLINE INC.
TO VIEW AND RETAIN PROFILE ATTRIBUTES

342

Figure 9. Airline uses Interaction Service to get permission to invoke Joe Self’s Personal Profile343

Joe Self is leaving Antarctica next week, and he is not sure that AntarctiCom will have data services in the visited344
network3 . He decides to set up his own Personal Profile service on the mobile device that he is using. Upon arriving345
in the North Pole, he sets permissions on his Personal Profile service such that his Postal Code and Nationality will be346
available to visited Service Providers. Joe Self then receives personalized service when visiting websites. In addition,347
should Service Providers require additional information, they can directly query Joe Self. The ability to query is348
provided by the Liberty ID-WSF Interaction Service[LibertyInteract] defined as part of the Liberty specifications.349
3A visited network is the network other than the home network of a mobile device, to which the mobile device is currently connected. It is usually
referred as such from the mobile operator point of view.
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Welcome Antarctican

Get great information on North Pole shopping and entertainment!

North Pole Website

CLICK HERE FOR NIGHTLIFE AND
ENTERTAINMENT OPTIONS

North Pole Website
Joe Self: authenticated
Identity Federation: No
Trust Domain: NorthPoleCom

User
(Joe Self)

Joe Self visits non-
federated website and
receives personalized
service with Personal Profile
attributes

CLICK HERE FOR GREAT ANTARCTICAN
RESTAURANTS

350

Figure 10. Joe Self visits North Pole website, privacy neutral Personal Profile attributes provided based upon set351
preferences for new Service Providers352

This mobile device example demonstrates a scenario with optimizations from the use of Reverse HTTP Bind-353
ing[LibertyPAOS], the use of LUAD for discovery of Web Services on the mobile device[LibertyClientProfiles], as354
well as use of the Authentication Service[LibertyAuthn] for authentication of the LUAD or ECP[SAMLProf2].355

2.3. Cross-Principal Browser-based Resource Sharing356

This example demonstrates the message flow by which a user is able to assign access rights for a particular resource357
to a friend358

Alice maintains her photos at photos.example.com. Upon returning from a vacation in the Caribbean, she uploads her359
latest photos, creating a new album called ’Vacation Pics’. Alice wants to share these pictures with a friend named360
Bob.361

2.3.1. Actors362

These user experience examples are based upon the following set of actors:363

• Alice: maintains vacation photos online.364

• Bob: a friend of Alice with whom she wants to share photos.365

• photos.example.com: Online photo site366

• friends.idp.com: Alice’s People Service Provider.367

• idp.com: Bob’s Identity Provider.368

2.3.2. Assumptions369

We make the following assumptions:370

• Bob does not have (nor wish to create) an account at photos.example.com.371

• Alice is federated between photos.example.com and her identity provider.372
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2.3.3. User Experience373

Alice wants to share her photos at the photo Service Provider (photos.example.com) with her friend who she calls as374
Bob. The high-level steps are as follows:375

(1) Alice SSOs in to photos.example.com site and indicates she wants to share a photo with a friend.376

(2) photos.example.com discovers the location of Alice’s PS (through standard Liberty mechanisms) and, once377
determined, sends a query to friends.idp.com for the members of Alice’s list of friends.378

(3) After determining that photos.example.com is authorized to act on Alice’s behalf, friends.idp.com returns the list379
of members to photos.example.com which then displays the list to Alice (e.g. through an HTML form).380

Alice

photos.example.com

(1) SSOs in to photos.example.com 
site and indicates she wishes to share 
photos with a friend.

Photos.example.comPhotos.example.com

AliceAlice’’s Pages Page

Welcome Alice

Click here to share photos 
with your friends

friends.idp.com

(2) Requests Alice’s list of friends 
from her People Service provider.

(3) Returns  Alice’s list to 
photos.example.com.

(1)
(2)

(3)

381

Figure 11. Alice sets up to share her photos382

(4) As this list is composed of individuals with whom Alice has previously established an online connection, and this383
is the first time she has reached out to Bob, he is not in the list. Alice asks photos.example.com to request that ’Bob’384
be added to her list. photos.example.com sends the appropriate request to friends.idp.com for Bob to be added.385

(5) friends.idp.com returns a URL to which Bob should be directed if and when he responds to the (upcoming)386
invitation.387
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Alice

photos.example.com

friends.idp.com(4)-1 Alice requests that 
Bob be added to list.

Photos.example.comPhotos.example.com

AliceAlice’’s friends lists friends list
Cathy
Mike
Jane

Photos.example.comPhotos.example.com

AliceAlice’’s friends lists friends list
Cathy
Mike
Jane

Click here to add a new 
member

(4)-2 Sends request for Bob to 
be added to friends.idp.com.

(5) Returns a URL to which 
Bob should be directed if 
and when he responds to 
the invitation.

(4)-1
(4)-2 (5)

(4)

Please enter your friend’s name 
to register  on your list. 

Bob

(4)-1

388

Figure 12. Alice adds Bob to her friends list389

(6) photos.example.com creates an invitation for Bob indicating Alice’s desire to share her photos. This invite is made390
available to Alice (e.g. (in an HTML page for copying) so that she can communicate it directly to Bob. Alice emails the391
invite message to Bob. Alternatively, photos.example.com could have sent the invited directly if Alice had provided392
Bob’s email.393

(7) Bob clicks on the URL within the invite message and is taken to photos.example.com where he can get more394
information about the nature of the invitation. If he consents to proceeding, and to allowing Alice to record the395
connection between them, he is directed to the URL friends.idp.com previously supplied.396
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Alice

photos.example.com
(6)’ Alternatively, photos.example.com 
can email the invitation message 
including the invitation URL to Bob.

(6)

Bob

(6) Emails the invitation message with 
the invitation URL to Bob.

(6)’

(7)-1 Clicks the invitation URL.

Alice

ee--mailmail

Come see my photos

from:

subject:

Hi Bob, if you would like to see my 
latest photos, please click here.

photos.example.com/invitation/a7Q…

Alice

(7)-1

Photos.example.comPhotos.example.com

(7)-2

(7)-2 Asks Bob if he wants 
to be added to Alice’s list. 

Bob, you are invited to join Alice’s 
friends list.

If you agree, you will be able to 
view her photos (and other future 
resources of hers) 

Do you agree?

YES NO

(6)

(7)-2

(7)-3

(7)-3 Redirects Bob to 
friends.idp.com.

397

Figure 13. Alice sends invitation message to Bob398

(8) friends.idp.com asks Bob if he would like to establish a linkage with an account he maintains at some other identity399
provider. If Bob consents (and assuming that the necessary business relationship exists), friends.idp.com and idp.com400
establish this linkage (in the lingo, they federate Bob).401

friends.idp.com

(8)-1 Asks Bob whether he  
consent to being federated 
between idp.com and 
friends.idp.com.

(8)-1

-3

Bob

idp.com

(8)-3 friends.idp.com 
and idp.com establish 
the linkage.

friends.idp.com

Hi Bob, to become a member of 
Alice’s friends list, we will establish a 
link with your identity provider so that 
we can enable access to others of 
Alice's services.

Will you consent?

YES     NO

idp.com

Please enter your ID and password.

ID
Password

robert123

*******

(8)-1

(8)-2

(8)-2 Authenticates Bob.

(8)-2

402

Figure 14. Bob federates his identities between his Identity Provider and Alice’s Friends List Service Provider403
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(9) friends.idp.com can now ask idp.com for a identifier that photos.example.com could use for Bob. Idp.com generates404
such an identifier, encrypts it so that friends.idp.com can’t see it, and returns it to friends.idp.com.405

(10) friends.idp.com delivers this encrypted identifier for Bob to photos.example.com which, after decrypting, assigns406
appropriate privileges to this new identifier.407

(11) The next time Bob accesses photos.example.com (by first signing on at idp.com), photos.example.com will408
recognize him as somebody to Alice has assigned specific permissions, and he will be able to view the relevant409
photos.410

photos.example.com

friends.idp.com

idp.com

Bob

Photos.example.comPhotos.example.com

AliceAlice’’s Pages Page

Welcome Bob

(11)

(10)-1 Delivers a new identifier for Bob 
(encrypted so that friends.example.com can't 
read) to photos.example.com

(9) Generates an identifier for Bob 
at photos.example.com could use 
for Bob, encrypts, and returns it to 
friends.idp.com.

(11) Accesses photos.example.com 
and will be able to view the relevant 
photos.

(9)

(10)-1 

(11)

(10)-2 

(10)-2 photos.example.com 
and idp.com agree to use 
the new identifier to refer 
to Bob 

411

Figure 15. Bob federates his identities between his Identity Provider and Alice’s Photo Service Provider412

2.4. Cross-principal Identity Service Access413

This example demonstrates the message flow by which a WSC, acting on behalf of one principal, is able to discover414
and invoke an identity service of a different principal.415

2.4.1. Overview416

Bob has previously invited his friend Alice to access some WSF-based resource (geolocation for the sake of this417
exercise) of his at one of his providers, WSPb. In the process of Alice responding to the invited, in addition to Alice418
getting added to Bob’s PS (PSb), Bob is added to Alice’s PS (PSa). A necessary precondition for both these additions419
is that federations are established between Alice’s IDP (IDPa) and PSb and also between Bob’s IDP (IDPb) and PSa.420
Subsequently, when Alice is at one of her WSCs (WSCa), she indicates that she wishes to access the resource of Bob’s421
(which is at WSPb but WSCa doesn’t know that yet).422

2.4.2. Assumptions423

The assumption is that both Alice and Bob are ’known’ at their respective IDPs, that their relevant services (including424
their PSs) are registered at their DSs. At each of their PSs, there is an entry for the other (e.g. Alice has Bob in hers425
and vice versa).426

2.4.3. Federations427
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1.WSCa has federated Alice with IDPa428

2.WSPb has federated Bob with IDPb429

3.PSb has federated Alice with IDPa - this came out of the original invitation process. When Alice responded to430
the invite, she ended up at PSb, where she was given the option of federating with her IDPa.431

4.PSa has federated Bob with IDPb - this came out of the reciprocal ’invitation’ process. In responding to Bob’s432
invite, Alice was given the option of ’Do you wish to add your friend to your friends list?’. Alice said yes433

5.WSPb has federated Alice with IDPa - this was the result of an invitation that was sent to Alice by Bob for434
accessing her WSPb resource. WSPb has defined appropriate permissions for Alice’s geolocation resource in435
terms of this federated identifier. Consequently, if Alice were to simply SSO in from IDPa to WSPb (and if436
WSPb provided a browser interface) she would be able to access Bob’s resource (perhaps with a different set of437
privileges than when presented through SOAP interface)438

2.4.4. Sequence439

The following diagram indicates the steps involved.440

441

442

Figure 16. Sequence443

The high-level steps corresponding to the numbered messages above are as follows:444
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1.Alice receives an SSO assertion from IDPa to be used at WSCa. This assertion (as is normal) contains a bootstrap445
EPR for Alice’s DS (DSa).446

2.The bootstrap EPR contains address of, and credentials to be used at, DSa. WSCa queries DSa for the location of447
Alice’s PS.448

3.DSa returns an EPR for Alice’s PS (PSa).449

4.WSCa uses the credentials in the EPR to ask PSa for the members of Alice’s PS list.450

5.PSa returns the appropriate list.451

6.WSCa, based on Alice’s indicated desire, determines which of the list members Alice is interested452
in (in this case Alice sees Bob in the list and says ’That guy’). Once determined, WSCa sends a453
<ResolveIdentifierRequest> message to PSa for the ObjectID associated with Bob’s Object.454

7.Although PSa has a long-lived identity token for Bob from his IDP, it’s not targeted at WSCa. PSa gets the455
appropriate token for WSCb by sending a<sa:IdentityMappingRequest> message to IDPb, asking for a456
token for Bob and specifying WSCa as the target provider.457

8. IDPb returns an appropriate token for Bob in the<sa:IdentityMappingResponse> . Included is an EPR for458
Bob’s DS (DSb). The EPR does not have a security token for Alice459

9.PSa forwards on the token just received from IDPb to WSCa in its<ps:ResolveIdentifierResponse> .460

10.WSCa recognizes that it needs a token for Alice to use at DSb and so asks IDPa using the Token Request service,461
specifying DSb as the target.462

11.IDPa returns a security token for Alice at DSb in itsResponse>463

12.WSCa asks DSb for Bob’s geolocation service using a disco query. The invocation identity (implicit) is Alice and464
the target identity is Bob465

13.DSb returns EPR for Bob’s geolocation service at WSPb. The EPR does not have a security token for Alice466

14.WSCa recognizes that it needs a token for Alice to use at WSPb and so asks IDPa using the Token Request467
service, specifying WSPb as the target.468

15.IDPa returns a security token for Alice at WSPb in its<Response>469

16.WSCa invokes WSPb. The invocation identity (implicit) is Alice and the target identity is Bob470
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2.4.4.1. Detailed Messages471

2.4.4.1.1. Message 1 - SSO Assertion with Bootstrap EPR - from IDPa to WSCa472

473
<Response>474

<Assertion ID="firstassertion">475
<Subject>476

<NameID NameQualifier="IDPa" SPNameQualifier="WSCa" Format="persistent">Alice</NameID>477
</Subject>478

<AuthnStatement>479
</AuthnStatement>480
<AttributeStatement>481

<Attribute Name="disco-epr">482
<AttributeValue>483

<EndpointReference>484
<Address>DSa.com/disco</Address>485
<Metadata>486

<ProviderID>DSa</ProviderID>487
<ServiceType>disco</ServiceType >488
<SecurityContext>489

490
<SecurityMechID>bearer</SecurityMechID>491

<Token ref="#firstassertion" usage="securitytoken"/>492
493

add confirmations & namespaces494
495

</SecurityContext>496
</Metadata>497

</EndPointReference>498
</AttributeValue>499

</Attribute>500
</AttributeStatement>501

</Assertion>502
</Response>503

504

2.4.4.1.2. Message 2 - Disco Query - from WSCa to DSa505

506
<Envelope>507

<Header>508
<To>DSa.com</To>509
<Security>510

<Assertion ID="firstassertion">511
<Subject>512

<NameID NameQualifier="IDPa" SPNameQualifier="WSCa" Format="persistent">Alice</NameID>513
</Subject>514

<AuthnStatement>515
</AuthnStatement>516
<AttributeStatement>517

<Attribute Name="disco-epr">518
<AttributeValue>519

<EndpointReference>520
<Address>DSa.com/disco</Address>521
<Metadata>522

<ProviderID>DSa</ProviderID>523
<ServiceType>disco</ServiceType>524
<SecurityContext>525

526
<SecurityMechID>bearer</SecurityMech ID>527

<Token ref="#firstassertion" usage="securitytoken">528
</Token>529

530
add confirmations & namespaces531

532

Liberty Alliance Project

22



Liberty Alliance Project: Version: 2.0
Liberty ID-WSF Web Services Framework Overview

</SecurityContext>533
</Metadata>534

</EndPointReference>535
</AttributeValue>536

</Attribute>537
</AttributeStatement>538

</Assertion>539
</Security>540

</Header>541
<Body>542

<Query>543
<RequestedServiceType>544

<ServiceType>peopleservice</Serv iceType>545
</RequestedServiceType>546

</Query>547
</Body>548

</Envelope>549
550

2.4.4.1.3. Message 3 - Disco QueryResponse - from DSa to WSCa551

552
<Envelope>553

<Header>554
<To>WSCa.com</To>555

</Header>556
<Body>557

<QueryResponse>558
<EndpointReference>559

<Address>PSa.com/disco</Addres s>560
<Metadata>561

<ProviderID>PSa</ProviderID>562
<ServiceType>peopleservice</ServiceType>563
<SecurityContext>564
<Token>565

<Assertion id="secondassertion">566
</Assertion>567

</Token>568
</SecurityContext>569

</Metadata>570
</EndPointReference>571

</QueryResponse>572
</Body>573

</Envelope>574
575

2.4.4.1.4. Message 4 - PS ListMembersRequest - from WSCa to PSa576

577
<Envelope>578

<Header>579
<To>PSa.com</To>580
<Security>581

<Assertion ID="secondassertion">582
<Subject>583

<EncryptedID>584
<EncryptedData>585

<NameID NameQualifier="IDPa" SPNameQualifier="PSa" Format="persistent">Alice</NameID>586
</EncryptedData>587

<EncryptedKey></EncryptedKey>588
</EncryptedID>589

</Subject>590
</Assertion>591

</Security>592
</Header>593
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<Body>594
<ListMembersRequest/>595

</Body>596
</Envelope>597

598

2.4.4.1.5. Message 5 - PS ListMembersResponse - from PSa to WSCa599

600
<Envelope>601

<Header>602
<To>WSCa.com</To>603

</Header>604
<Body>605

<ListMembersResponse>606
<Object>607

<ObjectID>kkk</ObjectID>608
<DisplayName>Bob</DisplayName>609

</Object>610
</ListMembersResponse>611

</Body>612
</Envelope>613

614

2.4.4.1.6. Message 6 - PS ResolveIdentifierRequest - from WSCa to PSa615

WSC asks for transient because it does not care616

617
<Envelope>618

<Header>619
<To>PSa.com</To>620
<Security>621

<Assertion ID="secondassertion">622
623

</Assertion>624
</Security>625

</Header>626
<Body>627

<ResolveIdentifierRequest>628
<ResolveInput>629

<TokenPolicy wantEPR="1">630
<NameIDPolicy type="transient"/>631

</TokenPolicy>632
<TargetID>kkk</TargetID>633

</ResolveInput>634
</ResolveidentifiersRequest>635

</Body>636
</Envelope>637

638

2.4.4.1.7. Message 7 - AS IdentityMappingRequest - from PSa to IMSb639

PSa is able to discover IMSb through the long-lived DSb EPR it has.640

Alternatively, if the EPR the DSb originally constructed used TargetIdentity, then Bob’s identity could be carried641
through the TargetIdentity header in the call.642

643
<Envelope>644

<Header>645
<To>IDPb.com</To>646
<Security>647
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<Assertion ID="thirdassertion">648
<Subject>649

<NameID NameQualifier="IDPb" SPNameQualifier="PSa" Format="persistent">Bob</NameID>650
</Subject>651

SubjectConfirmation identifies PSa652
</Assertion>653

</Security>654
</Header>655
<Body>656

<IdentityMappingRequest>657
<MappingInput>658

<TokenPolicy>659
<NameIDPolicy SPNameQualifier="WSCa"/>660

</TokenPolicy>661
<Token ref="#thirdassertion" usage="securitytoken">662

</MappingInput>663
</IdentityMappingRequest>664

</Body>665
</Envelope>666

667

2.4.4.1.8. Message 8 - AS IdentityMappingResponse - from IMSb to PSa668

669
<Envelope>670

<Header>671
<wsa:To>PSa.com</wsa:To>672

</Header>673
<Body>674

<IdentityMappingResponse>675
<Status>OK</Status>676
<MappingOutput>677
<Token>678

<EncryptedAssertion><EncryptedData>679
<Assertion ID="fourthassertion">680
<Subject>681

<NameID NameQualifier="IDPb" SPNameQualifier="WSCa" Format="saml:transient">Bob</NameID>682
</Subject>683
<AttributeStatement>684

<Attribute Name="disco-epr">685
<AttributeValue>686

<wsa:EndpointReference>687
<wsa:Address>DSb.com</wsa:Address>688
<wsa:Metadata>689

<ProviderID>DSb</ProviderID>690
<ServiceType>disco</ServiceType>691
<SecurityContext>692

<sec:Token usage="SecurityToken" ref=":ObtainFromIDP"/>693
<sec:Token usage=":TargetIdentity" ref="fourthassertion"/>694

</SecurityContext>695
</wsa:Metadata>696

</wsa:EndpointReference>697
</AttributeValue>698

</Attribute>699
</AttributeStatement>700

</Assertion>701
</EncryptedData>702
<EncryptedKey></EncryptedKey>703
</EncryptedAssertion>704

</sec:Token>705
</sa:MappingOutput>706

</sa:IdentityMappingResponse>707
</Body>708

</Envelope>709
710
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2.4.4.1.9. Message 9 - PS ResolveIdentifierResponse - from PSa to WSCa711

712
<Envelope>713

<Header>714
<wsa:To>WSCa.com</wsa:To>715

</Header>716
<Body>717

<ps:ResolveIdentifierResponse>718
<ps:Status>OK</ps:Status>719

<ps:ResolveOutput>720
<sec:Token>721
<EncryptedAssertion><EncryptedData>722
<Assertion ID="fourthassertion">723
<Subject>724

<NameID NameQualifier="IDPb" SPNameQualifier="WSCa" Format="saml:transient">Bob</NameID>725
</Subject>726
<AttributeStatement>727

<Attribute Name="disco-epr">728
<AttributeValue>729

<wsa:EndpointReference>730
<wsa:Address>DSb.com</wsa:Address>731
<wsa:Metadata>732

<ProviderID>DSb</ProviderID>733
<ServiceType>disco</ServiceType>734
<SecurityContext>735

<sec:Token usage="SecurityToken" ref=":ObtainFromIDP"/>736
<sec:Token usage=":TargetIdentity" ref="fourthassertion"/>737

</SecurityContext>738
</wsa:Metadata>739

</wsa:EndpointReference>740
</AttributeValue>741

</Attribute>742
</AttributeStatement>743

</Assertion>744
</EncryptedData>745
<EncryptedKey></EncryptedKey>746
</EncryptedAssertion>747

</sec:Token>748
</ps:ResolveOutput>749

</ps:ResolveIdentifierResponse>750
</Body>751

</Envelope>752
753

2.4.4.1.10. Message 10 - AS Token Request - from WSCa to IDPa754

WSCa uses the original SSO token as the security context of the Token request. Alternatively, WSCa could discover755
IMSa and get credentials from DSa.756

757
<Envelope>758

<Header>759
<To>IDPa.com</To>760
<Security>761
<Assertion ID="firstassertion">762
<Subject>763

<NameID NameQualifier="IDPa" SPNameQualifier="WSCa" Format="persistent">Alice</NameID>764
</Subject>765

<AuthnStatement>766
</AuthnStatement>767
<AttributeStatement>768

<Attribute Name="disco-epr">769
<AttributeValue>770

<EndpointReference>771
<Address>DSa.com/disco</Address>772
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<Metadata>773
<ProviderID>DSa</ProviderID>774
<ServiceType>disco</ServiceType>775
<SecurityContext>776

<Token usage="SecurityToken" ref="#firstassertion"/>777
</SecurityContext>778

</Metadata>779
</EndPointReference>780

</AttributeValue>781
</Attribute>782

</AttributeStatement>783
</Assertion>784
</Security>785

</Header>786
<Body>787

<samlp:AuthnRequest>788
<samlp:Conditions>789

<samlp:AudienceRestriction>790
<samlp:Audience>DSb.com</saml:Audience>791

</samlp:AudienceRestriction>792
</samlp:Conditions>793
<samlp:ProtocolBinding>794
http://www.w3.org/2005/08/addressing/anony mous795
</samlp:ProtocolBinding>796

</samlp:AuthnRequest>797
</Body>798

</Envelope>799
800

2.4.4.1.11. Message 11 - AS Token Response - from IDPa to WSCa801

Shown here is IDPa returning to WSCa a persistent identifier for Alice at DSb, this dependent on a previous federation802
being established for Alice between IDPa and DSb.803

Alternatively, if no such federation existed for Alice, IDPa could return a transient identifier for Alice to be used by804
WSCa in its discovery query to DSb. In this case, if DSb enforced no access control policy over releasing Bob’s EPRs,805
the transient identifier for Alice is sufficient. If however, DSb does enforce access control for Bob’s EPRs (or just806
some of them), then DSb will need additional steps to determine if Alice is authorized (e.g. resolving the transient807
identifier through Bob’s PS.808

809
<Envelope>810

<Header>811
<To>WSCa.com</To>812

</Header>813
<Body>814

<samlp:Response>815
<Status>816

<StatusCode Value="urn:Success"/>817
</Status>818
<saml:Assertion ID="fifthassertion">819

<saml:Subject>820
<saml:EncryptedID><xenc:Encr yptedData>821

<saml:NameID Format="persistent" NameQualifier="IDPa" SPNameQualifier="DSb">Alice</saml:NameID>822
823

</xenc:EncryptedData>824
<xenc:EncryptedKey></xenc:EncryptedKey>825
</saml:EncryptedID>826

</saml:Subject>827
<saml:AuthnStatement>828
</saml:AuthnStatement>829

</saml:Assertion>830
</samlp:Response>831

</Body>832
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</Envelope>833
834

2.4.4.1.12. Message 12 - Disco Query - from WSCa to DSb835

836
<Envelope>837

<Header>838
<wsa:To>DSa.com</wsa:To>839
<Security>840

<saml:Assertion ID="fifthassertion">841
<saml:Subject>842

<saml:EncryptedID><xenc:Encrypt edData>843
<saml:NameID Format="persistent" NameQualifier="IDPa" SPNameQualifier="DSb">Alice</saml:NameID>844

845
</xenc:EncryptedData>846
<xenc:EncryptedKey></xenc:EncryptedKey>847
</saml:EncryptedID>848

</saml:Subject>849
<saml:AuthnStatement>850
</saml:AuthnStatement>851

</saml:Assertion>852
</Security>853
<sb:TargetIdentity> <!-- uses the token previously provided by IDPb -->854

<sec:Token>855
<Assertion ID="fourthassertion">856

<Subject>857
<NameID NameQualifier="IDPb" SPNameQualifier="WSCa" Format="transient">Bob</NameID>858

</Subject>859
<AttributeStatement>860

<Attribute Name="disco-epr">861
<AttributeValue>862

<wsa:EndpointReference>863
<wsa:Address>DSb.com</wsa:Address>864
<wsa:Metadata>865

<ProviderID>DSb</ProviderID>866
<ServiceType>disco</ServiceType>867
<SecurityContext>868
get from earlier message869

</SecurityContext>870
</wsa:Metadata>871

</wsa:EndpointReference>872
</AttributeValue>873

</Attribute>874
</AttributeStatement>875

</Assertion>876
</sec:Token>877

</sb:TargetIdentity>878
</Header>879
<Body>880

<disco:Query>881
<disco:RequestedServiceType>882

<ServiceType>geolocation</ServiceType >883
</disco:RequestedServiceType>884

</disco:Query>885
</Body>886

</Envelope>887
888

2.4.4.1.13. Message 13 - Disco QueryResponse - from DSb to WSCa889

890
<Envelope>891

<Header>892
<To>WSCa.com</To>893
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</Header>894
<Body>895

<disco:QueryResponse>896
<wsa:EndpointReference>897

<wsa:Address>WSPb.com/disco</wsa:Address>898
<wsa:Metadata>899

<ProviderID>WSPb</ProviderID>900
<ServiceType>geolocation</ServiceType>901

<SecurityContext>902
<!-- no security token -->903

</SecurityContext>904
<sb:TargetIdentity>905

<sec:Token>906
<Assertion ID="sixthassertion">907

<Subject>908
<saml:EncryptedID><xenc:EncryptedDat a>909

<saml:NameID Format="persistent" NameQualifier="IDPb" SPNameQualifier="WSPb">Bob</saml:NameI910
D>911

</xenc:EncryptedData>912
<xenc:EncryptedKey></xenc:EncryptedKey>913

</saml:EncryptedID>914
</Subject>915

</Assertion>916
</sec:Token>917

</sb:TargetIdentity>918
</wsa:Metadata>919

</wsa:EndPointReference>920
</disco:QueryResponse>921

</Body>922
</Envelope>923

924

2.4.4.1.14. Message 14 - AS Token Request - from WSCa to IDPa925

WSCa uses the original SSO token.926

927
<Envelope>928

<Header>929
<wsa:To>IDPa.com</wsa:To>930
<Security>931
<Assertion ID="firstassertion">932
<Subject>933

<NameID NameQualifier="IDPa" SPNameQualifier="WSCa" Format="persistent">Alice</NameID>934
</Subject>935

<AuthnStatement>936
</AuthnStatement>937
<AttributeStatement>938

<Attribute Name="disco-epr">939
<AttributeValue>940

<EndpointReference>941
<Address>DSa.com/disco</Address>942
<Metadata>943

<ProviderID>DSa</ProviderID>944
<ServiceType>disco</ServiceTyp e>945
<SecurityContext>946

<Token>947
948

</Token>949
</SecurityContext>950

</Metadata>951
</EndPointReference>952

</AttributeValue>953
</Attribute>954

</AttributeStatement>955
</Assertion>956
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</Security>957
</Header>958
<Body>959

<samlp:AuthnRequest>960
<samlp:Conditions>961

<samlp:AudienceRestriction>962
<samlp:Audience>WSPb.com</saml:Audience>963

</samlp:AudienceRestriction>964
</samlp:Conditions>965
<samlp:ProtocolBinding>966
http://www.w3.org/2005/08/addressing/anonymous967
</samlp:ProtocolBinding>968

</samlp:AuthnRequest>969
</Body>970

</Envelope>971
972

2.4.4.1.15. Message 15 - AS Token Response - from IDPa to WSCa973

974
<Envelope>975

<Header>976
<wsa:To>WSCa.com</wsa:To>977

</Header>978
<Body>979

<samlp:Response>980
<Status>981

<StatusCode Value="Success"/>982
</Status>983
<saml:Assertion ID="seventhassertion">984

<saml:Subject>985
<saml:EncryptedID><xenc:EncryptedData>986

<saml:NameID Format="persistent" NameQualifier="IDPa" SPNameQualifier="WSPb">Alice</saml:987
NameID>988

</xenc:EncryptedData>989
<xenc:EncryptedKey></xenc:EncryptedK ey>990
</saml:EncryptedID>991

</saml:Subject>992
<saml:AuthnStatement>993
</saml:AuthnStatement>994

</saml:Assertion>995
</samlp:Response>996

</Body>997
</Envelope>998

999

2.4.4.1.16. Message 16 - geolocation Query - from WSCa to WSPb1000

1001
<Envelope>1002

<Header>1003
<wsa:To>DSa.com</wsa:To>1004
<Security>1005

<saml:Assertion ID="seventhassertion">1006
<saml:Subject>1007

<saml:EncryptedID><xenc:Encry ptedData>1008
<saml:NameID Format="persistent" NameQualifier="IDPa" SPNameQualifier="WSPb">Alice</saml:NameID>1009

1010
</xenc:EncryptedData>1011
<xenc:EncryptedKey></xenc:EncryptedKey>1012
</saml:EncryptedID>1013

</saml:Subject> <!-- /\ -->1014
<saml:AuthnStatement> <!-- | -->1015
</saml:AuthnStatement> <!-- | -->1016

</saml:Assertion> <!-- Alice is invoking, Bob is target -->1017
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</Security> <!-- | -->1018
<sb:TargetIdentity> <!-- | -->1019

<sec:Token> <!-- \/ -->1020
<Assertion ID="sixthassertion">1021

<Subject>1022
<saml:EncryptedID><xenc:EncryptedData>1023

<saml:NameID Format="persistent" NameQualifier="IDPb" SPNameQualifier="WSPb">Bob</saml:1024
NameID>1025

</xenc:EncryptedData>1026
<xenc:EncryptedKey></xenc:EncryptedKey>1027

</saml:EncryptedID>1028
</Subject>1029

</Assertion>1030
</sec:Token>1031

</sb:TargetIdentity>1032
</Header>1033
<Body>1034

<geo:Query>1035
where is Bob?1036

</geo:Query>1037
</Body>1038

</Envelope>1039
1040

WSPb would use Bob as the target identity to determine the relevant geolocation resource, and use Alice as the1041
invocation identity to determine if the request should be authorized.1042
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3. Engineering Requirements Summary1043

This section summarizes the Liberty ID-WSF general and functional engineering requirements.1044

3.1. General Requirements1045

The Liberty-enabled systems should follow the set of general principals outlined inSection 3.1.1andSection 3.1.2.1046
These principles cut across categories of functionality.1047

3.1.1. Client Device/User Agent Interoperability1048

Liberty clients encompass a broad range of presently deployed Web browsers, other presently deployed Web-enabled1049
client access devices, and newly designed Web-enabled browsers or clients with specific Liberty-enabled features.1050

The Liberty architecture and protocol specifications must support a basic level of functionality across the range of1051
Liberty clients.1052

3.1.2. Openness Requirements1053

Liberty architecture and protocol specifications must provide the widest possible support for1054

• Operating systems1055

• Programming languages1056

• Network infrastructures1057

and must not impede multivendor interoperability between Liberty clients and services, including interoperability1058
across circle of trust boundaries.1059

3.2. Functional Requirements1060

Liberty architecture and protocols must be specified so that Liberty-enabled implementations are capable of perform-1061
ing the following activities:1062

• Service discovery in identity federation environment1063

• Registration of services1064

• Gathering consent from a Principal1065

• Anonymous services1066

• Usage directives1067

3.2.1. Service Discovery1068

Requirements of service discovery stipulate that1069

• Architecture provides a mechanism for providers to query the Discovery Service for the relevant providers of1070
services or attribute classes within a service for a particular Principal.1071

• Support for user prompt by the Discovery Service to prompt during the registration process (e.g. to confirm the1072
registration). Such mechanism(s) should support the ability to allow the requestor to prompt the user, asking the1073
requestor to direct the user to the Discovery Service’s site, or the Discovery Service using an ECP[SAMLProf2]1074
communications channel to ask the user directly.1075
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3.2.2. Registration of Services1076

Requirements of service registration stipulate that1077

• Architecture provides a mechanism for providers to register/deregister with the Discovery Service a list of services1078
or attribute classes within a service that it provides for a specific Principal.1079

3.2.3. Gathering Consent1080

Requirements of consent gathering stipulate that1081

• Mechanism for a relying provider to request that the invoking provider direct a Principal to the relying provider to1082
request the Principal for consent.1083

• Mechanism for a provider to utilize an ECP[SAMLProf2] communications channel for querying the Principal’s1084
consent and obtaining the Principal’s response.1085

• Mechanism for a provider to utilize a non-ECP communications channel for querying the Principal’s consent and1086
obtaining the Principal’s response.1087

• Mechanism for providers to associate Principal’s consent for his/her permissions for a provider for a given set of1088
attributes, when the set of attributes are shared with the provider.1089

• Mechanism for a relying provider to partially fulfill requests for attributes if consent not given for all attributes.1090

3.2.4. Anonymous Service1091

Requirements of anonymous service stipulate that1092

• Mechanism for a provider to make anonymous attribute requests and receive anonymous attribute responses.1093
(Ability to share attributes without disclosing the identity of the Principal to the requestor).1094

• Mechanism to prevent correlation of pseudonyms in service tokens with Principal identifiers.1095

3.2.5. Usage Directives1096

Requirements of usage directives stipulate that1097

• Mechanism for a provider to associate intended usage with the requested attributes in an attribute request to a1098
relying provider.1099

• Mechanism for a provider to associate the agreed upon intended usage directives with the attribute response1100

• Mechanism for a provider to return a list of acceptable usage directives to a provider, when the intended usage1101
doesn’t match the Principal’s usage directives.1102

• Guideline for providers (in the usage negotiation scenario) to always reply to an invoking provider’s attribute1103
request with usage directives that are equal to or privacy-stricter than those originally stated in the provider’s1104
attribute request.1105
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4. Security Architecture1106

Table 1 generally summarizes the security mechanisms incorporated in the Liberty ID-WSF specifications, and1107
thus in Liberty-enabled implementations, across two axes: channel security and message security. It also generally1108
summarizes the security-oriented processing requirements placed on Liberty-enabled implementations.1109

Note: This section is non-normative; please refer to normative documents for detailed normative statements regarding1110
security mechanisms[LibertySecMech].1111

Table 1. Liberty Security Mechanisms1112

Security Mechanism Channel Security Message Security

Confidentiality Yes Yes

Per-message data integrity No Yes

Transaction integrity Yes Yes

Data origin authentication No Yes

Nonrepudiation No Yes

Channel security addresses how communications between providers and user agents are protected. Liberty imple-1113
mentations must use TLS[RFC4346] or SSL3.0[SSL] for channel security, although other communication security1114
protocols may also be employed, for example, IPsec, if their security characteristics are equivalent to TLS or SSL3.0.1115
Note: TLS, SSL3.0, and equivalent protocols provide confidentiality and integrity protection to communications be-1116
tween parties as well as authentication.1117

Critical points of channel security include the following:1118

• In terms of authentication, requesting providers are required to authenticate relying providers using relying1119
providers’ server-side certificates. The relying providers have the option to require authentication of the requesting1120
providers using requesting providers’ client-side certificates.1121

• Additionally, each provider is required to configure a list of authorized (other) providers. Thus, any provider-1122
provider pair must be mutually authorized before they will engage in interactions. Such authorization is in addition1123
to authentication. (Note: The format of this configuration is a local matter and could, for example, be represented1124
as lists of names or as sets of X.509 certificates[X.509] of other circle of trust members).1125

• The authenticated identity of a provider must be presented to a user before the user presents personal authentication1126
data to that provider.1127

Message security addresses security mechanisms applied to the discrete Liberty ID-WSF protocol messages passed1128
between providers and user agents. These messages are exchanged across the communication channels whose security1129
characteristics were just discussed.1130

Critical points of message security include the following:1131

• Liberty ID-WSF protocol messages and some of their components are generally required to be digitally signed1132
and verified. Signing and verifying messages provide data integrity, data origin authentication, and a basis for1133
non-repudiation.1134

• Therefore, providers are required to use key pairs that are distinct from the key pairs applied for TLS[RFC4346]1135
or SSL3.0[SSL] channel protection and that are suitable for long-term signatures.1136
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• In the presense of intermediaries, communicating providers must ensure that sensitive information is not disclosed1137
to unauthorized entities. To fulfill this requirement, providers are required the confidentiality mechanisms specified1138
in [wss-sms].1139

• In transactions between providers, requests are required to be protected against replay, and received responses are1140
required to be checked for correct correspondence with issued requests. Time-based assurance of freshness may1141
be employed. These techniques provide transaction integrity.1142

• To become circle of trust members, providers are required to establish bilateral agreements on selecting certificate1143
authorities, obtaining X.509 credentials[X.509], establishing and managing trusted public keys, and managing life1144
cycles of corresponding credentials.1145

Note: Many of the security mechanisms mentioned above, for example, TLS1.0 or SSL3.0, have dependencies upon,1146
or interact with, other network services and/or facilities such as the DNS[RFC1034], time services, firewalls, etc.1147
These latter services and/or facilities have their own security considerations upon which Liberty-enabled systems are1148
thus dependent.1149
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5. Liberty ID-WSF Architecture1150

5.1. Concepts and Architecture1151

The Liberty ID-WSF defines a framework for creating, discovering, and consumingidentity services. The Liberty1152
ID-WSF also defines a conceptual model that provides relevant terminology for theseidentity services. Some1153
basic identity services, such as the Discovery Service[LibertyDisco], are defined in a normative manner as part of1154
the ID-WSF specifications. The following UML model describes the conceptual model presented in the Liberty1155
specifications:1156
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Figure 17. UML Representation of Liberty Conceptual Model1158

An identity serviceis an abstract notion of a web service that acts upon some resource to either retrieve information1159
about an identity or identities, update information about an identity or identities, or perform some action for the benefit1160
of some identity or identities.1161

There are different types of identity services, each of which is identified by aservice type identifier. This service type1162
identifier maps to exactly oneabstract WSDLdefinition of a service. The definition contains only the type, message,1163
and portType elements of a WSDL1.1 description[WSDLv1.1]. An example of a service type is a "calendar service,"1164
which could have a service type identifier of a URI such as "urn:example:services:calendar".1165

A service instanceis the instantiation of a particular type of identity service. A service instance maps to aconcrete1166
WSDLdocument (which includes the binding and service WSDL elements) that contains theprotocol endpointand1167
additional information necessary for a client to communicate with the particular service instance (e.g. security policy1168
information).1169

Each service instance is hosted by someprovider that is identified by aprovider identifier. An example of a service1170
instance is a SOAP endpoint[SOAPv1.1] offering a calendar service.1171
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A service instance exposes a protocol interface to a set of resources. Aresourcein this specification is either data1172
related to some identity or identities, or a service acting on behalf of some identity or group of identities. An example1173
of a resource is a calendar containing appointments for a particular identity.1174

A resource commonly hasaccess control policiesassociated with it. These access control policies are typically under1175
the purview of the entity or entities associated with the resource (the entity or entities could be considered to "own"1176
the resource). The access control policies on a resource must be enforced by the service instance.1177

5.2. Liberty ID-WSF Modules1178

The Liberty Identity Web Services Framework (ID-WSF) consists of multiple specifications in which a set of schemata,1179
protocols and profiles for providing a basic framework of identity services are defined based on open standards1180
including WS-Addressing[WSAv1.0], SAML2.0[SAMLCore2], WS-Security[wss-sms], and SOAP[SOAPv1.1]. On1181
top of the ID-WSF, the Liberty Identity Service Interface Specifications (ID-SIS) are built. The ID-SIS utilize the1182
ID-WSF to provide networked identity services, such as contacts, presence detection or wallet services that depend on1183
networked identity.1184

Figure 18below illustrates the Liberty ID-WSF modules and other related specifications.1185
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Figure 18. Liberty ID-WSF Modules1187

Services built on top of the ID-WSF framework could follow the design patterns provided by the DST. Such the type1188
of services are typically known as "DST-based" services. On the other hand, it is also possible to build services which1189
make use of the privacy and security features provided by the ID-WSF framework, but do not follow the DST design1190
patterns. These services are typically known as "non-DST-based" services.1191

An example of DST-based service could be the ID-SIS Personal Profile[LibertyIDPP], whilst an example of non-1192
DST-based service could be the ID-SIS CSM (Liberty Messaging Profile). Both of these are Liberty-defined services,1193
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although it is also possible that an organization defines its own identity services (of both types), by still making use of1194
the Liberty Identity Web Services Framework (ID-WSF).1195

5.3. Summary of Functionalities1196

The Liberty Identity Web Services Framework defines a SOAP based invocation framework that allows identity1197
services to be discovered and invoked. Once a service has been discovered and sufficient authorization data has1198
been received from a trusted authority, the invoking entity (Web Service Consumer) may invoke the service at1199
the hosting/relying entity (Web Service Provider). In order to convey the privilege of a system entity to access a1200
resource, the framework defines extensions such that service invocation authorization data may be generated by a1201
trusted authority and issued to the invoking system entity. The relying party or Web Service Provider can make1202
access control decisions based upon this authorization data based upon its business practices and the preferences of1203
the resource owner. In most cases this trusted authority is assumed to be some Identity Provider and/or Discovery1204
Service[LibertyDisco][LibertyAuthn].1205

The following diagram illustrates the entities involved in possible service invocation use cases.1206
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Figure 19. Service Invocation Context1208

5.3.1. Security Mechanisms1209

As in other web services contexts, access control policies must be enforced in an identity services context. The1210
authorization decision to invoke an identity service instance offering a specific resource may be made locally (that1211
is at the entity hosting the resource) or remotely. Regardless of whether the policy decision is distributed or not,1212
in a permissions based context or any context with security considerations, policy enforcement must always be1213
implemented by the entity hosting the resource.1214

Identity services may rely upon a trusted third party (TTP) to make policy decisions on their behalf. In such cases,1215
the TTP may issue targeted assertions[SAMLCore2] as security tokens to those entities. Each of these assertions have1216
a subject of statements in the assertion, and associated conditions, such as an issue instant, validity periods for each1217
assertion. The SAML assertion also has audience restriction(s) that provide information about the intended target of1218
the policy decision and the relying party (Web Service Provider) for the particular assertion. The SAML assertion also1219
contains an Authorization Decision Statement which conveys the decision and information about the rights that have1220
been granted to the resource.1221

5.3.2. Identity Token1222
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The Liberty ID-WSF uses an identity token, which provides a structured mechanism to refer to a principal inside1223
the network, together with any attributes that are needed for interaction with such principal and identity-based web1224
services that are provided on her/his behalf.1225

The identity token can be expressed with multiple ways, such as a SAML assertion[SAMLCore2], WS-Security1226
Binary Security Token[wss-sms], and other XML definitions, and can be conveyed within the SOAP head-1227
ers[LibertySOAPBinding].1228

5.3.3. Invocation/Target Identities1229

When an entity (Web Service Consumer) invokes an identity service, the entity does it on behalf of a particular1230
principal. An invocation identity means an identity of this principal. The invocation identity can explicitly specify1231
with the request SOAP message[LibertySOAPBinding], or implicitly obtained from the security context of the1232
message[LibertySecMech].1233

When an identity service at an entity (Web Service Provider) is invoked, the entity responds with some resource1234
of a particular principal. A target identity means an identity of this principal. The target identity of the re-1235
quest SOAP message may be same as the invocation identity, or different and explicitly specified with the mes-1236
sage[LibertySOAPBinding].1237

In order to explicitly specify the invocation identity and/or target identity, an entity may use theIdentity Token.1238

5.3.4. Usage Directives1239

The Liberty ID-WSF defines extensions that allow both the invoking entity and the consuming entity to add one or1240
more Usage Directive SOAP headers to a message[LibertySOAPBinding]. A Usage Directive header in a request from1241
the invoking entity can be understood as "intended usage." It should be noted that should permissions be such that a1242
Usage Directives level in the request cannot be met, the hosting entity must either redirect the invoking entity to the1243
user to query for permission, or deny the service.1244

5.3.5. Interaction Service1245

The Liberty ID-WSF defines an Interaction Service[LibertyInteract]. This service provides schemas and profiles to1246
enable an entity to interact with the owner of a resource that is exposed by that Web Service Provider. The ID-WSF1247
defines following methods for a Web Service Provider to interact with a user:1248

1.The Web Service Provider may send a SOAP response with a RedirectRequest element that instructs the Web1249
Service Consumer to direct the user-agent to contact the Web Service Provider at a given URL.1250

2.The Web Service Provider may try to discover the Interaction Service of the resource owner to enable the Web1251
Service Provider to send an interaction request to that service.1252
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This interaction may be for the purposes of obtaining consent for a particular resource exposure (such as granting1253
access to Personal Profile[LibertyIDPP]), obtaining data from the user-agent, or some other purpose. When an identity1254
service of one user is invoked by another user (a so called cross-principal interaction), the WSP may need to interact1255
with either or both of the users. The Interaction Service is an optional part of the Liberty ID-WSF. An example of use1256
of the Interaction Service would be to query the user for permissions in a web services context.1257

5.3.6. Proxy Authorization Model1258

The Liberty ID-WSF supports a restricted form of proxy authorization capability whereby a consumer of an identity1259
service (the intermediate system entity or proxy) can act on behalf of another system entity (the subject) to access an1260
identity service (the recipient)[LibertySecMech]. To be granted the right to proxy for a subject, the intermediate system1261
entity may need to interact with a trusted authority. Based on the authority’s access control policies, the authority may1262
generate and distribute an assertion authorizing the intermediary to act on behalf of the subject to the recipient. As an1263
example, such the authorization decision statement might allow a proxying entity to update a calendar resource for a1264
particular identity after a flight booking has occurred.1265

5.3.7. Identifier Confidentiality1266

The trusted third party may obscure the subject’s name identifier for purposes of confidentiality at the Web Service1267
Consumer and any subsequent intermediaries. For this purpose, the ID-WSF specifies a mechanism for creating (at1268
issuer) and consuming (at relying party) encrypted name identifiers.1269

5.3.8. Group and Individual Management1270

Groups are an integral part in organizing any activities by more than one individual user. The ID-WSF specifies a1271
protocol and schema to manage group of individual identities, so that, once a Liberty ID-WSF compliant user group1272
has been defined, the group can be used in any tools that support the Liberty ID-WSF specifications, which facilitates1273
the seamless integration of the tools. The group information can be manipulated by principals themselves through the1274
providers.1275

5.3.9. Discovery Service1276

The Discovery Service is a type of identity service that provides for the discovery of identity services associated with a1277
given identity. In ID-WSF2.0, information of an identity service is represented as an ID-WSF Endpoint Reference that1278
is profiled based on the definition of WS-Addressing Endpoint Reference[LibertyDisco]. An identity will typically1279
have one discovery service on the network that allow other entities to discover its identity services.1280

The Discovery Service offers two operations,DiscoveryQueryand DiscoveryModify. In a web services context1281
(browsing, etc.), a Web Services Consumer may need access to a resource exposure associated with an identity (e.g., a1282
profile or location service). The Web Service Consumer may lookup Endpoint References of service instances with a1283
DiscoveryQueryrequest that includes criteria of service desired. The response message contains the relevant Endpoint1284
References of identity services associated with the query, according to the access policies set by the principal/provider.1285
The response may include security tokens and/or identity tokens for service invocation.1286

TheDiscoveryModifyoperation allows a requester to enter and remove Endpoint References of service instances. The1287
request allows the provider to input information about a resource exposure, and the corresponding response provides1288
the status of the request. A Web Service Provider that hosts the resource, the host of the Directory Service, or the1289
Principal/Resource Owner could update the resource exposure. The following diagram illustrates the entities involved1290
in possible Discovery Service use cases.1291
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Figure 20. Liberty ID-WSF Discovery Service1293

5.3.10. Liberty-enabled User Agents or Devices1294

The ID-WSF specifications define a number of protocols that enable any party to act as a Web Service Consumer1295
(WSC), a Web Service Provider (WSP), or both. When user agents or devices wish to act in these roles, some1296
particular issues need to be addressed and hence additional specifications are useful to guarantee interoperability.1297
Moreover, whenever such the user-agent or device acts as WSC or WSP, it typically represents only a very small1298
number of users. Therefore, there are some particular considerations regarding privacy, and the specifications covers1299
those concerns.1300

The Liberty Alliance specifies the ID-WSF Authentication Service[LibertyAuthn] by which a WSC on a user agent1301
or device may authenticate to an identity provider, and the Reverse HTTP Binding[LibertyPAOS] to enable a user1302
agent or device to act as a WSP. ID-WSF Profiles for Liberty-enabled User Agents or Devices[LibertyClientProfiles]1303
describes the profiles and requirements for Liberty-enabled clients interacting with the SOAP based authentication1304
service and using PAOS.1305
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