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Abstract:

The Liberty Identity Web Services Framework (ID-WSF) supports the discovery and invocation of identity services -
web service interfaces exposed on behalf of a user.

There exist many circumstances where a user may wish to access the identity resources (either browser-based or service-
based) of another user. Some examples include: a parent wishing to discover the current location of their child, someone
wishing to share photographs stored at some service with their friends, or allowing one game-player to determine
whether another player is available.

In such cases, it is necessary for one user (or a provider acting on their behalf) to be able to obtain an appropriate
identifier for another user from that user's Identity Provider, and to convey that identifier to this second user's identity
services.

Additionally, users will often desire to grant access rights to both browser-based resources as well as their identity
services to friends and colleagues - this implies that the privileges can be assigned to a relevant identifier for that friend
as supplied by an appropriate identity provider.

This document describes an architecture for enabling secure, privacy-respecting cross-principal online interactions
between users and the identity resources (both browser-based and programmatic services) of others , and normatively
defines the Liberty ID-WSF People Service to support such interactions.

Ultimately, such cross-principal interactions will depend of a variety of mechanisms and components of the full ID-
WSEF architecture beyond the People Service alone.
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1. Introduction

1.1. Overview

A user's People Service (PS) is an interface into those other users with which the owning user wishes to (or has already)
interact with in some online fashion - these other users possibly categorized into arbitrary gr oups. The PS provides a
flexible, privacy respecting framework by which a user can manage/track the people they knowand how these other
users are related.

The first generation of online transactions/interactions were single-user, eg. online banking, travel booking, shopping
etc. More and more however, our online interactions involve other users than just ourselves. Whether it is communi-
cation, commerce, sharing, self-expression, or collaboration being enabled - all these interactions build on a social
layer that connects individuals to others. Unfortunately, the current situation is that each of these applications generally
builds its view of a given individual's complete social network. This can result in duplication and undesirable man-
agement burden on those individuals, forced to maintain these multiple views.

Many interesting interactions will involve those individuals who are both explicit and direct. For instance, a user may
wish to share their online photos with their family, or they may need to determine the network presence of their
colleagues.

Enabling such direct interactions between users and their circle of friends is straightforward when both maintain an
account at the same provider. On many online photo sites for instance, users share their photos with others but only
once they have established an account at the same provider. If the first user already knows the account name of the
other, all that need happen is for that name to be supplied. If they don't know it, they might search existing accounts
or, if necessary, have an invite sent to their friend encouraging them to create an account.

There are two significant implications of this model:

1. Both users must maintain or establish accounts at the same provider. Typically, the result of this requirement is
that the friend being invited to interact (e.g., View vacation photos, etc) is forced to create an account (with
associated logins and passwords to remember) at a provider where they might not otherwise choose to do so.

2. If some connection between two friends is established in the context of the photo site, it can't be leveraged in some
other context (e.g., Calendar sharing) unless that provider happens to host both services.

Enabling such cross-user interactions such that the above two implications are addressed is the goal of the Liberty
Alliance's People Service. The People Service provides a flexible, privacy respecting framework by which one user
can manage/track the people they know - typically but not exclusively in order to assign them certain privileges for
accessing certain resources owned by the first user. Providers query/manipulate this information through standardized
interfaces.

Additionally, to satisfy the requirement for informing a user of another's intent to add them to their PS resource, an
invitation model by which users can be informed of such and establish the necessary federations between providers is
defined.

This document is the Liberty Identity Web Services Framework (ID-WSF) People Service Specification that norma-
tively specifies the People Service protocols.

1.2. Notation

This specification uses schema documents conforming to W3C XML Schema (see [Schemal-2]) and normative text
to describe the syntax and semantics of XML-encoded protocol messages. Note: Phrases and numbers in brackets [ ]
refer to other documents; details of these references may be found at the end of this document.

The key words "MUST," "MUST NOT," "REQUIRED," "SHALL," "SHALL NOT," "SHOULD," "SHOULD NOT,"
"RECOMMENDED," "MAY," "MAY NOT," and "OPTIONAL" in this specification are to be interpreted as described

Liberty Alliance Project
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in [RFC2119]: "they MUST only be used where it is actually required for interoperability or to limit behavior which
has potential for causing harm (e.g., limiting retransmissions)."

These keywords are thus capitalized when used to specify, unambiguously, requirements over protocol and application
features and behavior that affect the interoperability and security of implementations. When these words are not cap-
italized, they are meant in their natural-language sense.

This specification uses the following typographical conventions in text: <El enent >, <ns: For ei gnEl enent >,
attribute, Dat at ype, and Ot her Code.

Definitions for Liberty-specific terms may be found in [LibertyGlossary].

1.3. Terminology

The Liberty terms Servi ce Provi der and Web Servi ce Consuner, and their respective abbreviations, SP and
WSC, refer to different roles that may be assumed by the same website. Generally, an SP is some website that provides
online services to users through HTTP interactions. In interactions with other providers not mediated by a user's
browser, websites assume the role of a WSC in order to send SOAP-based requests. For clarity, this specification uses
the SP abbreviation to refer to both these rules, distinguishing where appropriate.

1.4. Namespaces
The following namespaces are used in the schema definitions:

e The prefix ps: stands for the Liberty ID-WSF People Service schema namespace (urn: liberty: ps:
2006- 08). This namespace is the default for instance fragments, type names, and element names in this document.

e The prefix xs: stands for the W3C XML schema namespace (htt p: / / www. w3. or g/ 2001/ XM_Schena) [Sche-
mal-2].

e The prefix xnm: stands for the W3C XML namespace (http: //wamw. w3. or g/ XM/ 1998/ nanespace)
[XML].

e The prefixsan : stands for the OASIS SSTC SAML2.0 Assertion namespace (ur n: oasi s: nanes: t c: SAM.:
2.0: assertion) [SAMLCore2].

» The prefix sani p: stands for the OASIS SSTC SAML2.0 Protocol namespace (ur n: oasi s: nanes: t c: SAM.:
2. 0: protocol ) [SAMLCore2].

e The prefix i ms: stands for the Liberty ID-WSF Authentication Service Identity Mapping Service namespace
(urn: l'iberty: ins: 2006- 08) [LibertyAuthn].

e The prefix sec: stands for the Liberty ID-WSF Security Mechanisms Core namespace (urn: | i berty: sec:
2005- 11) [LibertySecMech].

» The prefix subs: stands for the Liberty ID-WSF Subscriptions & Notifications namespace (urn: | i berty:
ssos: 2006- 08) [LibertySUBS].

Liberty Alliance Project
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224 2. Data Model

225 A given user's PS holds information about those other users with which the owning user may have established some
226 online relationship. The owning user may also choose to organize these other users into groups (e.g., their teammates |
227 on ahockey team). The PS data model defines how these users and groups are represented.

228 2.1. <Obj ect > Element

229 Both individual users and the groups to which they may belong are represented as <hj ect > elements - whether an
230 <Qbj ect >referstoagroup or auser (or perhaps some other individual entity) is distinguished by a Node Ty pe attribute
231 with values of urn: liberty: ps: collection or urn: liberty: ps: entity respectively (see Section 2.1.1 for exact definition).

232 The <oj ect > element has <Di spl ayNane> elements to carry a human-readable name for the <Qbj ect > (see Sec-
233 tion 2.1.5).

234 The value of the <Qbj ect | D> element uniquely identifies the <Obj ect > within the set of all <Obj ect > elements that
235 are accessible to)-a particular consumer of the People Service for the targeted identity.

236 Theoptional Cr eat edDat eTi me and Modi f i edDat eTi ne attributes express the time at which an Obj ect was created
237 and last modified respectively (see Section 2.1.2).

238 To account for nested Obj ect s, an <Obj ect > element can have multiple <Obj ect > and/or <Obj ect Ref > elements
239 to refer to other bj ect s.

240 The schema model for the <Obj ect > element is shown below.

241

242 <xs: el enent nane="Obj ect" type="0bject Type"/>

243 <xs: conpl exType nane="Chj ect Type" >

244 <xs: sequence>

245 <xs: el enent ref="bjectI D' m nCccurs="0"/>

246 <xs: el enent nane="Di spl ayNane" type="Local i zedDi spl ayNaneType"

247 m nCccurs="1" maxCccur s="unbounded"/ >

248 <xs: el enent nane="Tag" type="TagType" mi nCccurs="0" nmaxCccurs="unbounded"/ > ="
249 —<xs:elenment ref="0bject" m nCQccurs="0" nmaxQccurs="unbounded"/>

250 <xs: el enent nane="Obj ect Ref" type="0Cbj ect| DType" mi nCccurs="0" maxCccur s="unbounded"/ >
251 </ xs: sequence>

252 <xs: attribute name="NodeType" type="xs: anyURl" use="required"/>

253 <xs: attribute name="CreatedDateTi me" type="xs: dateTi me" use="optional"/>

254 <xs: attribute name="MdifiedDateTi ne" type="xs: dateTi me" use="optional"/>

255 </ xs: conpl exType>

256

257 2.1.1. NodeType Attribute

258 The NodeType attribute is defined such that the WSC can distinguish if an <Obj ect > refers to a group or a user (or
259 some other individual entity). For the values of the NodeType attribute, the following two URIs are defined: |

260 urn:liberty: ps: collec- Ifan <Cbj ect > has this URI for the value of the NodeType attribute, it represents a collection
261 tion that has zero or more <Cbj ect > as child elements. The child <Cbj ect > elements may have
262 a NodeType of eitherurn: i berty: ps: collectionorurn: liberty: ps: entity.

263 urn:liberty: ps.entity  If an <Qoj ect > has this URI for the value of the NodeType attribute, it represents a single
264 entity (e.g., a user). An <Cbj ect > with a NodeType of urn: | i berty: ps: entity MUST |
265 NOT itself contain any child <Obj ect > or <Obj ect Ref > elements.

266 2.1.2. CreatedDateTime Attribute

267 The Cr eat edDat eTi ne attribute may be used by a PS provider to set the time when an <Obj ect > is instantiated.
Liberty Alliance Project
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2.1.3. ModifiedDateTime Attribute

The Modi fi edDat eTi me attribute may be used by a PS provider to set the time when the data or attributes that an
<Obj ect > has are changed.

2.1.4. <Obj ect | D> Element

The <Qbj ect I D> element is defined so that WSCsthe-RPS—provider—can refer, unambiguously, to the parent
<(hj ect >and-elements.

<l-- Declaration of ObjectlD elenment -->
<xs: el ement nanme="Obj ect| D' type="0bject!| Dlype"/>
<l-- Definition of ObjectlDType -->
<xs: conpl exType nane="Obj ect | DType" >

<xs: si npl eCont ent >

<xs:restriction base="xs: anyURl "/ >

</ xs: si npl eCont ent >

</ xs: conpl exType>

The PS provider controls the creation of object identifiers. When a WSC requests the creation of an object, the WSC
MUST NOT provide an ObjectID in such a request message. If the request is successful, the PS provider MUST return
an object identifier for the new object in an Obj ect | D element in its response message - the WSC MUST use this
returned identifier in subsequent operations on that object.

Where privacy is a concern, PS providers MUST ensure that Obj ect | Ds do not create a privacy concern by allowing |
different WSCs to make inappropriate correlations about the users for which the Obj ect identifiers stand. Unique
identifiers for different WSCs (e.g., pairwise identifiers), reuse of identifiers acrossidentifiers)-different services, and |
encrypted identifiers are potential mechanisms for addressing this concern.

2.1.5. <Di spl ayNane> Element

The <Di spl ayNane> element provides a human-readable friendly name for Qoj ect s. The value of this element
SHOULD NOT be used to uniquely identify Obj ect s; rather the Obj ect I D element SHOULD be used. (see Sec-
tion 2.1.4).

<xs: conpl exType nanme="Local i zedDi spl ayNaneType" >
<xs: si npl eCont ent >
<xs: ext ensi on base="xs: string">
<xs:attribute nane="Local " type="xs:|anguage" use="optional"/>
<xs:attribute nane="I|sDefault" type="bool ean" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

The <Local e> attribute specifies the language in which the display name is expressed. If not present, providers
SHOULD determine how to best display the name through other means.

The <I sDef aul t > attribute identifies which <Di spl ayName> element, if there are multiple, is default. There MUST
NOT be more than one <Di spl ayName> element with | sDef aul t set as "true."

2.1.6. <Tag> Element

The <Tag> element allows users (or providers) to add their own metadata to <Obj ect > elements. For instance, a user
might add a <Tag> element with a value of "sports"” for the Ref attribute to a group Obj ect called "Team" to denote
the theme of that group (perhaps to distinguish it from another group with the same name for some work project).

Liberty Alliance Project
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<xs: conpl exType name="TagType">
<xs:attribute nane="Ref" type="xs: anyURl" use="required"/>
</ xs: conpl exType>

The value of the Ref attribute SHOULD be a tag space (a place that collates or defines tags), where the last component
of the URL is the tag. For instance, http: /technorati.com/tag/music is a URL for the tag "music."

If they understand the tag space for a <Tag> element, WSCs and PS providers MAY process as appropriate. WSCs
and PS providers MAY ignore <Tag> elements.

2.1.7. <Obj ect Ref > Element
The <Obj ect Ref > element is used as a pointer to an <Qoj ect > through that <Cbj ect >'s <Obj ect | D> element.

The <Qbj ect Ref > element allows an <Chj ect > element to be included in another by reference rather than directly.
For instance, the fact that a given user belongs to different groups can be represented by both those groups'
<(bj ect > element containing an <Obj ect Ref > element that refers to that user's <Qoj ect > el enent .

2.2. <Token> Element

The <sec: Token> element acts as a container for identity tokens, see [LibertySecMech]

The <sec: Token> element is used by the PS provider to return requested identity tokens to the WSC, either in a
<Resol vel denti fi er Response> message or in a <Not i f y> message to a previous <Subscri pt i on> element.

Liberty Alliance Project
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332 3. People Service

333 3.1. Overview

334 A People Service is an ID-WSF identity web service by which service consumers can query the list of entities (e.g., |
335 friends, co-workers, family, devices etc) with which a particular individual chooses to track an online relationship.
336 These listed individual may be organized into groups. Service consumers use the People Service to add members and/
337 orgroups, update information for particular members or groups, test group membership of a particular user, and obtain
338 identity tokens for desired members.

339 3.2. Service Type
340 A People Service is identified by the service type URN:

341 urn:liberty: ps: 2006-08

342 3.3. Action URIs

343 WS-Addressing defines the <Act i on> header by which the semantics of an input, output, or fault message can be
344  expressed.

345 This specification defines the following action identifiers:
346 + urn:liberty: ps: 2006-08: AddEntityRequest

347 « urn:liberty: ps: 2006-08: AddEntityResponse

348 + urn:liberty: ps: 2006-08: AddKnownEntityRequest

349  urn:liberty: ps: 2006-08: AddKnownEntityResponse

350 < urn;liberty: ps: 2006-08: RemoveEntityRequest

351 « urn:liberty: ps: 2006-08: RemoveEntityResponse

352 « urn:liberty: ps: 2006-08: AddCollectionRequest

353 + urn:liberty: ps: 2006-08: AddCollectionResponse

354 « urn;liberty: ps: 2006-08: RemoveCollectionRequest

355 ¢ urn:liberty: ps: 2006-08: RemoveCollectionResponse
356 « urn:liberty: ps: 2006-08: AddToCollectionRequest

357 + urn:liberty: ps: 2006-08: AddToCollectionResponse

358 ¢ urn:liberty: ps: 2006-08: RemoveFromCollectionRequest
359 « urn:liberty: ps: 2006-08: RemoveFromCollectionResponse
360 < urn:liberty: ps: 2006-08: ListMember sRequest

361 ¢ urn;liberty: ps: 2006-08: ListMember sResponse

362 + urn:liberty: ps: 2006-08: GetObjectI nfoRequest
Liberty Alliance Project
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» urn: liberty: ps: 2006-08: GetObjectl nfoResponse

* urn:liberty: ps: 2006-08: SetObjectl nfoRequest

» urn: liberty: ps: 2006-08: SetObjectlnfoResponse

* urn:liberty: ps: 2006-08: QueryObjectsRequest

* urn:liberty: ps: 2006-08: QueryObjectsResponse

» urn: liberty: ps: 2006-08: TestMember shipRequest

* urn:liberty: ps: 2006-08: TestMember shipResponse
o urn: liberty: ps: 2006-08: Resol vel dentifer Request

* urn:liberty: ps: 2006-08: Resolvel dentifier Response
* urn:liberty: ps: 2006-08: Notify

» urn: liberty: ps: 2006-08: NotifyResponse

3.4. Request and Response Abstract Types

3.4.1. Complex Type RequestAbstractType
All PS request messages are of types that are derived from the abstract Request Abst r act Type complex type.

anyAttribute [Op- An attribute from a namespace other than that of this specification.
tional]

The following schema fragment defines the XML Request Abst r act Type complex type:

<l-- Definition of RequestAbstractType -->
<xs: conpl exType name="Request Abstract Type" abstract="true">

<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

3.4.2. Complex Type ResponseAbstractType

All PS response messages are of types that are derived from the abstract ResponseAbst ract Type complex type.
This type defines common attributes and elements that are associated with all PS responses:

<l u: Status>[Re The <l u: St at us> element is used to convey status codes and related information. The
quired] schema fragment is defined in the Liberty ID-WSF Utility schema. The local definition of
status codes are described in Section 3.5.

anyAttribute [Op- An attribute from a namespace other than that of this specification.
tional]

The following schema fragment defines the XML ResponseAbst r act Type complex type:

<l-- Definition of ResponseAbstractType -->
<xs: conpl exType nanme="ResponseAbstract Type" abstract="true">
<xXs: sequence>
<xs: el ement ref="Iu: Status"/>

Liberty Alliance Project
13



398
399
400
401

402

403
404
405
406
407
408

409

410

411

412

413

414

415

416

417

418

419

420

421

422

423

424

425

426

427

428

429

430

\ This document is informational only. See [LibertylDWSFv20Errata] for normative changes

Liberty Alliance Project: Version: 1.0-errata-v1.0
Liberty ID-WSF People Service Specification

</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

3.5. Status

All the response messages extended from ResponseAbst r act Type contain a <l u: St at us> element (see Sec-
tion 3.4.2) to indicate whether or not the processing of the request message has succeeded. The <I u: St at us> element
is included from the Liberty ID-WSF Utility Schema. A <l u: St at us> element MAY contain other <| u: St at us>
elements providing more detailed information. A <l u: St at us>element has a code attribute, which contains the return
status as a string. The local definition of these codes is specified in this document. This specification defines the
following status codes to be used as values for the code attribute:

» CannotFindIDP

e CannotFindObject

» CannotResolveToken

» CircularCollection

» DuplicateObject

* Failed

* InvalidNodeType

* InvalidObjectID

* ObijectisCollection

» ObijectIsEntity

« OK

» OKButNoSubscription
* NoResults

* NoSubscribeWithOffset
» NoTargetSpecified

» PartialSuccess

» PolicyDoesNotAllow

» ResolveldentifierNotSupported
» SubscribeToChildrenOnly
* Timeout

» UnexpectedError

e UnrecognizedFilter
Liberty Alliance Project
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e UnrecognizedNamespace
* UnspecifiedError

The <l u: St at us> element may contain other <l u: St at us> elements supplying more detailed return status infor-
mation. The code attribute of the top level <l u: St at us> element MUST contain either OK, Partial Success,
OKButNoSubscription, or Failed. The remainder of the values, above, are used to indicate more detailed return status
inside second level <l u: St at us> element(s).

OK The value OK means that the processing of the request message has succeeded. A second level
status code MAY be used to indicate some special cases, but the processing of the request
message has succeeded.

OKButNoSubscrip- The value OKButNoSubscription means that the processing of the primary request message
tion has succeeded but a Subscription request within that message has been rejected. A second
level status code MAY be used to indicate some special cases.

Partial Success The value PartialSuccess means that the processing of the request message has partially
succeeded. A second level status code MAY be used to indicate which processes failed to be
processed.

Failed The value Failed means that the processing of the request message has failed. A second level

status code MAY be used to indicate the reason for the failure.

3.6. Identity Token Policy

For those messages that may result in an identity token being returned (either directly or not) to the WSC, that WSC
may wish to indicate its requirements of that identity token. For instance, the WSC may wish that the returned identity
token should carry a long-lived federated identifier for the user in question. Alternatively, should its immediate re-
quirements not justify the establishment of such a federated identifier (and the potential associated management burden)
it may desire only a short-lived and transient identifier.

The <sec: TokenPol i cy> element serves as a container for such WSC policy requirements. The <sec:
TokenPol i cy> element is defined in [LibertySecMech]

If no <sec: TokenPol i cy> element is present, or if there is no <Namel DPol i cy> element within a <sec:
TokenPol i cy> element , the default identity token policy is that the WSC desires a SAML assertion with a name
identifier with a format of urn: oasis: names: tc: SAML: 2.0: nameid-format: persistent.

If the WSC desires an alternative identity token, it MUST specify this accordingly.

3.7. Success & Failure

Except for the ResolveldentifierRequest message, for those protocol messages that support multiple operations to be
requested in a single message (e.g., removing multiple users from a targeted group in one step), all operations succeed
or fail together.

3.8. Subscription and Notification

When present in a PS request message, a <Subscr i pt i on> element indicates that the WSC wishes to be notified if
and when the data associated with the relevant Object (either being created or targeted through a
<Tar get Obj ect | D>) changes.

For each request message for which a <Subscri pt i on> element is allowed, this specification defines the Qbj ect for
which changes are being subscribed to and the data that the PS provider will return in any <Not i f y> message.
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470 The subscription & notification model used within this specification can be considered a constrained version of the
471 more flexible model defined in [LibertySUBS].

472 3.8.1. <Subscri pti on> Element

473 Itisby including a <Subscri pt i on> element in a request message that a WSC subscribes to be notified if and when
474 the object created or targeted by that request message changes. The contents of the <Subscri pt i on> element gives
475 the WSC some control over the parameters of the subscription created.

476 The schema declaration for the <Subscri pti on> element is derived from the correspondingly named type defined
477 in [LibertySUBS]. The schema declaration is shown below:

478
479 <xs: el enent nanme="Subscription" type="subs: SubscriptionType"/>
480

481 3.8.1.1. Selecting Objects

482 The <hj ect > element to which the WSC is subscribing for change notifications is specified through the targetting
483 mechanisms of the request message in which the <Subscri pti on> element is embedded, either an <Qbj ect >
484 element being created or an existing <Obj ect > being targetted through a <Tar get Qbj ect | D> element.

485 Consequently, the selection mechanisms provided by the Subscri pti on element itself MUST NOT be used.
486 3.8.1.2. Triggers
487 This specification defines no triggers.

488 There MUST be no <Tri gger > element present in a subscription as the implied trigger is "on change," where the |
489 criteria for such change are implicit from the request message in which the <Subscri pti on> element lies.

490 For instance, when a <Subscri pti on> is used in a <AddEnt i t yRequest > message the implied "change" is that an
491 identity token for the created object becomes available; but when a <Subscription> is used in a
492 <Li st Menber sRequest > message, the change of interest is the membership of the targetted object.

493 3.8.1.3. Subscription Start
494 A WSC MAY use the startsattribute to indicate the time at which it desires the subcription be in effect.

495 Fora<Subscri ption>sentwithinan <AddEnt i t yRequest > message, the st ar t s attribute SHOULD be omitted.
496 If present, the PS provider MAY ignore the attribute.

497 3.8.1.4. Subscription Aggregation

498 This specification defines no mechanisms by which notifications can be aggregated.

499 There MUST be no <Aggr egat i on> element present in a subscription. ‘
500 3.8.1.5. Subscription Expiration

501 A WSC MUST specify a time at which a subscription expires using the expires attribute.

502 Unless the value of the expires attribute specifies that expiration should occur earlier, for a <Subscri pti on> sent
503 within an <AddEnt i t yRequest > message, expiration is considered to have occurred at such time as the PS provider
504 has delivered a <Token> for the invited user to the WSC and the WSC has acknowledged its receipt.

505 A PS provider MAY choose to reject a subscription request if the expires attribute is unacceptable. If it does so, the
506 PS provider MAY return a second level status code of InvalidExpires attribute.
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3.8.1.6. Subscription Querying and Management

This specification defines no mechanisms by which an existing subscription can be managed, (e.g., queried, modified, |
or deleted) beyond those defined in [LibertySUBS].

3.8.1.7. Including Data

A WSC MAY use the includeData attribute to indicate that it wishes to only receive notifications that the object of
interest has changed rather than the actual changed <bj ect >.

If no includeData attribute is specified, the default value is "yes," e.g., the changed <Obj ect > MUST be returned. |

For a <Subscri pti on> sent within an <AddEnt i t yRequest > message, the i ncl udeDat a attribute SHOULD be
omitted.

3.8.2. Notify and NotifyResponse Messages

If and when the <Obj ect > corresponding to a <Subscri pti on> element changes, the PS provider MUST use a
<Not i f y> message to indicate this to the WSC.

After receiving a <Notify> message from a PS provider, a WSC MAY acknowledge this with a
<Not i f yResponse> message.

The schema declarations for the <Not i f y>and <Not i f yResponse> messages are derived from the correspondingly
named types defined in [LibertySUBS]. The schema declarations are shown below:

<xs: el ement nanme="Notify" type="NotifyType"/>

<xs: conpl exType nane="NotifyType">
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type">
<Xs: sequence>
<xs: element ref="Notification" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:attributeGoup ref="subs: NotifyAttributeG oup"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el ement nanme="Noti f yResponse" type="subs: NotifyResponseType"/>

3.8.3. <Not i fi cati on> Element

The PS provider MAY send the changed <Obj ect > to the subscriber within the <I t enDat a> element. If the
<I t enDat a> element is empty, the PS provider is indicating only that the corresponding <Cbj ect > has changed.

The value of the Subscriptionl D attribute on the <Notification> element MUST match that of the
Subscri pti onl Dattribute on the <Subscr i pt i on> element corresponding to which the <Not i f i cat i on> is being
sent.

The schema declaration for the <Not i fi cati on> element is derived from the correspondingly named type defined
in [LibertySUBS]. The schema declaration is shown below:

<xs: el ement name="Notification" type="NotificationType"/>

<xs: conmpl exType name="NotificationType">
<xs: conpl exCont ent >
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<xs: ext ensi on base="subs: Notificati onType">
<xs: sequence>
<xs: element ref="I1tenData" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The schema declaration for the <Cbj ect > element is shown below:

<xs: el ement nanme="I|tenData" type="ItenDataType"/>

<xs: conpl exType nane="1tenDat aType" >

<xs: choi ce>
<xs: el ement ref="0bject” m nCccurs="0" maxCccur s="unbounded"/ >
<xs: el enment ref="sec: Token" m nCccurs="0"/>ref="Cbjeect" />

</ xs: choi ce>

</ xs: conpl exType>

3.9. Adding an Entity

A WSC indicates to the PS provider that it wishes a user Object to be created by sending an
<AddEnt i t yRequest > message. The Qbj ect being created MUST be a urn: liberty: ps: entity Obj ect .

The Obj ect element created by an <AddEnt i t yRequest > message becomes a direct child of the root node.
3.9.1. wsa:Action Values

<AddEnt i t yRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn: liberty: ps:
2006-08: AddEntityRequest.” <AddEnt i t yResponse> messages MUST include a <wsa: Acti on> SOAP header
with the value of "urn: liberty: ps: 2006-08: AddEntityResponse."

3.9.2. AddEntityRequest Message
A WSC uses the <AddEnt i t yRequest > message to request that a specified <Obj ect > be created.

The <AddEnt i t yRequest > MUST NOT be used to add a new Obj ect to an existing Qbj ect , nor to create two nested
oj ect s.

The presence of a <Subscri pti on> element indicates to the PS provider that the WSC desires that the PS provider
return to it (when later possible) an identity token for the invited user within a <Not i f y> message - this possible after
a federation has been established between the PS provider and the appropriate IDP. If no <Subscri pti on> element
is present, the WSC is indicating that the PS provider need not return an identity token through this mechanism.

A PS provider can also itself use the <AddEnt i t yRequest > message to request that an Obj ect be added to a PS list.
Typically, this will happen to ensure bilateral PS lists, e.g., if a user is added to a friend's PS, then the friend will be
added to the user's PS.

The <AddEntityRequest> message has the complex type AddEntityRequest Type, which extends
Request Abst r act Type and adds the following elements:

<bj ect > [Re- The <Obj ect > element is used to convey the target user Obj ect being added.
quired]

<PSt 0SPRedi rect U  The <PSt 0SPRedi r ect URL> element is used to convey the URL to which a PS provider will
RL> [Optional] redirect the invited users after federating their IDP account to the PS provider.
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<Cr eat ePSOhj ect >
[Optional]

<Subscri pti on>
[Optional]

<sec:
TokenPol i cy> [Op-
tional]

The <Cr eat ePSObj ect > element allows a WSC to indicate that it desires the PS provider
create (or verify the existence of) an (bj ect for the inviting user at the PS provider of the
invited user (i.e., create or verify the reciprocal relationship).

The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires
that the PS provider return to it (when later possible) an identity token for the invited user.

The <sec: TokenPol i cy> element is used as a container for the WSC's policy requirements

of any identity token that it might ask to be returned.

The schema declaration for the <AddEnt i t yRequest > message is shown below.

<!-- Declaration of AddEntityRequest elenment -->
<xs: el ement nanme="AddEntityRequest" type="AddEntityRequestType"/>
<l-- Definition of AddEntityRequestType -->
<xs: conpl exType nanme="AddEntityRequest Type">
<xs: conpl exCont ent >

<xs: ext ensi on base="

<XS:. sequence>

<XS:
<XS:
<XS:
<XS:
<XS:

el ement
el ement
el ement
el ement
el ement

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >

</ xs: conpl exType>

The following is an example of an <AddEnt i t yRequest > message used to create an Cbj ect for a user. The WSC is
not requesting that an identity token for the newly created user Obj ect be returned. If it desired this, it would include
a <Subscri pti on> element and, optionally, a <sec: TokenPol i cy> element indicating its requirements of the re-

turned identity token.

<AddEnt i t yRequest >

Request Abst ract Type" >

ref="=Cbject"/>

ref =" PSt oSPRedi rect URL" m nCccurs="0"/>
ref ="Creat ePSObj ect” m nCccurs="0"/>
ref ="Subscription" mnQccurs="0"/>

ref =" TokenPol i cy" m nQccurs="0"/>

<Obj ect NodeType="urn: |liberty: ps:entity">
<Di spl ayNanme>Al i son</ Di spl ayNanme>

</ bj ect >

<PSt 0SPRedi r ect URL>sone SP URL</ PSt 0SPRedi r ect URL>

</ AddEnt i t yRequest >

3.9.3. AddEntityResponse Message

A PS provider responds to an <AddEnt i t yRequest > message with an <AddEnt i t yResponse> message containing

the newly created <Ohj ect > element.

The <AddEntityResponse> message has the complex type AddEntityResponseType, which extends

ResponseAbst r act Type and adds the following elements:

<(bj ect > [Optional]

<SPt oPSRedi rect U
RL> [Optional]

The <Qbj ect > element is used to convey the Qbj ect element just created at the PS provider.

The <SPt oPSRedi r ect URL> element is used to convey the URL to which the PS provider
desires the invited user be sent if and when they respond to the invitation that the SP will

compose and deliver.
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<QueryString> The <Quer ySt ri ng> element is used to convey a SAML artifact (and optional relay state

[Optional] info) to the invited user, which they can then present to an appropriate provider (e.g., to an
identity provider of the invited user through a cut-and-paste operation into some HTML form).
When a provider receives the artifact, after obtaining consent from the invited user, it can then
use the SAML <sam p: ArtifactResolve> message to dereference the
<Quer ySt ri ng> into a relevant message.

This element is defined to offer better protection against identity theft attacks during the
invitation process. See Section 4.1 for more detail.

If anissuer of the artifact intends to exchange SAML messages over SAML protocol[SAML-
Core2], the value of the artifact itself, and optional relay state information conveyed in the
<QuerySt ri ng> element, MUST satisfy the formatting and encoding requirements of the
SAML Artifact Binding (see [SAMLBInd2]) as specified by the URI identifier urn: oasis:
names: tc: SAML: 2.0: artifact-04.

The schema declaration for the <AddEnt i t yResponse> message is shown below.

<!-- Declaration of AddEntityResponse el emrent -->
<xs: el ement name="AddEntityResponse" type="AddEntityResponseType"/>
<l-- Definition of AddEntityResponseType -->
<xs: conpl exType nane="AddEntityResponseType">
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<Xxs: sequence>
<xs: el ement ref="Cbject" mnCccurs="0"/>
<xs: el ement ref="SPtoPSRedi rect URL" m nCccurs="0"/>
<xs: el ement ref="QueryString" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of an <AddEnt i t yResponse> to the <AddEnt i t yRequest > message above. The PS
provider is responding that the request that Alison be added was successful and returns the created <Cbj ect > element
and <SPt oPSRedi r ect URL> element to which the PS provider desires the invited user be sent if and when they respond
to the invitation that the SP will compose and deliver.

<AddEnt it yResponse>
<Status code="CK"/>
<Obj ect NodeType="urn: liberty: ps:entity">
<Obj ect | D>htt ps: // ps. conl kudf hgs</ Obj ect | D>
<Di spl ayNanme>Al i son</ Di spl ayNane>
</ Obj ect >
<SPt oPSRedi r ect URL>sone PS URL</ SPt oPSRedi r ect URL>
</ AddEnt i t yResponse>

3.9.4. Processing Rules

The WSC:

*  MUST include an <Qbj ect > element within the <AddEnt i t yRequest > message.

* MUST include a NodeType attribute on the <Qbj ect > element with a value of urn: liberty: ps: entity.
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MUST include at least one <Di spl ayNane> element for the invited user within the <Qbj ect > element. This
element contains the friendly name that the user desires be used for the created urn: liberty: ps: entity Obj ect .

MAY include a <PSt oSPRedi r ect URL> element.

MAY, if it desires that the PS provider create (if not already existing) an Obj ect for the inviting user at the PS
provider of the invited user, include a <Cr eat ePSCbj ect > element.

MAY, if it desires that an identity token be returned to it through a subsequent <Not i f i cat i on>message, include
a <Subscri pti on> element. The presence of a <Subscri pti on> element indicates to the PS provider that the
SP desires that the PS provider return to it (when later possible) an identity token for the invited user within a
<Not i fi cati on>ina<Noti fy> message - this is possible after a federation has been established between the
PS provider and the appropriate IDP. If no <Subscri pti on> element is present, the SP is indicating that the PS
provider need not return an identity token through this mechanism.

If the WSC includes a <Subscri pti on> element, it MAY specify its requirements of the eventually returned
identity token by including a <sec: TokenPol i cy> element. The WSC SHOULD NOT include a <sec:
TokenPol i cy> element unless also including a <Subscri pti on> element.

In responding to a successfular-<AddEnt i t yRequest > message, the PS provider:

MUST create a new Obj ect element as a direct child of the root node.
MUST include an Obj ect I Din the returned Obj ect .

SHOULD include either or both of a <SPtoPSRedirect URL> or <QueryString> element in the
<AddEnt i t yResponse> message returned to the calling SP.

MUST be prepared for the invited user to, at some point in the future, visit the URL provided in any specified
<SPt oPSRedi r ect URL> element. As it may be some time before the invited user does respond, the PS provider
SHOULD store such a URL for a reasonable length of time.

MUST, if and when the invited user does respond to the URL specified by the <SPt oPSRedi r ect URL> element,
endeavor to establish a federated identifier for that user with the appropriate identity provider (see Section 4)

SHOULD, if and when such a federated identifier is established, send an <i ms: I dent i t yMappi ngRequest >
message to that IDP requesting a long-lived identity token (targeted at itself as the provider) for the user for which
the federated identifier was just established.

SHOULD, if the <AddEnt i t yRequest > message contained a <Cr eat ePSCObj ect > element, attempt to create or
verify the existence ofbe-an object for the inviting user in the PS of the invited user (when made possible by a
federated identifier being established for theuser—invited user).

It may be the case that the inviting user is already in the PS of the invited user as a result of a prior invitation
sequence initiated "from the other side.” The PS of the inviting user MUST ensure that no duplicate object be added.

MAY, in order to determine whether an object for the inviting user already exists, query the members of the PS of
the invited user using the <Li st Menber sRequest > message and ask the invited user to assist in determining
whether the inviting user is already in the list. Other mechanisms (e.g., using amessage:
<Test Menber shi pRequest >) for making this determination MAY alternatively be used.

SHOULD, if there is no existing object for the inviting user, request that an object be created with either the
<AddEnt i t yRequest > or <AddKnownEnt i t yRequest > messages.
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728 SHOULD, if sending an <AddKnownEnt i t yRequest > message for the addition, include a<sec: Token> element
729 carrying a token for the inviting user - this <sec: Token> obtained from the Identity Mapping Service ofuser-the
730 inviting user.

731 + SHOULD, if the <AddEntityRequest > message contained a <Subscri ption> element, send an <i ns:

732 I dent i t yMappi ngRequest > message to that IDP requesting an identity token for the user for which the federated
733 identifier was established but in the namespace of the requesting SP.

734 This <i ns: | dent i t yMappi ngRequest > message to the IDP MUST include any policy directives present in the
735 <AddEnt i t yRequest >.

736 ¢ SHOULD, if the <AddEntityRequest> message contained a <Subscri ption> element and the <i ns:

737 I denti t yMappi ngRequest > message to the IDP resulted in an identity token for the user being returned, forward
738 on this identity token to the SP within a <Not i fi cati on>elementin a <Not i f y> message corresponding to the
739 original <Subscri pti on> element.

720 3.10. Adding a Known Entity

741 If a WSC knows an identifier for a user at some identity provider, it can provide this to the PS provider in an
742 <AddKnownEnti t yRequest > message. This known identifier can act as a bootstrap for the establishment of the
743 necessary federations. For instance, if the inviting user provides an email address for the invited user, this address may
744  allow the identity provider for that user to be ascertained, thereby obviating the need to ask the user for this information.

745 A WSC indicates to the PS provider that it wishes a known user Object to be created by sending an
746 <AddKnownEnt it yRequest > message. The Obj ect being created MUST be a urn: liberty: ps: entity Obj ect . The
747 <AddKnownEnt it yRequest > message carries the known identifier for the relevant user within.

748 As for the <AddEnt i t yRequest > message, the presence of a <Subscr i pt i on> element indicates to the PS provider
749 that the WSC desires that the PS provider return to it (when later possible) an identity token for the invited user within
750 a<Notification>elementina<Notify> message - this possible after a federation has been established between
751 the PS provider and the appropriate IDP. If no <Subscri pti on> element is present, the WSC is indicating that the
752 PS provider need not return an identity token through this mechanism.

753 3.10.1. wsa:Action Values

754 <AddKnownEnt i t yRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn:lib-
755 erty:ps:2006-08: AddKnownEntityRequest." <AddKnownEnt i t yResponse> messages MUST include a <wsa:
756 Acti on> SOAP header with the value of "urn:liberty: ps: 2006-08: AddKnownEntityResponse."

757 3.10.2. AddKnownEntityRequest Message

758 A WSC usesthe <AddKnownEnt i t yRequest > message to request that a specified <Cbj ect > be created for the known
759  user.

760 The <AddKnownEnt it yRequest > MUST NOT be used to add a new Cbj ect to an existing Obj ect, nor to create
761 two nested Qbj ect s.

762 The <AddKnownEnt i t yRequest > MUST include an appropriate identity token for the target Cbj ect being created.
763 The <sec: Token> element will carry the known identifier for the user.

764 The <AddKnownEnt i t yRequest > message has the complex type AddknownEnt i t yRequest Type, which extends
765 Request Abst ract Type and adds the following elements:

766 <Obj ect> [Re- The <hj ect > element is used to convey the target Obj ect being added.
quired]
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767 <sec: Token> [Re- The <sec: Token> element is used to convey an identity token for the target user Cbj ect
768 quired] being created.

769 <Creat ePSObj ect> The <Cr eat ePSObj ect > element is used as a directive with which a WSC indicates that it

770 [Optional] desires a PS provider create (or verify the existence of) an Obj ect for the inviting user at the
771 PS provider of the invited user.
772 <Subscription> The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires
773 [Optional] that the PS provider return to it (when later possible) an identity token for the invited user.
774 <sec: The <sec: TokenPol i cy> element is used as a container for a WSC's requirements to an |
775 TokenPol i cy>[Op- identity token.

tional]

776 The schema declaration for the <AddkKnownEnt i t yRequest > message is shown below.

777

778 <!-- Declaration of AddknownEntityRequest el enent -->

779 <xs: el ement name="AddKnownEntityRequest" type="AddKnownEntityRequest Type"/>
780 <!-- Definition of AddKnownEntityRequest Type -->

781 <xs: conpl exType name="AddKnownEnt it yRequest Type" >

782 <xs: conpl exCont ent >

783 <xs: ext ensi on base="Request Abst ract Type" >

784 <Xs: sequence>

785 <xs: el ement ref="0Cbject"/>

786 <xs: el enent ref="sec: Token"/>

787 <xs: el enent ref="CreatePSObject" m nCccurs="0"/>
788 <xs: el ement ref="Subscription" mnCccurs="0"/>
789 <xs: el enent ref="sec: TokenPol i cy" m nQccurs="0"/>
790 </ xs: sequence>

791 </ xs: ext ensi on>

792 </ xs: conpl exCont ent >

793 </ xs: conpl exType>

794

795 The following is an example of an <AddknownEnt i t yRequest > message used to create an Qbj ect for a user.

796

797 <AddKnownEntityRequest >

798 <bj ect NodeType="urn: liberty: ps: entity">
799 <Di spl ayName>Bob</ Di spl ayNane>
800 </ Qbj ect >

801 <sec: Token>

802 <sanl : Assertion>

803 <sanl : Subj ect >

804 <sanl : Narmel D></ sani : Nanel D>
805 </ sam : Subj ect >

806 </ sam : Assertion>

807 </ sec: Token>

808 </ AddKnownEntityRequest >

809

810 3.10.3. AddKnownEntityResponse Message

811 A PS provider responds to an <AddknownEnt i t yRequest > message with an <AddKnownEnt i t yResponse> mes-
812 sage, in which the PS provider MAY contain the newly created <Obj ect > element.

813 The<AddKnownEnt i t yResponse>message has the complex type AddknownEnt i t yResponseType, which extends
814 ResponseAbstract Type and adds the following elements:
815 <Obj ect>[Optional] The <Obj ect > element is used to convey the Cbj ect element just created at the PS provider.
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<SPt oPSRedi rect U  The <SPt oPSRedi r ect URL> element is used to convey the URL to which the PS provider
RL> [Optional] desires the invited user be sent if and when they respond to the invitation that the SP will

compose and deliver.

<QueryString> The <Quer ySt ri ng> element is used to convey a SAML artifact (and optional relay state
[Optional] info) to the invited user, which they can then present to an appropriate provider (e.g., to an
identity provider of the invited user through a cut-and-paste operation into some HTML form).
When a provider recevies the artifact, after obtaining consent from the invited user, it can then

use the SAML <samlp: ArtifactResol ve> message
<Quer ySt ri ng> into a relevant message.

This element is defined to offer better protection against identity theft attacks during the

invitation process. See Section 4.1 for more detail.

If the issuer of the artifact intends to exchange SAML messages over SAML protocol
[SAMLCore2], the value of the artifact itself, and optional information conveyed in the
<QueryStri ng> element, MUST satisfy the formatting and encoding requirements of the
SAML Artifact Binding (see [SAMLBInd2]) as specified by the URI identifier urn: oasis:

names: tc: SAML: 2.0: artifact-04.

The schema declaration for the <AddKnownEnt i t yResponse> message is shown below.

<!-- Declaration of AddKnownEntityResponse el erent -->
<xs: el ement nanme="AddKnownEnt it yResponse" type="AddKnownEntityResponseType"/>
<l-- Definition of AddKnownEntityResponseType -->
<xs: conpl exType nanme="AddKnownEntityResponseType">
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<xs: sequence>
<xs: el ement ref="0bject" m nCccurs="0"/>

<xs: el ement ref="SPtoPSRedi rect URL" mi nCccurs="0" nmaxQccurs="1"/>

<xs: el ement ref="QueryString" m nQccurs="0" maxCccurs="1"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of an <AddKnownEnt i t yResponse> to the <AddknownEnt i t yRequest > message
above. The PS provider is responding that the request that Bob be added was successful and returns the created

<(bj ect > element.

<AddKnownEnt i t yResponse>
<Status code="OK"/>
<oj ect NodeType="urn: |iberty: ps: entity">
<oj ect| D>https: // ps. conl | af ner vf </ Cbj ect | D>
<Di spl ayNane>Bob</ Di spl ayNanme>
</ bj ect >
</ AddKnownEnt i t yResponse>

3.10.4. Processing Rules
The WSC:

e MUST include an <Qbj ect > element within the <AddKnownEnt i t yRequest > message.

e MUST include a NodeType attribute on the <Chj ect > element with a value of urn: liberty: ps: entity.
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e MUST include a <Token> element within the <AddkKnownEnt i t yRequest > message.

When the token is not an identity token (as is the likely case when the known identifier is provided by the inviting
user), the WSC SHOULD use a SAML <sam : Nanel D> element within the <Token> element. If the WSC knows
the format of the known identifier, it SHOULD use the appropriate value for the Format attribute on the <samn :
Nanel D> element.

e« MUST,ifaSAML <Asser ti on>is used as the identity token format, specify the known identifier in that assertion's
<Subj ect > element.

e MUST include at least one <Di spl ayNanme> for the invited user within the <Obj ect > element. This element
contains the friendly name that the user desires be used for the created user Qbj ect .

* MAY, if it desires that the PS provider create (or verify the existence of) an Obj ect for the inviting user at the PS
provider of the invited user, include a <Cr eat ePSCbj ect > element.

* MAY, ifitdesires that an identity token be returned to it through a subsequent <Not i f i cat i on>message, include
a <Subscri pti on> element. The presence of a <Subscri pti on> element indicates to the PS provider that the
SP desires that the PS provider return to it (when later possible) an identity token for the invited user within a
<Not i fi cati on>message - this possible after a federation has been established between the PS provider and the
appropriate IDP. If no <Subscri pti on> element is present, the SP is indicating that the PS provider need not
return an identity token through this mechanism.

In responding to an <AddKnownEnt i t yRequest > message, the PS provider:

* MAY include either or both of a <SPtoPSRedirectURL> or <QueryString> element in the
<AddKnownEnt i t yResponse> message returned to the calling SP.

e SHOULD, if the <AddknownEnt i t yRequest > message contained a <Subscri pt i on> element, send a <i ms:
I denti t yMappi ngRequest > message to that IDP requesting an identity token for the user for which the federated
identifier was established but in the namespace of the requesting SP.

This<i ns: | dent i t yMappi ngRequest > message to the IDP MUST include any policy directives present in the
<AddKnownEnt i t yRequest >.

e SHOULD, if the <AddKnownEnt i t yRequest > message contained a <Subscri pti on> element and the <i ns:
I denti t yMappi ngRequest > message to the IDP resulted in an identity token for the user being returned, forward
on this identity token to the SP within a <Notification> message corresponding to the original
<Subscri pti on> element.

e SHOULD, if the <AddKnownEnt i t yRequest > message contained a <Cr eat ePSQbj ect > element, ensure that
there be an object for the inviting user in the PS of the invited user.

It may be the case that the inviting user is in the PS of the invited user as a result of a prior invitation sequence
initiated "from the other side.” The PS of the inviting user MUST ensure that no duplicate object be added.

SHOULD, in order to determine whether an object for the inviting user already exists, query the members of the
PS of the invited user using the <Li st Member sRequest > message.

SHOULD, if there is no existing object for the inviting user, request that an object be created with either the
<AddEnt i t yRequest > or <AddKnownEnt i t yRequest > messages.

SHOULD, if sending a <AddKnownEnt i t yRequest > message for the addition, include a <sec: Token> element
carrying a token for the inviting user.
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3.11. Removing an Entity

A WSC indicates to the PS provider that it wishes a user Obj ect to be completely removed from the PS resource by
sending a <RenpveEntit yRequest > message. The Cbj ect being removed MUST be a urn:liberty: ps: entity
oj ect .

3.11.1. wsa:Action Values

<RenoveEnt i t yRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn:liber-
ty: ps: 2006-08: RemoveEntityRequest." <RenpveEnt i t yResponse> messages MUST include a <wsa: Acti on>
SOAP header with the value of "urn: liberty: ps: 2006-08: RemoveEntityResponse."

3.11.2. RemoveEntityRequest Message

A WSC uses the <RenpveEnt i t yRequest > message to request that a user Qbj ect corresponding to the value of the
specified <Tar get Qbj ect | D> element be removed.

The <RenoveEnt i t yRequest > message is used to completely remove a user Obj ect from the PS resource. To simply
remove a child user <Obj ect > element from some parent group <Obj ect >, the <RenoveEnt i t yRequest > message
MUST NOT be used, but rather a <RenoveFronCol | ecti onRequest > message with the parent Obj ect's
(Obj ect | Dspecified in the <Tar get Obj ect | D> element, MUST be used (see Section 3.15 for more details).

The <RenpveEntityRequest> message has the complex type RenpveEntityRequest Type, which extends
Request Abst r act Type and adds the following element:

<Tar get Obj ect | D> The <Tar get Cbj ect | D> element is used to convey one or more Obj ect | Ds of the target |
[Required] user Obj ect s being removed.

The schema declaration for the <RenoveEnt i t yRequest > message is shown below.

<!-- Declaration of RenoveEntityRequest el enent -->
<xs: el ement nanme="RenoveEntityRequest" type="RenoveEntityRequest Type"/>
<l-- Definition of RenoveEntityRequestType -->
<xs: conpl exType nane="RenoveEntityRequest Type">
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type">
<Xs: sequence>
<xs: el ement ref="Target Objectl D' maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of a <RemoveEnt i t yRequest > message used to remove an Cbj ect for a user.

<RenoveEnt it yRequest >
<Tar get Obj ect | D>htt ps: // ps. conl | af ner vf </ Tar get Obj ect | D>
</ RenoveEnt i t yRequest >

3.11.3. RemoveEntityResponse Message

A PS provider responds to a <RenoveEnt i t yRequest > message with a <RemoveEnt i t yResponse> element. A PS
provider removes the specified <Obj ect > and responds with a status of this process based on the processing rules
described in section Section 3.11.4.

The <RenmpveEnt i t yResponse> message has the type of ResponseAbst r act Type.
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The schema declaration for the <RenoveEnt i t yResponse> message is shown below.

<!-- Declaration of RenoveEntityResponse el enent -->
<xs: el ement nanme="RenoveEntityResponse" type="ResponseAbstractType"/>

The following is an example of a <RenoveEnt i t yResponse> to the <RenoveEnt i t yRequest > message above.
The PS provider is responding that the request that a specified Obj ect be removed was successful.

<RenoveEnt it yResponse>
<Status code="CK"/>
</ RenoveEnt i t yResponse>

3.11.4. Processing Rules

The WSC:

* MUST ensure that the targeted <Obj ect > has a NodeType attribute with a value of urn: liberty: ps: entity.
The PS provider:

» MUST, if the specified user object is not a direct member of the targeted group object, respond with Failed as the
code attribute of the top level <l u: St at us> element. A second level <l u: St at us> MAY be inserted. If so, the
code attribute of that second level <l u: St at us> element MUST be set with the following status code:

¢ NotDirectChild

* MAY cancel any existing federated identifier with the relevant IDP for that user being removed.

3.12. Adding a Collection

A WSC indicates to the PS provider that it wishes a group Object to be created by sending an
<AddCol | ect i onRequest > message. The Obj ect being created MUST be a urn: liberty: ps: collection Obj ect .

3.12.1. wsa:Action Values

<AddCol | ect i onRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn: liber-
ty: ps: 2006-08: AddCollectionRequest." <AddCol | ect i onResponse> messages MUST include a <wsa: Acti on>
SOAP header with the value of "urn: liberty: ps: 2006-08: AddCollectionResponse."

3.12.2. AddCollectionRequest Message

A WSC uses the <AddCol | ect i onRequest > message to request that a specified group <Obj ect > be created.

The <AddCol | ecti onRequest > MUST NOT be used to add a new group Cbj ect to an existing group Obj ect .
Instead the <AddToCol | ect i onRequest > MUST be used (see Section 3.14)

The <AddCol | ect i onRequest > message has the complex type AddCol | ect i onRequest Type, which extends
Request Abst r act Type and adds the following element:

<bj ect > [Re- The <Obj ect > element is used to convey the target group Obj ect being added.

quired]

<Subscri ption> The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires
[Optional] that the PS provider send a notification if and when the group object being added changes.
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The schema declaration for the <AddCol | ect i onRequest > message is shown below.

<!-- Declaration of AddCollectionRequest el enent -->
<xs: el ement nanme="AddCol | ecti onRequest" type="AddCol | ecti onRequest Type"/ >
<l-- Definition of AddColl ecti onRequest Type -->
<xs: conpl exType nanme="AddCol | ecti onRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type">
<xXs: sequence>
<xs: el ement ref="0bject"/>
<xs: el ement ref="Subscription" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of an <AddCol | ect i onRequest > message used to create an Obj ect for a group.

<AddCol | ecti onRequest >
<oj ect NodeType="urn: liberty: ps: coll ection">
<Di spl ayNane>Soccer Teanx/ Di spl ayName>
</ bj ect >
</ AddCol | ect i onRequest >

3.12.3. AddCollectionResponse Message

A PS provider responds to an <AddCol | ect i onRequest > message with an <AddCol | ect i onResponse> message
containing the newly created <Cbj ect > element.

The <AddCol | ect i onResponse> message has the complex type AddCol | ect i onResponseType, which extends
ResponseAbst r act Type and adds the following element:

<(bj ect > [Optional] The <bj ect > element is used to convey the Ohj ect element just created at the PS provider.

The schema declaration for the <AddCol | ect i onResponse> message is shown below.

<l-- Declaration of AddCollectionResponse el enent -->
<xs: el ement nane="AddCol | ecti onResponse" type="AddCol | ecti onResponseType"/ >
<l-- Definition of AddColl ectionResponseType -->
<xs: conpl exType nane="AddCol | ecti onResponseType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<xs: sequence>
<xs: el ement ref="0bject" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of an <AddCol | ect i onResponse>tothe <AddCol | ect i onRequest > message above.
The PS provider is responding that the request that the Soccer Team be added was successful and returns the created
<(hj ect > element.

<AddCol | ecti onResponse>
<Status code="OK"/>
<bj ect NodeType="urn: |iberty: ps: coll ection">
<oj ect | D>htt ps: // ps. com roql sf of </ Cbj ect | D>
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<Di spl ayNane>Soccer Teanx/ Di spl ayName>
</ (bj ect >
</ AddCol | ect i onResponse>
3.12.4. Processing Rules
The WSC:
e MUST include an <Obj ect > element within the <AddCol | ect i onRequest > message.

* MUST include a NodeType attribute on the <Cbj ect > element with a value of urn: liberty: ps: collection.

* MUST include at least one <Di spl ayName> element for a group within the <Obj ect >. This element contains the
friendly name that the user desires be used for the created group Chj ect .

In responding to an <AddCol | ect i onRequest > message, the PS provider:

e MUST return an <Obj ect> element within the <AddCol | ecti onResponse> message with the same
<Di spl ayName> as specified on the <AddCol | ect i onRequest >.

*  MUST include an <Obj ect | D> element for the newly created group Qbj ect .

3.13. Removing a Collection

A WSC indicates to the PS provider that it wishes a group Cbject to be removed by sending a
<RenpveCol | ecti onRequest > message. The Obj ect being removed MUST be a urn:liberty: ps: collection
oj ect .

3.13.1. wsa:Action Values

<RenoveCol | ecti onRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn:
liberty: ps: 2006-08: RemoveCollectionRequest." <RenoveCol | ecti onResponse> messages MUST include a
<wsa: Act i on> SOAP header with the value of "urn: liberty: ps: 2006-08: RemoveCollectionResponse."

3.13.2. RemoveCollectionRequest Message

A WSC uses the <RenpveCol | ecti onRequest > message to request that a group Obj ect corresponding to the value
of the specified <Tar get Obj ect | D> be removed.

The <RenoveCol | ect i onRequest > message is used to completely remove a group Obj ect from the PS resource.
To simply remove a child group <Object> element from some parent group <Object>, the
<RenoveCol | ecti onRequest > message MUST NOT be used, but rather a <RenmoveFr onCol | ect i onRequest >
with the parent Qbj ect 's Obj ect | Dspecified in the Tar get Qbj ect | Delement, MUST be used (see Section 3.15 for
more details).

The <RenpveCol | ecti onRequest > message does not result in the removal of any child <Cbj ect > elements unless
they are explicitly identified through separate <Tar get Cbj ect | D> elements.

The <RenpveCol | ect i onRequest > message has the complex type RenoveCol | ect i onRequest Type, which ex-
tends Request Abst r act Type and adds the following element:

<Target Obj ect I D> The <Tar get Obj ect | D> element specifies the Qbj ect | D of the targeted group Obj ect s
[Required] being removed.
The schema declaration for the <RenoveCol | ect i onRequest > message is shown below.
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<!-- Declaration of RenoveCol | ecti onRequest el emrent -->
<xs: el ement nanme="RenpbveCol | ecti onRequest” type="RenoveCol | ecti onRequest Type"/>
<l-- Definition of RenoveCol | ectionRequestType -->
<xs: conpl exType nanme="RenoveCol | ecti onRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<Xs: sequence>
<xs: el ement ref="Target Cbjectl D' maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of a <RemoveCol | ect i onRequest > message used to remove an Cbj ect for a group.

<RenoveCol | ecti onRequest >
<Tar get Obj ect | D>htt ps: // ps. con r ogl sf of </ Tar get Obj ect | D>
</ RenoveCol | ecti onRequest >

3.13.3. RemoveCollectionResponse Message

A PS provider responds to a <RenpveCol | ecti onRequest > message with a <RenoveCol | ecti onResponse>
element. A PS provider removes the specified <Obj ect > and responds a status of this process based on the processing
rules described in Section 3.11.4.

The <RenmpveCol | ect i onResponse> message has the type of ResponseAbst r act Type

The schema declaration for the <RenoveCol | ect i onResponse> message is shown below.

<l-- Declaration of RenpbveCol | ecti onResponse el enent -->
<xs: el ement nanme="RenpveCol | ecti onResponse" type="ResponseAbstract Type"/>

The following is an example of a <RenpveCol | ect i onResponse> to the <RenpveCol | ect i onRequest > message
above. The PS provider is responding that the request that a specified Cbj ect be removed was successful.

<RenoveCol | ecti onResponse>
<Status code="CK"/>
</ RenoveCol | ecti onResponse>

3.13.4. Processing Rules

The WSC:

* MUST include a NodeType attribute on the <Obj ect > element with a value of urn: liberty: ps: collection.

The PS provider:

e MUST remove the specified <Obj ect > from the PS list.

*  MUST NOT, if the specified group <Obj ect > has one or more child Obj ect > elements, remove any the child

Obj ect s unless those child <Qoj ect >s are explicitly specified by their own <Qbj ect | D> values in separate
<Tar get Obj ect | D> elements.
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3.14. Adding to a Collection

AWSC usesthe <AddToCol | ect i onRequest >message to request that child Cbj ect elements be added to an existing
group Object. Both user and group Objects can be added to a parent group Object with the
<AddToCol | ect i onRequest > message.

3.14.1. wsa:Action Values

<AddToCol | ecti onRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn:
liberty: ps:2006-08: AddToCollectionRequest."” <AddToCol | ect i onResponse> messages MUST include a <wsa:
Act i on> SOAP header with the value of "urn: liberty: ps: 2006-08: AddToCollectionResponse."

3.14.2. AddToCollectionRequest Message

The target parent group Obj ect to which child Obj ects are to be added is indicated by the value of the
<Tar get Qbj ect | D> element within the <AddToCol | ect i onRequest > element. The child Obj ect s being added |
are specified by the values of the <Qoj ect | D> elements within the <AddToCol | ect i onRequest > element.

The <AddToCol | ect i onRequest >message has the complex type AddToCol | ect i onRequest Type, which extends
Request Abst ract Type and adds the following elements:

<Target Obj ect I D> The <Tar get Obj ect | D> element is used to convey the Obj ect | D of the target group

[Required] Qbj ect to which specified Obj ect s are added.

<bj ect | D> [Re- The <Obj ect | D> element is used to convey Obj ect | Ds of the Obj ect s to be added to the |

quired] target group Qbj ect .

<Subscri ption> The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires

[Optional] that the PS provider send a notification if and when the membership of the targeted group
changes.

The schema declaration for the <AddToCol | ect i onRequest > message is shown below.

<!-- Declaration of AddToCol | ecti onRequest el enrent -->
<xs: el ement nane="AddToCol | ecti onRequest" type="AddToCol | ecti onRequest Type"/>
<!-- Definition of AddToCol | ecti onRequest Type -->
<xs: conpl exType nanme="AddToCol | ecti onRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<xSs: sequence>
<xs: el enment ref="Target ObjectID'/>
<xs: el ement ref="0bjectI D' m nCccurs="1" maxCccurs="unbounded"/>
<xs: el enment ref="Subscription" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of an <AddToCol | ect i onRequest > message used to add three Obj ect s to the target
group Qbj ect .

<AddToCol | ecti onRequest >
<Tar get Obj ect | D>htt ps: // ps. com r ogl sf of </ Tar get bj ect | D>
<oj ect | D>htt ps: // ps. com gaf 3ef | o</ Cbj ect | D>
<oj ect | D>htt ps: // ps. com bzpf nrns</ Cbj ect | D>
<oj ect | D>htt ps: // ps. com nsdf | f ss</ Cbj ect | D>
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</ AddToCol | ecti onRequest >

3.14.3. AddToCollectionResponse Message

A PS provider responds to an <AddToCol | ect i onRequest > message with an <AddToCol | ecti onResponse>
message. The PS provider makes the indicated modification to the specified target <Chj ect > and responds with the
status.

The <AddToCol | ect i onResponse> message has the type of ResponseAbst r act Type

The schema declaration for the <AddToCol | ect i onResponse> message is shown below.

<l-- Declaration of AddToCol | ecti onResponse el enent -->
<xs: el ement nanme="AddToCol | ecti onResponse" type="ResponseAbstract Type"/>

The following is an example of an <AddToCol | ect i onResponse> to the <AddToCol | ect i onRequest > message
above. The PS provider is responding that the request that the three Obj ect s be added to the target Cbj ect was
successful.

<AddToCol | ecti onResponse>
<Status code="CK"/>
</ AddToCol | ecti onResponse>

3.14.4. Processing Rules
The WSC:

*  MUST specify, as a value of the <Tar get Cbj ect | D>, an Obj ect | D of the Obj ect that has urn: liberty: ps:
collection as a value of NodeType attribute.

The PS provider:

* MUST, if the Obj ect specified by the value of the <Tar get Qbj ect | D> element has urn: liberty: ps:. entity as the
value of its NodeType attribute, respond with Failed as the code attribute of the top level <I u: St at us> element.
A second level <l u: St at us> MAY be inserted. Ifane-so, the code attribute of that second level <l u: St at us>
element MUST be set with the following status code:

e ObjectlsEntity

e MUST, if the Qbj ect specified by the value of an <Obj ect | D> element is already a member of the targeted
collection, respond with Failed as the code attribute of the top level <l u: St at us> element. A second level <! u:
St at us> MAY be inserted. If so, the code attribute of that second level <I u: St at us>element MUST be set with
the following status code:

e DuplicateObject

e MUST NOT allow the creation of circular collections. A circular collection is one which includes, at any layer of
the structure below it, a reference to the same collection such that a dereference of the collection would result in
an infinite loop. If the PS provider receives an <AddToCol | ecti onRequest > message that would result in a
circular collection, it MUST respond with Failed as the code attribute of the top level <l u: St at us> element. A
second level <l u: St at us> MAY be inserted. If so, the code attribute of that second level <I u: St at us> element
MUST be set with the following status code:
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1208 e CircularCollection

1209 3.15. Removing from a Collection

1210 A WSC uses the <RenpveFr onCol | ect i onRequest > message to request the removal of a child Obj ect element
1211 from a parent group Obj ect . Both user and group Obj ect s can be removed from a parent group Cbj ect with the
1212 <RenoveFronCol | ecti onRequest > message.

1213 3.15.1. wsa:Action Values

1214 <RenoveFronCol | ecti onRequest > messages MUST include a <wsa: Acti on> SOAP header with the value of
1215 "urn:liberty:ps: 2006-08: RemoveFromCollectionRequest.”  <RenpveFr ontCol | ecti onResponse>  messages
1216 MUST include a <wsa: Act i on> SOAP header with the value of "urn: liberty: ps: 2006-08: RemoveFromCollection-
1217 Response."”

1218 3.15.2. RemoveFromCollectionRequest Message

1219 The target parent group Cbj ect from which a child Qbj ect is to be removed is indicated by the value of the
1220 <Tar get Obj ect | D> element within the <RenmoveFr onCol | ect i onRequest > message. The child Cbj ect being
1221 removed are specified by the wvalue(s) of the <ObjectlD> elements  within the
1222 <RenoveFronCol | ecti onRequest > element.

1223 The <RenoveFr onCol | ecti onRequest > message has the complex type
1224 RenoveFrontCol | ecti onRequest Type, which extends Request Abstract Type and adds the following ele-
1225 ments:

1226 <Target Qhject| D> The <Tar get Obj ect | D> element is used to convey the Qbj ect | D of the target group

1227 [Required] bj ect from which specified Obj ect s are to be removed.

1228 <Qbj ect | D> [Re- The <Obj ect | D> element is used to convey Obj ect | Ds of the Obj ect s that would be re-
1229 quired] moved from the target group Qoj ect.

1230 <Subscri ption> The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires
1231 [Optional] that the PS provider send a natification if and when the membership of the targeted group
1232 changes.

1233 The schema declaration for the <RenoveFr onCol | ect i onRequest > message is shown below.

1234

1235 <!-- Declaration of RenoveFrontCol | ecti onRequest el enent -->

1236 <xs: el enent nane="RenoveFrontCol | ecti onRequest” type="RenoveFronCol | ecti onRequest Type"/>
1237 <!-- Definition of RenoveFronCol | ecti onRequest Type -->

1238 <xs: conpl exType name="RenoveFronCol | ecti onRequest Type" >

1239 <xs: conpl exCont ent >

1240 <xs: ext ensi on base="Request Abstract Type">

1241 <xs: sequence>

1242 <xs: el enent ref="Target QjectID"'/>

1243 <xs: el enent ref="Qbjectl D' nmaxQccurs="unbounded"/>
1244 <xs: el enent ref="Subscription" mnCccurs="0"/>
1245 </ xs: sequence>

1246 </ xs: ext ensi on>

1247 </ xs: conpl exCont ent >

1248 </ xs: conpl exType>

1249

1250 The following is an example of a <RenoveFr onCol | ect i onRequest > message used to remove three bj ect s from
1251 the target group Qoj ect .

1252
1253 <RenoveFrontCol | ecti onRequest >
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<Tar get Obj ect | D>htt ps: // ps. com r ogl sf of </ Tar get bj ect | D>
<oj ect | D>htt ps: // ps. con gaf 3ef | o</ Cbj ect | D>
<oj ect | D>htt ps: // ps. com bzpf nrns</ Cbj ect | D>
<oj ect | D>htt ps: // ps. com nsdf | f ss</ Cbj ect | D>
</ RenoveFr onCol | ecti onRequest >

3.15.3. RemoveFromCollectionResponse Message

A PS provider responds to a <RenoveFronCol |l ecti onRequest>  message with a
<RenoveFr onCol | ect i onResponse> message. The PS provider makes the indicated modification to the specified
target Qbj ect and responds with the status.

The <RenoveFr onCol | ect i onResponse> message has the type of ResponseAbst r act Type

The schema declaration for the <RenoveFr onCol | ect i onResponse> message is shown below.

<!-- Declaration of RenmoveFronCol | ecti onResponse el enent -->
<xs: el ement nanme="RenpveFronCol | ecti onResponse" type="ResponseAbstract Type"/>

The following is an example of a <RenoveFr onCol | ecti onResponse> to the
<RenoveFr onCol | ecti onRequest > message above. The PS provider is responding that the request that the three
obj ect s be removed from the target Obj ect was successful.

<RenoveFr onCol | ecti onResponse>
<Status code="OK"/>
</ RenoveFr onCol | ecti onResponse>

3.15.4. Processing Rules
The WSC:

*  MUST specify, as a value of the <Tar get Cbj ect | D>, an Qbj ect | D of the Obj ect that has urn: liberty: ps:
collection as a value of NodeType attribute.

The PS provider:

»  MUST, if the Qbj ect specified by the value of the <Tar get Qbj ect | D> element has urn: liberty: ps: entity as the
value of its NodeType attribute, respond with Failed as the code attribute of the top level <l u: St at us> element.
A second level <l u: St at us> MAY be inserted. If so,ane-the code attribute of that second level <l u: St at us>
element MUST be set with the following status code:

e ObjectlsEntity

* MUST, if the Obj ect specified by the value of an <Obj ect | D> element is not a member of the targeted collection,
respond with Failed as the code attribute of the top level <l u: St at us> element. A second level <l u: St at us>
MAY be inserted. If so, the code attribute of that second level <I u: St at us> element MUST be set with the
following status code:

e CannotFindObject

3.16. Listing Members
A WSC uses the <Li st Menber sRequest > message to navigate the Qbj ect structure of the users (urn: liberty: ps:
entity Obj ect s) and groups (urn: liberty: ps: collection Qbj ect s) that comprise the PS resource.
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A WSC can control how Qbj ect s are returned by specifying its preferences with the St r uct ur ed attribute.

If aWSC does not specify a<Tar get Obj ect | D>element inthe <Li st Member sRequest > message, thisiseguivalent
to-asking-for-al-tep-level- Objectelementte-the default targeted Obj ect is the root node.

3.16.1. wsa:Action Values

<Li st Menber sRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn: liberty:
ps: 2006-08: ListMembersRequest." <Li st Menber sResponse> messages MUST include a <wsa: Acti on> SOAP
header with the value of "urn: liberty: ps: 2006-08: ListMembersResponse."

3.16.2. ListMembersRequest Message

The WSC indicates to the PS provider the Qoj ect of interest by specifying that <Obj ect > element's Qbj ect | D in
the <Tar get Obj ect | D> element. If no <Tar get Obj ect | D> element is specified in the <Li st Menber sRequest >
message, the PS provider MUST return all the top-level Qbj ects (i.e., Obj ect s that do not have any parent

Qbj ect .)

The <Li st Member sRequest > message has the complex type Li st Menmber sRequest Type, which extends
Request Abst r act Type and adds the following attributes and elements:

St ruct ur ed [Op-
tional]

Count [Optional]

O f set [Optional]

<Tar get Obj ect | D>
[Optional]

<Subscri pti on>
[Optional]

The Structured allows a WSC to indicate what portion of the Cbj ect tree structure it
desires be returned. See Section 3.16.2.1 for more detail.

The Count attribute specifies how many child <Obj ect > elements should be returned in a
<Li st Menber sResponse> message. See Section 3.16.2.2 for more detail.

The OF f set attribute specifies from which element to continue, when requesting more data.
See Section 3.16.2.2 for more detail.

The <Tar get Ooj ect | D> element is used to convey an bj ect | D of the target group
Obj ect whose child Obj ect s are to be listed.

The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires
that the PS provider send a notification if and when the membership of the targeted group
changes.

Interpretation of the membership for which a change <Not i f y> message should be sent will
depend on the value of the St r uct ur ed attribute on the <Li st Menber sRequest > message.
For instance, if the attribute has a value of "tree," the subscription corresponds to the full
object tree and <Not i f y> messages MUST be sent accordingly.

Forasubscriptionwithina<Li st Menber sRequest > message, the PS provider MUST assess
"changes" against whatever was returned in the original <Li st Menber sResponse>. A
<Not i f y> MUST be sent if, were the WSC to resend the same request, the results would be
different than originally sent.

The schema declaration for the <Li st Menber sRequest > message is shown below.

<!-- Declaration of ListMnbersRequest el enent -->
<xs: el ement nanme="Li st Menber sRequest" type="Li st Menber sRequest Type"/ >
<!-- Definition of ListMnbersRequestType -->
<xs: conpl exType name="Li st Menber sRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<Xs: sequence>
<xs: el ement ref="Target Objectl D" m nCccurs="0"/>
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1339 <xs: el enent ref="Subscription" mnCccurs="0"/>

1340 </ xs: sequence>

1341 <xs: attribute name="Structured" type="xs:string" use="optional"/>

1342 <xs: attribute name="Count" type="xs: nonNegativel nteger" use="optional"/>

1343 <xs: attribute name="COf fset" type="xs: nonNegativelnteger" default="0" use="optional"/>
1344 </ xs: ext ensi on>

1345 </ xs: conpl exCont ent >

1346 </ xs: conpl exType>

1347

1348 3.16.2.1. Structured Attribute

1349 WSCs may choose to navigate the hierarchal tree structure for a given Cbj ect incrementally (i.e., by successive |
1350 requests to probe deeper) or to have the complete tree returned. The St r uct ur ed attribute allows the WSC to indicate
1351 this preference to the PS provider. Additionally, the WSC uses the St r uct ur ed attribute to indicate whether or not it
1352 desires to see collection Cbj ect elements returned or only entity Cbj ect elements.

1353 The St ruct ur ed attribute takes three possible values

1354 children The WSC is indicating that it desires only the direct child collection and entity objects of the
1355 targeted object.ebjeets:

1356 The default value for the St r uct ur ed attribute is children.

1357 tree the WSC is indicating that it desires the full tree structure of the targetted object.

1358 entities the WSC is indicating that it desires a flat view of the full tree structure, e.g., one in which any |
1359 collection hierarchy is hidden.

1360 3.16.2.2. Count and Offset Attributes

1361 When the specified Obj ect has multiple child Obj ect s, the WSC may desire to be sent the child <Obj ect > elements
1362 insmaller sets (i.e., a smaller number of elements at a time). This is achieved by using the Count and O f set attributes
1363 of the <Li st Menber sRequest > element.

1364 The Count attribute defines how many child <Object> elements should be returned in a
1365 <Li st Menber sResponse> message. The Count attribute only pertains to the direct child <Obj ect > elements of the
1366 bj ect specified in the <Li st Menber sRequest > message.

1367 The O f set attribute specifies from which element to continue, when requesting fer-more data. The default value is |
1368 zero, which refers to the first child <Cbj ect > element.

1369 3.16.3. ListMembersResponse Message

1370 A PS provider responds to a <Li st Member sRequest > message with a <Li st Menber sResponse> message con-
1371 taining the appropriate set of <Qbj ect > elements.

1372 The <Li st Menber sResponse> message has the complex type Li st Member sResponseType, which extends
1373 ResponseAbst r act Type and adds the following element:

1374 <Qbj ect>[Optional] The <Cbj ect > element is used to convey data of zero or more Obj ect s to be listed.

1375 The schema declaration for the <Li st Menber sResponse> message is shown below.

1376

1377 <!-- Declaration of ListMnbersResponse el enent -->

1378 <xs: el enent nane="Li st Menber sResponse" type="Li st Menber sResponseType"/ >
1379 <!-- Definition of ListMnbersResponseType -->

1380 <xs: conpl exType name="Li st Menber sResponseType" >
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1381 <xs: conpl exCont ent >

1382 <xs: ext ensi on base="ResponseAbstract Type">

1383 <xs: sequence>

1384 <xs: el enent ref="Cbject" mi nCccurs="0" nmaxOccur s="unbounded"/ >
1385 </ xs: sequence>

1386 </ xs: ext ensi on>

1387 </ xs: conpl exCont ent >

1388 </ xs: conpl exType>

1389

1390 3.16.4. Examples

1391 All the examples described in this subsection assume that a PS provider has the following virtual XML document for
1392 some user's PS list.

1393

1394 <Obj ect NodeType="urn: liberty: ps:entity">
1395 <Cbj ect | D>ht t ps: // ps. cont | sdj f oj d</ Qbj ect | D>
1396 <Di spl ayName>Mar y</ Di spl ayNane>

1397 </ bject>

1398 <Object NodeType="urn: liberty: ps:entity">
1399 <Cbj ect | D>htt ps: // ps. cont si j fsfsf</ Cbjectl D>
1400 <Di spl ayName>Bob</ Di spl ayNane>

1401 </ Qbject>

1402 <Obj ect NodeType="urn: liberty: ps:entity">
1403 <Cbj ect | D>htt ps: // ps. conf rerenvl s</ Qbj ect | D>
1404 <Di spl ayName>Ni ck</ Di spl ayNane>

1405 </ bject>

1406 <Object NodeType="urn: liberty: ps:entity">
1407 <Cbj ect | D>htt ps: // ps. cont soi j f sf d</ Qbj ect | D>
1408 <Di spl ayNanme>JoJo</ Di spl ayNane>

1409 </ bject>

1410 <Object NodeType="urn: liberty: ps:entity">
1411 <Qbj ect | D>ht t ps: // ps. comf sdosaf ms</ Qbj ect | D>
1412 <Di spl ayNanme>Tar o</ Di spl ayNane>

1413 </ bject>

1414 <Obj ect NodeType="urn: liberty: ps:entity">
1415 <Cbj ect | D>ht t ps: // ps. cont | gsdf sf d</ Qbj ect | D>
1416 <Di spl ayNanme>Hanako</ Di spl ayName>

1417 </ bj ect>

1418 <Obj ect NodeType="urn: liberty: ps: coll ection">
1419 <Cbj ect | D>ht t ps: // ps. cont ei ruvoi e</ Qbj ect | D>
1420 <Di spl ayNanme>Soccer Teanx/ Di spl ayNane>

1421 <Cbj ect NodeType="urn: |liberty: ps: col | ection">

1422 <Qbj ect | D>ht t ps: // ps. cont nner f | as</ Qbj ect | D>
1423 <Di spl ayNanme>St arti ng Menber s</ Di spl ayNanme>
1424 <(bj ect Ref Ref="https://ps.com |sdjfojd'/>
1425 <(bj ect Ref Ref="https://ps.com sijfsfsf"/>
1426 </ bj ect >

1427 <(bj ect Ref Ref="https://ps.comrerenvls"/>
1428 <(bj ect Ref Ref="https://ps.com soijfsfd"'/>

1429 </ bject>

1430 <Obj ect NodeType="urn: liberty: ps: collection">
1431 <Qbj ect | D>ht t ps: // ps. cont zx! i df df </ Qbj ect | D>
1432 <Di spl ayNarme>Fani | y</ Di spl ayNanme>

1433 <(bj ect Ref Ref="https://ps.com sdosaf ns"/>
1434 <(bj ect Ref Ref="https://ps.com | gsdfsfd"/>
1435 </ bject>

1436

1437 The following is an example of a <Li st Menmber sRequest > message by which a WSC requests the list of members
1438 of the "Soccer Team" collection Cbj ect . As the WSC specifies Struct ured="enti ti es", it is indicating that it
1439 desires to have a "flat" view of that group's Qbj ect tree returned, e.g., one in which all collection hierarchy is removed. |

1440
1441 <Li st Menber sRequest Structured="entities">
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<Tar get Obj ect| D>htt ps: // ps. com ei ruvoi e</ Tar get Obj ect | D>
</ Li st Menber sRequest >

The following is an example <ListMenbersResponse> message as might be returned to the
<Li st Menber sRequest > above.

<Li st Menber sResponse>
<Status code="OK"/>
<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: // ps. conl | sdj f oj d</ Obj ect | D>
<Di spl ayNanme>Mar y</ Di spl ayName>
</ hj ect >
<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: //ps.conm sijfsfsf</Cbjectl D>
<Di spl ayNane>Bob</ Di spl ayName>
</ hj ect >
<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: // ps. conl rerenvl s</ Cbj ect | D>
<Di spl ayName>Ni ck</ Di spl ayName>
</ hj ect >
<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: // ps. conl soi j f sfd</ Cbj ect| D>
<Di spl ayNane>JoJo</ Di spl ayName>
</ hj ect >
</ Li st Menber sResponse>

As the WSC indicated it desired a flat view, the PS expanded the group Obj ect called "Starting Members" and returns
its two child entity bj ect elements (for Mary and Bob) instead of the collection Qbj ect itself.

Alternatively, the following is a <ListMenbersResponse> message as might be returned to a
<Li st Menber sRequest > message in which the WSC indicated it desired to see the full tree structure by specifying
Structured="tree".

<Li st Menber sResponse>
<Status code="OK"/>
<oj ect NodeType="urn: liberty: ps: collection">
<oj ect| D>htt ps: // ps. conl nner f | as</ Cbj ect | D>
<Di spl ayNane>St arti ng Menbers</Di spl ayName>
<oj ect NodeType="urn: liberty: ps: entity">
<Obj ect | D>htt ps: // ps. coni | sdj f oj d</ Obj ect | D>
<D spl ayNane>Mar y</ Di spl ayName>
</ bj ect >
<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: //ps. conlsijfsfsf</Cbjectl D>
<D spl ayNane>Bob</ Di spl ayName>
</ bj ect >
</ bj ect >
<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: // ps. conl rerenvl s</ Cbj ect | D>
<Di spl ayName>Ni ck</ Di spl ayNanme>
</ bj ect >
<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: // ps. conl soi j f sfd</ Cbj ect | D>
<D spl ayNane>JoJo</ Di spl ayName>
</ bj ect >
</ Li st Menber sResponse>

The PS returns the full sub-tree for the specified target object including the hierarchy of the "Starting Members" group.
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Lastly, the following is an example <Li st Menber sResponse> message as might be returned to a
<Li st Menber sRequest > message in which the WSC indicated it desired to see only direct children by specifying
Structured="chil dren".

<Li st Menber sResponse>

<Status code="OK"/>

<oj ect NodeType="urn: liberty: ps: collection">
<oj ect| D>htt ps: // ps. coml nmer f | as</ Cbj ect | D>
<Di spl ayNane>St arti ng Menbers</Di spl ayName>

</ (bj ect >

<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: // ps. conl rerenvl s</ Cbj ect | D>
<Di spl ayNane>Ni ck</ Di spl ayName>

</ bj ect >

<oj ect NodeType="urn: liberty: ps: entity">
<oj ect| D>https: // ps. conl soi j f sfd</ Cbj ect| D>
<Di spl ayNane>JoJo</ Di spl ayName>

</ bj ect >

</ Li st Menber sResponse>

3.16.5. Processing Rules

The WSC SHOULD NOT include a <Subscri pti on> element in a <Li st Menmber sRequest > message if the
Offset attribute has any value other than "0."

The PS provider MUST, if the <Li st Menber sRequest > contains a Subscription and the Offset attribute has any
value other than "0," and it is otherwise capable of returning results, return those results as indicated by the Count
and Offset attributes, but still reject the Subscription by responding with "OKButNoSubscription" as the code
attribute of the top level <l u: St at us> element. A second level <I u: St at us> MAY be inserted. If so, the code
attribute of that second level <I u: St at us> element MUST be set with the following status code:

¢ NoSubscribeWithOffset

The PS provider SHOULD dereference all <Obj ect Ref > elements and replace them with the appropriate
<Obj ect > elements before returning.

At any one level of the tree, the PS provider SHOULD remove all duplicate <Obj ect > elements before returning.

If the Structured attribute is set as tree, the PS provider MUST return all the direct child and descendant
<hj ect > elements of the specified Obj ect .

If the St r uct ur ed attribute is not set in the request, the PS provider MUST process it as if it is set as children.

If the St ruct ur ed attribute is set as entities, the PS provider MUST return all the direct child and descendant
entity <Obj ect > elements of the specified Qbj ect (subject to the restriction defined by the Count attribute, if:
present). Any collection <Obj ect > elements MUST be removed and only entity <Obj ect > elements returned.

If the St ruct ur ed attribute is set as children, the PS provider MUST return all the direct child collection and
entity <bj ect > elements of the specified Obj ect .

If the Count attribute is included in a <Li st Menber sRequest > message, the PS provider SHOULD NOT respond
with more objects than specified. A PS provider MAY return a smaller number of objects than specified by the
Count attribute.

If the Offset attribute is included ina <Li st Member sRequest > message, the PS provider SHOULD respond with
a list of <Obj ect > elements, the first in the list being that <Obj ect > element whose position in the complete list
is specified by the value of the Offset attribute.
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e IfaPSproviderreceivesa<Li st Menber sRequest > message on which the value of <Tar get Obj ect | D> matches
that of an <bj ect | D> element of a given bj ect, and if the value of the NodeType attribute of the matched
Qbj ect is urn: liberty: ps: entity, then the PS provider MUST respond with Failed as the code attribute of the top
level <l u: St at us>element. A second level <l u: St at us> MAY be inserted. If so,ane-the code attribute of that
second level <l u: St at us>element MUST be set with the following status code:

e ObjectlsEntity

» The PS Provider MUST, if unable to find the targeted Qbj ect , respond with Failed as the code attribute of the top
level <l u: St at us>element. A second level <l u: St at us> MAY be inserted. If so,are-the code attribute of that
second level <l u: St at us> element MUST be set with the following status code:

e CannotFindObject

*  When the targeted Obj ect has no child Objects, the PS provider MUST respond with OK as the code attribute of
the top level <l u: St at us> element with no <Obj ect > element in the response.

e The PS provider SHOULD, if the <Li st Menber sRequest > contains a Subscription and the Structured attribute
has any value other than "children," and it is otherwise capable of returning results, return those results but still
reject the Subscription by responding with "OKButNoSubscription" as the code attribute of the top level <l u:
St at us> element. A second level <l u: St at us> MAY be inserted. If so, the code attribute of that second level
<l u: St at us> element MUST be set with the following status code:

e SubscribeToChildrenOnly

An "OKButNoSubscription™ Status code SHOULD NOT be interpreted as reflecting a PS provider's overall ability
to support subscriptions, rather simply its unwillingness to accept the particular subscription requested.

3.17. Retrieving Info

A WSC uses the <Get Qbj ect | nf oRequest > message to retrieve information for a particular Obj ect. An
oj ect 's information includes all the child elements and attributes of the <Obj ect > element, except for either
<(hj ect > or <Obj ect Ref > elements.

Note that if a WSC wants to get a child members' Obj ects of the particular (bj ect, the WSC MUST use
<Li st Menber sRequest > message (see Section 3.16).

3.17.1. wsa:Action Values

<Get Qbj ect | nf oRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn: liber-
ty: ps: 2006-08: GetObjectInfoRequest.” <Get Obj ect | nf oResponse> messages MUST include a <wsa: Acti on>
SOAP header with the value of "urn: liberty: ps: 2006-08: GetObjectinfoResponse."

3.17.2. GetObjectiInfoRequest Message

The WSC indicates to the PS provider the Obj ect of interest by specifying that <Obj ect > element's Qoj ect | D in
the <Tar get Obj ect | D> element.

The <Get bj ect | nf oRequest > message has the complex type Get Obj ect | nf oRequest Type, which extends
Request Abst r act Type and adds the following element:

<Tar get Obj ect | D> The <Tar get hj ect | D> element is used to convey an Obj ect | D of the target Obj ect of
[Required] which information is requested.
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<Subscri ption> The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires
[Optional] that the PS provider send a notification if and when the information (but not membership) of
the targeted Obj ect changes.

The schema declaration for the <Get Qbj ect | nf oRequest > message is shown below.

<!-- Declaration of Get(bjectlnfoRequest el enent -->
<xs: el ement nanme="Get bj ect | nf oRequest " type="Get Obj ect | nf oRequest Type"/ >
<l-- Definition of GetbjectlnfoRequestType -->
<xs: conpl exType name="Cet Obj ect | nf oRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<xs: sequence>
<xs: el ement ref="Target CbjectID'/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of a <Get Obj ect | nf oRequest > message.

<CGet Obj ect | nf oRequest >
<Tar get Obj ect | D>htt ps: // ps. cont ei r uvoi e</ Tar get Obj ect | D>
</ Get Obj ect | nf oRequest >

3.17.3. GetObjectinfoResponse Message

A PS provider responds to a <Get Qbj ect | nf oRequest > message with a <Get Obj ect | nf oResponse> message,
in which the specified Obj ect 's information is conveyed.

The <Get bj ect | nf oResponse> message has the complex type Get Obj ect | nf oResponseType, which extends
ResponseAbst r act Type and adds the following elements:

<(bj ect > [Optional] The <Obj ect > element is used to convey the information of the requested Obj ect .

The schema declaration for the <Get Obj ect | nf oResponse> message is shown below.

<l-- Declaration of Get(bjectlnfoResponse el enent -->
<xs: el ement nane="Get vj ect | nf oResponse"” type="Cet Obj ect | nf oResponseType"/ >
<l-- Definition of GetbjectlnfoResponseType -->
<xs: conpl exType nane="Cet Obj ect | nf oResponseType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<Xs: sequence>
<xs: el ement ref="0bject" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of a <Get Obj ect | nf oResponse> to the <Get (bj ect | nf oRequest > message above.

<Get Obj ect | nf oResponse>
<Status code="OK"/>
<oj ect NodeType="urn: |iberty: ps: coll ection">
<oj ect | D>htt ps: // ps. conl ei ruvoi e</ Cbj ect | D>
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<Di spl ayNane>Soccer Teanx/ Di spl ayName>
</ (bj ect >
</ Get Obj ect | nf oResponse>
3.17.4. Processing Rules
A PS provider:

e MUST return the <Object> corresponding to the <TargetObjectlD> element on the
<CGet Obj ect | nf oRequest > message.

* MUST, if it can not find the targeted Obj ect, respond with Failed as the code attribute of the top level <! u:
St at us>element. A second level <l u: St at us>MAY be inserted. If so,ane-the code attribute of that second level
<l u: St at us> element MUST be set with the following status code:

e CannotFindObject

*  MUST NOT respond with any child <Obj ect > and/or <Ohj ect Ref > elements of the specified <Obj ect >.

3.18. Updating Info

A WSC may wish to update or modify the information for an Qbj ect, e.g., to change a Di spl ayNane etc.

A WSC uses the <Set Obj ect | nf oRequest > message to update the information for a particular Coj ect . Updateable
information does not include <Chj ect > element, <Cbj ect Ref > element, NodeType attribute, Cr eat edDat eTi ne
attribute, and Modi f i edDat eTi ne attribute.

Note that if a WSC wants to insert a child Object to the particular Coject, the WSC MUST use
<AddToCol | ecti onRequest > message (see Section 3.14). Also note that if a WSC wants to remove a child
Qbj ect from the particular Qbj ect , the WSC MUST use <RenoveFr onCol | ect i onRequest > message (see Sec-
tion 3.15).

3.18.1. wsa:Action Values

<Set (bj ect | nf oRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn: liber-
ty: ps: 2006-08: SetObjectInfoRequest.” <Set Obj ect | nf oResponse> messages MUST include a <wsa: Acti on>
SOAP header with the value of "urn: liberty: ps: 2006-08: SetObjectInfoResponse."

3.18.2. SetObjectinfoRequest Message
The WSC specifies <Qbj ect > elements of the target Obj ect for updating. These <Ohj ect > elements MUST NOT
have child <Obj ect> and/or <bj ect Ref > elements. Also, these <Obj ect> elements MUST NOT have

Cr eat edDat eTi ne and Modi f i edDat eTi ne attributes.

The <Set bj ect | nf oRequest > message has the complex type Set bj ect | nf oRequest Type, which extends
Request Abst r act Type and adds the following element:

<bj ect > [Re- The <Obj ect > element is used to convey the updated data of the Cbj ect to be updated. The

quired] <bj ect > element MUST have an <Obj ect | D> element that identifies the relevant object.

<Subscri ption> The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires

[Optional] that the PS provider send a notification if and when the information of the targeted Obj ect
changes.

The schema declaration for the <Set Obj ect | nf oRequest > message is shown below.
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<!-- Declaration of Set(bjectlnfoRequest el enent -->
<xs: el ement nane="Set bj ect | nf oRequest " type="Set Cbj ect | nf oRequest Type"/ >
<l-- Definition of Set(bjectlnfoRequestType -->
<xs: conpl exType name="Set Obj ect | nf oRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<Xs: sequence>
<xs: el ement ref="0bject" maxCccurs="unbounded"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of a <Set Qbj ect | nf oRequest > message in which the WSC is changing the value of
the <Di spl ayName> element for the specified <Obj ect >. The previously existing value for this element would be
overwritten.

<Set Obj ect | nf oRequest >
<Obj ect NodeType="urn: |iberty: ps: col |l ection">
<Obj ect | D>https: // ps. coni ei ruvoi e</ Obj ect | D>
<Di spl ayNane>Basebal | Teanx/ Di spl ayNane>
</ Obj ect >
</ Set Obj ect | nf oRequest >

3.18.3. SetObjectinfoResponse Message
A PS provider responds to a <Set (bj ect | nf oRequest > message with a <Set Obj ect | nf oResponse> message.
The <Set Qbj ect | nf oResponse> message has the type of ResponseAbst ract Type

The schema declaration for the <Set Qoj ect | nf oResponse> message is shown below.

<!-- Declaration of Set(bjectlnfoResponse el enent -->
<xs: el ement nane="Set bj ect | nf oResponse" type="ResponseAbstract Type"/>

The following is an example of a <Set Cbj ect | nf oResponse> to the <Set (hj ect | nf oRequest > message above.

<Set Obj ect | nf oResponse>
<Status code="CK"/>
</ Set Obj ect | nf oResponse>

3.18.4. Processing Rules
A PS provider:

» MUST, if it can not find the target Obj ect specified with the Obj ect | D, respond with Failed as the code attribute
of the top level <I u: St at us>element. Asecond level <l u: St at us>MAY be inserted. If so,and-the code attribute
of that second level <l u: St at us> element MUST be set with the following status code:

e CannotFindObject

« MUST, if it finds that the value of the specified NodeType attribute is different from the value of the NodeType
attribute of the target Cbj ect specified with the Obj ect | D, respond with Failed as the code attribute of the top
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level <l u: St at us> element. A second level <I u: St at us> MAY be inserted. If so,ane-the code attribute of that |
second level <I u: St at us> element MUST be set with the following status code:

e InvalidNodeType

e MUST, if it finds that a WSC specifies a childthe—<Obj ect > element, <Obj ect Ref > elements,
Cr eat edDat eTi me attribute, or Modi f i edDat eTi me;-attribute, ignore these elements and/or attributes.

3.19. Querying Objects

A WSC may wish to have returned to it a list of Cbj ect s that meet some criteria. The <Quer yObj ect sRequest >
message allows the WSC to indicate this of the PS provider. The criteria to be met are specified in the <Fi | t er >
element in the <Quer yQbj ect sRequest > element.

Note:  The <List MenbersRequest> message can be considered a specialization of the
<Quer yObj ect sRequest > message, in which the criteria to be met is that the returned Qbj ect s are members of the
specified group Obj ect . The <Quer yQbj ect sRequest > message allows a WSC to pose more generalized queries,
e.g., to which groups does a specific user belong? |

3.19.1. wsa:Action Values

<Quer yObj ect sRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn:liber-
ty: ps: 2006-08: QueryObjectsRequest.” <Quer yObj ect sResponse> messages MUST include a <wsa: Acti on>
SOAP header with the value of "urn: liberty: ps: 2006-08: QueryObjectsResponse."

3.19.2. QueryObjectsRequest Message
The WSC specifies criteria of its interest in the <Fi | t er > element.

The <Quer yQhj ect sRequest > message has the complex type Quer yQbj ect sRequest Type, which extends
Request Abst ract Type and adds the following elements:

<Filter>[Re The <Fi | t er > element is used to convey criteria for matching Qoj ect elements that a WSC

quired] is interested in.

<Subscri ption> The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires

[Optional] that the PS provider send a notification if and when the set of objects that satisfy the specified
filter changes.

Count [Optional] The Count attribute specifies how many <Cbj ect > elements should be returned in a
<Quer yObj ect sResponse> message. See Section 3.19.2.2 for more detail.

O f set [Optional] The O f set attribute specifies from which element to continue, when requesting for more

data. See Section 3.19.2.2 for more detail.

The schema declaration for the <Quer yQbj ect sRequest > message is shown below.

<!-- Declaration of QueryQbjectsRequest el enent -->
<xs: el ement nanme="QueryCbj ect sRequest" type="QueryObj ect sRequest Type"/>
<l-- Definition of QueryQbjectsRequestType -->
<xs: conpl exType nanme="Queryhj ect sRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type">
<xXs: sequence>
<xs: el ement name="Filter" type="xs:string"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
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<xs:attribute nane="Count" type="xs: nonNegativel nteger" use="optional"/>
<xs:attribute nane="Ofset" type="xs: nonNegativelnteger" default="0" use="optional"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

3.19.2.1. Filter Element
The value of the <Fi | t er > element SHOULD be specified with an XPath expression.

Any XPath expression MUST be evaluated against the set of Objects that would be returned to a hypothetical
<Li st Menber sRequest > that had targeted the root node and in which the Structured attribute was set to "tree."

For instance, if the WSC wants to get all the <Obj ect > elements with a NodeType attribute with a value of urn:
liberty: ps. collection (i.e., the WSC wants to get all the group Obj ect's), the WSC can specify the value of the

<Fi | t er > element as "//ps: Object[@NodeType='urn: liberty: ps: collection'.

The following is an example of a <Quer yQObj ect sRequest > message with which the WSC requests to get all the
<(bj ect > elements that have urn: liberty: ps: entity as the value of NodeType element.

<Quer yObj ect sRequest >
<Filter>//ps: Obj ect[ @odeType="urn: | iberty: ps:entity' ]</Filter>
</ Quer yObj ect sRequest >

3.19.2.2. Count and Offset Attributes

When the result of specified criteria has multiple Qoj ect s, the WSC may desire to be sent their <Cbj ect > elements
in smaller sets (i.e., a smaller number of elements at a time). This is achieved by using the Count and Of f set attributes
of the <Quer yQbj ect sRequest > element.

The Count attribute defines how many <QObj ect > elements should be returned in a <Quer yCbj ect sResponse>
message.

The O f set attribute specifies from which element to continue, when requesting for more data. The default value is
zero, which refers to the first <Obj ect > element.

3.19.3. QueryObjectsResponse Message

A PS provider responds to a <Quer yObj ect sRequest > message with a <Quer yObj ect sResponse> message. The
<Quer yObj ect sResponse> contains the <Obj ect > elements that meet the criteria specified in the <Fi | t er > ele-
ment of the <Quer yObj ect sRequest > message.

The <Quer yObj ect sResponse> message has the complex type Quer yObj ect sResponseType, which extends
ResponseAbst r act Type and adds the following element:

<bj ect > [Optional] The <oj ect > element is used to convey data of zero or more Obj ect s that the requested
criteria are met to.

The schema declaration for the <Quer yObj ect sResponse> message is shown below.

<!-- Declaration of QueryObjectsResponse el enent -->
<xs: el ement nanme="QueryCbj ect sResponse" type="QueryObj ect sResponseType"/>
<l-- Definition of QueryCbjectsResponseType -->
<xs: conpl exType name="Quer y(bj ect sResponseType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
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1806 <xs: sequence>

1807 <xs: el enent ref="Qbject" mi nCccurs="0" nmaxOccur s="unbounded"/ >
1808 </ xs: sequence>

1809 </ xs: ext ensi on>

1810 </ xs: conpl exCont ent >

1811 </ xs: conpl exType>

1812

1813

1814 The following is an example of a <Quer yObj ect sResponse> to the <Quer yObj ect sRequest > message above.

1815

1816 <QueryObj ect sResponse>

1817 <Status code="OK"/>

1818 <(bj ect NodeType="urn: |iberty: ps: entity">

1819 <bj ect | D>ht t ps: // ps. conl | sdj f oj d</ Obj ect | D>
1820 <Di spl ayNane>Mar y</ Di spl ayNane>

1821 </ Qbj ect >

1822 <Cbj ect NodeType="urn: liberty: ps: entity">

1823 <bj ect | D>ht t ps: // ps. con si j f sfsf </ bj ect| D>
1824 <Di spl ayNane>Bob</ Di spl ayNanme>

1825 </ Qbj ect >

1826 <Cbj ect NodeType="urn: liberty: ps: entity">

1827 <bj ect | D>ht t ps: // ps. con rer envl s</ Obj ect | D>
1828 <Di spl ayNane>Ni ck</ Di spl ayNane>

1829 </ Qbj ect >

1830 <(bj ect NodeType="urn: |iberty: ps: entity">

1831 <bj ect | D>ht t ps: // ps. con soi j f sf d</ Obj ect | D>
1832 <Di spl ayNane>JoJo</ Di spl ayNane>

1833 </ Qbj ect >

1834 <(bj ect NodeType="urn: |iberty: ps: entity">

1835 <bj ect | D>ht t ps: // ps. conm sdosaf ne</ Obj ect | D>
1836 <Di spl ayNane>Tar o</ Di spl ayNane>

1837 </ Qbj ect >

1838 <Cbj ect NodeType="urn: liberty: ps: entity">

1839 <bj ect | D>ht t ps: // ps. conl | gsdf sf d</ Obj ect | D>
1840 <Di spl ayNane>Hanako</ Di spl ayNanme>

1841 </ Qbj ect >

1842 </ QueryQbj ect sResponse>

1843

1844 3.19.4. Processing Rules

1845  If a WSC specifies the value of the <Fi I t er > element through an XPath expression, the value SHOULD begin
1846 with the expression "//ps: Object." |

1847 « All the <bj ect > elements that are responded in the <Quer yObj ect sResponse> message from a PS provider

1848 MUST NOT contain any child <Obj ect > and/or <Qbj ect Ref > elements.

1849 < IfaPS provider cannot find any Qbj ect s that meets the criteria that a WSC specifies in the request, the PS provider
1850 MUST respond OK as the code attribute of the top level <I u: St at us> element. A second level <l u: St at us>
1851 MAYand-be inserted. If so, the code attribute of that second level <I u: St at us> element MUST be set with the
1852 following status code:

1853 * NoResults

1854 + A PS provider MAY choose to reject Subscriptions within <Quer yObj ect sRequest > messages (as might be
1855 desirable should the computational expense of determining when to send Notifications be prohibitive).

1856 The PS provider MAY, if the <Quer yObj ect sRequest > contained a Subscription it does not wish to accept and
1857 it is otherwise capable of returning results, return those results but still reject the Subscription by responding with
1858 "OKButNoSubscription™ as the code attribute of the top level <l u: St at us> element. A second level <I u:
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St at us> MAY be inserted. If so, the code attribute of that second level <I u: St at us> element MUST be set with
the following status code:

e PolicyDoesNotAllow

An "OKButNoSubscription” Status code SHOULD NOT be interpreted as reflecting a PS provider's overall ability
to support subscriptions.

3.20. Testing Membership

A WSC may wish to pose a question of the Obj ect tree structure and have the results of that question returned rather
than the Qbj ect tree itself (as the <Li st Menmber sRequest > or <Quer y(Ohj ect sRequest > messages support). For
instance, the WSC might wish to ask whether a specified individual (or more generally any Qoj ect ) is a member of
a particular specified group Obj ect . This scenario will be common when the owning user has defined some access
control policy in terms of membership in some group (e.g., "allow members of my socccer team to view these photos").
If and when some other user tries to access the resource in question, the WSC will need to determine if they are entitled
(e.g., whether or not they are on the soccer team).

The <Test Menber shi pRequest > allows a WSC to pose the question "Is user X a member of group Y?"
3.20.1. wsa:Action Values

<Test Menber shi pRequest > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn:lib-
erty: ps: 2006-08: TestMembershipRequest." <Test Menber shi pResponse> messages MUST include a <wsa:
Act i on> SOAP header with the value of "urn: liberty: ps: 2006-08: TestMembershipResponse."

3.20.2. TestMembershipRequest Message

The target parent group Obj ect for which the membership of another bj ect is being tested is indicated by the value
of the <Tar get Obj ect | D> element within the <Test Menber shi pRequest > message. The Obj ect for which mem-
bership is being tested is specified by the <Token> element within the <Test Menber shi pRequest > message.

The <Test Menber shi pRequest > message has the complex type Test Menber shi pRequest Type, which extends
Request Abst ract Type and adds the following elements:

<Target Obj ect I D> The <Tar get Qbj ect | D> element is used to convey the Obj ect | D of the target group
[Optional] Obj ect for which the membership of a user is being tested.

Absence of the <Tar get Obj ect | D> indicates a request to test if the identity associated with
the submitted token is associated to an Object (of type entity) in the PS.

<Token> [Required] The <Token> element is used to convey an identity token of a user for which membership is

being tested.
<Subscri ption> The <Subscri pti on> element is used to indicate to the PS provider that the WSC desires
[Optional] that the PS provider send a notification if and when results of the test changes.
The schema declaration for the <Test Menber shi pRequest > message is shown below.

<!-- Declaration of TestMenbershi pRequest el enent -->
<xs: el ement nane="Test Menber shi pRequest"” type="Test Menber shi pRequest Type"/ >
<l-- Definition of TestMenbershi pRequest Type -->
<xs: conpl exType nane="Test Menber shi pRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<xs: sequence>
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<xs: el ement ref="Target Objectl D" m nCccurs="0"/>
<xs: el ement ref="Token"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of a <Test Menber shi pRequest > message.

<Test Menber shi pRequest >
<Tar get Obj ect | D>htt ps: // ps. cont ei ruvoi e</ Tar get Obj ect | D>
<Token>

</ Token>
</ Test Menber shi pRequest >

3.20.3. TestMembershipResponse Message

The PS returns the result of the specified membership test in a <Result> element within a
<Test Menber shi pResponse> message.

The <Test Menber shi pResponse>message has the complex type Test Menber shi pResponseType, which extends
ResponseAbst r act Type and adds the following elements:

<Resul t > [Re- The <Resul t > element is used to convey the result of the specified membership test. This
quired] element has a type of Resul t Type, which is derived from xs: bool ean.

The schema declarations for the <Test Menber shi pResponse> message and the <Resul t >elementare shown below.

<!-- Definition of ResultType -->
<xs: conpl exType nane="Resul t Type">
<xs: conpl exCont ent >
<xs: ext ensi on base="xs: bool ean"/ >
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of TestMenbershi pResponse el enrent -->
<xs: el ement nane="Test Menber shi pResponse" type="Test ResponseType"/>
<l-- Definition of TestMenbershi pResponseType -->
<xs: conpl exType nanme="Test Menber shi pResponseType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<XS: sequence>
<xs: el ement nanme="Result" type="ResultType" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The following is an example of a <Test Menber shi pResponse> message.

<Test Menber shi pResponse>
<Status code="OK"/>
<Resul t >t rue</ Resul t >

</ Test Menber shi pResponse>

3.20.4. Processing Rules

If the <Tar get Obj ect | D> element specifies the Obj ect | D of an Chj ect with a NodeType attribute of "urn: liber-
ty: ps: entity,” the PS provider MUST respond with Failed as the code attribute of the top level <I u: St at us> element.
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1952 Asecond level <l u: St at us>MAY be inserted. If so,ane the code attribute of that second level <l u: St at us>element |
1953 MUST be set with the following status code:

1954 « ObjectIsEntity

1955 3.21. Resolving Objects

1956 Once a WSC has an Qbj ect | Dfor an entity, it will often desire to communicate with other providers about that user.
1957 To do so, the WSC will first need an identity token for that user. The process of converting an object identifier into an
1958 identity token is referred to as resolving the identity token.

1959 3.21.1. wsa:Action Values

1960 <Resol vel denti fi er Request > messages MUST include a <wsa: Act i on> SOAP header with the value of "urn:
1961 liberty: ps:2006-08: ResolveldentifierRequest.” <Resol vel denti f i er Response> messages MUST include a
1962 <wsa: Acti on> SOAP header with the value of "urn: liberty: ps: 2006-08: ResolveldentifierResponse."

1963 3.21.2. ResolveldentifierRequest Message

1964 The WSC can use the <Resol vel denti fi er Request > message to ask the PS provider to resolve the specified
1965 bj ect | Din the <Tar get Cbj ect | D> element, into an appropriate identity token.

1966 An <Resol vel denti fi er Request > message consists of one or more <Resol vel nput > elements. If multiple
1967 <Resol vel nput > elements are included in a request, then each MUST contain a reqID attribute so that the response
1968 contents can be correlated to them.

1969 The WSC MAY specify its requirements of the identity token through the <sec: TokenPol i cy>

1970 The <Resol vel denti fi er Request > message has the complex type Resol vel dent i f i er Request Type, which
1971 extends Request Abst r act Type and adds the following elements:

1972 <Resol vel nput > The object for which the WSC desires an identity token be resolved.
[Oneor more]

1973 The schema declaration for the <Resol vel dent i f i er Request > message is shown below.

1974

1975 <!-- Declaration of ResolveldentifierRequest el enent -->

1976 <xs: el enent nanme="Resol vel dentifi er Request" type="Resol vel denti fier Request Type"/>
1977 <!-- Definition of ResolveldentifierRequestType -->

1978 <xs: conpl exType nane="Resol vel denti fi er Request Type" >

1979 <xs: conpl exCont ent >

1980 <xs: ext ensi on base="Request Abst ract Type" >

1981 <XSs: sequence>

1982 <xs: el enent ref="Resol vel nput" maxCccur s="unbounded"/ >
1983 </ xs: sequence>

1984 </ xs: ext ensi on>

1985 </ xs: conpl exCont ent >

1986 </ xs: conpl exType>

1987

1988 3.21.2.1. Resolvelnput element

1989 The <Resol vel nput > element is of complex type <Resol vel nput Type>, which extends the complex type
1990 <Mappi ngl nput Type> defined in [LibertyAuthn] to add the following element:

1991 <Target Obj ect|I D> The <Tar get Obj ect | D> conveys the Cbj ect | D of the target entity Obj ect for which the
1992 [Required] WSC is requesting an identity token be resolved.
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The schema declaration for the <Resol vel nput > element is shown below.

<!-- Declaration of Resolvelnput elenent -->
<xs: el ement nanme="Resol vel nput" type="Resol vel nput Type"/>
<l-- Definition of Resolvel nput Type -->
<xs: conmpl exType nanme="Resol vel nput Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ims: Mappi ngl nput Type" >
<Xs: sequence>
<xs: el ement ref="Target Cbject|ID'/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The semantics and processing rules of the elements and attributes are as defined in [LibertyAuthn].

The following is an example of a <Resol vel dent i fi er Request > message in which the WSC is requesting that an
identity token for the Cbj ect identified by the specified Cbj ect | Dbe returned. The WSC is indicating that it desires
a transient identifier for the identity token.

<Resol vel dent i fi er Request >
<Resol vel nput >
<Tar get Obj ect| D>htt ps: // ps. com | gsdf sf d</ Tar get Obj ect | D>
<sec: TokenPolicy type="urn:liberty: security: 2006-08: | dentityTokenType: SAML20Asserti on" ><seec}FokenPoli-ey>
<saml p2: Nanel DPol i cy Format="urn: oasi s: nanes: tc: SAM.: 2. 0: nanei d-format: transi ent"”
SPNaneQual i fier="https://psa.conl/> - s —te : :
</ sec: TokenPol i cy>
</ Resol vel nput >
</ Resol vel dent i fi er Request >

3.21.3. ResolveldentifierResponse Message

A PS provider responds to a <Resol vel dent i f i er Request > message with a <Resol vel denti fi er Response>
message. The PS provider returns the identity tokens corresponding to the Qbj ect s specified by the Obj ect | Din the
Tar get Qbj ect | Delemenst on the <Resol vel denti fi er Request > message.

The schema declaration for the <Resol vel denti f i er Response> message is shown below.

<!-- Declaration of ResolveldentifierResponse el enent -->
<xs: el ement nanme="Resol vel dentifi er Response" type="Resol vel dentifi er ResponseType"/>
<l-- Definition of ResolveldentifierResponseType -->
<xs: conpl exType nane="Resol vel denti fi er ResponseType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type" >
<xs: sequence>
<xs: el ement ref="Resol veQut put" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

3.21.3.1. ResolveOutput element
Each <Resol veQut put > element consists of an identity token (in the form of a <sec: Token>).

The element is of complex type Mappi ngQut put Type defined in [LibertyAuthn]. Returned tokens are correlated with
input object identifiers through the reference mechanism defined in [LibertyAuthn]
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The declaration for the <Resol veQut put > element is shown below.

<!-- Declaration of ResolveQutput elenent -->
<xs: el ement nanme="Resol veQut put" type="inms: Mappi ngQut put Type"/>

The following is an example of a <Resol vel dent i f i er Response> to the <Resol vel denti fi er Request > mes-
sage above.

<Resol vel dent i fi er Response>
<Status code="OK"/>
<Resol veCQut put >
<Token>

</ Token>
</ Resol veCut put >
</ Resol vel denti fi er Response>

3.21.4. Processing Rules

e ThePS provider MUST, if unable to find one or more (but not all) specified input objects, respond "PartialSuccess™
as the code attribute of the top level <I u: St at us> element, and MAY use second level <I u: St at us> elements
that containing a ref attribute equal to the associated <Resol vel nput >'s reqID attribute. If unable to find any input
objects, the PS provider MUST respond "Failed" as the code attribute of the top level <I u: St at us> element. A
second level <l u: St at us> MAY be inserted. If so, the code attribute of that second level <I u: St at us> element
MUST be set with the following status code:

e CannotFindObject

» Uponreceiving a<Resol vel dent i fi er Request > from an SP carrying <Tar get Obj ect | D> elements that cor-
respond to an existing Obj ect , the PS provider MUST endeavor to return to the SP an appropriate identity token
corresponding to that Qbj ect .

To do so, the PS provider MAY, itself, send an <i ms: | dent i t yMappi ngRequest > message to the relevant |
identity provider for the Obj ect in question, specifying the requesting WSC as the target namespace.

» IfaPS provider cannotean-netresolve any of the input objects into identity tokens, the PS provider MUST respond
"Failed" as the code attribute of the top level <l u: St at us> element, and SHOULD use second level <I u:
St at us> elements that MUST contain a ref attribute equal to the associated <Resol vel nput >'s reqID attribute.

The code attribute of any second level <l u: St at us> elementelementscorresponding to-failed-inputs MUST be |

set with the following status code:
e CannotResolveToken

» IfaPS provider is unable to resolve all input objects into identity tokens, but is able to resolve some, the PS provider
MUST respond "PartialSuccess" as the code attribute of the top level <l u: St at us> element, and SHOULD use
second level <l u: Status> elements that MUST contain a ref attribute equal to the associated
<Resol vel nput >'s reqlD attribute. The code attribute of any second level <I u: St at us> element MUST be set
with the following status code:

¢ CannotResolveToken

» The PS provider MUST, if one or more (but not all) specified input objects is of type "collection,” respond "Par-
tialSuccess" as the code attribute of the top level <I u: St at us> element, and SHOULD use second level <I u:
St at us> elements that contain a ref attribute equal to the associated <Resol vel nput >'s reqlD attribute. If all
input objects are of type "collection," the PS provider MUST respond "Failed" as the code attribute of the top level

Liberty Alliance Project
51




| This document is informational only. See [LibertylDWSFv20Errata] for normative changes |
Liberty Alliance Project: Version: 1.0-errata-v1.0
Liberty ID-WSF People Service Specification

2091 <l u: St at us> element. The second level <I u: St at us> elements corresponding to such failed inputs MUST be
2092 set with the following status code:

2093 ¢ ObijectlsCollection

Liberty Alliance Project
52



\ This document is informational only. See [LibertylDWSFv20Errata] for normative changes \
Liberty Alliance Project: Version: 1.0-errata-v1.0
Liberty ID-WSF People Service Specification

2004 4. Interaction with Users

2095 Before a user can be added to another user's PS resource, appropriate federations may need to be established between
2096 various providers. Before this can happen, it will typically be necessary for the user to visit these providers in order to
2097 kick-off the process. The mechanism by which this prompt occurs is referred to here as an invitation.

2098 Except for special cases where a user can be added to a user's PS resource without the participation of that user (as
2099 would be possible if the PS-resource-owningPS+esource-evwning-user happened to know an identifier for the other user
2100 at some IDP), such an invitation is necessary. Supporting such user interactions is a key (but not mandatory) aspect of
2101 the PSrole.

2102 Notwithstanding this, supporting the invitation model is optional from a conformance point of view (i.e., as defined
2103 by the [LibertyIDWSF20SCR]) and so any normative requirements expressed within this specification should be un-
2104 derstood in this context.

2105 4.1. Model (Informative)
2106 The invitation model is as follows:

2107 1. A user (visiting one of their SPs or their PS provider), decides that they wish to add some friend/contact/family |
2108 member to their PS resource (likely in the context of enabling some specific interaction with that friend)

2109 2. Aninvitation (consisting of some human readable descriptive text explaining the context as well as some mech-
2110 anism by which interaction can be kicked off) is created by the provider on behalf of the PS resource owning user
2111 (the inviting user).

2112 3. The invitation is delivered to the relevant user (the invited user).

2113 4. Theinvited user examines the invitation and decides whether or not they wish to accept. If no, they take no further
2114 steps. If so, they proceed with the indicated mechanism to interact with the relevant providers (being given ap-
2115 propriate information and consent mechanisms at each step).

2116 5. The invited user is added to the inviting user's PS resource.
2117 6. The invited user can be directed to the SP to access the resource in question.

2118 It s also possible for a user to add their friends to their PS list through whatever browser-interface that PS provider
2119 makes available. In essence, these friends would be added independent of any particular interaction context, but avail-
2120 able for future interactions once added. In such a case there will still need to be an invitation sent to the friend being
2121 added (with the same proviso for a known identifier) in order to facilitate the establishment of a federation between
2122 the PS and the invited user's IDP, but the process can be simpler because there is no initiating SP.

2123 4.2. Additional Federations for Sharing of Identity Services

2124 When the invitation process is initiated from an SP and the resource being shared is browser-based, the normal result
2125 of successful interaction is that federated identifiers for the invited user are established between their IDP and both the
2126 PS provider and the initiating SP.

2127 When, rather than browser-based, the resource being shared is an identity service (e.g., a user's online presence) it may |
2128 be necessary for an additional federation for the invited user be established between their IDP and the Discovery Service
2129 (DS) (see [LibertyDisco]) of the inviting user.

2130 Ultimately, when the shared resource is some identity service hosted by a WSP on behalf of one user (who has decided
2131 to make access to it available), it will be accessed by some WSC on behalf of the other user (that to which access
2132 privileges have been granted).
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To facilitate this operation, the DS of the inviting user will likely need to provide an appropriate WSP
<Endpoi nt Ref er ence> to the WSC upon that WSC querying for relevant (associated with the inviting user and of
a particular service type) WSPs. If the inviting user's policy is such that merely the fact of existence or location of their
identity data (beyond its actual value) warrants protection, then the DS should apply access control mechanisms to
such WSC queries. To do so, it may need to have an identifier for the requesting user so that an appropriate access
control decision can be made.

In this sense, the existence and location of a user's identity services (as exemplified in the endpoint references pointing
there), are identity resources like any other identity service and may require appropriate federations be established to
enable access control.

If policy is such that no such fine-grained access control for <Endpoi nt Ref er ence>s is deemed necessary, then
establishing a federation between the DS of the inviting user and the IDP of the invited user will not be necessary.

4.3. Consent Model

A number of consent models governing the various federations established through the invitation process are possible.
A few examples, amongst others, are listed below:

One possibility would be for an invited user, when federating their IDP to the PS provider of a friend upon an invitation
from that friend, to specify that the establishment of subsequent federations between service providers and their IDP
need not require additional consent. Such blanket consent, while optimizing usability, could present unforseen risks,
e.g., giving a user the permission, even if never taken advantage of, to view offensive online material.

At the other extreme, a user could request that they be asked for specific consent for each and every such federation.

Additionally, a user could specify that their IDP be allowed to establish “provisional” federated identifiers with other
SPs, but that they expect to be given the opportunity to give explicit consent to these federations if and when they
attempt to use them. The identifiers are provisional in the sense that the IDP will not actually agree to use them with
the other provider until such consent is obtained, at which point they would become "real." This model would ensure
that the user would not be presented with numerous requests for consent - consent would be obtained only when
necessary.

4.4. Elements Supporting Invitation

The following elements support the invitation model. These elements are optional within the appropriate protocol
messages.

4.4.1. PStoSPRedirectURL element

The SP MAY use the <PStoSPRedirectURL> element on <AddEntityRequest> and
<AddKnownEnt i t yRequest > messages to specify to the PS provider the URL (at the SP) to which that SP desires
the invited user's user agent be directed after successful interaction and IDP federation has occurred. If and when the
invited user's user agent has been sent to this URL, the SP MAY provide the invited user the designated access to the
resource in question.

The value of the <PSt oSPRedi r ect URL> element MUST be such that, if and when a user agent is sent to this address
from the PS provider, the SP can unambiguously determine the invitation to which the URL corresponds. The URL
MUST be unique for each combination of the inviting user, the PS, and the invited user.

4.4.2. <SPt oPSRedi r ect URL> element

The PS provider MAY wuse the <SPtoPSRedirectURL> element on <AddEntityResponse> and
<AddKnownEnt i t yResponse> messages to specify to the SP the URL (at the PS provider) to which that PS desires
the invited user's user agent be directed after successful initial interaction at the SP has occurred. If and when the invited
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2174 user's user agent is sent to this URL, the PS provider will endeavour to establish a federation for that principal with the
2175 appropriate IDP.

2176 The value of the <SPt oPSRedi r ect URL> element MUST be such that, if and when a user agent is sent to this address
2177 from the SP, the PS can unambiguously determine the invitation to which the URL corresponds. The URL MUST be
2178 unique for each combination of the inviting user (that owns the PS resource), the requesting SP, and the invited user.

2179 The PS provider MUST be prepared for the invited user to, at some point in the future, visit the URL provided in any
2180 specified <SPt oPSRedi r ect URL> element. As it may be some time before the invited user does respond, the PS
2181 provider SHOULD store this url for a reasonable length of time.

2182 4.4.2.1. Processing Rules
2183 If and when the invited user responds to the invitation, the SP:

2184 + MUST, after appropriately informing and "consenting™ the invited user, direct the user agent to the address previ-
2185 ously specified within the <SPt oPSRedi r ect URL> element.

2186 Once the invited user has been redirected to the PS provider, the PS provider:

2187 + MUST determine the invited user's IDP (or preferred IDP if the invited user has multiple).
2188 MUST endeavor to establish a federated identity for that user with that IDP.

2189 + MAY obtain an identity token from the IDP for the invited user targeted for itself.

2190 + MUST redirectthe invited user's agent to the address previously specified by any <PSt 0SPRedi r ect URL> element
2191 in the original <AddEnt i t yRequest > or <AddKnownEnt i t yRequest > message.

2192 Once the PS has redirected the invited user to the <PSt oSPRedi r ect URL> address, the SP MAY choose to send a
2193 <sanl p: Aut hnRequest > message to the IDP asking for a <sam : Aut hnSt at ement > attesting to that user's au-
2194 thentication status there.

2195 In its corresponding <sam p: Response>, the IDP SHOULD use the same subject identifier for this <sam :
2196 Assertion> as previously delivered to the SP within the identity token through the PS provider and the <Not i f y>
2197 message (unless any SP policy on the <sani p: Aut hnRequest > message precludes this).

2198 4.4.3. <QueryStri ng> element

2199 The <QueryStri ng> element enables an alternative model for invited user interaction which is expected to better
2200 defend against identity theft attacks in which a valid email is spoofed to fool users into clicking an embedded URL.
2201 The invitation received by the invited user will contain a string carrying a SAML artifact (and potentially relay state
2202 info) representing a SAML <sani p: Aut hnRequest > message created by the PS provider. The invited user can, if
2203 they choose, present this artifact string to their identity provider - which can then use the SAML <sam p:
2204 Artifact Resol ve> message to retrieve the original <sanl p: Aut hnRequest > message from the PS provider.

2205 Asthe invited user visits their IDP by explicitly providing the address or using an existing bookmark, they can be more
2206 confident that the site is not spoofed. Once they are at their IDP and after presenting the SAML artifact , appropriate
2207 federations can be established for the invited user with the originating PS provider and SP.

2208 4.4.3.1. Schema

2209 <xs: el ement name="QueryString" type="QueryStringType"/>

2210 <xs: conpl exType nane="QueryStringType">
2211 <xs: si npl eCont ent >

2212 <xs: ext ensi on base="xs: string"/>
2213 </ xs: si npl eCont ent >

2214 </ xs: conpl exType>
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2215 4.4.3.2. Formatting Rules

2216 The contents of the <Quer ySt ri ng> element MUST satisfy the formatting requirements of the URL encoding of the
2217 SAML Artifact Binding (see [SAMLBInd2]) as identified by the URI:

2218 urn:oasis: names: tc: SAML: 2.0: artifact-04.

2219 The following is an example of an <Quer ySt ri ng> element in which the PS Provider has included relay state infor-
2220 mation through an additional RelayState parameter.

2221
2222 <QueryString>SAM.art =AAQAADVWNEWSVT47we O4z X9R2Fi Ez MiFQvY@D&Rel ay St at e=0043bf c1bc45110dael17004005b13a2b</ QuerySt ri n

2223 The contents of the above element would be communicated to the invited user by the SP (either directly or indirectly
2224  through the inviting user) for them to provide to their IDP.

2225 4.4.3.3. Processing Rules

2226 To support this invitation model, when responding to either a <AddEntityRequest> or
2227 <AddKnownEnt it yRequest > message, the PS provider:

2228 « MUST create an artifact string in accordance with the SAML Artifact Binding (see [SAMLBInd2]).

2229 + MUST insert this string within an <QueryString> element in the <AddEntityResponse> or
2230 <AddKnownEnt i t yResponse> message.

2231 « MUST be prepared for, at some point in the future, an IDP to send an <sani p: Arti f act Resol ve> message as
2232 a consequence of the invited user presenting the contents of any specified <Quer ySt ri ng> element to the IDP.
2233 As it may be some time before the invited user does present the artifact to their IDP, the PS provider SHOULD
2234 store the artifact for a reasonable length of time.

2235 MUST return the appropriate <sani p: Aut hnRequest > message inits<san p: Arti f act Response> message.
2236 MAY, when the IDP returns a name identifier (either pre-existing or generated) for the invited user in its
2237 <sanl p: Response> message, send an <i ms: | dent i t yMappi ngRequest > message to the IDP requesting an
2238 identity token (targeted at itself) for the invited user unless it already has such a identity token.

2239 After receiving an <AddEnt i t yResponse> or <AddKnownEnt i t yResponse> message with an <QueryStri ng>
2240 element, the SP:

2241 + MUST extract the contents of the <Quer ySt ri ng> element

2242 + MUST attempt to commmunicate the extracted string to the invited user.

2243 If and when the invited user presents the query string that it received from the SP to its IDP, the IDP:
2244 + MUST authenticate the user

2245 + MUST determine the identity of the PS provider from the artifact string Sourcel D and determine the addresses to
2246 which <sam p: Artif act Resol ve> and <Response> messages are to be sent (e.g., through metadata). |

2247 + MUST send an <sam p: Arti f act Resol ve> message to the PS provider and MUST process the retrieved
2248 <sam p: Aut hnRequest > message in accordance with the SSO Profiles of SAML [SAMLProf2].

2249 + MUST create and deliver a<sam p: Response> message to the PS provider using a SAML front-channel binding
2250 (e.g., HTTP Redirect, HTTP POST, or HTTP Artifact). |
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If the value of the presented query string included any relay state information, the binding by which the <sam p:
Response> message is delivered to the PS MUST support the communication of this relay state information back
to the PS provider.

Once the invited user has been redirected to the PS provider and the PS provider has obtained the <sani p:
Response>, the PS provider:

» MUST extract the name identifier from within the <Subj ect > of the <Asser ti on>.

e MUST determine the original <AddEnt i t yRequest > or <AddKnownEnt i t yRequest > message to which the
returned identifier corresponds.

» MUST use the appropriate federated name identifier for the user to obtain an identity token from the IDP for the
invited user - this identity token targeted for itself.

e MUST, unlessthe SPdid notincludea<Subscri pti on>inits<AddEnt i t yRequest > message, obtain an identity
token from the IDP for the invited user targeted at the SP.

MUST forward on the identity token just received from the IDP in a <Noti f y> message, specifying the
Subscri pti onl D of the previous <Subscri pt i on> element.

e MUST redirect the invited user's agent to the address previously specified by the <PSt 0SPRedi r ect URL> element
in the original <AddEnt i t yRequest > or <AddKnownEnt i t yRequest > message.

Once the invited user has been redirected to the <PSt 0SPRedi r ect URL> address, the SP:

» MAY choose to send a <sami p: Aut hnRequest > message to the IDP asking for a <sam : Aut hnSt at enent >
attesting to that user's authentication status there. In its <Response>, the IDP MUST use the same subject identifier
for this <sanl : Asserti on> as previously delivered to the SP within the identity token through the PS provider
and the <Not i f y> message.
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5. Sequence Examples

Following are detailed sequence examples for:
» setting access control against a PS group
» checking group membership for access control

» performing a collective operation against group members

5.1. Policy definition

The following sequences demonstrates examples of the messages exchanged when a user defines access control for
some SP resource in terms of group membership

1. Alice visits SPa and indicates that she wishes to allow a group of hers to view some resource there.
2. SPadiscovers Alice's PS Provider, PSa.

3. SPaqueries PSa for top-level bj ect s.

<Li st Menber sRequest Structured="children"/>

4. PS responds with the Obj ect s.

<Li st Menber sResponse>
<Status code="CK"/>
<Obj ect NodeType="urn: liberty: ps:entity">
<Obj ect | D>htt ps: // psa. coni sdf hgusf sf </ Cbj ect | D>
<Di spl ayNane>Bob</ Di spl ayNane> |
</ Obj ect >
<Obj ect NodeType="urn: liberty: ps:entity">
<Obj ect | D>htt ps: // psa. conlitndoj d</ Cbj ect | D>
<Di spl ayNanme>Mar y</ Di spl ayNane> |
</ Obj ect >
<Obj ect NodeType="urn: |iberty: ps: coll ection">
<Obj ect | D>https: // psa. coni sijfsfsf</CbjectlD>
<Di spl ayName>Wor k Fri ends</ Di spl ayNanme> |
</ Obj ect >
<Obj ect NodeType="urn: |iberty: ps: coll ection">
<Obj ect | D>htt ps: // psa. conl | sdj f o] d</ Obj ect | D>
<Di spl ayNanme>Soccer Teanx/ Di spl ayNanme> |
</ Obj ect >
</ Li st Menber sResponse>

5. SPsdisplays the list to Alice.
6.  Alice specifies that members of the group called "Work Friends" should be able to access the resource in question. |

7. SPadefines appropriate permissions against the "Work Friends" group's Qoj ect | D of "https: //psa.com/sijfsfsf.” |
If and when somebody tries to access Alice's resource in question, at that point SPa will need to determine if that
individual is a member of the group Obj ect with this Obj ect I D. See the following example in Section 5.2 for
the sequences of messages.

Rather than defining permissions against the Cbj ect | D, the service provider could have chosen to obtain identity
tokens (using a sequence of <Li st Menber sRequest > and <Resol vel denti fi er Request > messages) for all
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current members of the "Work Friends" group and then define access control rules directly against the relevant |
identifiers. This may not be appropriate if the membership of the group in question is expected to change.

5.2. AccessControl

The following is an example of the use-case in which an SP uses group membership information for controlling access
to resources that it holds. In the use-case, Alice has defined access rules to some resources at SPa/WSCa based on
membership in a group she maintains at PSa. Bob is a friend of Alice. When Bob appears at the SPa and tries to access
the resource in question, the SPa must determine if Bob is a member of the group.

1. Bob shows up at SPa and tries to access the resource in question.
2. SPaasks "Who are you?" |
3. Bobsays "Ask IDPb." |

4. SPa redirects Bob to IDPb with AuthnRequest.

<san p: Aut hnRequest
| D="NTT7630E00861279F0ADC63E241D0926D0B"
Version="2.0" Issuelnstant="...">
<sanm : | ssuer Fornat="urn: oasis: nanmes: tc: SAML: 2. 0: nanei d-format: entity">
https://spa.com
</sam : | ssuer>
<san p: Nanel DPol i cy
For mat =" ur n: oasi s: nanmes: tc: SAM.: 2. 0: nanei d-f ormat : persistent"/>
</ sam p: Aut hnRequest >

5. IDPb authenticates Bob.

6. IDPb sends a Response to SPa with an AuthnStatement carrying a name identifier for Bob.

<sani p: Response
| D="NTT3F633E3F712BAC4B0804714431D46D7B"
I nResponseTo="NTT7630E00861279F0ADC63E241D0926D0B"
Version="2.0" |ssuelnstant="...">
<sam : | ssuer Fornat="urn: oasis: nanmes: tc: SAML: 2. 0: nanei d-format: entity">
https://idpb.com
</ sam : | ssuer>
<sani p: St at us>
<san p: St at usCode Val ue="urn: oasi s: names: tc: SAM.: 2. 0: st at us: Success"/>
</ sam p: St at us>
<sam : Assertion
Version="2.0" |ssuelnstant="..."
| D="NTT02062BBDE3E97EF0749828BCB8C15DFB" >
<sam : | ssuer
For mat =" urn: oasi s: names: tc: SAM.: 2. 0: nanmei d-format: entity">
https://idpb.com
</ sam : | ssuer>
<sani : Subj ect >
<sam : Nanel D
NarmeQual i fier="https: //idpb. cont
For mat =" ur n: oasi s: nanmes: tc: SAM.: 2. 0: nanei d-f ormat : persi stent">
e0b735bf 9d1f 3959241d3584733d704c
</ sam : Namel D>
</ sam : Subj ect >
<sanl : Aut hnSt at enent
Aut hnl nstant="..." Sessionlndex="...">
<sani : Aut hnCont ext >Aut hnCont ext goes here</samnl : Aut hnCont ext >
</ sam : Aut hnSt at enent >
</ sam : Assertion>
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10.

11.

</ sam p: Response>

SPa sends IDPb an <i ns: 1 dent i t yMappi ngRequest >, providing the previous name identifier for Bob and
specifying PSa as the target namespace.

<soap: Envel ope>
<soap: Header >
<ws: Security>
<sanl : Assertion | D="assertionid">
credentials for Bob at |DPb
</ sam : Assertion>
</ws: Security>
</ soap: Header >
<soap: Body>
<i ms: | dentit yMappi ngRequest >
<i ms: Mappi ngl nput >
<sec: TokenPolicy type="urn: liberty: security: 2006-08: | dentityTokenType: SAML20Asserti on">
<san p: Nanel DPol i cy SPNaneQualifier="https://psa.cont
For mat =" urn: oasi s: nanes: tc: SAM.: 2. 0: nanei d- f or mat : per si st ent"/ >SPNarneQual+fer="httpg
——</sec: TokenPol i cy>

<sec: Token ref ="#assertioni d"/ >NarmeQuafer="https—idpb—ecort-

—<}seec—Feken>

—</i ms: Mappi ngl nput >

</ims: |ldentityMappi ngRequest >
</ soap: Body>

</ soap: Envel ope>

IDPb returns an appropriately mapped identifier for Bob that PSa will recognize.

<ims: | dentityMappi ngResponse>
<i ms: Mappi ngQut put >
<sec: Token>
<sanl : Assertion>
identity token for Bob in PSa's nanmespace
</ sam : Assertion>
</ sec: Token>
</i ms: Mappi ngQut out >
</ims: | dentityMappi ngResponse>

As Alice has defined her access control rules in terms of a group maintained at PSa, SPa knows how to invoke
PSa. SPa sends a query to PSa questioning Bob's membership in the group in question.

<Test Menber shi pRequest >
<Target Obj ect | D>htt ps: // ps. com sij f sfs</ Tar get Obj ect | D>
<sec: Token>
<sanl : Assertion>
identity token for Bob in PSa's nanespace
</ sam : Assertion>
</ sec: Token>
</ Test Menber shi pRequest >

PSa extracts the identity token, might decrypt the encrypted identifier in the identity token, looks up the specified
group, and finds Bob's entry.

PSa returns "true” to SPa. |
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2427

2428 <Test Menber shi pResponse>

2429 <Status code="K"/>

2430 <Test Resul t >t rue</ Test Resul t >
2431 </ Test Menber shi pResponse>

2432

2433 12. Confident that Bob is a member of the group against which Alice defined privileges, SPa grants Bob access to
2434 the resource in question.

2435 5.3. Group Operation

2436 The following demonstrates the sequence of steps and messages when a user desires that some operation (e.g., send |
2437 an invitation) be performed on members of a particular group in their PS list.

2438 1. Alice signs on to SPa.
2439 2. Alice requests that SPa sends a party invitation to all members in a group.
2440 3. SPa/WSCa finds PSa, via DSa.

2441 4. SPa/WSCa queries PSa for the list of available groups and displays to Alice. Alice picks the relevant group on

2442 whose members she wishes to operate. SPa/\WSCa requests from PSa a list of members of the specified group.
2443

2444 <Li st Menber sRequest >

2445 <Tar get Obj ect | D>ht t ps: // ps. com nner f | as</ Tar get Obj ect | D>

2446 </ Li st Menber sRequest >

2447

2448 5. PSaresponds with a list of members to SPa/WSCa.

2449

2450 <Li st Menber sResponse>

2451 <Status code="OK"/>

2452 <Obj ect NodeType="urn: liberty: ps: entity">

2453 <Qbj ect | D>ht t ps: // psa. com sdf hgusf sf </ Cbj ect | D>

2454 <Di spl ayNane>Bob</ Di spl ayNane> |
2455 </ Obj ect >

2456 <Cbj ect NodeType="urn: liberty: ps:entity">

2457 <oj ect | D>https: // psa. conli t ndoj d</ Obj ect | D>

2458 <Di spl ayName>Mar y</ Di spl ayNane> |
2459 </ bj ect >

2460 </ Li st Menber sResponse>

2461

2462 6. SPa/WSCa sends a Resol vel denti fi er Request messages with appropriate Tar get Obj ect | D elements to
2463 PSa to request identity tokens for Bob & Mary.

2464 Note: For sake of demonstration, we assume here that by chance Bob & Mary share the same IDP but this will
2465 not be the general case.

2466

2467 <Resol vel denti fi er Request >

2468 <Resol vel nput reql D="0">

2469 <Tar get Obj ect | D>ht t ps: // psa. com sdf hgusf sf </ Tar get Obj ect I D> <!-- Bob -->
2470 </ Resol vel nput >

2471 <Resol vel nput reql D="1">

2472 <Tar get Obj ect | D>ht t ps: // psa. con i t ndoj d</ Target Obj ect I D> <!-- Alice -->
2473 </ Resol vel nput >

2474 </ Resol vel denti fi er Request >

2475
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7.

PSasendsani ms: | dent i t yMappi ngRequest message to IDPb including the existing identity token between |
PSa and IDPb, specifying SPa as the target provider.

<i ms: | denti t yMappi ngRequest >
<i ms: Mappi ngl nput reql D="2">
<sec: TokenPolicy type="urn: liberty: security: 2006-08: | dentityTokenType: SAML20Asserti on" ><seel-FokenPoli-ey>
<sam p: Nanel DPol i cy SPNaneQualifier="https://spa.cont
For mat =" urn: oasi s: nanes: tc: SAML: 2. 0: nanei d- f or mat : per si st ent "/ >SPNareQual-i-er="https{/Fspa—ecor/>
——</ sec: TokenPol i cy>
<sec: Token>
<sanl : Assertion>
existing identity token for Bob between PSa and | DPb
</ sam : Assertion>
</ sec: Token>
</i ms: Mappi ngl nput >
<i ms: Mappi ngl nput reql D="3">
<sec: TokenPolicy type="urn: liberty: security: 2006-08: | dentityTokenType: SAML20Asserti on" ><seel-FokenPoliey>
<sam p: Nanel DPol i cy SPNaneQualifier="https://spa.cont
For mat =" urn: oasi s: nanes: tc: SAML: 2. 0: nanei d- f or mat : per si st ent "/ >SPNareQual-i-er="https{//spa—ecor/>
——</ sec: TokenPol i cy>
<sec: Token>
<sanl : Assertion>
existing identity token for Alice between PSa and | DPb
</ sam : Assertion>
</ sec: Token>
</i ms: Mappi ngl nput >
</inms: | dentityMappi ngRequest >

IDPb sendsani ms: | dent i t yMappi ngResponse message with identity tokens for Bob and Mary between SPa
and IDPb.

<ims: | dentityMappi ngResponse>
<i ms: Mappi ngQut put reqRef="2">
<St at us>CK</ St at us>
<sec: Token>
<sanl : Assertion>
an identity token for Bob in SPa/WsCa's nanespace goes here
</ sam : Assertion>
</ sec: Token>
</i ms: Mappi ngQut put >
<i ms: Mappi ngQut put reqRef="3">
<St at us>CK</ St at us>
<sec: Token>
<sanl : Assertion>
an identity token for Alice in SPa/WsCa's nanespace goes here
</ sam : Assertion>
</ sec: Token>
</i ms: Mappi ngQut put >
</ims: | dentityResponse>

PSa forwards on the identity tokens to SPa/WSCa in its Resol vel dent i f i er Response message to the original
Resol vel dent i fi er Request message from SPa/WSCa.

<Resol vel denti fi er Response>
<Status code="OK"/>
<Resol veCQut put reqRef="0">
<Token>
<sam : Assertion>
an identity token for Bob in SPa/WsCa's nanespace goes here
</ sam : Assertion>
</ Token>
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10.

</ Resol veCut put >
<Resol veCQut put reqRef="1">
<Token>
<sam : Assertion>
an identity token for Alice in SPa/WsCa's namespace goes here
</ sam : Assertion>
</ Token>
</ Resol veCut put >
</ Resol vel denti fi er Response>

Once SPa/WSCa has the identity tokens for Bob & Alice, it is able to use the embedded bootstrap for Discovery
Services to discover relevant WSPs, e.g., a Personal Profile service so as to get email addresses in order to send |
the party invitation
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2550 6. Security Considerations

2551 A discussion of security considerations unique to the People Service and the user interaction model.

2552 e« The header blocks specified in this document should be integrity-protected using the mechanisms detailed in
2553 [LibertySecMech].

2554 « Header blocks should be signed in accordance with [LibertySecMech]. The receiver of a message containing a
2555 signature that covers specific header blocks should verify the signature as part of verifying the integrity of the
2556 header block.

2557 + Metadata [LibertyMetadata] should be used to the greatest extent possible to verify message sender identity claims.

2558 « Message senders and receivers should be authenticated to one another via the mechanisms discussed in [Liberty-
2559 SecMech].

Liberty Alliance Project
64



2560

2561

2562
2563
2564
2565
2566
2567
2568
2569
2570
2571
2572
2573
2574
2575
2576
2577
2578
2579
2580
2581
2582
2583
2584
2585
2586
2587
2588
2589
2590
2591
2592
2593
2594
2595
2596
2597
2598
2599
2600
2601
2602
2603
2604
2605
2606
2607
2608
2609
2610
2611
2612
2613
2614
2615
2616
2617
2618
2619
2620
2621
2622
2623

\ This document is informational only. See [LibertylDWSFv20Errata] for normative changes \
Liberty Alliance Project: Version: 1.0-errata-v1.0
Liberty ID-WSF People Service Specification

7. XML Schema for ID-WSF People Service

The formal XML schema for the ID-WSF People Service follows:

<xs: schema
t ar get Namespace="urn: | i berty: ps: 2006- 08"
xm ns="urn: |iberty: ps: 2006- 08"
xm ns: lu="urn: |iberty: util:2006-08"
xm ns: xs="http: //ww. w3. or g/ 2001/ XM_Schenma"
xmns:ims="urn: liberty:inmnms: 2006- 08"
xm ns: subs="urn: | iberty: ssos: 2006- 08"
xm ns: sec="urn: liberty: security: 2006- 08"
xm ns: sanm p="urn: oasi s: nanmes: tc: SAML: 2. 0: prot ocol "
el enent For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<xs:inport namespace="urn:liberty: util: 2006-08"

schemaLocation="liberty-idwsf-utility-v2.0.xsd"/>
<xs:inport namespace="urn:|iberty:ims: 2006- 08"
schemaLocati on="Ii berty-i dwsf-i dmappi ng-svc-v2.0.xsd"/>
<xs:inport namespace="urn:|iberty: ssos: 2006- 08"
schemaLocati on="I1i berty-idwsf-subs-v1l.0.xsd"/>
<xs:inport namespace="urn:|liberty: security: 2006- 08"
schemaLocati on="Ii berty-idwsf-security-mechani sns-v2.0.xsd"/>

<Xs:inport namespace="urn: oasis: nanmes: tc: SAM.: 2. 0: protocol "
schemaLocati on="http: //docs. oasi s-open. org/ security/sam /v2.0/sanl - schema- protocol - 2. 0. xsd"

R 2 0 wsd"/

<!-- Definition of LocalizedD splayNaneType -->
<xs: conpl exType name="Local i zedDi spl ayNaneType" >
<xs: si mpl eCont ent >
<xs: ext ensi on base="xs: string">
<xs:attribute nane="Local e" type="xs:|anguage" use="optional"/>
<xs:attribute nane="I|sDefault" type="xs: bool ean" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<l-- Definition of TagType -->
<xs: conpl exType name="TagType">
<xs: si mpl eCont ent >
<xs: ext ensi on base="xs: string">
<xs:attribute nane="Ref" type="xs: anyURl" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<!-- Declaration of ObjectlD el enent -->
<xs: el ement nanme="Qbj ect| D' type="bject| DType"/>
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2624 <!-- Declaration of TargetObjectlD el enent -->

2625 <xs: el enent nane="Tar get Qbj ect | D' type="0bject | DType"/>

2626

2627 <!-- Definition of ObjectlDType -->

2628 <xs: conpl exType nane="Cbj ect | DType" >

2629 <xs: si npl eCont ent >

2630 <xs: ext ensi on base="xs: anyURI "/ >

2631 </ xs: si npl eCont ent >

2632 </ xs: conpl exType>

2633

2634 <!-- Declaration of Object elenment -->

2635 <xs: el enent nanme="Obj ect" type="0bject Type"/>

2636

2637 <!-- Definition of ObjectType -->

2638 <xs: conpl exType nane="Chj ect Type" >

2639 <xs: sequence>

2640 <xs: el enent ref="bjectI D' m nCccurs="0"/>

2641 <xs: el enent nane="Di spl ayNane" type="Local i zedDi spl ayNaneType"
2642 m nCccurs="1" nmaxCccur s="unbounded"/ >

2643 <xs: el enent nane="Tag" type="TagType" mi nCccurs="0" nmaxCccurs="unbounded"/ > ="
2644 —————<xs:elenment ref="0bject” m nCccurs="0" maxQccur s="unbounded"/>
2645 <xs: el enent nane="Obj ect Ref" type="0Chbj ect| DType" mi nCccurs="0" maxCccur s="unbounded"/ >
2646 </ xs: sequence>

2647 <xs: attribute name="NodeType" type="xs: anyUR " use="required"/>
2648 <xs: attribute name="Creat edDateTi me" type="xs: dateTi me" use="optional"/>
2649 <xs: attribute name="MdifiedDateTi ne" type="xs: dateTi me" use="optional"/>
2650 </ xs: conpl exType>

2651

2652 <I-- Declaration of PStoSPRedirectURL-->

2653

2654 <xs: el enent nane="PSt oSPRedi rect URL" type="PSt oSPRedi r ect URLType"/ >
2655

2656 <!-- Definition of PStoSPRedirectURLType-->

2657

2658 <xs: conpl exType nane="PSt oSPRedi r ect URLType" >

2659 <xs: annot ati on>

2660 <xs: docunent ati on>

2661 When<xs:-decurentati-on>VWhen-sendi ng a AddEntityRequest to a PS provider,
2662 the SP may insert a PStoSPRedirectURL. It will be

2663 to this URL that the invited principals will be

2664 sent after federating their IDP account to the PS

2665 provi der.

2666 </ xs: docunent at i on> previ-der—</xs—docunentati-on>

2667 ———</xs: annotation>

2668 <xs: si npl eCont ent >

2669 <xs: ext ensi on base="xs: anyURl "/ >

2670 </ xs: si npl eCont ent >

2671 </ xs: conpl exType>

2672

2673 <I-- Declaration of SPtoPSRedirectURL-->

2674

2675 <xs: el enent nane="SPt oPSRedi rect URL" type="SPt oPSRedi r ect URLType"/ >
2676

2677 <!-- Definition of SPtoPSRedirect URLType-->

2678

2679 <xs: conpl exType nane="SPt oPSRedi r ect URLType" >

2680 <xs: annot ati on>

2681 <xs: docunent ati on>

2682 A<xs—deeurentati-en>A-PS provider may insert a SPtoPSRedirectURL in its
2683 AddEnt i tyResponse. It will be to this URL that the

2684 invited principal will be sent after responding to the
2685 invitation.

2686 </ xs: docunent ati on>

2687 </ xs: annot ati on>

2688 <xs: si npl eCont ent >

2689 <xs: ext ensi on base="xs: anyURI "/ >

2690 </ xs: si npl eCont ent >
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</ xs: conpl exType>

<!-- Declaration of QueryString -->

<xs: el ement name="QueryString" type="QueryStringType"/>
<l-- Definition of QueryStringType-->

<xs: conpl exType nanme="QueryStringType">
<xs: annot ati on>
<xs: docunent at i on>
Asxs—docupentati-on>A-PS provider may insert a QueryString inits
AddEnt i t yResponse or AddKnownEntityResponse. The
invited Principal can present this artifact string
to a certain provider
</ xs: docunent at i on>previ-der—<{xs—docurentation>
</ xs: annot at i on>
<xs: si mpl eCont ent >
<xs: ext ensi on base="xs: string"/>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<!-- Declaration of CreatePSChject elenent -->
<xs: el ement name="Creat ePSObj ect"/ >

<l-- Definition of RequestAbstractType -->
<xs: conpl exType name="Request Abstract Type" abstract="true">

<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

<l-- Definition of ResponseAbstractType -->
<xs: conpl exType nanme="ResponseAbstract Type" abstract="true">
<xXs: sequence>
<xs: el ement ref="Iu: Status"/>
</ xs: sequence>
<xs: anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

<!-- Declaration of AddEntityRequest el enment -->
<xs: el ement nanme="AddEntityRequest" type="AddEntityRequestType"/>
<l-- Definition of AddEntityRequestType -->
<xs: conpl exType name="AddEntityRequest Type">
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<Xs: sequence>
<xs: el ement ref="Cbject"/>
<xs: el ement ref="PSt oSPRedi rect URL" m nCccurs="0"/>
<xs: el ement ref="CreatePSObject" m nCccurs="0"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
<xs: el ement ref="sec: TokenPol i cy" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of AddEntityResponse el emrent -->
<xs: el ement nanme="AddEntityResponse" type="AddEntityResponseType"/>
<!-- Definition of AddEntityResponseType -->
<xs: conpl exType nane="AddEntityResponseType">
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<xs: sequence>
<xs: el ement ref="Cbject"” m nCccurs="0"/>
<xs: el ement ref="SPtoPSRedi rect URL" m nCccurs="0" maxCccurs="1"/>
<xs: el ement ref="QueryString" m nQccurs="0" maxCccurs="1"/>
</ xs: sequence>
</ xs: ext ensi on>
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</ xs: conpl exCont ent >

</ xs: conpl exType>

<!-- Declaration of AddKnownEntityRequest el enent -->

<xs: el ement nanme="AddKnownEntityRequest" type="AddKnownEntityRequest Type"/>
<l-- Definition of AddKnownEntityRequest Type -->

<xs: conpl exType nanme="AddKnownEntityRequest Type">

<xs: conpl exCont ent >

<xs: ext ensi on base="Request Abstract Type" >

<xXs: sequence>

<Xs:
<XSs:
<Xs:
<XSs:
<XSs:

el ement
el ement
el ement
el ement
el ement

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >

</ xs: conpl exType>

ref="
ref="
ref="
ref="
ref="

oj ect"/ >

sec: Token"/>

Cr eat ePSCbj ect” mi nQccurs="0"/>
Subscri ption" m nGCccurs="0"/>
sec: TokenPol i cy" m nCccurs="0"/>

<!-- Declaration of AddKnownEntityResponse el emrent -->

<xs: el ement nanme="AddKnownEntityResponse" type="AddKnownEntityResponseType"/>
<l-- Definition of AddKnownEntityResponseType -->

<xs: conpl exType name="AddKnownEntityResponseType">

<xs: conpl exCont ent >

<xs: ext ensi on base="ResponseAbstract Type">

<xs: sequence>

<XSs:
<Xs:
<Xs:

el enent
el ement
el ement

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >

</ xs: conpl exType>

ref="

oj ect” m nCccurs="0"/>

Version: 1.0-errata-v1.0

ref =" SPt oPSRedi rect URL" mi nCccurs="0" maxCccurs="1"/>
ref="QueryString" mnCccurs="0" maxQOccurs="1"/>

<!-- Declaration of AddCol|ectionRequest el enent -->

<xs: el ement nanme="AddCol | ecti onRequest" type="AddCol | ecti onRequest Type"/>

<!-- Definition of AddColl ectionRequest Type -->
<xs: conpl exType name="AddCol | ecti onRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<Xs: sequence>

<XSs:
<Xs:

el ement
el ement

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >

</ xs: conpl exType>

ref="
ref="

oj ect"/ >
Subscri ption" m nGCccurs="0"/>

<!-- Declaration of AddCollectionResponse el enent -->

<xs: el ement nanme="AddCol | ecti onResponse" type="AddCol | ecti onResponseType"/>
<!-- Definition of AddColl ectionResponseType -->

<xs: conpl exType nanme="AddCol | ecti onResponseType" >

<xs: conpl exCont ent >

<xs: ext ensi on base="ResponseAbstract Type">

<xs: sequence>

<xs: el ement ref="Cbject"” m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<!-- Declaration of AddToCol | ecti onRequest el emrent -->

<xs: el ement nanme="AddToCol | ecti onRequest" type="AddToCol | ecti onRequest Type"/>

<l-- Definition of AddToCol | ecti onRequest Type -->

<xs: conpl exType name="AddToCol | ecti onRequest Type" >
<xs: conpl exCont ent >
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<xs: ext ensi on base="Request Abstract Type" >
<xXs: sequence>
<xs: el ement ref="Target Cbject|ID'/>
<xs: el ement ref="CbjectlD" m nCccurs="1" maxCccurs="unbounded"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of AddToCol | ecti onResponse el emrent -->
<xs: el ement nanme="AddToCol | ecti onResponse” type="ResponseAbstract Type"/>

<!-- Declaration of RenoveEntityRequest el enent -->
<xs: el ement nanme="RenobveEntityRequest" type="RenoveEntityRequestType"/>
<l-- Definition of RenoveEntityRequestType -->
<xs: conpl exType nane="RenoveEntityRequest Type">
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type">
<Xs: sequence>
<xs: el ement ref="Target Cbject| D' maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of RenoveEntityResponse el enent -->
<xs: el ement nanme="RenpbveEntityResponse" type="ResponseAbstractType"/>

<!-- Declaration of RenoveCol | ecti onRequest el emrent -->
<xs: el ement nanme="RenpbveCol | ecti onRequest"” type="RenoveCol | ecti onRequest Type"/>
<!-- Definition of RenoveCol | ectionRequestType -->
<xs: conpl exType nanme="RenoveCol | ecti onRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<xs: sequence>
<xs: el ement ref="Target Cbjectl D' maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of RenoveCol | ecti onResponse el enent -->
<xs: el ement nanme="RenpbveCol | ecti onResponse"” type="ResponseAbstract Type"/>

<!-- Declaration of RenmoveFrontCol | ecti onRequest el ement -->
<xs: el ement nanme="RenoveFronCol | ecti onRequest"” type="RenoveFronCol | ecti onRequest Type"/>
<!-- Definition of RenoveFronCol | ecti onRequest Type -->
<xs: conpl exType nanme="RenoveFronCol | ecti onRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<Xs: sequence>
<xs: el ement ref="Target CbjectlID'/>
<xs: el ement ref="0bjectl D' maxCccurs="unbounded"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of RenmoveFronCol | ecti onResponse el enent -->
<xs: el ement nanme="RenpveFronCol | ecti onResponse” type="ResponseAbstract Type"/>

<!-- Declaration of ListMnbersRequest el enent -->

<xs: el ement nanme="Li st Menber sRequest" type="Li st Menber sRequest Type"/ >
<!-- Definition of ListMnbersRequestType -->

<xs: conpl exType name="Li st Menber sRequest Type" >
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<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<xs: sequence>
<xs: el ement ref="Target Objectl D' m nCccurs="0"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="Structured" type="xs: anyURl " use="optional"/>
<xs:attribute nane="Count" type="xs: nonNegativel nteger" use="optional"/>
<xs:attribute nane="Ofset" type="xs: nonNegativelnteger" default="0" use="optional"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of ListMnbersResponse el enent -->
<xs: el ement nane="Li st Menber sResponse" type="Li st Menber sResponseType"/>
<l-- Definition of ListMenbersResponseType -->
<xs: conpl exType nane="Li st Menmber sResponseType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<Xxs: sequence>
<xs: el ement ref="Cbject” m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of QueryQbjectsRequest el enent -->
<xs: el ement nanme="QueryQbj ect sRequest" type="QueryObj ect sRequest Type"/>
<l-- Definition of QueryObjectsRequestType -->
<xs: conpl exType nanme="Quer yhj ect sRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<xs: sequence>
<xs: el ement name="Filter" type="xs:string"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="Count" type="xs: nonNegativel nteger" use="optional"/>
<xs:attribute nane="Ofset" type="xs: nonNegativelnteger" default="0" use="optional"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of QueryObjectsResponse el enent -->
<xs: el ement nanme="Quer y(bj ect sResponse" type="QueryObj ect sResponseType"/>
<l-- Definition of QueryObjectsResponseType -->
<xs: conpl exType name="Quer y(bj ect sResponseType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<Xs: sequence>
<xs: el ement ref="Cbject” m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of Get(bjectlnfoRequest elenent -->
<xs: el ement nanme="Get bj ect | nf oRequest " type="Get Cbj ect | nf oRequest Type"/ >
<!-- Definition of GetQbjectlnfoRequestType -->
<xs: conpl exType name="Cet Obj ect | nf oRequest Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<Xs: sequence>
<xs: el ement ref="Target Object| D' m nCccurs="0"/>
<xs: el ement ref="Subscription" mnCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >

Liberty Alliance Project
70



\ This document is informational only. See [LibertylDWSFv20Errata] for normative changes \
Liberty Alliance Project: Version: 1.0-errata-v1.0
Liberty ID-WSF People Service Specification

2959 </ xs: conpl exType>

2960

2961 <!-- Declaration of GetjectlnfoResponse el enent -->

2962 <xs: el enent nane="Get Qbj ect | nf oResponse" type="Get Obj ect | nf oResponseType"/ >
2963 <!-- Definition of GetbjectlnfoResponseType -->

2964 <xs: conpl exType nane="Get Obj ect | nf oResponseType" >

2965 <xs: conpl exCont ent >

2966 <xs: ext ensi on base="ResponseAbstract Type">

2967 <xs: sequence>

2968 <xs: el enent ref="bject" m nCccurs="0"/>

2969 </ xs: sequence>

2970 </ xs: ext ensi on>

2971 </ xs: conpl exCont ent >

2972 </ xs: conpl exType>

2973

2974 <!-- Declaration of SetjectlnfoRequest elenment -->

2975 <xs: el enent nane="Set Qbj ect | nf oRequest" type="Set Obj ect | nf oRequest Type"/ >
2976 <!-- Definition of SetbjectlnfoRequestType -->

2977 <xs: conpl exType nane="Set Obj ect | nf oRequest Type" >

2978 <xs: conpl exCont ent >

2979 <xs: ext ensi on base="Request Abstract Type">

2980 <xs: sequence>

2981 <xs: el enent ref="Cbject" maxCOccur s="unbounded"/ >
2982 <xs: el enent ref="Subscription" mnCccurs="0"/>
2983 </ xs: sequence>

2984 </ xs: ext ensi on>

2985 </ xs: conpl exCont ent >

2986 </ xs: conpl exType>

2987

2988 <!-- Declaration of SetjectlnfoResponse el enent -->

2989 <xs: el enent nane="Set Obj ect | nf oResponse" type="ResponseAbstract Type"/>
2990

2991 <!-- Declaration of TestMenbershi pRequest el enent -->

2992 <xs: el enent nane="Test Menber shi pRequest" type="Test Menber shi pRequest Type"/ >
2993 <!-- Definition of TestMenbershi pRequest Type -->

2994 <xs: conpl exType nane="Test Menber shi pRequest Type" >

2995 <xs: conpl exCont ent >

2996 <xs: ext ensi on base="Request Abstract Type">

2997 <xs: sequence>

2998 <xs: el enent ref="Target Qject! D' m nCccurs="0"/>
2999 <xs: el ement ref="sec: Token"/>

3000 <xs: el enent ref="Subscription" minCccurs="0"/>
3001 </ xs: sequence>

3002 </ xs: ext ensi on>

3003 </ xs: conpl exCont ent >

3004 </ xs: conpl exType>

3005

3006 <!-- Definition of ResultType -->

3007 <xs: conpl exType nanme="Resul t Type">

3008 <xs: si npl eCont ent >

3009 <xs: extensi on base="xs: bool ean"/>

3010 </ xs: si npl eCont ent >

3011 </ xs: conpl exType>

3012

3013 <!-- Declaration of TestMenbershi pResponse el enent -->

3014 <xs: el enent nane="Test Menber shi pResponse" type="Test Menber shi pResponseType"/ >
3015 <!-- Definition of TestMenbershi pResponseType -->

3016 <xs: conpl exType nane="Test Menber shi pResponseType" >

3017 <xs: conpl exCont ent >

3018 <xs: ext ensi on base="ResponseAbstract Type">

3019 <XxSs: sequence>

3020 <xs: el enent nane="Result" type="ResultType" mi nCccurs="0"/>
3021 </ xs: sequence>

3022 </ xs: ext ensi on>

3023 </ xs: conpl exCont ent >

3024 </ xs: conpl exType>

3025
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<!-- Declaration of ResolveldentifierRequest elenent -->
<xs: el ement nanme="Resol vel denti fi er Request” type="Resol vel denti fi er Request Type"/>
<!-- Definition of ResolveldentifierRequestType -->
<xs: conmpl exType nane="Resol vel dentifi er Request Type">
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<xXs: sequence>
<xs: el ement ref="Resol vel nput” maxQccurs="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of Resolvelnput elenent -->
<xs: el ement nanme="Resol vel nput" type="Resol vel nput Type"/>
<!-- Definition of Resolvel nput Type -->
<xs: conpl exType nanme="Resol vel nput Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ims: Mappi ngl nput Type" >
<Xxs: sequence>
<xs: el ement ref="Target Objectl D' m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of ResolveldentifierResponse el enent -->
<xs: el ement nanme="Resol vel denti fi er Response" type="Resol vel dentifier ResponseType"/>
<!-- Definition of ResolveldentifierResponseType -->
<xs: conmpl exType nanme="Resol vel dentifi er ResponseType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ResponseAbstract Type">
<xs: sequence>
<xs: el ement ref="Resol veQut put" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of ResolveQutput elenent -->
<xs: el ement nanme="Resol veQut put" type="inms: Mappi ngQut put Type"/>

<!-- Declaration of Subscription elenent -->
<xs: el ement nanme="Subscription" type="subs: SubscriptionType"/>

<l-- Declaration of Notification element -->
<xs: el ement nanme="Notification" type="NotificationType"/>
<!-- Definition of NotificationType -->
<xs: conmpl exType nanme="NotificationType">
<xs: conpl exCont ent >
<xs: ext ensi on base="subs: Notificati onType">
<Xs: sequence>
<xs: el ement ref="ItenData" m nCccurs="0" maxCOccur s="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<l-- Declaration of |ItenData el ement -->
<xs: el ement nanme="ItenData" type="ItenDataType"/>
<l-- Definition of I|tenDataType -->
<xs: conpl exType nanme="ItenDat aType" >
<xs: choi ce>
<xs: el ement ref="Cbject” m nCccurs="0" maxCccur s="unbounded"/ >
<xs: el enent ref="sec: Token" m nQccurs="0"/>ref="Chject" />
</ xs: choi ce>
</ xs: conpl exType>
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<!-- Declaration of Notify elenent -->
<xs: el ement name="Notify" type="NotifyType"/>
<l-- Definition of NotifyType -->
<xs: conpl exType nanme="NotifyType">
<xs: conpl exCont ent >
<xs: ext ensi on base="Request Abstract Type" >
<xs: sequence>
<xs: el ement ref="Notification" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:attributeGoup ref="subs: NotifyAttributeG oup"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- Declaration of NotifyResponse el enent -->
<xs: el ement nanme="Noti f yResponse" type="subs: NotifyResponseType"/>

</ xs: schema>
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8. Abstract WSDL

<definitions
name="i d- wsf - ps_2006- 08_wsdl _i nterface"
t ar get Nanespace="urn: | i berty: ps: 2006- 08"
xm ns: tns="urn: liberty: ps: 2006- 08"
xm ns="http: //schemas. xm soap. or g/ wsdl /"
xm ns: soap="http: //schemas. xm soap. or g/ wsdl / soap/ "
xm ns: xsd="http: // ww. w3. or g/ 2001/ XM_Schena"
xm ns: wsaw="ht t p: // www. w3. or g/ 2006/ 02/ addr essi ng/ wsdl "
xm ns: ps="urn: | iberty: ps: 2006- 08"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocation="http: //schemas. xm soap. or g/ wsdl /
http: //schemas. xnl soap. or g/ wsdl /
http: //ww. w3. or g/ 2006/ 02/ addr essi ng/ wsd
http: //ww. w3. or g/ 2006/ 02/ addr essi ng/ wsdl / ws- addr - wsdl . xsd" >

oo e e

<types>
<xsd: schema>
<xsd: i mport nanespace="urn: |iberty: ps: 2006- 08"

schemalLocati on="I1i berty-i dwsf - peopl e-servi ce-v1.0.xsd"/>
</ xsd: schema>
</types>
<I-- Messages -->

<!-- Adding a User -->

<message nhane="AddEntityRequest">
<part name="body" el ement="ps: AddEntityRequest"/>
</ message>

<message nane="AddEntityResponse">
<part name="body" el ement ="ps: AddEntityResponse"/>
</ message>
<!-- Adding a Known User -->
<message nane="AddKnownEntityRequest">
<part name="body" el ement="ps: AddKnownEntit yRequest"/>
</ message>
<nmessage hane="AddKnownEntityResponse">
<part name="body" el ement="ps: AddKnownEntityResponse"/>
</ message>
<!-- Renoving a User -->
<message nane="RenoveEntityRequest">
<part nanme="body" el ement="ps: RenoveEntityRequest"/>

</ message>

<message hane="RenpbveEntityResponse">
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3179 <part nanme="body" el enent="ps: RenoveEntityResponse"/>
3180 </ message>

3181

3182 <!-- Adding a Goup -->

3183

3184 <nmessage nanme="AddCol | ecti onRequest ">

3185 <part nanme="body" el enent="ps: AddCol | ecti onRequest"/>
3186 </ message>

3187

3188 <nmessage nanme="AddCol | ecti onResponse" >

3189 <part name="body" el enent="ps: AddCol | ecti onResponse"/ >
3190 </ message>

3191

3192 <!-- Renobving a Goup -->

3193

3194 <nmessage nanme="RenoveCol | ecti onRequest ">

3195 <part nanme="body" el enent="ps: RenoveCol | ecti onRequest"/ >
3196 </ message>

3197

3198 <nmessage nanme="RenoveCol | ecti onResponse" >

3199 <part name="body" el enent="ps: RenpbveCol | ecti onResponse"/>
3200 </ message>

3201

3202 <!-- Adding to a Goup -->

3203

3204 <message nanme="AddToCol | ecti onRequest ">

3205 <part name="body" el enent="ps: AddToCol | ecti onRequest"/ >
3206 </ message>

3207

3208 <nmessage nanme="AddToCol | ecti onResponse" >

3209 <part nanme="body" el enent="ps: AddToCol | ecti onResponse"/ >
3210 </ message>

3211

3212 <!-- Renoving Froma Goup -->

3213

3214 <message nane="RenoveFronCol | ecti onRequest ">

3215 <part name="body" el enent="ps: RenobveFrontCol | ecti onRequest"/>
3216 </ message>

3217

3218 <nmessage nane="RenoveFronCol | ecti onResponse" >

3219 <part name="body" el enent="ps: RenoveFronCol | ecti onResponse"/ >
3220 </ message>

3221

3222 <!-- Listing Menbers -->

3223

3224 <message nane="Li st Menber sRequest ">

3225 <part nanme="body" el enent="ps: Li st Menber sRequest"/>
3226 </ message>

3227

3228 <nmessage nane="Li st Menber sResponse" >

3229 <part name="body" el enent="ps: Li st Menber sResponse"/ >
3230 </ message>

3231

3232 <!-- Retrieving bject Info -->

3233

3234 <nmessage nane="Cet Obj ect | nf oRequest ">

3235 <part name="body" el enent="ps: Get Obj ect | nf oRequest "/ >
3236 </ message>

3237

3238 <nmessage nanme="Cet Qbj ect | nf oResponse" >

3239 <part name="body" el enent="ps: Get Obj ect | nf oResponse"/ >
3240 </ message>

3241

3242 <!-- Updating Object Info -->

3243

3244 <nmessage nane="Set Obj ect | nf oRequest ">

3245 <part nanme="body" el enent="ps: Set Obj ect | nf oRequest "/ >
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3246 </ message>

3247

3248 <nmessage nane="Set Qbj ect | nf oResponse" >

3249 <part name="body" el enent="ps: Set Obj ect | nf oResponse"/ >
3250 </ message>

3251

3252 <!-- Querying Objects -->

3253

3254 <nmessage nanme="QueryObj ect sRequest ">

3255 <part name="body" el enent="ps: QueryChj ect sRequest"/>

3256 </ message>

3257

3258 <nmessage nanme="Quer y(Obj ect sResponse" >

3259 <part nanme="body" el enent="ps: Quer yQbj ect sResponse"/ >
3260 </ message>

3261

3262 <!-- Testing Menbership -->

3263

3264 <nmessage nane="Test Menber shi pRequest ">

3265 <part name="body" el enent="ps: Test Menber shi pRequest "/ >
3266 </ message>

3267

3268 <nmessage nane="Test Menber shi pResponse" >

3269 <part name="body" el enent="ps: Test Menber shi pResponse"/ >
3270 </ message>

3271

3272 <!-- Resolving Identifiers -->

3273

3274 <nmessage nanme="Resol vel dentifi er Request">

3275 <part name="body" el enent="ps: Resol vel dentifi er Request"/>
3276 </ message>

3277

3278 <message nanme="Resol vel denti fi er Response">

3279 <part nanme="body" el enent="ps: Resol vel denti fi er Response"/>
3280 </ message>

3281

3282 <!-- Port Type -->

3283

3284 <port Type nane="Li bertyPS1">

3285

3286 <operation nane="AddEntity">

3287 <i nput nessage="tns: AddEntityRequest"

3288 wsaw. Action="urn: liberty: ps: 2006- 08: AddEnti t yRequest "/ >
3289 A i - i —ps: : j .
3290 ———————————<out put nessage="tns: AddEntityResponse"

3291 msaw Actlon- urn: Ilberty ps 2006- 08: AddEntltyResponse />
3292 WS AW : : :

3293 44444444</0perat|0n>

3294

3295 <oper ati on nane="AddknownEntity">

3296 <i nput nessage="t ns: AddKnownEnt i t yRequest "

3297 msaW'Act|on- urn: Ilberty ps 2006- 08: AddKnownEntltyRequest />
3298 WS AW, : : K

3299 ————<out put nessage- tns AddKnownEntltyResponse

3300 msaW'Act|on- urn: Ilberty ps 2006- 08: AddKnownEntltyResponse />
3301 WS AW : : : A

3302 44444444</0perat|0n>

3303

3304 <operati on nane="RenoveEntity">

3305 <i nput nessage="tns: RenoveEntityRequest"

3306 msaW'Act|on- urn: Ilberty ps 2006- 08: ReaneEntltyRequest />
3307 WS AW, : : i

3308 ————————————<out put nessage- tns RennveEntltyResponse

3309 msaW'Act|on- urn: Ilberty ps: 2006- 08: ReaneEntltyResponse />
3310 WS AW u : V—ps- : BV vF

3311 44444444</0perat|0n>

3312
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<oper ati on nanme="AddCol | ection">
<i nput nessage-"t ns: AddCol | ecti onRequest "
wsaw Act i on- urn: I i berty ps: 2006- 08: AddOoI | ecti onRequest />

<out put nessage- tns AddCoI | ecti onResponse"
wsaw Act i on- urn: I i berty ps: 2006- 08: AddOoI | ecti onResponse />

</ oper ati on>

<oper ati on nanme="RenpveCol | ection">
<i nput nessage-"t ns: RenmoveCol | ecti onRequest”
wsaw. Act i on- urn: I i berty ps: 2006- 08: Rem)veOoI | ecti onRequest />

<out put nessage- tns RermveCoI | ecti onResponse
wsaw. Act i on- urn: I i berty ps: 2006- 08: Rem)veOoI | ecti onResponse />

</ oper ati on>

<operati on nanme="AddToCol | ection">
<i nput nessage-"t ns: AddToCol | ecti onRequest "
wsaw Act i on- urn: I i berty ps: 2006- 08: AddToOoI |l ecti onRequest />

<out put nessage- tns AddToCoI | ecti onResponse
wsaw Act i on- urn: I i berty ps: 2006- 08: AddToOoI | ecti onResponse />

</ oper ati on>

<oper ati on nanme="RenopveFronCol | ecti on">
<i nput nessage-"t ns: RemoveFrontCol | ecti onRequest "
wsaw. Act i on- urn: I i berty ps: 2006- 08: Rem)veFrorTOoI | ecti onRequest />

<out put nessage- tns RermveFrorrCoI | ectl onResponse
wsaw. Act i on- urn: I i berty ps: 2006- 08: Rem)veFrorTOoI | ecti onResponse />

</ oper ati on>

<operati on nanme="Li st Menber sOf Col | ection">
<i nput nessage-"t ns: Li st Menmber sRequest "
wsaw Act i on- urn: I i berty ps: 2006 08: Li st I\/IarTbersRequest />

<out put nessage- tns Li st MenbersResponse
wsaw Act i on- urn: I i berty ps: 2006 08: Li st I\/IarTbersResponse />

</ oper ati on>

<operati on name="Get Obj ect | nfo">
<i nput nessage-"t ns: Get Obj ect | nf oRequest "
wsaw Act i on- urn: I i berty ps: 2006- 08 Get (bj ect | nfoRequest />

<out put nessage- tns Get bj ect | nf oResponse
wsaw Act i on- urn: I i berty ps: 2006- 08 Get (bj ect | nfoResponse />

</ oper ati on>

<oper ati on nanme="Set Obj ect | nfo">
<i nput nessage-"t ns: Set Obj ect | nf oRequest "
wsaw Act i on- urn: I i berty ps: 2006- 08 Set (bj ect | nfoRequest />

<out put nessage- tns Set bj ect | nf oResponse”
wsaw Act i on- urn: I i berty ps: 2006- 08 Set (bj ect | nfoResponse />

</ oper ati on>

<operation nanme="QueryObj ects">
<i nput nessage-"t ns: Quer yObj ect sRequest”
wsaw Act i on- urn: Ilberty ps 2006- 08 Q.JeryOOJ ectsRequest />
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<out put nessage="tns: Quer yObj ect sResponse”
wsaw Act i on- urn: I i berty ps: 2006- 08 Q.JeryOOJ ectsResponse />

</ oper ati on>

<oper ati on nanme="Test Menber shi p">
<i nput nessage="tns: Test Menber shi pRequest "
wsaw Act i on- urn: I i berty ps: 2006- 08: Test I\/IarTbershl pRequest />

<out put nessage- tns Test Menber shi pResponse
wsaw Act i on- urn: I i berty ps: 2006- 08: Test I\/IarTbershl pResponse />

</ oper ati on>

<operati on nanme="Resol vel dentifier">
<i nput nessage="tns: Resol vel denti fi er Request"”
wsaw. Act i on- urn: I i berty ps: 2006 08: Resol veI dentifi er Request "/ >

<out put nessage- tns Resol vel dentifier Response
wsaw. Act i on- urn: I i berty ps: 2006 08: Resol veI dentifier Response />

</ oper ati on>

</ port Type>
<l--
An exanpl e of a binding and service that can be used with this
abstract service description is provided bel ow.
-->

<bi ndi ng nane="Peopl eSer vi ceSoapBi ndi ng" type="tns: Li bertyPS1">

<soap: bi ndi ng styl e="docunent"”
transport="http: //schenmas. xnl soap. or g/ soap/ http"/>

F-BASPOFE=" L P/l Seherns —x-S0ap—or gl .

<operation name="AddEntity">
<soap: operation/ >

<i nput> <soap: body use="Ii teral " >Hse——k%e+@a4—/—></| nput >
<out put > <soap: body use="literal "/> />-</out put >
</ operation>

<operati on nanme="AddKnownEntity">

<i nput> <soap: body use="Ii teral "/ > /—></| nput >

<out put > <soap: body use="literal"/>use="titeral"—>-</out put >
</ operation>
<operation nanme="RenpveEntity">

<i nput> <soap: body use="Ii teral "/ > /—></| nput >
<out put > <soap: body use="literal "/> />-</out put>
</ operation>
<oper ati on nanme="AddCol | ection">

<i nput> <soap: body use="Ili teral " >Hse——k%e+@a4—/—></| nput >
<out put > <soap: body use="literal "/> />-</out put>

</ operation>

<operati on nanme="RenpveCol | ection">
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<i nput> <soap: body use="literal"/> />-</input>

<out put > <soap: body use="literal"/>use="titeral"—>-</out put >
</ operation>
<operati on nanme="AddToCol | ecti on">

<i nput> <soap: body use=' ||tera| /> #>f</|nput>

<out put > <soap: body use="literal"/>use="titeral"—>-</out put >
</ operation>
<oper ati on nanme="RenopveFronCol | ecti on">

<i nput> <soap: body use=' ||tera| /> #>f</|nput>
<out put > <soap: body use="literal"/> />-</out put>
</ operation>
<operation name="Li st Menber sOf Col | ection">

<i nput> <soap: body use=' ||tera| /> #>f</|nput>

<out put > <soap: body use="literal"/>use="titeral"—/>-</out put >
</ operation>
<operati on name="Get Obj ect | nfo">

<i nput> <soap: body use=' ||tera|"/> #>7</|npu

<out put > <soap: body use="literal"/>use="titeral"—>-</out put >
</ operation>
<oper ati on nanme="Set Obj ect | nfo">

<i nput> <soap: body use=' ||tera|"/> #>f</|nput>

<out put > <soap: body use="literal"/>use="titeral"—>-</out put >
</ operation>
<operation nanme="QueryObj ects">

<i nput> <soap: body use=' ||tera|"/> #>7</|npu

<out put > <soap: body use="literal"/>use="titeral"—>-</out put >
</ operation>
<oper ati on nanme="Test Menber shi p">

<i nput> <soap: body use=' ||tera|"/> #>f</|nput>

<out put > <soap: body use="literal"/>use="titeral"—/>-</out put >
</ operation>
<operati on nanme="Resol vel dentifier">

<i nput> <soap: body use=' ||tera| />use—4#+%e#akgg#>f</|nput>
<out put > <soap: body use="literal"/> />-</out put>
</ operation>

</ bi ndi ng>

<servi ce nanme="Peopl eServi ce">
<port nane="Peopl ePort" bi ndi ng="ps: Peopl eSer vi ceSoapBi ndi ng" >

<l-- Mdify with the REAL SOAP endpoint -->
<soap: address | ocation="http: //exanpl e. conl peopl eservice"/>
R : . L

</ port>

</ servi ce>

</ definitions>
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