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Abstract— Digital Identity has grown separately in the IP Multimedia Subsystem (IMS) and the Internet in general. On the one hand secure but walled garden services are offered on the other hand the focus is on openness and third party integration. However, future Telco-business needs an inter-working of IMS and Internet. This paper discusses use cases, economical benefits and technical solutions for bridging these two worlds based on the findings presented also in an upcoming whitepaper from the Telecommunication Identity work group of the Kantara Initiative.
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I.  Introduction
These days it is agreed that Identity Management (IdM) is a crucial component in a service environment although the term identity is perceived differently in different domains. This is true especially between the Internet and the Telecommunication domain, where fundamental differences could be identified. In the Internet environment, an identity is usually associated with a username, while in the Telco domain an identity is associated with an access line customer. 

Family members using the same fixed line telephone cannot truly be provided with personal services since the users simply cannot be differentiated. But users of classic Telco services like voice, fax and SMS do not need to handle and maintain passwords, since they are authenticated by the network. In fact, they already have seamless access.

Both the Internet and the Telco-world have evolved their own identity solutions, protocols and frameworks, because they have grown separately. On the way from the Plain Old Telephony System (POTS) to the Next Generation Network (NGN), the Telco community developed and standardized the IP Multimedia Subsystem (IMS) as a framework to describe the implementation of Telco services based on the Internet Protocol (IP). Although IMS standards foresee the development of advanced identity mechanisms, they still specify a separated and rather closed world. Therefore, interoperability between the identity representations on the Internet and within the IMS is still an issue and there is a growing need for inter-working. 

Telcos develop Application Programming Interfaces (APIs) to offer their assets to the Web community or to a 3rd party service provider. Furthermore, they implement complex service scenarios containing Internet and Telco elements. The Telecommunication Identity Work Group of the Kantara Initiative
 intends to bridge those different worlds in order to enable convenient and seamless service usage while maintaining security and privacy for the user. 

In the next section we will give some more background information, before we will present the business perspectives of bridging identity management. In section IV we will discuss three different use cases. After that, a short discussion of the technology solution is given in section V, while in section VI related technologies are pointed out. We conclude in section VII with a summary of our findings and an outlook on future work.

II. Background

Both IMS and Web frameworks have to provide authentication and authorization services. Both frameworks need to answer questions like: “Who are you? Are you authorized for this? Where are you coming from? …” Nevertheless, while they must answer the same class of questions, the chosen identity models are quite different. 

1. Root of identity: IMS's identities are traditionally based on a reachable address (ex: telephone number or SIP address) when most Web applications expect identity to be a pointer on some form of user profile (e.g. LDAP DN, User-ID, Customer number).

2. Source of identity: IMS's identities are mostly provided by some form of trusted element on the networks (e.g. mobile SIM/UICC (Universal Integrated Circuit Card)) where Web applications identities are created at server level, and are mapped to the device through a network session (TCP) or through some form of application session (e.g. cookies, session-ID).

3. Connectivity model: IMS devices will rarely connect directly to a given application. Typically they pass through intermediaries (SIP proxy). On the other hand, for Web applications intermediaries are limited to the network equipment and are invisible from the application.

IMS identities were base on the assumption that everything runs inside a well contained and trusted environment. Alternatively, modern Web applications are designed upfront with the assumption that the Internet cannot be trusted. In IMS the identities to be used are limited to a single or a small set of IMPUs (IP Multimedia Public User Identities) inside of a device's SIM card/UICC, and then exported to every application. While on the Internet almost every application has its own identity for a given user. The direct result is that in IMS there is no “Single Sign-On (SSO)” issue. However, because of the exported “public user identity” (e.g. a unique TEL URI or SIP URI) a strong privacy constraint is inherited preventing the leveraging of 3rd parties services.

On the Internet, SAML2 [5], OpenID
 or proprietary protocols solved the “Single-Sign-On” issue. Internet applications now have a working model to address both usability (seamless end-user experience), and privacy handling. Alternatively, IMS and Telcos in general had a tradition of handling everything in a closed and self-contained circle of trust. Until recently IMS and Telcos were in a position to largely ignore the external world. Privacy was well considered and protected as nothing was sent out to external 3rd parties. In such a closed world providing users with a smooth experience was almost simple. Nevertheless today people agree that leveraging to external services is a “must have” feature. Telcos like many other players of the industry (ex: TV) need to find a way to leverage their network assets to external service providers.
III. Business Perspectives

It is obvious that both, IMS and Web, will continue to co-exist for some time. While full convergence may occur in the long term future, operators need a working solution to leverage both technologies sooner to make this co-existence seamless to customers. If we look at a global mobile communication world, we can divide it along two axes as indicated in Figure 1.

Internal vs. external services (South - North): Internal services are very secure and get a very fine grain visibility on a customer profile (e.g. presence, geo-location, pre/post paid), but these services are time consuming and expensive to develop. Furthermore, it is harder each day for operators to impose new services (e.g. instant messaging, social networking) in a walled-garden approach, without taking into account external services and communities. External services on the other hand are moving at Internet appropriate speeds to respond to customer demands. Nevertheless, these external services are often not trusted and as a result rarely get access to Telecom customers’ internal profiles.
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Figure 1.  Zones of services

IMS vs. Web protocols (West - East): If we spend time arguing the pro/cons of each protocols stack, it is very clear that customers are not interested in which protocol a given service uses. They simply want a seamless and fully transparent zapping experience from one to the other. Most people agree that Web protocols are best suited for user graphical interface and easier to integrate for external service providers. While IMS, on the other hand, has a smarter method to handle multimedia real-time streams and is better designed to interoperate with operators backbones and thus get better access to customer dynamic profiles (e.g. presence).

IV. Use-Cases

This section presents concrete use-cases illustrating inter-working between IMS and Web worlds as introduced in the previous section. While the first use-case is more related to IMS in mobile operators' context, the next ones apply to both fixed and mobile contexts.
A. Exposure of Authentication from IMS to Web

This use-case illustrates how we seamlessly expose the IMS authentication done within the operator domain to access a Web application provided by an external party on the Internet ("South-West->North-East" direction as depicted in section III). This enables the provision of a consistent and efficient user experience, wherever the resource is stored and independent of the current type of network connection.
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Figure 2.  Photo-sharing use-case illustrating Single Sign-On from IMS to Web.
The steps in Figure 2 are as follows:

1. User-A has an IMS voice communication with User-B.

2. In the middle of the communication User-A is willing to share a photo located on his Internet photo service and thus decides to access to this Internet service in order to retrieve that photo.

3. User-A is seamlessly authenticated to his photo service (not provided by the telco operator) thanks to the re-use of its IMS authentication. He can select the photo to download to his mobile phone. 

4. User-A shares the downloaded picture with User-B through the IMS content sharing service.

5. User-B sees User-A's photo. 

The key benefits of this use-case are: 

· Both users are provided with a consistent user experience without entering any credentials.

· Users are able to seamlessly utilize resources that not only are outside of IMS (Web photo service) but also outside of the operator's domain (independent third-party service provider). 

· Operator does not have to disclose the users real IDs to third-party. Instead they provide their strong SIM authentication service towards originally much weaker security.

B. Exposure of Web Federations to IMS Networks

The second use-case emphasizes the security and privacy concerns of the telecom operators when integrating IMS services provided by third-parties (both "South->North" and "North- >South" directions mixing IMS and Web domains as depicted in section III). In the given case, the operator does not disclose user's real IDs (i.e. phone number) to third-party applications.
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Figure 3.  Ads website (provided by a third-party) use-case illustrating consistent user- experience in both Web and IMS contexts as well as privacy concerns.
6. User-A wants to sell an item through an online ads website. Before posting his advertisement, User-A needs to create an account at that site. He can either fill in all the requested information or opt for a one-click privacy-enabled registration, leveraging existing partnership between his telecom operator and this third-party website. 

7. User-A chooses the one-click process and is requested to authenticate with his telecom operator (acting as an Identity Provider) in order to federate accounts. During this process, the telecom operator will provide an alias instead of real user IDs (i.e. phone number). The benefit for users is that the website cannot publish User-A phone number as it does get it. The website only relies on aliases provided by the telecom operator in order to reach users.

8. User-A can now edit and then post his new ad. Depending on his preferences, "click to call" / "click to contact" buttons are automatically added in order to reach him by phone, instant messaging or email, this without revealing his real IDs (either fixed or mobile phone number, email address, …).

Other users can now search and access to this new ad through the ads website.

A. User-B is browsing on this ads site and is interested by User-A's ad.

B. In order to get more information, User-B clicks on the "click to call" button to initiate a phone call with User-A.

C. The ads service acts as an intermediary in order to bootstrap the connection between User-B and User-A based on the alias. 

D. This call is automatically routed to the right device for User-A either fixed or mobile (thanks to the telecom operator infrastructure) and the telecommunication is established between User-A and User-B.

The key benefits of this use-case are:

· Users are provided with a consistent user experience when accessing third-party Web and IMS services, while preserving privacy and security aspects.

· The operator does not need to disclose the users' real IDs.

· Users can be identified in a consistent way from both IMS and Web worlds.

C. Exposure of IMS resources to Web third-parties

This use-case shows how third-party Web sites can leverage IMS resources (e.g.: presence) exposed by the telecom operator to offer an enriched experience ("North-East->South-West" direction as depicted in section 3).
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Figure 4.  Exposure of IMS presence and messaging capabilities to Web third-parties.
9. User-A browses to his preferred sport news Web site. He wants to subscribe to the new notification service to receive score updates for games involving his favorite soccer team. The Web site informs him that he can benefit from advanced features in cooperation with telecom operators: notification messages only sent based on its  "presence" status and conveyed to whatever device he is connected through (phone,  PC…).

10.  User-A chooses to use these advanced features and is requested to authenticate with his telecom operator (acting as an Identity Provider) in order to enable the Website to gather all required information to activate this feature.

11.  User-A gives his consent to enable his preferred sport news Web site to access his  IMS presence status and IMS messaging capabilities. Users-A can now configure the sport notification service and activate it.

Later on, during the soccer game event:

A. The sport news service is notified of the presence status of user A.

B. Depending on the presence status of user A, the sport news service will send him messages to inform him of updated scores.

C. The telecom operator routes the message to the right device and User-A is informed in real-time.

The key benefits of this use-case are:

· Users and third parties Web sites are able to leverage resources from the IMS in order to provide advanced features combining presence and messaging capabilities (routing to the right device). 

· Users do not need to disclose their real IDs (phone number …) to third-party Web-sites.

V. Technical Solutions

This section aims to identify the technical solutions that correspond to each use-case presented in the previous section. The objective is to leverage existing technologies and standard specifications in both Web (such as SAML/Liberty ones) and IMS worlds. It shows how existing technologies can integrate to provide solutions to the identified needs. Due to the limited space these existing technologies and standard specifications are referenced rather than explained in detail in order to focus on the main inter-working concepts (technical details can be found in an annex of [1]).
A. Solution on Authentication from IMS to Web
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Figure 5.  Exposure/Re-use of IMS authentication to third-parties in the Internet
An overview of the 3GPP Generic Bootstrapping Architecture [2] is shown in figure 5. The Network Application Function (NAF) constitutes the HTTP or HTTPS-based service that requires 3GPP authentication. The Bootstrapping Service Function (BSF) is the authenticator against which the user equipment (UE) has to do 3GPP authentication. The BSF enables the NAF to verify whether a UE was correctly authenticated against the authentication vector located in the Home Subscriber Server (HSS) or Home Location Register.

We will briefly describe the bootstrapping procedure in combination with the HTTP Digest authentication option illustrated in Figure 5. Our setup co-locates the Identity Provider (IdP) and NAF. Please note that other options are possible especially the co-location of IdP and BSF. For clarity this example describes the solution in the user’s home network, nevertheless IdP discovery or GBA roaming could be leveraged to address more complex scenarios [2] [3]. In fact the procedure encapsulates a 3GPP authentication and key agreement (AKA) [4] procedure in a SAML message flow.
SAML part 1

The UE contacts the SP to gain access to a service. This request contains the GBA-based authentication support indication (“User Agent: 3ggb-gba”). The UE request is redirected to the IdP. If the UE is not yet authenticated with the IdP, the IdP then switches its function. As a NAF it sends an HTTP response with „401 Unauthorized‟ status code to the UE. 

AKA-Part

The UE recognizes from the HTTP 401 response that it is requested to supply NAF-specific keys. Since it has not yet authenticated against the BSF it initiates the so called ISIM/AKA authentication by sending a request to the BSF including its IMS Private Identity (IMPI).

The BSF extracts the IMPI and fetches a set of authentication information for that identity from the HSS and sends back a derived user MD5 challenge.

The UE checks the challenge and calculates the corresponding response by means of the application of the IP Multimedia Services Identity Module (ISIM) at the Universal Integrated Circuit Card (UICC) and sends them to the BSF.

The BSF will now compare the response with the expected values and will eventually derive a session key (Ks-NAF) and store it together with a self-generated BSF-Transaction Identifier (B-TID). It will then send back the B-TID and a key lifetime parameter to the UE.

SAML part 2

The UE answers with a HTTP GET request containing as a username the B-TID and as a password the Ks_NAF. The UE may include further LAP related user data (e.g. public user ID). 

The IdP responds with a SAML artifact in the HTTP Response redirect URL. The UE contacts the SP again using this URL and the SAML artifact. The SP sends a request with the SAML artifact to the IdP.

The IdP can now construct and send the requested assertion. The SP verifies the message and answers with a HTTP Response and the requested content.

B. Solution on IMS authentication to IMS third-parties
SAML is a set of protocol specifications that provide, among other things, seamless SSO and attribute exchange in a distributed environment. In particular, once a user has authenticated towards a trusted entity called the IdP, the SAML protocols enable the IdP and the SPs to exchange information about the user's authentication status at the IdP in a secure manner and in a way that takes into account the user's privacy. We will discuss now how a SIP/SAML binding could be used to exchange information.

In order to use the federated Identities for Pseudonymity the Application Server tries to establish an incoming call towards User-A. The Application Server can be hosted in the same network as User-A. The Application Server could also be hosted in another IMS network or even outside of an IMS domain. It is assumed that there is an existing relationship between the users IdP and the Application Server. The establishment of this federation is described in [5].

Any of these initial steps enable the Application Server to reach the user via a pseudonym, which could be resolved at the IdP. Then the application server is able to initiate a session with this pseudonym as a callee. The message is routed through the IMS network towards the IdP given in the pseudonym of the user as indicated in Figure 6. The IdP is able to resolve the pseudonym used by the application server into the corresponding IMPU of the user. In order to provide user privacy a new session is initiated by the IdP. The corresponding message is routed via the IMS network to the registered UE of the user. The IdP in addition to its traditional role is acting as a back-to-back proxy. Alternatively, an additional box could play this role. All replies and the following messages are routed via the IdP, which exchanges the IMPU of the user and the pseudonym accordingly [3].

In case the user wants to establish an outgoing call using a pseudonym towards the application server, the flow is inversed to the one shown in Figure 6.
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Figure 6.  Incoming Call
In the use case described in section IV.B the application server needs a higher level of authentication assertion from the user, or any other kind of attribute. One example scenario could be that the user is at home and line authentication has taken place based on the general subscription of his home.

The application server requires authentication of the specific user and related attributes. In this case the user sends a SIP INVITE directly to the IMS application server in step 1, but is redirected to the IdP of the user in step 2. This IdP is specified in the initial message of the user. The redirected message contains a SAML request and the IdP sends back the corresponding SAML response in step 3 embedded in a SIP message. This flow is illustrated in Figure 7. A dedicated SIP-SAML binding is created for this purpose. Further details are discussed in the Technical Annex of [1].
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Figure 7.  SIP SAML

C. Solution on Exposure of IMS Resources to Web 3rd Party
The third-party Service Provider (SP) wants to access to IMS resources (e.g. presence) exposed by the telecom operator through the Liberty ID-WSF Framework, or a similar standard, in order to offer an enriched service to its users. 

From the SP’s point of view, this can be seen as standard use of the ID-WSF framework: the mapping between ID-WSF resources (linked to SAML/ID-WSF user identifiers) and IMS resources (linked to IMS user identifiers) is fully managed by the telecom operator infrastructure behind the scene.

To access to the IMS resources managed by an IMS Application Server (AS) and exposed through ID-WSF framework as a Web Service Provider (WSP), the SP accessed by the user through his browser 1) first needs to establish a federation 2) with the IdP of the telecom operator. This can 

also include all discovery steps by querying the telecom operator ID-WSF Discovery Service (DS). The SP has then all the required materials to be able to invoke 3) the operator's AS/WSP. To be able to provide the requested resource (e.g. presence status of the identified user), the AS/WSP needs to map the targeted ID-WSF user resource (identified through the SAML/ID-WSF user identifiers) to the IMS one. Two options can be envisioned for that: either the AS/WSP already knows the mapping between the IMS and ID-WSF identifiers from step 0) with information pushed by the IdP part of the IMS flows (see Annex C in[1]) or it needs to send a mapping resolution request to the IdP/DS 4).
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Figure 8.  Access to IMS Resources Through ID-WSF
The invocation of the AS/WSP can also include additional exchanges to gather user's consent if needed.

We can also imagine that the materials obtained by the SP at step 2) can be cached in order to later access to the AS/WSP even if the user is not browsing at the SP or the SP can subscribe at step 3) to change notifications to always cache up-to-date data (further details in Annex D of [1]).

VI. Related technologies
This paper described the exposure of authentication from IMS to the Web by combining the 3GPP Generic Bootstrapping Architecture and SAML as an SSO protocol with robust security constrains. In general GBA could be combined with other SSO protocols like OpenID. Co-location of GBA and different kinds of IdPs (OpenID, SAML) enables to plugin IMS authentication into various IdM frameworks. Using SAML instead of OpenID allows for sending original assertions and other information over SIP instead of HTTP. The interworking of GBA and OpenID is described in [6]. Due to the underlying protocol of OpenID a trusted entity would have to mediate all assertions. The exchange of attributes between the Internet and IMS was described by using ID-WSF, as a secure web service framework developed by Liberty Alliance and donated to Kantara Initiative. There are other protocols for exchanging attributes and accessing resources like OAuth [7] and UMA [8].
VII. Conclusion
Digital Identity in the Telecommunication and the Internet has grown separately offering two types of service concepts, namely walled-garden and third-party. There is a need to bridge these two worlds. The idea where was to do this in such a way that the user experience will be seamless while paying attention to security and privacy. The assumption is that no fundamental changes are needed, i.e. existing technologies should be leveraged. The business drivers for an operator bridging these worlds are: increased effectiveness in managing their current business; and enabling of new revenue generation and new business opportunities.

To simplify the user experience, seamless access to third-party services across domains/IMS worlds has been looked upon in use-cases that are offering seamless authentication (and SSO) across the domains/IMS worlds and seamless service usage across domains by leveraging users resources exposed in both worlds (attribute sharing).

Through some realistic use-cases on how to expose IMS authentication and IMS resources to third-parties technical solutions are proposed. For SSO, the solutions are based on the idea to convey SAML assertions in SIP messages when the domain is IMS. When the domain is across worlds the proposed solution is based on the 3GPP security architecture of GAA/GBA. For attribute sharing standard ID-WSF message flows are proposed. When an WSP exposes user data retrieved from the IMS, i.e., when the WSP acts as both a WSP in the Web domain and as an IMS AS in the IMS domain, a resolution of the mapping between the received SAML federation identifier and the IMPU is needed.

It has been shown in [1] that no new technologies are needed; and that it is enough to let IMS and the digital identity for the Web complement each other to solve the mentioned problems. The aim of the Telco ID work group is to further study on how the digital identity concepts of IMS and the future Internet world can complement each other and thus, future work will concentrate on Identity Management reference architecture for Telco networks.
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� � HYPERLINK "http://kantarainitiative.org/confluence/display/telcoid" �http://kantarainitiative.org/confluence/display/telcoid� (which is the successor of the Liberty Alliance Telecom Special Interest Group)


� Due to the origin of this paper we focus on a Liberty Alliance/SAML approach for Single-Sign-On, other approaches like OpenID have to be examined.
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