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* Problem Domain

* Concept Modeling
— Semantic Consensus
— Attribute & policy alignment
— Focus

* |CAM Concept Model

* Existing Effort Mappings
* Logical Model

* Physical Model
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Access Control Mode

Ensuring that the right people have access to the right resources
In compliance with applicable policy

Attribute-Based
Fine-grained Authorization
Dynamic access
Externalized policy

- Role-Based
Ad aptab il |ty Coarse-grained Authorization

Declarative access by category

Identity-Based
Basic Authorization
Declarative access by subject

Gerry Gebel, M. N. (2009). User Authorization. Burton Group: Identity and Privacy Strategy



Concept §§ Logical Physical

\Yi[eYel<] \Yi[eYol=] \Yi[eYel=]




Why Concept Modeling?

Captures Information Requirements

RN R R AN R N A 7.

Problem Specific & Technology-neutral




Why Concept Modeling?

Semantic Alignment

ldentifies Business Terms
Establishes Semantic Agreement



Why Concept Modeling?

Framework

Conceptual Foundation



Why Concept Modeling?

Agility

Baselines Technology Insertion



What is a Federal User?
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What is a Federal User?

Desired View
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abacPerson Objects
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w|-i# cn=TOP SECRET SCIissuer=7009 [ abacEntitlement ]
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<soapenv:Envelope xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion" xmlins:samlp=
"arn:oasis:names:tc:SAML:2.0:protocol" xmlns:soapenv=
"http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
</socapenv:Header>
<socapenv:Body>
<samlp:AttributeQuery Destination=
"URN:TEST: IDMANAGEMENT .GOV: ICAM:BAE:V2:STARFLEET" ID=
"_soapui${=(int)(Math.random()*lOOOOOO)}" Izzuelnstant="${ZuluTime}"
Version="2.0">
<saml:Issuer>URN: TEST: IDMANAGEMENT .GOV: ICAM: BAE: V2 :EARTH</saml:Issuer>
<saml:Subject>
<saml:NamelID Format=

"arn:idmanagement.gov:icam:bae:v2:SAML:2.0:nameid-format: fasc-n">
700012340000011195000000001170005</saml :NameID>
</saml:Subkject>
</samlp:AttributeQuery>
</socapenv:Body>
</socapenv:Envelope>




BAE v2 Attribute ReSponSeE

<saml2:AttributeStatement>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:vi:mail" NameFormat=

"arn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue>JeanLuc.Picard@test.dhs.gov</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:vi:sn" NameFormat=

"arn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue>Picard</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:vi:organizationName" NameFormat=

"arn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue>Starfleet</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:v1i:ESFcode" NameFormat=

"arn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue>1.3.6.1.4.1.13636.15.5</saml2:AttributeValue>
<saml2:AttributeValue>1.3.6.1.4.1.13636.15.15</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:vi:organizationUnitName" NameFormat=

"arn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue>Command Staff</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:vli:designatedRole" NameFormat

"arn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<samlZ:AttributeValue>Commanding Officer</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:vli:givenName" NameFormat=

"arn:ocasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue>Jean-Luc</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:vli:fasc-n" NameFormat=

"arn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<samlZ:AttributeValue>70001234000001119000000001170005</saml2 :AttributeValue>

</saml2:Attribute>

<saml2:Attribute Name="urn:test:idmanagement.gov:icam:attribute:vli:countryOfCitizenship" NameFormat=

"arn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue>FR</saml2:AttributeValue>

</saml2:Attribute>

</saml2:AttributeStatement>
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Contact Informatiotr

« Karyn Higa-Smith (DHS S&T)
— Program Manager, ldentity Management
— Karyn.Higa-Smith@dhs.gov

* Thomas Smith (JHU/APL)
— Senior Engineer, DHS S&T IdM Testbed
— Thomas.Smith@jhuapl.edu

« Maria Vachino (JHU/APL)

— Senior Engineer, DHS S&T IdM Testbed
— Maria.Vachino@jhuapl.edu
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Why A Conceptual Data Mo

e Captures Information Requirements
e Problem specific
e Technology-neutral
e |Information representation, not process or policy
e |dentifies business terms
e Establishes contextual consensus
e Expresses data semantics

e Artifacts
e Entities
e Attributes
e Relationships
e |dentifiers
* Problem Terms

Mind Your Business: Serving Business with Data Models that Focus Exclusively on Data, J. Maguire, 11-26-2008, Burton Group



Concept Data Model Uses

e Knowledge management

e Framework for technology insertion — logical/physical
modeling

e Establishes conceptual foundation
e Baselines technological insertion

e Aligns organizational information perception
e |dentifies important & distinguishing information

e Establishes artifacts — entities, attributes, relationships, identifiers,
problem terms

e Improve productivity and agility
e Semantic consensus
e |dentifies schema translation requirements
e Starting point for information sharing agreements
e Authoritative sources
e |dentifies policy information requirements
e Policy creation & refinement
e |dentifies information valued by the enterprise
e |dentifies policy overlaps and gaps



User Attribute Contract

e Reveal
e Contract
e Concept utilization and specialization
e Policy focus
e Unused concepts
e Purpose (AuthN, AuthZz, Security, Preference) coverage
e QOrganization and partner
e Alignment
e Discrepancies

e Support
e Federation agreements
e Semantic consensus
e Policy analysis and development
e |dentify authoritative source requirements



