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Abstract—Providing the right information to the right person at 
the right time is critical, especially for emergency response and 
defense operations.  Accomplishing this across sovereign 
organizations while keeping resources secure is a formidable 
task.  What is needed is an access control solution that can break 
down information silos by securely enabling information sharing 
with non-provisioned users in a dynamic environment. Multiple 
government agencies, including the Department of Homeland 
Security Science & Technology Directorate (DHS S&T) are 
currently developing Attribute Based Access Control (ABAC) 
solutions to do just that. ABAC supports cross-organizational 
information sharing by facilitating policy-based resource access 
control. The critical components of an ABAC solution are the 
governing organizational policies, attribute syntax and semantics, 
and authoritative sources.  The policies define the business 
objectives and the authoritative sources provide critical attribute 
attestation, but syntactic and semantic agreement between the 
information exchange endpoints is the linchpin of attribute 
sharing. The OASIS SAML standard provides federation 
partners with a viable attribute sharing syntax, but establishing 
semantic agreement is an impediment to ABAC efforts. This 
critical issue can be successfully addressed with conceptual 
modeling. 
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I.  INTRODUCTION  
DHS S&T is currently exploring the viability of using 

ABAC for federated access control within its IdM (Identity 
Management) Testbed via proof-of-concepts and pilot 
activities. Within DHS, authoritative sources of Identity, 
Credential, & Access Management (ICAM) attributes are 
distributed across various legacy repositories. Attribute 
information within these independently developed data stores 
has been captured in disparate formats using inconsistent 
naming conventions.  There is therefore a compelling need to 
consolidate and correlate this information in the form of an 
Attribute Authority that supports congruent yet customizable 
attribute views both for internal policy decision points as well 
as for external partner authentication and authorization needs. 

The described conceptual model identifies and 
characterizes the attributes of a potential DHS enterprise 

Attribute Authority, representing a normalized view of the 
identity and authorization attributes required for fine-grained 
access control decisions. The context of each of these attributes 
and the relationships between them is made explicit in order to 
definitively capture the semantics of each attribute. The result 
is a canonical concept model that facilitates the semantic 
mapping of identity, authorization, and security attributes 
between agencies, commands, and departments while 
clarifying and helping establish access control policies. It is 
based on an analysis of DHS and federal policy, and has been 
reconciled with the published partner attribute requirements of 
the Department of Defense Intelligence Community (DoD/IC), 
Department of Justice (DoJ), and the Homeland Security 
Presidential Directive 12 (HSPD-12) Backend Attribute 
Exchange (BAE).  

II. ATTRIBUTE-BASED ACCESS CONTROL 
 

“Access control … deals with users' access to resources 
and, specifically, how such access is regulated according to 
applicable policies.”  [1] Access control is composed of two 
discrete functions – authentication and authorization.  
Authentication is the confirmation of the user’s claimed 
identity while authorization is the policy-based decision to 
allow an authenticated user to perform the requested action on 
the specified resource. [1] There are currently three 
predominate methods for authorizing users – Identity Based 
Access Control (IBAC), Role Based Access Control (RBAC), 
and ABAC. IBAC provides access control through a direct 
association of resource privileges with the unique identifiers of 
provisioned requestors. This model works well for some 
resources, particularly those where a relatively small and 
infrequently updated Access Control List (ACL) provides 
sufficient security for a resource.  RBAC maps a user to a role, 
which is in turn mapped to permissions. This is more scalable 
than IBAC but presents challenges when job titles don’t map 
exactly into assignment requirements, or when assignment 
requirements change. RBAC also makes it difficult to alter 
access control quickly in response to changing access needs 
such as may happen during a disaster, and it does not take into 
account contextual information that may be highly relevant to 
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Figure 2. The Human User 
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A. Federal ICAM Backend Attribute Exchange Concept 
Mapping [8] 
The HSPD-12 Architecture Working Group (AWG) 

developed a BAE Architecture and Interface Specification 
document on behalf of the Office of Government wide Policy 
and the HSPD-12 Executive Steering Committee. It identifies 
38 attributes that support and extend the information contained 
on the FIPS 201 Personal Identity Verification (PIV) Card, 
which is an Identity Credential (see Figure 6). They were 
developed for four use cases and identify 16 on-card and 22 
backend attributes.  These concepts map directly into the 
canonical model. This mapping illustrates that the BAE 
attribute contract identifies a single Organization and Activity 
and recognizes a Clearance as a specialization of an 
Assignment Entitlement. Attributes for the Person, 
Citizenship, Position, Affiliation, Assignment, Activity, 
Operational Domain, and Skill Certificate concepts are also 
included.  The attribute BAE contract does not include Position 
Entitlement, self-asserted Skill, Management, Technical 
Domain, Affiliation Condition, or Assignment Condition 
concepts. The BAE attribute contract also adds Contact 
Preference and Emergency Contact Preference concepts 
which are deemed not useful for policy based access control 
decisions in the concept model (both concepts are highlighted 
in blue in Figure 6). 

B. DHS Homeland Security Information Network (HSIN) 
Concept Mapping1 
The DHS has developed an LDAP schema for their next 

generation HSIN. These concepts map directly into the 
canonical model and illustrate that Skills and Skill Certificate, 
Citizenship, Operational Domain and Technical Domain, 
Positional Entitlement, and Affiliation Condition concepts are 
not covered in the HSIN attribute contract. Communities of 
interest (COI) as specialized Activities are support as well as 
specific application Assignment Entitlements and their 
required Identity Credentials. Attributes for the Person, 
Position, Assignment, Assignment Condition, and 
Organization concepts are also included. The HSIN attribute 
contract also adds User Contact Information and Sponsoring 
Organization Contact information concepts which are deemed 
not useful for policy based access control decisions. 

C. DoD Manpower Data Center (DMDC) Enterprise 
Attribute Services (EAS) Concept Mapping [10] 
The DoD DMDC is developing a Concept of Operations 

attribute set for the Global Information Grid 2.0 as an EAS 
extension to the existing 15 attributes supported by the current 
Real-time Broker System (RBS). Their approach allows an 

                                                           
1 Based on LDAP schema and other information furnished by DHS 
OPS HISN Next Gen. 

Figure 6. Federal ICAM BAE Mapping. 



individual to have multiple user (Affiliation/Position) and 
Organization attributes sets including a primary, or 
administering, instance. These concepts map directly into the 
canonical model. One clearance per Affiliation and Position is 
supported as an Entitlement.  The Identity Credential is 
specialized to support CAC/PIV cards. Attributes for the 
Person, Assignment, Assignment Entitlement, and Affiliation 
Condition concepts are also included. The mapping illustrates, 
that Skill and Skill Certificate, Operational Domain and 
Technical Domain, Assignment Condition, and Management 
concepts that are not covered. 

D. DHS Federal Emergency Management Agency (FEMA) 
Federal Emergency Response Official (F/ERO) Concept 
Mapping 2 
The F/ERO repository adds Emergency Support Function 

(ESF) (Activity) and National Infrastructure Protection Plan 
(NIPP) Sector codes (Operational Domain) to PIV identities 
(Identity Credentials). Limited auditing is also captured.  
These concepts map directly into the canonical model and 
illustrate that Skills and Skill Certificate, Technical Domain, 
Position and Assignment Conditions, Citizenship, Position 
Entitlement and Assignment Entitlement, and Management 
concepts are not covered by the current F/ERO attribute 
contract. 

E. DOJ Global Federated Identity and Privilege 
Management (GFIPM) Concept Mapping [11] 
The Global Federated Identity and Privilege Management 

(GFIPM) initiative is supported through joint funding of DHS 
and the DOJ Office of Justice Programs, with collaboration 
from the Bureau of Justice Assistance and the National Institute 
of Justice (NIJ). GFIPM is built on the Internet2 open source 
Shibboleth federation capability and provides a standard set of 
security attributes about users’ identities, privileges, and 
authentication details to members as a basis for trust. It defines 
220 user, 10 resource, 3 action, 2 environment, and 32 entity 
attributes. The ICAM model addresses only user attributes and 
maps 132 of them directly into the canonical representation and 
illustrates that everything except the Assignment Condition 
and Technical Domain concepts are included in the GFIPM 
attribute contract.  The GFIPM contract also includes Contact 
Information, Emergency Contact Information, and Point of 
Contact attributes, but these are not recognized access control 
concepts. 

Of the 220 user attributes, 88 define pre-determined 
boolean privileges.  Having policy decision persisted in the PIP 
(Policy Information Point) rather than determined by the PDP 
(Policy Decision Point) is inherently problematic from an 
ABAC policy, management, and scaling perspective. As noted 
above, attributes in an ABAC solution should include the 
intrinsic attributes that establish policy requirements and not 
policy decisions. 

                                                           
2This information is based on slides and discussions provided by the 
FEMA Office of National Capital Region Coordination (NCRC) 
Craig Wilson and Toni Cieri. 

VI. CONCLUSION 
The complete canonical Federated ICAM Subject Attribute 

Concept Model establishes a technology-neutral representation 
of the policy-based user access control data components and 
their relationships. The model focuses on the underlying 
attributes of a potential Federal Enterprise Attribute Authority.  
It identifies and characterizes the relevant informational 
concepts and features that support policy-based access control 
decisions for users, representing a normalized view of the 
identity and authorization attributes that can be utilized for 
fine-grained ABAC decisions. It is an informational model that 
is uncoupled from specific policies and processes.  As a 
conceptual model it provides a framework for logical and then 
physical access control models. It also provides a framework 
for creating access control policies. Lastly, in addition to 
providing semantic alignment, mapping existing access control 
policy attributes into the conceptual model makes explicit the 
concepts being utilized for access control decisions, and which 
are not being utilized. 
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