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What	  is	  a	  Trust	  Federa.on?
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Trust	  Framework	  CapabiliFes
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Risk	  management	  in	  enterprises	  the	  risk	  as	  cross	  secFon	  of	  assets,	  vulnerabiliFes	  and	  threats	  is	  determined	  and	  miFgated	  by	  
safeguards	  and	  other	  methods.	  Service	  providers	  and	  consumers	  are	  part	  of	  the	  organizaFon.	  IT	  Security	  is	  managed	  by	  handling	  IT-‐
related	  risk.	  Policies	  can	  be	  managed	  and	  enforced	  centrally.

Risk	  management:
Enterprise	  View
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Risk	  management	  across	  enterprises	  disrupts	  the	  risk	  management	  process	  as	  known	  from	  enterprise	  risk	  management.	  Assets	  cannot	  be	  
related	  to	  threats,	  miFgaFng	  vulnerabiliFes	  by	  safeguards	  to	  adjust	  risk	  to	  an	  acceptable	  level	  is	  and	  other	  methods.	  As	  autonomous	  actors	  
handle	  their	  risk	  at	  a	  Fme,	  there	  is	  no	  common	  process	  for	  risk	  management.	  To	  resolve	  the	  issue,	  Trust	  Frameworks	  provide	  a	  baseline	  
security	  policy,	  frequently	  with	  several	  assurance	  levels,	  to	  map	  the	  complexity	  of	  vulnerabiliFes	  and	  threats	  to	  a	  defined	  set	  of	  controls	  (or	  
assurance	  criteria).

Risk	  management:
Federa.on	  with
SP-‐centric	  view
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Meta	  Model:	  A	  basis	  to	  assess	  Trust	  Frameworks
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The	  previous	  federaFon	  models	  with	  three	  actors	  fit	  nicely	  into	  Venn	  diagrams,	  but	  many	  federaFon	  constellaFons	  have	  more	  actors.	  This	  
diagram	  includes	  ACribute	  Providers	  (AP),	  a	  FederaFon	  Operator	  (FO),	  RegistraFon	  Authority	  (RA),	  ACribute	  Authority	  (AA)	  and	  a	  Policy	  
Management	  Authority	  (PMA).	  

The	  key	  objecFve	  of	  a	  Trust	  FederaFon	  is	  to	  support	  all	  these	  relaFonships.	  

Trust	  Rela.onships
Actor	  Model
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