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User-Managed Access is a set of 
specifications from Kantara Initiative
• The specifications are currently at Version 2.0
• Multiple implementations exist (products and open source)
• The Work Group operates under the Kantara IPR policy “Option 

Patent & Copyright: Reciprocal Royalty Free with Opt-Out to 
Reasonable And Non discriminatory (RAND)”

• See the group’s wiki home page for relevant details:
https://kantarainitiative.org/confluence/display/uma/Home
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UMA is designed to give an individual a unified control point 
for authorizing who and what can access a wide variety of 
digital assets, at their desired “grain”
Some use cases:
• For financial consumers

• Discovering and aggregating UK pension 
accounts and sharing access to financial 
advisors

• In industrial and consumer IoT
• For proactively or dynamically sharing 

smart device control or data with others

• Healthcare
• Health Relationship Trust (HEART) WG: 

patient-controlled health data exchange
• Part of the new OpenMedReady

framework for trustworthy remote care
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Grocery store portal
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Grocery store portal
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Pick up dry 
cleaning

Let renters 
use for $$

$ from 
correct 

operator

Coordinate 
with smart 

city

Connected 
car
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Health IoT

Sharing pulse oximeter data in a trusted 
and consented way with third parties 
through loosely coupled cloud services
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Certified device 
identity

Strongly authenticated 
user identity
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User/device 
association
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Consented device data 
sharing with others4

Cryptographic 
auditability
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Strongly authenticated 
third-party identity
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5
The User-Managed Access (UMA) 

2.0 grant of OAuth:
a) gives the doctor’s client app a 

permission ticket on first resource 
attempt

b) requires identity claims for proof
c) issues an access token
d) requires it for data access
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Where the UMA work is heading: a 
business model
• Model real-life relationships in, say, a graph database

• Implement lifecycle stages needing “sharing controls” in UMA
• We have been mapping legal devices to technical artifacts: 

OAuth/UMA token, policies, etc.
• These artifacts are auditable
• UMA assists in unique properties for compliance and user trust

• When a relationship changes, the artifacts can be torn down 
and new ones can be built up

• These changes themselves can be made auditable
• Much like “right to erasure” workflows, they can be hardened
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clientresource serverauthorization server

requesting partyresource owner

Legal relationships: “Endpoint to endpoint”
Intra-protocol relationships among parties in legal roles, illustrated

Resource Rights Administrator

Authorization Server Operator Client Operator

Delegates-seek-
authority-to

Licenses- perm-
getting-to

Delegates- perm-
authority-to Delegates-mgmt-to

Permits-knowing-
claims

Requesting Agent

Resource Server Operator

Licenses-perm-
granting-to

Licenses- perm-
getting-to

(Agency 
Contract)

(Access 
Contract)
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Legal relationships: “Extending the ends”
How “offline” types of parties may play delegation roles, illustrated

Resource Rights Administrator

Data Subject

Delegates- perm-
authority-to

Delegates-mgmt-to

Requesting Party

Requesting Agent

Delegates- seek-
authority-to

A Data Subject may not wish to, or be capable of 
being, his/her own Resource Rights Administrator (for 
example, wishing to give power of attorney to 
someone else) and delegates permissions and 
resource management.

A Requesting Party may be an Individual or a Legal 
Person, and a Requesting Agent may also be an 
Individual or a Legal Person. The former may not 
wish to be, or be capable of being, its own Agent.

In that case, a Requesting Party may delegate 
access-seeking authority to another party on its 
behalf (for example, in the case of a hospital having 
a specific clinician seek access as its employee, an 
Individual RqPA).

Resource Rights Administrator

Delegates- perm-
authority-to

Delegates-mgmt-to

Legal Person

A Legal Person may delegate manual permissions 
and resource management to an administrator (for 
example, an employee as an Individual RRA).

(Agency Contract) (Access Contract) (Agency Contract) (Access Contract)
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resource serverauthorization server

resource owner

Legal relationships: Devices and artifacts
Making relationships and their changes auditable and machine-readable

Resource Rights Administrator

Authorization Server Operator

Delegates- perm-
authority-to Delegates-mgmt-to

Resource Server Operator

Licenses-perm-
granting-to

1 2

3

Legal devices: ToS, privacy 
notice (when an Individual)

Technical artifacts: Consent 
management record (outside 
UMA scope)

1

Legal devices: ToS, privacy 
notice (when an Individual)

Technical artifacts: Consent 
management record (outside 
UMA scope)

2

Legal devices: OAuth client 
agreement (prior to resource 
owner context -- licensing 
needs to be set up there)

Technical artifacts (type):
Client credentials for UMA 
resource server (OAuth); PAT 
(UMA); all request/response 
messages between 
authorization server and 
resource server (UMA)

3

(Agency 
Contract)

(Access 
Contract)
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Scenario: Cradle-to-grave
1. Data Subject is too young to use digital assets

resource owner

Resource Rights Administrator

authorization server

Authorization Server Operator

client

Client Operator

Delegates-seek-

authority-to

Delegates- perm-

authority-to

requesting party

Requesting Agent

resource server

Resource Server Operator

Delegates-mgmt-to

Data Subject

Delegates- perm-

authority-to
Delegates-mgmt-to

Data Subject is newborn Johnny. Resource 

Rights Administrator is mother Alice. 

Delegation from DS to RRA is by law in this 

case because she is his legal guardian. She 

manages his protected resources (personal 

data/digital assets) online and grants access to 

others on his behalf, for the period that she is 

his guardian. Alice may selectively grant access 

to Johnny’s protected resources, such as EHR 

data and school records, to caregivers, family 

members, nannies, and others. These parties 

may be acting as individuals or on behalf of 

larger organizations/institutions, and be using a 

variety of client applications.

*Some relationship lines have been removed for clarity.
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Scenario: Cradle-to-grave
2. Data Subject is old enough to use assets but too young to consent to their use

resource owner

Resource Rights Administrator

authorization server

Authorization Server Operator

client

Client Operator

Delegates-seek-
authority-to

Delegates- perm-
authority-to

requesting party

Requesting Agent

resource server

Resource Server Operator

Delegates-mgmt-to

Data Subject

Delegates- perm-
authority-to Delegates-mgmt-to

Data Subject Johnny grows old enough to 
begin using online services. Resource Rights 
Administrator Alice begins to give some control 
of his resources (personal data/digital assets) to 
him. One way to handle this is by enabling Alice 
to grant access to Johnny’s own resources to 
him as a Requesting Party Agent on his own 
behalf as a Requesting Party. (In certain 
jurisdictions, a verified citizen identity may have 
been created for him at birth or at a young age, 
which he could claim and use now.)
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Scenario: Cradle-to-grave
3. Data Subject is old enough to consent to their use and manages digital assets 

themselves

resource owner

Resource Rights Administrator

authorization server

Authorization Server Operator

client

Client Operator

Delegates-seek-
authority-to

Delegates- perm-
authority-to

requesting party

Requesting Agent

resource server

Resource Server Operator

Delegates-mgmt-to

Data Subject

Delegates- perm-
authority-to Delegates-mgmt-to

Data Subject Johnny is old enough to need a 
legal guardian no longer and may even wish to 
withdraw his own mother (former Resource 
Rights Administrator) Alice’s access to his 
resources (personal data). This may be true at 
least for certain resources, possibly based on 
standardized data types, correlated to 
jurisdictional law. For a start, the relevant 
delegations to her could be rescinded, which 
cascades into revoking relevant UMA tokens, 
likely policies, and other artifacts and replacing 
Alice as the resource owner with himself. (Such 
UMA “molecular bond” rearrangements are not 
part of UMA per se, but could be part of an 
identity relationship management automation 
layer.)
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Scenario: Cradle-to-grave
3a. Steady state: Data Subject manages their own digital assets

resource owner

Resource Rights Administrator

authorization server

Authorization Server Operator

client

Client Operator

Delegates-seek-
authority-to

Delegates- perm-
authority-to

requesting party

Requesting Agent

resource server

Resource Server Operator

Delegates-mgmt-to

Data Subject

Delegates- perm-
authority-to Delegates-mgmt-to

In the typical case, Data Subject Johnny will 
manage his digital assets as his own Resource 
Rights Administrator. He can share access with 
others as he sees fit.
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Data Subject

Scenario: Cradle-to-grave
4. There are multiple administrators of resource rights

resource owner

Resource Rights Administrator

authorization server

Authorization Server Operator

client

Client Operator

Delegates-seek-
authority-to

Delegates- perm-
authority-to

requesting party

Requesting Agent

resource server

Resource Server Operator

Delegates-mgmt-to

Data Subject

Delegates- perm-
authority-to Delegates-mgmt-to

There may be several Resource Rights 
Administrators, either because they map to 
multiple Data Subjects (as in the case of joint 
bank accounts or genomic data) or because a 
single Data Subject has delegated resource 
rights administration to multiple other or 
additional parties (for example, holders of 
power of attorney). Identity Relationship 
Management is required to ensure that distinct 
resource IDs for each resource owner are 
treated as “the same virtual resource” in some 
fashion, and that RRA entrances and exits are 
tracked.
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Scenario: Cradle-to-grave
5. Data Subject becomes mentally incapacitated or dies

resource owner

Resource Rights Administrator

authorization server

Authorization Server Operator

client

Client Operator

Delegates-seek-

authority-to

Delegates- perm-

authority-to

requesting party

Requesting Agent

resource server

Resource Server Operator

Delegates-mgmt-to

Data Subject

Delegates- perm-

authority-to
Delegates-mgmt-to

Going by the RUFADAA pattern:

a) The Data Subject doesn’t designate anyone ahead 

of time to manage their digital assets; the assets’ 

Custodian (Resource Server Operator) then becomes 

the Designated Recipient of access (RRA) per its terms 

of service.

Or the DS creates a disclosure permission plan to 

designate their Personal Representative to manage 

their digital assets. That representative can ultimately 

share with whoever else as a Requesting Agent.

Or the DS makes someone other than their Personal 

Representative a Designated Recipient of resource 

rights administration. The RRA in turn may, or may not, 

grant access to the Personal Representative.

PR

DR

PR



© 2018 ForgeRock. All rights reserved.

pensions dashboard client

requesting party

resource serverauthorization server

resource owner

Scenario: UK Pensions Dashboard
Step 1

Resource Rights Admin

Authorization Server Operator Resource Server Operator Client Operator

Requesting Agent

Data Subject Requesting Party

Delegates-perm-
authority-to Delegates-mgmt-to

Licenses-perm-
granting-to

The Pensions Dashboard project is a government fintech initiative for the UK 
consumer. The Origo solution is securely identifying the consumer before 
orchestrating a search of pensions created in previously held jobs across the 
industry. “Wee Alice” (acting as her own DSA) first grants pension access to an 
LOA version of herself, “Big Alice”. The government runs the AS and the single 
RS hosting state pension accounts; private state pension accounts are run 
separately. Is the AS the low- and high-LOA IdP?

(UMA delegation/licensing details on this side elided.) 
The client application is a special one: a Pensions 
Dashboard that can aggregate a view of all found 
pensions. A special Pension Finder Service (not part 
of UMA) performs the aggregation process.

Delegates-mgmt-to
Delegates-perm-

authority-to
Gov.UK

LOA2

Gov.UK
LOA2

pension finder service

Pension Finder Service Operator

...
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pensions dashboard client
pensions dashboard client

requesting party

resource serverauthorization server

resource owner

Scenario: UK Pensions Dashboard
Step 2

Resource Rights Admin

Authorization Server Operator Resource Server Operator Client Operator

Requesting Agent

Data Subject Requesting Party

Delegates-perm-
authority-to Delegates-mgmt-to

Licenses-perm-
granting-to

Alice, now in her shared-with role as “Big Alice”, can now 
selectively share pension account information to financial 
advisors from a resource server run by the government 
that was sourced from the Pension Finder Service. 
Guessing about the relationships between the 
services.

Through the Unipass IdP run by Origo for financial 
advisors, Bob provides high-LOA claims to get access. 
He may work for himself or a larger firm. Guessing 
about varying RqP/RqPA relationships.

Delegates-mgmt-to
Delegates-perm-

authority-to

pension finder service

Pension Finder Service Operator

Unipass
high LOA

Unipass
high LOAGov.UK

LOA2


