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Lots to cover so let’s jump in fuMA

* A User-Managed Access timeline
« UMA architecture in the OAuth and OpenID Connect context

« UMA use cases
« UMA flows

« Demonstration focusing on an enterprise use case and
“Interactive claims gathering’

 Walkthrough focusing on a consumer health loT use case and
“pushed claims”

* Q&A
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OAuth is for constrained delegation to apps
It has helped to kill the “password anti-pattern”
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OAuth is for constrained delegation to apps
It has helped to kill the “password anti-pattern”
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OpenID Connect does modern-day federation
It is an OAuth-protected identity API, plus a bit more
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OpenID Connect does modern-day federation
It is an OAuth-protected identity API, plus a bit more
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OpenID Connect does modern-day federation
It is an OAuth-protected identity API, plus a bit more
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OpenID Connect does modern-day federation
It is an OAuth-protected identity API, plus a bit more
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OpenID Connect does modern-day federation
It is an OAuth-protected identity API, plus a bit more

Resource
owner

= Federation user

= Relying party
Along with access and refresh token,
this endpoint also typically delivers an
“ID token” similar to a SAML assertion
| Authorization [
server I
| = Identity provider
I I (“OpenlD provider”)
Standard UserlInfo endpoint can be
called with an access token to look up Resource I
identity claims server
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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Like OpenlID Connect for identity, UMA adds an
APl access management layer to OAuth2

Some use cases for UMA:
 Enterprise API protection

F o
» For financial consumers s ORIGO
. D|chver|ng and aggregatmg UK pen3|on Alongside Open APIs, UMA would enable consumers to have full
accounts and sharing access to financial contro) of who can access ‘ﬁ"n“;;‘(’:‘l‘;ﬁj’;‘:‘ howiong - grenine
adVISorS z: -“(r j ;"" ] ; —‘ as abilit -

. n the data The MA
isa u‘.‘(‘.;.r>m.1‘. e UN

* In industrial and consumer loT

 For proactively or dynamically sharing smart
device control or data with others

 Healthcare

« As profiled in the Health Relationship Trust
(HEART) WG at OpenlD Foundation

+ Part of the new OpenMedReady framework for
trustworthy remote care

27



To sum up:

UMA enhances OAuth as follows

The UMA2 Grant spec

adds to OAuth2

The resource owner authorizes protected

resource access to clients used by entities that

are in a requesting party role. This enables
party-to-party authorization, rather than

authorization of application access alone.

The authorization server and resource server
interact with the client and requesting party in
a way that is asynchronous with respect to
resource owner interactions.

This lets a resource owner configure an
authorization server with policy conditions
at will, rather than authorizing access token
issuance synchronously just after
authenticating.

The UMA2 Federated Authorization
spec adds to the UMA2 Grant

« Multiple resource servers operating in

different domains can communicate with a
single authorization server operating in yet
another domain that acts on behalf of a

resource owner.

A service ecosystem can thus automate

resource protection, and the resource owner
can monitor and control authorization grant
rules through the authorization server over
time.

* Authorization grants can increase and

decrease at the level of individual resources
and scopes.

28



resource authorization

requesting
server (RS) server (AS)

>

The UMA2 ——
grant of OAuth:

Resource request (no access token)

>

401 with permission ticket, AS location

-

the basics [  [Push claim token t token endpoint]
: ' Push claim token for back-channel claims collection,
urn:ietf:params:oauth:grant-type:uma-ticket E : providing permission ticket... '
wm—) [} {Redirect end-user Rap to diaims nteraction endpoint] Je
§< Redirect end-user RgP. ; ; ;
(See also : ' ...to AS for interactive claims gathering, v '
) ' H providing permission ticket... H .
tinyurl.com/uma2grantwsd) : : = : >
-_< ' ...AS ultimately redirects RgP... ' .
- = : -
AS generates fresh permission ticket for each dlient response
Claims collection can loop (but client must return to token endpoint to request RPT after interactive claims gathering)

|
Perform :
authorization :

assessment -

Authorization

SISAVASH &

200 with RPT

Resource request with RPT

Return resource representation

authorization token m discovery E resource registration E permission n token introspection claims interaction 29



Other things to note about the UMA2 grant

» Types of token endpoint errors beyond vanilla OAuth:
* need info (403) with optional hints about what claims are needed
* request _submitted (403) for RO action with optional polling interval
* request _denied (403)

 The AS can issue a persisted claims token (PCT) with an RPT

* The client can supply the PCT at the token endpoint later, refresh token-like,
iIn hopes it will hasten RPT issuance without RgP involvement

* The client can ask for an RPT to be upgraded
* The client can ask for an RPT to be revoked

 Like some other grants, this one accommodates both public and
confidential clients

30



Breaking apart the authorization server and
resource server (externalizing authorization)

(see also tinyurl.com/uma2fawsd)

Protection APl endpoints:

scope = uma_protection

w
Authorization
Server
DL | 1

3

Resource registration: Puts
resources under AS protection;

AS responds with resource IDs;
resources can have unique scopes

Permission: Requests a
permission ticket to deliver to the
client after the tokenless resource
request

Token introspection: Customizes
OAuth Token Introspection (RFC

7662) to enhance the token
introspection response object

31



Demonstration by Mike
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Is it cached?
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G:et permission G e e
Ticket from AS correct scopes?
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Web Server
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Restrict (URL & METHOD) to UMA scopes

/finance

GET X | Enter http Method .

(@) Of O and O aleld 4+ ADD GROUP

customer X employee X Enter scopes

O or | O CRERNYEIE + ADD GROUP | X DELETE

outSidelS X Enter scope

POST x DELETE x PUT x PATCH X Enter hitp Methods

Oerl(and Onot

Manager X Partner X FraudOK x| [nter scope:




Resource
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Enghsh v

UMA » Scopes » Update Scope SCOPE Name

id:* 'Internal_Parmer

Display Name: "Policies to control access to partner API's

Policies

Authorization Partner_Clent 1
Policy:

Business_Hours
Not_a_Bot

Command: Add Authorization Policy
o

XXX



Sample RPT policy

rize(seltT, context):

int "RPT Policy. Authorizing

Llaim("country") == "'US"':
rized successfully!”
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Resource Owner

API| Manage with Manage with
Gluu Gateway oxTrust
Admin Web Ul Admin Web U
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Demo Code

https://gluu.co/

-demo

GluuFederation/gluu-gateway is licensed under the
MIT License

A short and simple permissive license with conditions only requiring preservation of
copyright and license notices. Licensed works, modifications, and larger works may be
distributed under different terms and without source code.

Permissions Limitations
v Commercial use X Liability
+ Modification X Warranty

v Distribution
v Private use

Conditions

(@ License and copyright
notice


https://gluu.co/gg-demo

1. Client calls APl with no RPT token “kong |

oxd

Kong returns as_uri, permission ticket client demo

Request url: http://demo.qgluu.org:8000/posts

Reauest headers: 'Host": 'non-gathering.example.com’, ‘Connection': 'keep-alive', 'Accept-Encoding": 'gzip, deflate', 'Accept".
q ' **, 'User-Agent". 'python-requests/2.5.2 CPython/2.7.6 Linux/3.13.0-149-generic'"}

Request body:

Response status: 403
{transfer-encoding" '‘chunked’, 'server" 'kong/0.11.0', ‘connection”: 'keep-alive', 'date". 'Fri, 22 Jun 2018
00:00:15 (priviemmiaarrberii et ; e Sl :
realm="rsgas_uri="
f54249e3d87a

{

Response body; "message"”: "Unauthorized"
}

Response headers:



2. Client obtains oxd token

8000 = kong
Needed to call protected oxd endpoints 2323 _ zﬁ:ntdemo

Request url:

Request headers:

Request body:

Response status:

Response headers:

Response body:

https://demo. :8443/get-client-token

{'Content-Length”: '260", 'Accept-Encoding". 'gzip, deflate’, "Accept”. "*/*, ‘User-Agent’. ‘python-
requests/2.5.2 CPython/2.7.6 Linux/3.13.0-149-generic', 'Connection". 'keep-alive’, 'Content-Type".
"application/json’}

{
"client_secret": "e56c7000-1c66-4db6-b0ef-236f6d243bac",
"oxd_id": "aed42f6d9-91d8-48d3-8a78-9fdd4e29d3cel"”,
"scope": [
"uma_protection”,
"openid"
]
"client_id": "@!7A1F.7A69.7E9A.EFBA!0001!'AD32,.253210008!A073.4849.C31B.861A",
"op_host": "https://demo.gluu.org"
}
200

{'date": 'Fri, 22 Jun 2018 00:00:15 GMT", ‘content-length": '148', ‘content-type": ‘application/json‘}
{

"status": "ok",

"access_token": "55bbd556-3909-426b-8028-9f7ad3de049f",

Y"auyntiroe 1n" 200



3. Client calls /uma tokentoget RPT | &, "

8443 = oxd
8080 =clientdemo

Request url: https://demo.gluu.org:8443/uma-rp-get-rpt
ontent-Lengtn’ , ACCept-Encoding”. 'gzip, deflate’, 'Accept”. */*, 'User-Agent". ‘python-
Request headers: requests/2.5.2 CPython/2.7.6 Linux/3.13.0-149-generic', ‘Connection': 'keep-alive', '‘Content-Type":

‘application/json’,JyAuthorization": u'Bearer 55bbd556-3909-426b-8028-9f7ad3de049f'}
{
"scope": [
"demo_scope_non_gathering",
"uma_protection”
Request body:
"ticket": "f1203ab2-19f4-4407-9db4-f54249e3d87a",
"oxd_1d": "aed42f6d9-91d8-48d3-8a78-9fd4e29d3cel"”
}
Response status: 200
Response headers: {'date". 'Fri, 22 Jun 2018 00:00:15 GMT", ‘content-length”. '241', ‘content-type". ‘application/json’}
{
"status": "ok",
"data": {
"access_token": |"04dca3ea-ae34-40d9-95f0-90elabad6a3c_BE23.D2D9.B87D.C5D0.8F1A,15A6.7C6E,
"token_type": "Bearer",

Response body: "updated": false,

"pct": "91f1518c-633f-4ab0-8750-b68dbd7c6e2a_B156.673C.210F.319F.6491.C0O1A.2A8C.FCO0"



4. Client calls APl Gateway with RPT 3000 = kong

8443 = oxd
Gluu Gateway returns permission ticket, as uri 8080 = clientdemo
Request urt
{Accept Encodmg gznp, deflate’, Connectnon. keep -alive’, Accept i 'Us'er-

Agent ‘python-requests/2.5.
‘non-gathering.example.com’
903984c1b66b_9EEC.0ES7.
Response status: 200

{'expect-ct'. 'max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-
cgi/beacon/expect-ct™, ‘access-control-allow-credentials”. 'true’, 'via": 'kong/0.11.0',
'X-content-type-options”: ‘nosniff’, 'x-powered-by’. ‘Express’, ‘transfer-encoding':
‘chunked’, 'set-cookie":
__cfduid=d0a7fdd4f852b51a23738e57f70e038bf1529598377, expires=Fri, 21-Jun-
19 16:26:17 GMT, path=/; domain=.typicode.com; HttpOnly', ‘cf-cache-status':
'HIT', 'expires’: "Thu, 21 Jun 2018 20:26:17 GMT", "vary": 'Origin, Accept-Encoding’,
‘content-encoding’: ‘'gzip’, 'x-kong-proxy-latency’: '180', ‘connection’: 'keep-alive’,
‘etag’. "'W/"6b80-Ybsg/K6GwwqrYkKAsFxqDXGC7DoM™, ‘pragma’. ‘no-cache’,
‘cache-control’: "'public, max-age=14400', 'date”: 'Thu, 21 Jun 2018 16:26:17 GMT",
‘cf-ray": '42e7d60339fb0a90-LHR’, 'server': ‘cloudflare’, ‘content-type":
‘application/json; charset=utf-8', 'x-kong-upstream-latency": 21"}

Request headers:

Response headers:

HOORAY!
CONTENT “body®

: "quia et suscipit\nsuscipit recusandae consequuntur expe
"userId": 1,




Claims gathering

What if one or more of the policies evaluate to False?



No RPT for you! Go directly to Claims Gathering!

{
New

data”:
“error_description™: "The authorization servergfeeds additional information in order to determine whether the client is authe
“"details": {

Go to /uma_authz

"name”: “"country”,

"claim_token_format™: [
"http://openid.net/specs/openid-connect-core-1_0.htmi=I0Token"

}.
{
"claim_type”: “string", 3F4A. D.10AA&ticket=61726d47-1891-4275-8f23-
“friendly_name": “"city", ﬁZﬁQﬁQZﬁQQQQﬁQlﬁImi EQQIEQQI ”m:mm“gﬁmg gl””
“name™: “city",
"claim_token_format™: [
"http://openid.net/specs/openid-connect-core-1_0.html=IDToken"
], B
“issuer™: [ - OXAUth
"https://demo.gluu.org” 8000 = kong
]
} 8443 = oxd

1. 8080 = client demo

"error”: "need_info"

}

“error™: "need_info"


https://demo.gluu.org/oxauth/restv1/uma/gather_claims?customUserParam2=value2&customUserParam1=value1&client_id=@!7A1F.7A69.7E9A.EFBA!0001!AD32.2532!0008!EDC9.3F4A.698D.10AA&ticket=6f726d47-1891-4275-8f23-3250ec250dd0&claims_redirect_uri=http://demo.gluu.org:8080/cgi-bin/demo-client.cgi

STEP 1 STEP 2

Country City

Submit Submit

LIVE DEMO! (ish)

Requesting party is redirected to the AS for a multi-step consent workflow.



Claims gathering done! Here's a PCT for next time!

Request url:

Request headers:

Request body:

Response status:

Response headers:

Response body:

https://demo.gluu.org:8443/uma-rp-get-ipt

.ontent-Lengtn”. 153", "Accept-Encoding’. 'gzip, deflate’, ‘Accept’; */*, ‘User-Agent’. ‘python-requests/2.5.2 CPython/2.7.6
Linux/3.13.0-149 genenc ‘Connection’: ‘keep-alive', 'Content-Type": ‘application/json’, 'Authorization”. u'Bearer c593b539-6664-4c5e
a9d2-ds413csf4ar2’}

{
"scope”: [
“"demo_scope_gathering",
"uma_protection”
),
"ticket": "c2bfdcec-29016-4766-82cf -482b3715d475h",
"oxd_1d": "aed216d9-91d8-48d3-8a78-9fdde20d3cel"”
)
200
{'date". 'Fri, 22 Jun 2018 03:54:09 GMT", 'content-length". '241', ‘content-type". ‘application/json’}
{

"status": "ok",
"data": {

"token_type™: "Bearer”,
"updated": false,




Walkthrough by Eve:

Sharing pulse oximeter data in a trusted
and consented way with third parties
through loosely coupled cloud services




Consented device data
sharing with others

Strongly authenticated
third-party identity

Strongly authenticated
user identity

User/d_ev_ice
association

Certified device
identity

i g

Cryptographic
auditability

—_—

Standards



@ Chrome File Edit View History Bookmarks People Window Help A & 4 T 62%WM Thul09PM Alexlopez Q @ =

® & , openiDm % ForgeRock Access Managem: x € Welcome to the ACME Medic. x ©

C A Not Secure hitps://openidm.aeet.fridam.aeet-forgerock.com/admin/#resource/managed/TwoNetDevice/edit/5ad43e241-69b8-413d-a233-9¢730d3b2fc4 w 0

2NET DEVICE

Nonin 3230 - Lynda Wallace

Details
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UMA Resource 1D ©6716120-b22a-4b59-9¢17-b85ad4c4ba2f0

UMA Resource Owner llohcbe2107
Credentials




@ Chrome File Edit View History Bookmarks People Window Help - E & & 7T 68%M) Thu12356PM Alexlopez Q @ =

® & , openiom x ) Welcome to the ACME Medic. x e
€ ' © aeet-apps.fridam.aeet-forgerock.com:8787/portal/au o % ¢

@ACME Medlcal

When Lynda first logs in to the ACME

Medical patient portal, her device Is
Inactive

Copyright © 2018 ForgeRock. All rights reserved




@ Chrome File Edit View History Bookmarks People Window Help 7 c & - 6‘ 66% M) Thui12:36PM Alexlopez Q @ =

® ©® , openiom x O Welcome to the ACME MEdic. x

e

¢ C @ aeet-apps.fridam.aeet-forgerock.com:8787/p colle t7devSerial=502419786 « 0O :

After she clicks on the red light, she -

IS asked to consent to device
activation and data reading by Dr.

Lopez
=

Copyright © 2018 ForgeRock. All rights reserved
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@ Chrome Flle Edit View History Bookmarks People Window Help B & & 7 64a%M) Thul12:57PM Alex Lopez Q ° =

® & , openiDM %y ForgeRock Access Managerm: x () Welcome to the ACME Med . x (2]
v 0 |
|

& C O localhost:8787/portal/aut

horize?decision=true
Logout
@ ACME Medical

After she consents, her device now
shows as active, meaning a policy is

lodged to allow data sharing and her
smartphone is prepared to be a hub

Copyright © 2018 ForgeRock. All rights reserved



e (-4 XT16850
XT1650
OGlées N b

Please verify
Username

After pairing the oximeter device to
her phone, she logs in to her ACME

\Medical moblile app using the same
identity credentials as on the portal

2z x ¢c v bnm @

Copyright © 2018 ForgeRock. All rights reserved



The mobile app securely mediates an

oximeter data reading, and shows
that the reading was successful

018 ForgeRock. All rights reserved



@ Chrome File Edit View History Bookmarks People Window Help C & + T 5/E)> Thul30PM Alexlopez Q @ :

@ @ .4 OpeniDM %  ForgeRock Access Managem: x () Welcome to the ACME MEdic. x (&)

“ C (@ Not Secure aeet-apps.fridam.aeet-forgerock.com:8787/portal/login o v [0 :

¢5) ACME Medical

- Dr. Lopez logs in to the ACME
Medical portal

|

Copyright © 2018 ForgeRock. All rights reserved




@ Chrome File Edit View History Bookmarks People Window Help E & & & /%K) Thul30PM Alexlopez Q @ !

® & , openiom % ForgeRock Access Managern: x () Welcome to the ACME Medic  x (2]

€ C @ aeet-apps.fridam.aeet-forgerock.com:8787/portal/authenticate o v 0 :

()] ACME Medlcal

Dr. Lopez’s view once authenticated

IS this home screen

O
/A U
My Schedule OMR Devices

Copyright © 2018 ForgeRock. All rights reserved




@ Chrome File Edit View History Bookmarks People Window Help C & + T 57%E) Thul30PM Alexlopez Q @ =

® ©® , openiom X 'y ForgeRock Access Managem: x (D Welcome to the ACME MEdic e

< C (O aeet-apps.fridam.aeet-forgerock.com:8787/portal/myPatients o 0D :

In his My Patients view, Dr. Lopez

| sees a listing with Lynda Wallace and
| others

Copyright © 2018 ForgeRock. All rights reserved



@ Chrome File Edit View History Bookmarks People Window Help B & # T a%i) Wed219PM Alexlopez Q @ :

@ o G Forgerock Logo - Google Ses: x - (O Weicome to the ACME MEdc. (&)

o C @ aeet-apps.fridam.aeet-forgerock.com:8787/portal/patientData/eba2e2d9-9bbe-44d1-8901-f517653a93a4 0 ¢

¢5) ACME Medical

Dr. Lopez selects Lynda Wallace as
the patient whose data he wants to

view

Back 1o Lynda Wakace

Copyright © 2018 ForgeRock. All rights reserved




@ Chrome File Edit View History Bookmarks People Window Help B @& + T a%E) Wed2:21PM Alexlopez Q @ =

Y
o @ G Forgerock Logo - Google Seas: x O Welcome to the ACME Medic (2]

C @ aeet-apps.fridam.aeet-forgerock.com:8787/portal/showPatient/eba2e2d9-9bbe-44d1-8901-1517653a93a4 %« 0O

ACME Medical

He chooses Lynda’s device profile

Hack 10 Patlents Patent Data Prescribe Device Appointment Hstory

Copyright © 2018 ForgeRock. All rights reserved

aeet-apps.tridam. aeet-forgerock.com:8787/portalfpatientDatafeba2e2d9-9bbe-44d1-8901-1517653a93a4



@ - G Forgerock Logo - Google Sea x € Welcome to the ACME MEdic x

C (@ aeet-apps.fridam.aeet-forgerock.com:8787/portal/showDevReadings/5a43e24f-69b8-413d-a233-9¢730d3b2fc4?patientid=eba2e2d9-9bbe-44d1-8901-1517653a93a4 « 0O :

| Because of the policy she consented
to activate, Dr. Lopez is able to

proceed to view her data

Copyright © 2018 ForgeRock. All rights reserved



| @ @ alex.lopez — algavilan2208@aeet-apps-dp: ~fomrAdminPortalApp — ssh -i .ssh/google_compute_engine algavilan2208@aeet-apps.fridam.aeet-forgerock.com — 199x4 U M A

rCurrenxly selected device SN is 502419786
Match found!
Getting PermissionRequestTicket fo
(

{

s The User-Managed Access (UMA

2.0 grant of OAuth:
gives his client app a permission T

B5aU1iTCIITzFOKXBwZkMid1EXSIRCC2t

]
Respons.
’(tickct:chGcXAiOiJKVlOiLCerGciCiJ
l9jly$jb?0600Avb3elbﬂFtL29thﬂoHiIsI
'TdaihlpTCJ9fQ.sJchba!uFchQ20-NVe
 Permission Ticket eyJ@exAiDilxvioi
|LWZvcmdlcn?jay5jb20600kvb3810n$tL2'

yMTY10TgIMX0. k_3bzmbFROPEXISNRdZ88Q i JogGMUOLUY36g-g4e3vGgRMT fjeBCLIFf4
2D3Y6_g3X12FWN26i-PC_yibfagodmEnds ype:Bearer, expires_in:3698)

[ ]
Readings response:
[ _1d:58430247-6908-4130-8233-9¢7 304 I l_‘ W6d-8838-428b-93c6~rleBadPeSecB, _rx
ev:®)], devName:Nonin 3239 - Lynda

| | |

Piranoter : pationtideobszeads-omo requires it for data access
Parameter : controller=portal : val
Parameter : action=showDevReadings

, HCHTOTHAILTdaWnIpTCI9rQ, sIXgebaTuF
UMA Claim Token response:
*sp02*: "96 %*,
Parameter : formatenull : value nul
Parameter : 10#53430247-69DB~4130-2 A3 . L0 . . A

,UHA Claim Token response: . .
.Iaccess_loken:10697769-c96!-k561-a IC e I l IrS reSO rce a I I I hdFPoYXNoIjoiVUSlenhyZUJTaGRYbWI X0
,URKNjZFQSIsIanYiIquFsb3BlciIsImF1 1mb3InZXIvY25uY29t0]gwl 29wZWShbS9v
,YXVOaDIiLCJGb2t1bk5hblUi0inZF90b2t b1RECGUIOLIKVIRUL2t1biIsInlhdCIONTU
reuires an |ID token for I‘OOf
[access_token:8264af90-51d8-4462¢c-9¢
Looking for Device with Id: 5a&3e2
*pulscRate”: *75 bpm*

}, hubReceiveTime:Thu Mar 15 17:54:

Readings list size 1 Page size: §

il
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