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Bonus: User Control 
Dash With User Contract	


•  User Terms of Service and Privacy Policy 
paradigms severely fail at intended goals	


•  Vision to combine commercial code, legal 
code and technical code for rules-driven 
user-control difficult with usual approaches	


•  Human Dynamics & IDcubed goals require 
integrated legal/tech user-control solution	




OAuth2 Has CLEVER 
User Control Points	


•  The Grants of Authorization are recorded 
and drive access rights as well as dynamic 
real time user administration panels for 
management of connected applications.	




Converge Terms of 
Service and Apps Pages	

•  By combining the Terms of Service and 

App preferences pages, a Resource Server 
can provide a user controlled and easily 
administered part of the user contract.  
This approach can be expanded to provide 
a more complete and integrated interface 
point for users to control contractual and 
business terms.   	




Terms of 
Authorization	


The terms and conditions of agreement to give 
authorization for authentication or access	




Terms of Use	




Terms of Use	






Terms of Use	




Terms of Use	




Terms of Use	


What if the apps page and terms page were one?	




Next Steps:	

•  IAP hack-a-thon development of User Dash 

and Contract Commons approach, and to 
experiment with making the approach 
available for OpenPDS:  
https://ecitizen.mit.edu/mit-legal-hack-a-
thon  	


•  Refine Model Rules, including updating the 
substance and reformatting the content so 
that the authoritative version exists in a 
“Registry” with RESTful features.  	



