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UMA Scope Conceptual Model
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Scenario

| Alice registers Travel Calendar to AM

2. Alice defines a Sharing Policy for Travel Calendar at AM
3. Alice registers a new (Work) Calendar to AM

4. Alice views Default Sharing Policy for Work Calendar
>. Alice updates scopes for the Work Calendar to AM
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CloudCollab.Com

Alice registers Travel Calendar to AM



000 Top Sites

« | > | [_] U |@ Go to this address c] (Qv ) [@]
$#2  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »
AllCalendar.Com

Top Sites

Alice views MyTravel calendar Resource

Home Docs Calendars Photos Contact
Hello Alice,

login information, user settings

y Iravel Calendar () New Calendar ( Share this Calendar Resource

Select an Authorization manager to
protect and share your online

< Sep 2010 > Sep 26th 2010 information.

S0deve ue vy s Location: Paris

112 |3|4|5|6]|7 CURCEVE eA CopMo Click on CopMokey to share this resource
From:

8 |9 |10[11]12 13 To:
Repeat:
15|16 (17 [ 18| 19| 20 | 21 A =

2212324 (2512627 |28 Show as:

o N
o A
29(30 (31| 1| 2|3 |4

516|17]18]9](10]M1 )
€an more
{ JI J
4 Places you visited N
\_ Click to enlarge view J
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000 Top Sites

|<|>|| II |[+ @ Go to this address C]CO: )[@]
#5  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »

AllCalendar
Protect Resource Confirmation

Top Sites

p“OtOS Contact

Calendars

TT
Hello Alice,

login information, user settings

y Iravel Calendar ew Calendar ( Share this Calendar Resource w

MyTravel Calendar resource could be shared with the following scopes. Please, select the

scopes which you wish to manage at Authorization Manager Site.

Q Show Free/Busy status Alice selects the scopes

Q Show calendar details

i All scopes (default)

Term of Service

The term of Service describes the contract about the Subject and the Host, informing the Subject é

that this resource is protected by a Trusted Third Party (CopMonkey). Alice reads and accepts terms of Service

LLﬁ_lmeIAImI_.

\4

@' Authorize this Site to register automatically any scopes update at CopMonkey .
| Confirm | or Cancel Confirm
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000 Top Sites

l < | > | [_] u @ | [ + | Go to this address ¢ (a pal=]

$#5  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »

AM Resource Registration

Top Sites

w CloudCollab.Com

p“OtOS Contact

Calendars

TT
Hello Alice,

login information, user settings

y Iravel Calendar ew Calendar ( Share this Calendar Resource

Select an Authorization manager to

AEf )|
line

< CopMonkey User-Managed Access
Su
1
8 Alice log in to AM (popup window)
15 | 16 .\ AllCalendar is asking to sign up with UMA Service

H "‘4 to have it protect resources residing there. Allow?
22|23

UserID alicea
29 | 30 Password sk
Resource data description = Travel Calendar

Alice allows to protect the resource

Deny Allow
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CopMonkey

Alice defines a Sharing Policy for
Travel Calendar at AM



S ™ m

| < | » | ‘E\ \E‘ \: I@Go to this address

M

Top Sites

¢l (ar

#3#  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo!

Notizie (393)v Safari eBooks Babel Fish

Top Sites [

©

Home

Hello Alice,

login information, user settings

User Profile

Protected Resources

e Travel Calendar
at CloudCallabr.Com
~ ¥ Active not Shared

CV Professional
at UnSeen University
Active not Shared

Credit Score
at Financial Central Risk
Active not Shared

Healthy data
at Healthcare System Inc.
Active not Shared

Tax payments
yv at TaxMonkey Inc.
\ Active not Shared

CopMonkey protects your data
an UMA sample AM

Protected Resources

() Create Basket

Sep 6th, 2010
Options v
May 4th, 2010

Options v

May 4th, 2010

Options v

May 4th, 2010

Options v

May 4th, 2010

Options v

© copyright 2009 CMInc. All rights reserved.

Analytics Grant Access
( Type of Information )
5
4
3
2
I

Locational B Vacational
I Biological Biographical
B Transactional
N J

Privacy Exposure

Click to enlarge view

Contact | Jobs | Site Map

AM Welcome Page
Alice views Protected Resource list

Click on Travel Calendar
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Top Sites

\IE‘ IEI IE! \ + ]Oco to this address

¢ (@ )|

[0 i  URL Shortener Cuil

Top Sites

Apple (79)v Identity Manager

Amazon eBay Yahoo!

Notizie (393)v Safari eBooks Babel Fish

I

©

Home

mee  Travel Calendar
~at CloudCallabr.Com
= Active not Shared

Protected Resource Policies

User Profile

CopMonkey protects your data
an UMA sample AM

Protected Resources

Sept 6th, 2010

() Add Policy

Default Sharing Policy

Select | Edit

© copyright 2009 CMInc. All rights reserved.

Analytics

alice.

Grant Access

4 N\

[(;’) Share ] [ 7/ Edit ]

) Add to Basket %
¢ Resource page A

4 N\

Privacy Exposure

Click to enlarge view

Contact | Jobs | Site Map

AM Welcome Page
Alice views Travel Calendar
Protected Resource Policies

Click on "Default Sharing Policy"
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aBédNé

\ZE| \E‘ 'E’ { -~ IO Go to this address

¢l (@ ) (2

[ % URL Shortener Cuil Apple (79)v Identity Manager

eBay Yahoo!

Notizie (393)v Safari eBooks Babel Fish

Top Sites [

9 CopMonkey protects your data

an UMA sample AM

Home User Profile

mee  Travel Calendar
~at CloudCallabr.Com
= Active not Shared

Resource Sharing Policies

g Default sharing Policy

Protected Resources

Sept 6th, 2010

() Add Policy

Deselect | Edit

New Sharing Policy

ﬁ’) Scopes (2 available) Edit
@ Feed Management (empty) Edit
) j Contract Type (empty) Edit
@ Age Restrictions (empty) Edit
@ Resource link to Share (empty) View
% Requesters (empty) View

Select | Edit

© copyright 2009 CMInc. All rights reserved.

alice.

Analytics Grant Access

Ve

A\

~

[(;’) Share ] [ 7/ Edit ]

) Add to Basket %
¢ Resource page A

-

Privacy Exposure

Click to enlarge view

Contact | Jobs | Site Map

Alice views sharing policy items

Click on Scopes
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Top Sites

L <[> ][] (D] [+]OCoto this address

¢|(a ) (2

[0 &5 URL Shortener Cuil

Apple (79)v Identity Manager Amazon

eBay Yahoo!

Notizie (393)v Safari eBooks

Babel Fish

Top Sites f

©

Home

mwe  Travel Calendar
at CloudCallabr.Com

= Active not Shared

Resource Sharing Policies

B Default sharing policy
F,) Scopes (2 available)

User Profile

COpMOﬂkey protects your data
an UMA sample AM

Protected Resources

Analytics

alice.a

Grant Access

Ve

Sep 6th, 2010

() Add Policy

A\

~

[(;’) Share ] [ 7 Edit ]

.|.g Add to Basket ™M
D Resource page P

Deselect | Edit |

Select one of the following scopes:

[:] Show Free/Busy status
Z Show calendar details

@ Feed Management (empty)

( j Contract Type (empty)

@ Age Restrictions (empty)

88 Resource link to Share (empty)

% Requesters (empty)

1 New sharing policy

Select | Edit

Privacy Exposure

© copyright 2009 CMInc. All rights reserved.

Click to enlarge view

Contact | Jobs | Site Map

Alice attaches a scope to the default

sharing policy
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O00 Top Sites
(<[> ] (8] (@] [4]@Go o this address clla PE] Alice edits Feed Management policy
[0 &5  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »

item
Top Sites J'

alice.ad

@ CopMonkey protects your data

an UMA sample AM

Home User Profile Protected Resources Analytics Grant Access
we  Travel Calendar Sept 6th, 2010
' at CloudCallabrCom [ & Share ] [ / Edit ]

= Active not Shared
.|.g Add to Basket ™M

¢ Resource page A

A\ J

& Default sharing polic Deselect | Edit [ )
8 POICY Privacy Exposure

Resource Sharing Policies () Add Policy

?ﬁ/\ Scopes (Show Calendar details) Edit

@ Feed Management

Start End

g Period validity 09 /06 /2010 10/06 /2010 L

Z Ask me for consent first -

[:] Notify me about data access

‘ j Contract Type (empty) Edit

@ Age Restritions (empty) Edit

88 Resource link to Share (empty) View

n}:ﬁ Requesters (empty) View

New sharing pO|IC)/ Select | Edit \ Click to enlarge view

Contact | Jobs | Site Map
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Y

Top Sites

iIIZ‘ \E‘ |§! { + }O Go to this address

¢ (@ )|

[ 5 URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo!

Notizie (393)v Safari eBooks Babel Fish

Top Sites f

9 CopMonkey protects your data

an UMA sample AM

Home User Profile

meen  Travel Calendar
~at CloudCallabr.Com
= Active not Shared

Resource Sharing Policies

& Default sharing policy

Protected Resources

Sept 6th, 2010

() Add Policy

Deselect | Edit

ali

Analytics Grant Access

Ve

[(? Share ] [ 7/ Edit ]

) Add to Basket %
¢ Resource page A

A\

-

Privacy Exposure

ﬁ Requesters (empty)

3 New sharing policy

?ﬁ) Scopes (Show Calendar details) Edit
@ Feed Management (active) Edit
) j Contract Type (empty) Edit
@ Age Restrictions (empty) Edit
88 Resource link to Share (empty) View

View

Select | Edit

© copyright 2009 CMInc. All rights reserved.

Click to enlarge view

Contact | Jobs | Site Map
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Top Sites

\ZE| \E‘ 'E’ { -~ IO Go to this address

¢l (a )|

[0 &5 URL Shortener Cuil

Apple (79)v Identity Manager Amazon

eBay Yahoo!

Notizie (393)v Safari eBooks Babel Fish

Top Sites )i
©

Home

mee  Travel Calendar
~ at CloudCollab.Com
= Active not Shared

Resource Sharing Policies

B Default sharing policy

User Profile

COpMOﬂkey protects your data
an UMA sample AM

Protected Resources

Sept 6th, 2010

QAdd Policy |

Deselect | Edit

Analytics

alice.

Grant Access

4 N\

[(;’) Share ] [ 7 Edit ]

.|.g Add to Basket ™M
D Resource page P

A\ J

4 N\

Privacy Exposure

&1 New sharing policy

Select | Edit

© copyright 2009 CMInc. All rights reserved.

?ﬂ) Scopes (Show Free/Busy status) Edit

@ Feed Management (active) Edit

B j Contract Type (empty) Edit \

@ Age Restritions (empty) Edit - -
88 e Trae i e TR Callapse ~ Your information around the World
Copy the following link to share with the requester:

URL https://allcalendar.com/share?d=f2bc56dd45 ‘ .
% Requesters (empty) View o

Click to enlarge view

Contact | Jobs | Site Map

Alice views Resource link to Share

Copy link



Alice registers a new (Work) Calendar to AM



Resource
at hosts

UMA Scope Conceptual Model

CloudCollab

Service

Resource Scopes
Update

Protected Resource

Protected Resource

& J

Available
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Readstatus
S1

Readdescr
S2

Travel

Resource Registration
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i Work ]

|
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o |

Subject Resource Data

/

i Travel

|
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\
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000 Top Sites

EIZ] . u [+ IQGoto this address C] CQ' ) [@]

#5  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »

AllCalendar.Com
Alice views Work calendar Resource

Top Sites

Home Docs Calendars Photos Contact
Hello Alice,

login information, user settings

or alendar Q New Calendar @ Share this Calendar Resource

Select an Authorization manager to
protect and share your online
< Oct 2010 > Oct 26th 2010 information.

Su Mo Tu We Th Fr Sa Location: Rome

112|834 |5|6/|7 CURCEVE Click on CopMokey to share this resource

From:
8 91011 |12 13 To:
Repeat:
15|16 | 17| 18 | 19 | 20 | 21 A =

2212324252627 |28 Show as:

_
WA
201303111 2|3 ]| 4

51617189101 )
ean more
{ JIA J
4 Places you visited N
L Click to enlarge view /)
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O00 Top Sites

| < I > | [_J u @ | [ + @ Go to this address ¢ (a ) =)

#5  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »

AllCalendar
Protect Resource Confirmation

Top Sites

ww

Calendars

Flome P|aces
Hello Alice,

login information, user settings

or alendar ew Calendar ( Share this Calendar Resource w

oudd.oliapn.Com Frotectie esource confirmation

Work Calendar resource could be shared with the following scopes. Please, select the
scopes which you wish to manage at Authorization Manager Site..

- i Show Free/Busy status Alice selects the scopes
B 9 Show calendar details
— 9 All scopes (default)

Term of Service

The term of Service describes the contract about the Subject and the Host, informing the Subject 6

that this resource is protected by a Trusted Third Party (CopMonkey). 3

Alice reads and accepts terms of Service

g Authorize this Site to register automatically any scopes update at CopMonkey

Confirm

| Confirm |  or Cancel
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000

Top Sites

l < I > | [_J u @ | | + @ o to this address

¢l (ar

) (2

i URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo!

Top Sites

Hello Alice,

login information, user settings

Y Iravel Calendar

Flome P|aces

Calendars

New Calendar

Notizie (393) v Safari eBooks Babel Fish

ww

»

-

Share this Calendar Resource

Select an Authorization manager to

\( )
< CopMonkey User-Managed Access
Su Mo
12
8 |9
15| 16
22 |23
UserlD  alicea
29 | 30 Password  skekiork
5|6 Resource data description Work Calendar

[ Deny ] [ Allow ]

.\ ClooudCollab.Com is asking to sign up with UMA Service
4 to have it protect resources residing there. Allow?

© copyright 2009 CMInc. All rights reserved.

\ Click to enlarge view

AM Resource Registration

Alice log in to AM (popup window)

Alice allows to protect the resource
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Alice views Default Sharing Policy
for Work Calendar at AM



S ™ m

| < | » | ‘E\ \E‘ \: I@Go to this address

Top Sites

¢l (ar

URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo!

Notizie (393)v Safari eBooks Babel Fish

Top Sites [

©

Home

Hello Alice,

login information, user settings

User Profile

Protected Resources

me Work Calendar
at CloudCallabr.Com
~ ¥ Active not Shared

e Travel Calendar
at CloudCallabr.Com
= % Active not Shared

CV Professional
at UnSeen University
Active not Shared

Credit Score
at Financial Central Risk
Active not Shared

Healthy data
at Healthcare System Inc.
Active not Shared

CopMonkey protects your data
an UMA sample AM

Protected Resources

() Create Basket

Sep 18th,2010

Options v

Sep 6th, 2010

Options v

May 4th, 2010

Options v

May 4th, 2010

Options v

May 4th, 2010

Options v

© copyright 2009 CMInc. All rights reserved.

Locational B Vacational
I Biological Biographical
B Transactional
N J

Analytics Grant Access
( Type of Information )
5
4
3
2
I

Privacy Exposure

Click to enlarge view

Contact | Jobs | Site Map

AM Welcome Page
Alice views Protected Resource list

Click on Work Calendar
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OO0 Top Sites

(1o () (@] (2@ coo s sares ¢) (@ ) (&)
M % URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish » AM Welcome Page
Top Sites [ Alice views Work Calendar
alic Protected Resource Policies

@ CopMonkey protects your data

an UMA sample AM

Home User Profile Protected Resources Analytics Grant Access
men Work Calendar Sept 6th, 2010 - _
at CloudCallabr.Com [ & Share ] [ / Edit ]

= Active not Shared
) Add to Basket %

{) Resource page A

Default Sharing Policy Select | Edit [ Pri E N Click on "Default Sharing Policy"
’ rivacy Exposure

Protected Resource Policies () Add Policy |

Click to enlarge view

Contact | Jobs | Site Map

© copyright 2009 CMInc. All rights reserved.
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O00 Top Sites

\ZE| \E‘ 'E’ { -~ IO Go to this address

¢l (@ ) (2

[0 &5 URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo!

Notizie (393)v Safari eBooks Babel Fish

Top Sites [

9 CopMonkey protects your data

an UMA sample AM

Home User Profile Protected Resources

mn Work Calendar Sept 6th, 2010

~at CloudCallabr.Com
=¥ Active not Shared

Resource Sharing Policies () Add Policy \

g1 Default sharing Policy Deselect | Edit

New Sharing Policy Select | Edit

ﬁ’) Scopes (default:Show Free/Busy Status) Edit
@ Feed Management (empty) Edit
) j Contract Type (empty) Edit
@ Age Restrictions (empty) Edit
@ Resource link to Share (empty) View
% Requesters (empty) View

© copyright 2009 CMInc. All rights reserved.

alice.

Analytics Grant Access

Ve

A\

~

[(;’) Share ] [ 7/ Edit ]

) Add to Basket %
¢ Resource page A

-

Privacy Exposure

Click to enlarge view

Contact | Jobs | Site Map

Alice views sharing policy items

Scope is automatically assigned to the default Policy



Alice Registers/Updates scopes for the
Work Calendar to AM



000 Top Sites

EIZ] . u [+ IQGoto this address C] CQ' ) [@]

#5  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »

AllCalendar.Com
Alice views Work calendar Resource

Top Sites

Home Docs Calendars Photos Contact
Hello Alice,

login information, user settings

or alendar Q New Calendar @ Share this Calendar Resource

Select an Authorization manager to
protect and share your online
< Oct 2010 > Oct 26th 2010 information.

Su Mo Tu We Th Fr Sa Location: Rome

112|834 |5|6/|7 CURCEVE Click on CopMokey to share this resource

From:
8 91011 |12 13 To:
Repeat:
15|16 | 17| 18 | 19 | 20 | 21 A =

2212324252627 |28 Show as:

_
WA
201303111 2|3 ]| 4

51617189101 )
ean more
{ JIA J
4 Places you visited N
L Click to enlarge view /)
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O00 Top Sites

| < I > | [_J u @ | [ + @ Go to this address ¢ (a ) =)

#5  URL Shortener Cuil Apple (79)v Identity Manager Amazon eBay Yahoo! Notizie (393)v Safari eBooks Babel Fish »

AllCalendar
Protect Resource Confirmation

Top Sites

“Photos TContact

Calendars

TT
Hello Alice,

login information, user settings

or alendar ew Calendar ( Share this Calendar Resource w

oudacoliab.Com Frotectie esource conrirmation

Work Calendar is already registered at CopMonkey including the selected Scopes. Would
you like to add more scopes to be managed at Authorization Manager Site? Please,
selects one o more scopes:

B i Show Free/Busy status Alice selects the scopes

B 9 Show calendar details
B 9 All scopes (default)

Term of Service

The term of Service describes the contract about the Subject and the Host, informing the Subject 6

that this resource is protected by a Trusted Third Party (CopMonkey). Alice reads and accepts terms of Service

g Authorize this Site to register automatically any scopes update at CopMonkey Confirm

| Update | or Cancel
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