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About Kantara Initiative
kaNtara |

® Participation: Open global identity, web, and developer
community of individuals and organizations, such as:

® Deployers, operators,Web 2.0 service providers, eGovernment
agenciles, | T vendors, consumer electronics vendors

® Developers and members of the open source, legal, and privacy
communrties

® Goal: Harmonize identity community activities to help ensure
secure, Identity-based, online interactions

® While preventing misuse of personal information so that networks will
become privacy protecting and more natively trustworthy environments.

® Work: |8 Work Groups and Discussion Groups (including UMA)
and two certification oversight bodies (Assurance and Interop)
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How to participate

[t's absolutely free to participate in any group

® You can also support the overall goals of the Inrtiative with
an individual or organizational Membership

Today Is a public workshop

You are invited to become an UMA WG participant
("UMAnItarian™!) to contribute actively to our work

o become a participant right now, visit
kantarainitiative.org, select the User-Managed
Access Group, and click on Join This Group

® \We operate under reciprocal royalty-free rules
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Suggested agenda for today

® |ntroductions

® UMA In a nutshell

® |[he landscape and requirements

® Scenarios, use cases, and user experiences

® [he UMA protocol

® Policies, claims, and agreements



Introductions

kaNtara
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UMA in a nutshell

kaNtara
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UMA is...

A web protocol that lets you control authorization of
data sharing and service access made on your behalf

A Work Group of the Kantara Initiative that is free for
anyone to join and contribute to

A set of draft specifications that Is free for anyone to
implement

Heading towards multiple iImplementation efforts

Going to be contributed to the [ETF

Striving to be simple, OAuth-based, identifier-agnostic,
RES Tful, modular, generative, and developed rapidly
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Host

The players

(definitions come from core protocol spec)

Protected PEP
Resource



http://kantarainitiative.org/confluence/display/uma/UMA+1.0+Core+Protocol
http://kantarainitiative.org/confluence/display/uma/UMA+1.0+Core+Protocol

The players

(definitions come from core protocol spec)

a web user who configures an

protected resource at a host

authorization manager with policies that
control how it makes access decisions
\ when a requester attempts to access a
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The players

(definitions come from core protocol spec)

a web user who configures an
Authorizine authorization manager with policies that
control how it makes access decisions
when a requester attempts to access a
- | protected resource at a host

enforces access to the protected
resources it hosts, as decided by
an authorization manager
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The players

(definitions come from core protocol spec)

Authorizing

a web user who configures an
authorization manager with policies that
control how it makes access decisions
when a requester attempts to access a
protected resource at a host

enforces access to the protected
resources it hosts, as decided by
an authorization manager
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Protected PEP

Resource

protected resource

carries out an authorizing user's
policies governing access to a

seeks access to a
protected resource

Requester

protected resource

requesting party: a web user,
or a corporation (or other
legal person), that uses a
requester to seek access to a
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Some starter scenarios

T ravel/ IZ .c.on

Keep your ilineraries Aere
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Protected
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- Store

Manager

i i Grant A‘ccess
\,@Protect s Authorization '.

Enforce

\Y4

" Access

Requester
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Landscape and requirements
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Provisioning data “by hand and

by value” is broken

Name

Street Address

City

State Enter Text J
Zip/Postal

Province

Country Enter Text 3
Phone

Email

Preferred ) Postal Mail
Communication () Phone
C ) E-mail




Comparing models

Classic web form model



Comparing models

Classic web form model
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site that
consumes data



Comparing models
Classic federated identity model



Comparing models
Classic federated identity model

identity provider,
discovery service...

(authorize)



Comparing models
OAuth-style model



Comparing models
OAuth-style model
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Comparing models
OAuth-style model




Comparing models
UMA model



Comparing models
UMA model
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contract

requester
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Comparing models
UMA model
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Comparing models

Classic access management model



Comparing models

Classic access management model

admin
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Design principles and requirements

(see also requirements doc)

® Original DPs: simple; OAuth; ID-agnostic;
RES T1ul; modular; generative; fast

® Emergent DPs: cryptography; privacy;
complexity; authentication; user experience

® Original regs: access relationship service; user-
driven policies and terms; user management of
relationship; auditing; direct access; multiple hosts

® Emergent regs: host/AM separation; resource
orlentation; correlation of authorizing user by
multiple hosts; representation-agnostic AM

|18


http://kantarainitiative.org/confluence/display/uma/UMA+Requirements
http://kantarainitiative.org/confluence/display/uma/UMA+Requirements

User experiences,
scenarios, and use cases
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User experiences
imagined — and real

® Newcastle University SMART project
(presented by Macie] Machulak)

® “\ision wireframes’ (thanks to
Catalano)

20
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A sampling of scenarios

(see also scenarios and use cases doc)

Sharing a Calendar with Vendors (Accepted)

Packaging Resources for E-Commerce Vendors
(Accepted)

Online Personal Loan request scenario (Accepted)

Distributed Services (Pending)

Managing Information in Which Employers and Employees
Both Have a Stake (Pending)

Delegating Access Management to Custodians (Pending)

Moving

Control

Resources Between Hosts (

ing Access to Health Data (

21
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The protocol

kaNtara
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First, a little bit about OAuth

Web
Application

1. Requests token

>

with OAuth

2. Responds with un-

<

authorized request token

3. Requests authorization

Google

4. Redirects user to

for request token > Accounts
6. Redirects with authorized Authorization
request token
7. Requests exchange >
for access token
8. Responds with
<
access token
9. Requests data t’ GOUSIC
with access token Service
0. Responds with Access

requested data

23

B

Access Consent page
User
5. Logs in & grants/

denies access

Classic Google Code diagram

get a token

use a token
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First, a little bit about OAuth

unique flows per clie
device type, and

W _ .

Auth 2.0 has

" no request token |
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access token
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with access token .
Service
0. Responds with Access
requested data
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First, a little bit about OAuth
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UMA'’s history with OAuth
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Comparing OAuth2 and UMA

® Resource owner = Authorizing user

® Resource server = Host

® Authorization server = Authorization manager

® (lient = Requester

® [he two servers meet = Host and AM can meet
out of band dynamically (using OAuth))

® Authzis binary:you geta ™ Authz can depend on
token or you don't requester “‘claims”

® [oken validation process ™ Host can ask AM to
IS unspecified validate token at run time

25



The UMA protocol in a nutshell:
trust a token, get a token, use a token

"

Authorization Manager (AM)

Authorizing User (user at browser or other user agent)

3

Host
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Requester
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Requesting
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The UMA protocol in a nutshell:
trust a token, get a token, use a token

. N
metadata |b. get metadata -
Analytics EESECIUT-NNS———
| L | (-
- Authorization Server | Cor .
\ \
\ . \
‘ Client | LR
Policy i Protected Resource i Ed, i, .
| |
e iy | Requesting
Authorization Manager (AM) Host Requester  pyrty
\ J L y,

|d. define |a. provision
policies AM location

| c. authorize Host to trust AM

g Step |. User Introduces Host to AM

Authorizing User (user at browser or other user agent)
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The UMA protocol in a nutshell:
trust a token, get a token, use a token

2¢. ask for access token, supplying claims as demanded

4 N\
metadata |b. get metadata -
Analytics WRAP/OAUth2 | WRAP/OAUth2 .
[
| . | o
- Authorization Server ' Protected 2b. attempt access

!
. - Resource
Client |

: Client :
. -~ Protected Resource s G = @
Policy " ‘_ @ |

************************** Requesting
Authorization Manager (AM) Host Requester  pyrty
A / \ J
| d. define |a. provision 2a. provision
policies AM location Resolurce
location

| c. authorize Host to trust AM

Step |. User Introduces Host to AM

Step 2. Requester Gets Access Token

Authorizing User (user at browser or other user agent)
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The UMA protocol in a nutshell:
trust a token, get a token, use a token

2c. ask for access token

, supplying claims as demanded

= _______ .

[
:' Protected

!
. - Resource
Client |

N
metadata |b. get metadata
Analytics  WRAPOAuwh2 |
Yt |
Authorization Server
| 3b. validate
. " Protected Resource token (opt)
Policy
-V
I
Authorization Manager (AM)
)

| d. define
policies

| c. authorize Host to trust AM

Step |. User Introduces Host to AM

Step 2. Requester Gets Access Token

|a. provision
AM location

WRAP/OAuUth2

2b. attempt access

|
Step 3. Requester

Accesses Resource

[
|
|
[
Client :
[
|
[
|

&

Requester

Requesting
Party

2a. provision
Resource
location

Authorizing User (user at browser or other user agent)
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Some current protocol issues

(see also protocol issues list)

® Spec modularity

® Fows for getting a token: user delegation?
autonomous client! others?

® [oken validation models
® (laims about requesting-party identity
® |nter-entity Info discovery

® Resource basket optimizations
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Policies, claims, and agreements

kanNtara
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Policies can be unilateral or
can require claims

® Unilateral
® “Allow access for a week”
® (laims-requiring:

® “Allow access to anyone who agrees to my licensing
terms’” (promissory statement)

® “Allow access to someone who can prove
themselves to be bob@gmail.com™ (affirmative
statement)

® “Allow access to anyone who says they're |8 or
older” (affirmative statement)
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Claims are about requesting
parties (not requesters)

AIRPLANR

Legal Person - VendorCo

" Hi 'm Bob Baker. )

Natural Person - Bob

| Natural Person - Alice

Requesting
Party

Authorizing
User

(
e

an

a party to access

- authorization

a party to access
authorization

Hi Pm Alice Adams. -

Person-to-Vendor

Sharing

Person-to-Person .
Scenario
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Alice uses some intermediary
services

Legal Person - VendorCo Natural Person - Bob
Requesting
Party an
a party to access
G authorization
Authorizing LB ‘
User
Person-to-Vendor | Person-to-P >haring
) - - - - .
%E_) erson-to-venaor erson-to-rerson Scenario
c
2
o 7 ravel/ It com
g TOS — Host Service Vendor
@ a party to access an intermediary, possibly
e authorization @ a third-party beneficiary
TOS % AM Service Vendor

pairwise terms of service
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Bob uses intermediary services
too

Natural Person - Bob |

Reque;tmg = a party to access
arty C authorization
Authorizing TOS pairwise terms of service
. an intermediary, possibl
User % Requester Service Vendor - third-party bgnpeﬂciar; Sc wl
i 5 > Sharing
Y erson-to-rerson .
= Scenario
c
@)
&
ou .
— Host Service
< TOS
2 Vendor
- a party to access an intermediary, possibly
authorization , a third-party beneficiary
AM Service
TOS
Vendor

pairwise terms of service
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When the requesting party is a
company...

Legal Person - VendorCo I

- the same user; possibly
RequeStmg Q a third-party beneficiary
Party TOS pairwise terms of service
Authorizin Requester a party to access
User ; 24 Service Vendor asporizaion AIRPLANR

Person-to-Vendor Sharing
Q .
= VendorCo acting on Sub-Scenario
| Alice's behalf, a la OAuth
S
)
- oo Host Service
2 Vendor
2 2 [y o atcess an intermediary, possibly
authorization , a third-party beneficiary
o AM Service |
_ L Vendor

pairwise terms of service
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Or the company might be
acting on its own behalf

Legal Person -VendorCo

Requesting
: a party to access
Party "B authorization

Authorizing
User Requester Service

deployed erther in-house .
or through a third party = === FA2 TES

) Person-to-Vendor Sharing
%(_J VendorCo acting on Sub-Scenario
| its own behalf
3
o
= Host Service
= 105 Vendor
2 3 DALy U0 BECEss an intermediary, possibly
authorization , a third-party beneficiary
o AM Service
. Vendor

pairwise terms of service
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