What Is User-Managed Access
And Why Do We Need It!

Presented by several UMAnNItarians
(participants in the Kantara UMA Work Group)
with WG chair Eve Maler as your emcee
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Introduction:What is UMA, why do we need it, and
how far along is it?

Use cases illustrating UMA's unique strengths

Why would an organization want to UMA-enable its
apps!
Existing UMA implementations

How UMA works to build technical and business trust

Q&A
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Privacy is not about secrecy

The goal of a flexible, user-centric identity
management infrastructure must be to allow the
user to quickly determine what information will
be revealed to which parties and for what
purposes, how trustworthy those parties are and
how they will handle the information, and what
the consequences of sharing their information
will be”

— Ann Cavoukian, Information and Privacy Commissioner of Ontario,
Privacy in the Clouds paper

[t's about context, control, choice, and respect
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The price for sharing access to
our data is too high
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The price for sharing access to
our data is too high

Either we have
to do all the work
ourselves

Price for Using Our "Free” Webhsite

"Remember.
You're not the customer, you're the product!”

Graphlam.com

..0ften in the role of the “product,”
not the “customer”
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The price for sharing access to
our data is too high

Either we have
to do all the work
ourselves

Price for Using Our "Free"” Wehsite

"Remember.
You're not the customer, you're the product!”

festing

HEOR B8

Graphlam.com

..0ften in the role of the “product,”

not the “customer”
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Or we have to

agree to install large

data pipelines

An application would like to connect to your
account

The application KanyeAnalysis™ by imma-let-u-finish would like the
ability to access and update your data on Twitter. This application also
plans to murder all of your children.

Allow KanyeAnalysis™ to murder
your children?

Deny

..resulting in oversharing of high-

quality data and a “too many
subscriptions” problem

4
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The price for sharing access to
our data is too high

Either we have Or we have to Or we share
to do all the work  agree to install large  with friends through
° * €6 o y
ourselves data pipelines secret links
Price for Using Our "Free” Website &f >
g (jk). SIL
"Remember.
You're not the customer, you're the product!” C al en d ar
An application would like to connect to your
| account
B Foroedioweh The application KanyeAnalysis™ by imma-let-u-finish would likethe | Your calendar's Private Address is designed for
B Fromotional goodwil ability to access andupdatc_vo‘urdata on Twitter. This application also lv. All of r lendar information i
®  plans to murder all of your children. your use only Of your calenda ormation 1S
O e available via your private links, so don't share this
B Personal data forus Allow KanyeAnalysis™ to murder address with others.
. your children?
To change your Private Address and disable any
Deny previous access, click the Reset Private URLs
link.
Graphlam.com ) ) ] ) ] ' ) )
..resulting in oversharing of high- ..rebuilding friend lists over and
..often in the role of the “product,” quality data and a “too many over — and hoping they won't give
not the “customer’”’ subscriptions” problem away the store
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UMA is...

A web protocol that lets you control authorization of data
sharing and service access made on your behalf

A set of draft specifications that Is free for anyone to implement

Undergoing multiple implementation efforts

A Work Group of the Kantara Initiative that Is free for anyone
to join and contribute to

Striving to be simple, OAuth-based, identifier-agnostic, RES T1ul,
modular, generative, and developed rapidly

Contributed to the IETF for consideration as an Internet-Draft
(rev 02)

Heading towards interoperability testing and increased OpenlD
Connect integration in early 2012

5
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UMA gives users a digital footprint dashboard

Source: http://www.flickr.com/photos/paraflyer/2749336420/
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UMA gives users a digital footprint dashboard

Web 2.0 access control
today is inconsistent and
unsophisticated

Source: http://www.flickr.com/photos/paraflyer/2749336420/
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM

Source: http://www.flickr.com/photos/paraflyer/2749336420/
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM

You have to name
known people in order
to share with others

Source: http://www.flickr.com/photos/paraflyer/2749336420/
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM
You have to name Your AM can
known people in order test for claims like
to share with others ' R “over |8”

Source: http://www.flickr.com/photos/paraflyer/2749336420/
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM
You have to name Your AM can
known people in order test for claims like
to share with others : < | “over |8”

You must be online
in order to authorize
access by others

Source: http://www.flickr.com/photos/paraflyer/2749336420/
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM
You have to name Your AM can
known people in order test for claims like
to share with others ' < “over |8”
You must be online You can set up
in order to authorize policies that work |
access by others while you're away

Source: http://www.flickr.com/photos/paraflyer/2749336420/
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM
You have to name Your AM can
known people in order test for claims like
to share with others ' R “over |8”
You must be online You can set up
in order to authorize policies that work
access by others while you're away

YO u CC] n t a dve rtls e Source: http://www.flic’kr.com/photos/paraflyer/2749336420/
your con tent
without giving it away
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM
You have to name Your AM can
known people in order test for claims like

to share with others ; < “over |8”

You can set up
policies that work |
while you're away

You must be online
in order to authorize
access by others

You Can t advertlse Source: http://www.flic’kr.com/photos/paraflyer/2749336420/ You Can ContrOI
your content access to stuff
without giving it away with public URLS
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM
You have to name Your AM can
known people in order test for claims like

to share with others ' < “over |8”

You can set up
policies that work |
while you're away

You must be online
in order to authorize
access by others

You Can t advertlse Source: http://www.flic’kr.com/photos/paraflyer/2749336420/ You Can ContrOI
your content access to stuff
without giving it away with public URLS

You can't get @
global view of all
your sharing relationships
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UMA gives users a digital footprint dashboard

Web 2.0 access control You can unify
today is inconsistent and access control
unsophisticated  under one AM
You have to name Your AM can
known people in order test for claims like

to share with others ; < “over |8”

You can set up
policies that work |
while you're away

You must be online
in order to authorize
access by others

You can't “advertise” L e You can control
your content access to stuff
without giving it away with public URLS
You can't get a You can manage
global view of all and revoke access
your sharing relationships from one place
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Agenda

Introduction: What i1s UMA, why do we need It, and
how far along is It/

Use cases illustrating UMA’s unique strengths

Why would an organization want to UMA-enable its
apps!
Existing UMA implementations

How UMA works to build technical and business trust

Q&A
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UMA data sharing constellations @@how to put
OpenlD Connect as well?

tinyurl.com/umawg 9

Sunday, 11 December 2011


http://tinyurl.com/umawg
http://tinyurl.com/umawg

UMA data sharing constellations @@how to put
OpenlD Connect as well?

8

Authorizing user
(natural person)

online stuff

Alice's
protected

tinyurl.com/umawg 9

Sunday, 11 December 2011


http://tinyurl.com/umawg
http://tinyurl.com/umawg

UMA data sharing constellations @@how to put
OpenlD Connect as well?

Similar to OAuth-mediated access: Requesting user
Alice wants a client app she uses to (person-to-self
regularly access a service she uses sharing)
%=
o
m :
© § @
£go
<< 0 =
Qo
Authorizing user
(natural person)
tinyurl.com/umawg 9 UM A
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UMA data sharing constellations @@how to put
OpenlD Connect as well?

Similar to OAuth-mediated access:
Alice wants a client app she uses to
regularly access a service she uses

Requesting user
(person-to-self
sharing)

) Requesting user
(person-to-person
Bob sharing)

Similar to "friends and family" sharing:
Alice wants other people to access her
data and services

online stuff

Alice's
protected

Authorizing user
(natural person)
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UMA data sharing constellations @@how to put
OpenlD Connect as well?

Similar to OAuth-mediated access:
Alice wants a client app she uses to

Requesting user
(person-to-self

regularly access a service she uses sharing)
S!m|lar to "friends and family" sharing: -~ Requesting user
Alice wants other people to access her (person-to-person
data and services Bob sharing)
95
© § @
S8
< O =
a5
Authorizing user :
| PN~ Requesting party
(natural person) - - - (person-to-organization
Similar to (what?) @gahizat@ P o
S sharing)

Agent of
requesting party
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UMA data sharing constellations @@how to put
OpenlD Connect as well?

Similar to OAuth-mediated access:
Alice wants a client app she uses to

Requesting user
(person-to-self

regularly access a service she uses sharing)
Similar to "friends and family" sharing: @ Requesting user
Alice wants other people to access her - (person-to-person
data and services Bob sharing)
25
jo U @
£go
< g_ T:;
Authorizing user S :
(natural person) N e Ne Requesting party
i e Dt (person-to-organization
( ) @g‘a@ﬁ ) sharing)

Agent of
requesting party

: b(s A Requesting party
Similar to (what?) SO (person-to-organization
@gamzatBn sharing)
tinyurl.com/umawg 9 UM A

Sunday, 11 December 2011


http://tinyurl.com/umawg
http://tinyurl.com/umawg

Use case: Protecting hData
electronic health records

® @@Discuss need for high securrty,
compliance, and dynamic introduction of
parties
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Use case: Sharing trusted
identity attributes a la NSTIC

°* @@

Discuss “'personal data store”/ 'personal

data locker” implications

* @@
* @@

Discuss street identity example!

iscuss roles for trust frameworks and

LOAs (more to come on UMA's trust
model)

® @Q@>Set up SMART and TAS3 segments
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Use case: Selectively sharing
photos and albums

® @@Discuss advantages of standardized
scopes and resource sets

® @Q@5Set up Fraunhofer segment

tinyurl.com/umawg 12
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Agenda

Introduction: What i1s UMA, why do we need It, and
how far along is It/

Use cases illustrating UMA's unique strengths

Why would an organization want to UMA-enable its
apps’?
Existing UMA implementations

How UMA works to build technical and business trust

Q&A
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Web apps that become UMA hosts can easily
offer “context, control, choice, and respect”
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Web apps that become UMA hosts can easily
offer “context, control, choice, and respect”

® You can provide sophisticated protection and sharing of
any user content or data that isn't meant to be fully
public
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Web apps that become UMA hosts can easily
offer “context, control, choice, and respect”

® You can provide sophisticated protection and sharing of

any user content or data that isn't meant to be fully
public

® You can outsource the entire job to third parties (AMs)
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Web apps that become UMA hosts can easily
offer “context, control, choice, and respect”

® You can provide sophisticated protection and sharing of

any user content or data that isn't meant to be fully
public

® You can outsource the entire job to third parties (AMs)

® You can ensure that the protection of sensitive
resources Is stronger than the “private URL trick”
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Web apps that become UMA hosts can easily
offer “context, control, choice, and respect”

® You can provide sophisticated protection and sharing of
any user content or data that isn't meant to be fully
public

® You can outsource the entire job to third parties (AMs)

® You can ensure that the protection of sensitive
resources Is stronger than the “private URL trick”

® You can build trust more readily with users who are
“privacy fundamentalists”
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Web apps that become UMA hosts can easily
offer “context, control, choice, and respect”

You can provide sophisticated protection and sharing of
any user content or data that isn't meant to be fully
public

You can outsource the entire job to third parties (AMs)

You can ensure that the protection of sensitive
resources Is stronger than the “private URL trick”

You can bulld trust more readily with users who are
“privacy fundamentalists”

You can integrate these features using lishtweight
OAuth, |[SON, HTTE and REST paradigms and a freely
implementable protocol
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|dentity providers that become UMA AMs can
centrally coordinate sharing of anything to anyone
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|dentity providers that become UMA AMs can
centrally coordinate sharing of anything to anyone

® [he separation between IdPs and other attribute
providers has long been acknowledged — you can never
be the sole trusted source of all interesting user data
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|dentity providers that become UMA AMs can
centrally coordinate sharing of anything to anyone

® [he separation between IdPs and other attribute
providers has long been acknowledged — you can never
be the sole trusted source of all interesting user data

® OpenlD Connect is solving how you as an |dP can act as

a discovery hub for OAuth-mediated access to
attributes
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|dentity providers that become UMA AMs can
centrally coordinate sharing of anything to anyone

® [he separation between IdPs and other attribute
providers has long been acknowledged — you can never
be the sole trusted source of all interesting user data

® OpenlD Connect is solving how you as an |dP can act as
a discovery hub for OAuth-mediated access to
attributes

o UMA complements it by solving how you as an IdP can
now act as an authorization hub for access by “others
besides Alice” to:
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|dentity providers that become UMA AMs can
centrally coordinate sharing of anything to anyone

® [he separation between IdPs and other attribute
providers has long been acknowledged — you can never
be the sole trusted source of all interesting user data

® OpenlD Connect is solving how you as an |dP can act as
a discovery hub for OAuth-mediated access to
attributes

o UMA complements it by solving how you as an IdP can
now act as an authorization hub for access by “others
besides Alice” to:

® [rusted attributes
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|dentity providers that become UMA AMs can
centrally coordinate sharing of anything to anyone

® [he separation between IdPs and other attribute
providers has long been acknowledged — you can never
be the sole trusted source of all interesting user data

® OpenlD Connect is solving how you as an |dP can act as
a discovery hub for OAuth-mediated access to
attributes

o UMA complements it by solving how you as an IdP can
now act as an authorization hub for access by “others
besides Alice” to:

® [rusted attributes

® User-generated content
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|dentity providers that become UMA AMs can
centrally coordinate sharing of anything to anyone

® [he separation between IdPs and other attribute
providers has long been acknowledged — you can never
be the sole trusted source of all interesting user data

® OpenlD Connect is solving how you as an |dP can act as
a discovery hub for OAuth-mediated access to
attributes

o UMA complements it by solving how you as an IdP can
now act as an authorization hub for access by “others
besides Alice” to:

® [rusted attributes

® User-generated content

® APIs
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Agenda

Introduction: What i1s UMA, why do we need It, and
how far along is It/

Use cases illustrating UMA's unique strengths

Why would an organization want to UMA-enable its
apps!

Existing UMA implementations

How UMA works to build technical and business trust

Q&A

tinyurl.com/umawg

Sunday, 11 December 2011


http://tinyurl.com/umawg
http://tinyurl.com/umawg

Implementation work to date

® [he SMART project at Newcastle University
® Fraunhofer AISEC project
® Synergetics TAS3/UMA Integration

tinyurl.com/umawg |7
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The SMART project is...

® About “Student-Managed Access to Online Resources”

® J[aking place at the School of Computing Science,
Newcastle University

® Affiliated with Centre for Cybercrime and Computer Security

® [eam members include Prof. Aad Van Moorsel, Macieg)
Machulak; tukasz Moren, Macie] Wolniak, Chris Franks, and Jacek
Szpot

e |ISC-funded

® Planning to open-source its "UMA/}" implementation and
sample apps

® See:research.nclac.uk/smart, smartjisc.wordpress.com,
and @smartproject

tinyurl.com/umawg |18
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Authorizing

SMART lets Alice

share photos 8~
selectively with Manage l \ Y

Bob
(@@replace) / !

\

Host Protect A sl \
uthorization
PEP PDP Delegate
Protected Manager .
Resource /
\ Authorize /
Access l /
Requester [\ >
~
4:_.__.;%
Requesting
Party
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SMART lets Alice -,
share photos / U@ ™

selectively with Manage N\
Bob l ontro \

(@@replace) \\

Authorization
POP

|
Delegat
Manager i i
& I /
The photo service Alice .
uses, with protected RUsonze /
\albums J Access /
e "
Requester >
~
L ' ‘é
Requesting
Party
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SMART lets Alice -,
share photos / U@ ™

selectively with Manage l \
Control

BOb Alice’s chosen AM

(@@replace) \ ’

. Protect s \
ﬂa"”fe@] smartam

aaaaaaaaaaaaaaaaaaaaaaaaaaa . securely.

""""" /

. ,, / /
The photo service Alice
uses, with protected

Authorize /
albums l
\_ ) Access /

> 4
\ Requester : il

£t Y
Requesting
Party
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SMART lets Alice
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Authorizing
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pyh ' A
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=

The photo service Alice
uses, with protected
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owned by others (in this case, another

instance of Gallerifyme)
\l

)

tinyurl.com/umawg

Control

. Protect AL o ol AT
gall wl’y@

smartam.

your one place to share your data. securely

Authorize

J Access

4 ) \
The service Bob uses to view photos .
T

Requesting
Party

Alice's chosen AM

~

)

4

\

|
Delegate
|

/

/

Sunday, 11

December 2011


http://tinyurl.com/umawg
http://tinyurl.com/umawg

SMART lets Alice -,
share photos / Ug ™

selectively with wanige N
BOb control Alice’s chosen AM

: /
(@@replace) = \

Protect AL, . i _sT

your one place to share your data. securely.

- — / /
The photo service Alice
Authorize

|
Delegate
|

/

T

uses, with protected /

\a ot J Access /
-
The service Bob uses to view photos
owned by others (in this case, another
instance of Gallerifyme) Requesting
\_ J Party
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SMARTAM 2.0 is in public beta:
try it for yourself!

® |nstructions are on the blog

® Visit galleriftyme and smartam.net to get
started

smartam. ~
bela ® -

: s miond e rf Login with facebook

tinyurl.com/umawg 20
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Fraunhofer AISEC project

o @aifill In

® @Qlinks to relevant docs and materials
® @@status and next steps
® @@mention further EU plans?

tinyurl.com/umawg 21
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Synergetics/TAS3 project

o @aifill In

® QQlinks to relevant docs and materials

® @@status and next steps

tinyurl.com/umawg 22
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Agenda

Introduction: What 1s UMA, why do we need 1t, and
how far along is It?

Use cases illustrating UMA's unique strengths

Why would an organization want to UMA-enable rts
apps?
Existing UMA implementations

How UMA works to build technical and business
trust

Q&A
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Here is UMA’s history with
OAuth

Loe e I‘/‘ /]Z‘
aAan‘ ere

ProtectServe UM A UM A UM A

N\

/0"0 '

1.0
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The UMA players can —

think
“resource owner

be seen as enhanced Authorizing L
OAuth players 8 ~

Manage \
Control \

|

|

9

think

i
i
I

)

(X3 X i! 3
| FesouTTe e v i“authz server” | \
Host Protect o sinel .
I v _Au:nhaonr;za;:on Del elgate
Protected g
Resource /
Authorize /
Access | 1. 1 et
ﬁ think “client” § vl
\ Requester »n s
&~
Bl — e e ——— = - — - ;M\i
ii could be identical to resource owner or not |Requesting
L = == = e —————— Party
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,
,
1
“

The UMA players can o]

“resource owner” |

be seen as enhanced Authorizing |
. W
OAuth players 8 ~

Manage \
Control \

think

i
|
0

)

y ., ig ‘G think
; /resourfcer ﬁ‘ “authz server” 4‘ \
Host A P't?Ct +Authorization - Dele‘gate
Protected == Manager .
Resource /
Technical trust begins with /
UMA defining a formal Authorize /
protected interface between P
. Access | . ¢
the host and AM — using | think “client” | P /
OAuth |
Requester [\ ~
a could be identical to resource owner or not |Requesting
— — e Party
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By contrast, here is UMA’s
history with OpenlD

‘ [
Loe e )y /]Z‘
QAOL(Z ere

'

| ™ OpenlD Connect

ProtectServe UM A UM A

A VAN

SRGREE
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Business trust has many moving parts;
claims-based authorization is one key

I AM
Accreditation Trustworthiness Identity Assurance OpeniD

System Connect
|

Registraticn Trusted Claims

I

I

I

I

|

: Business specific
\ Legal Framework SO 29115
|
|
|
|
I

Access

|
|
I
I
I
Trust Framework :
I
|
|
I
I
I

b ———— Host Requester @ ———————-—
(on behalf of Requesting Party)

Delegation of
Authority

UMA Protocol
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UMA has S
three phases &

Manage User agent

|. Protect a 2=
y

FESOuUrce i}
o (+— e — S :
I
I
2 | G e-: t Authorize :
| | I
authorization :
I
3 : ACCGSS a Access Requester :
I
FESOuUrce :
|
<t -—--14
Requesting party
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UMA has
three phases

| . Protect a
resource

2. Get
authorization

3. Access a
resource

tinyurl.com/umawg

Phase |

Authorizing user

Manage User agent

Control

Y

Host

Delegate

Authorization

@—— Protect

Manager

Authorize

Access Requester

i
Alice, Bob, or Organization

organization

A
|
|
|

rep
Requesting party
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UMA has
three phases

| . Protect a
resource

2. Get
authorization

3. Access a
resource

tinyurl.com/umawg

Authorizing user

Manage User agent
I
Control
Y Y
Authorization
Host <@—— Protect
rotec Manager
A
Authorize
Access Requester
D) A C LAAAC |’7 7~ "‘
°hases Z and 3

Delegate

Sunday, 11 December 2011


http://tinyurl.com/umawg
http://tinyurl.com/umawg

Phase |: Protect a resource

® Alice introduces host
and AM using OAuth

® Possibly with dynamic
registration

Manage User agent

protected and e

Protection UI

available scopes at o | A BB
AM host resource set Host | & |<€/Procece IS Authorization
: : , 5 o Manager
registration endpoint 5 =
° Allce ENSUres AM P'”Lé:cr:fsed Authorization service

knows her policies
for sharing them
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Phase |: Protect a resource

® Alice introduces host
and AM using OAuth

® Possibly with dynamic
registration

® Host registers sets of
resources to be
protected and
available scopes at
AM host resource set
registration endpoint

® Alice ensures AM
knows her policies
for sharing them

tinyurl.com/umawg
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Phase |: Protect a resource

® Alice introduces host
and AM using OAuth

® Possibly with dynamic
registration

® Host registers sets of
resources to be
protected and
available scopes at
AM host resource set
registration endpoint

® Alice ensures AM
knows her policies
for sharing them
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Phase |: Protect a resource

® Alice introduces host
and AM using OAuth

® Possibly with dynamic

registration

® Host registers sets of
resources to be S

Manage

protected and e
available scopes at
AM host resource set Host
registration endpoint

Protection client

® Alice ensures AM ey

knows her policies
for sharing them
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Working with resource set
registration and scopes @@update

{
"scope":

® Scope URIs e

"name": "View Photo and Related Info",

reSO Ve -:O SCO pe } "icon uri": "http://www.example.com/icons/reading-glasses.png"
descriptions

"scope":

{

' n id" : 'lall"
® [hey can live e ey e
"icon uri": "http://www.example.com/icons/galaxy.png"
anywhere }

{
" id": "112210£47de98100"

reSO U rce Se-tS an d ::i2231',::ﬁtex:ttge/%ﬁyéiémlc .com/icons/flower",
"scopes":

l ["http://photoz. nple. n/dev/ /view",
m apS _to a\/al |a‘b|e "1"rt‘t;p//pﬁozozZefcz:i;?eecgi?degjszgggziazif?v
}
SCOPES

PUT /host/photoz.example.com/resource_set/112210£47de98100 ETTP/1.1

Content-Type: application/json
tinyurl.com/umawg 30 UM A
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(intermission)

® [he requesting party learns about
the resource... somehow

® Fmalled link?
® Discovery service!

® Microformat data on Alice’s blog?

® And it knows how to use the API
and scopes at the host..somehow

® Developer documentation?

® Standardized scopes!

tinyurl.com/umawg 31
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Phase 2: Get

Y Y Host -
authorization Ry
Host S |« Protect g uehorization
5 P Manager
® Requester attempts access 2 =
but has to get, In turn... —
Sers
rotected Authorization service
® A token from AM requester resources
token endpoint A Requester Authorize
© access
v Permissions token
¢ PermISSIOn fOr S(')U8ht—aﬂ:er S(.:Ope Access Authorization/access client
from AM authorization endpoint
® |ikely providing claims to win
o Requester
permission
® Host uses AM token status Web
. User agent service
endpoint to check each attempt
by requester ﬂ
® Host uses AM permission A owror Organization
' ' ' ' rep
registration endpoint to register the Requesting party
sought-after scope
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Phase 2: Get
authorization

® Requester attempts access
but has to get, In turn...

® A token from AM requester
token endpoint

® Permission for sought-after scope
from AM authorization endpoint

® | ikely providing claims to win
permission

® Host uses AM token status
endpoint to check each attempt
DYy requester

® Host uses AM permission

Host

Protection client

User's
protected
resources

A

Host

& access
token

< Protect

©

Permissions

Ry
©)
‘_|_
D
(@)
[l
O
)
(V%)
D
2.
(@)
D

Requester
access
token

Access

registration endpoint to register the Ffsme e iiosiiesels

sought-after scope
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Phase 2: Get
authorization

® Requester attempts access
but has to get, in turn...

® A token from AM requester
token endpoint

® Permission for sought-after scope
from AM authorization endpoint

® |ikely providing claims to win
permission

® Host uses AM token status
endpoint to check each attempt
Dy requester

® Host uses AM permission

Host

Protection client

User's
protected
resources

A

check token status;
register permission requester needs

Host

\ access
token

<@ Protect
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D

Authorization service
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Authorization/access client

registration endpoint to register the

sought-after scope
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If Alice is also the
requesting party...

® 5She has a‘'synchronous”
authorization experience
because the claim she must
provide Is that she's Alice

® [he flow would be the
same for Alice, Bob, or
anyone else who needs to
prove they satisfy the policy

® \We are working on
OpenlD Connect
integration for basic
interoperable “trusted
claims”

tinyurl.com/umawg

oh yeah, thats me
and | can prove It

8

Host
= & access éo
Qv =+
= token @ : :
q
Host § <@ Protect I Authorization
9 2 Manager
+—
o 2.
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User's
protected Authorization service

resources

Requester Authorize
© & access v
Permissions token

Authorization/access client

Access

Requester

Web

User agent :
service

policy: alice(@gmail.com
can get to this calendar

Alice, Bob, or
organization
rep

Requesting party
33 UM A
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Phase 3:Access
a resource

® Requester attempts
access with a valid
token associated with
sufficient scope

® Host gets the

permissions associated
with 1t at AM's token
status enapoint

® Host lets requester
succeed In attempt

tinyurl.com/umawg
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Phase 3:Access
a resource

® Requester attempts
access with a valid
token associated with
sufficient scope

® Host gets the

permissions associated
with 1t at AM's token
status enapoint

® Host lets requester
succeed In attempt
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Phase 3:Access
a resource

® Requester attempts
access with a valid
token associated with
sufficient scope

® Host gets the

permissions associated
with 1t at AM's token
status enapoint

® Host lets requester
succeed In attempt
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Phase 3:Access
a resource

® Requester attempts
access with a valid
token associated with
sufficient scope

® Host gets the

permissions associated
with 1t at AM's token
status enapoint

® Host lets requester
succeed In attempt
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The UMA spec “call tree” @@update

hostmeta

tinyurl.com/umawg

Simple
Access Authz
Claims

user
stories

[ Claims 2.0 J
scenarios :

and use

cases

v

v

ments

Work incubating in UMA WG

[ UMA Core J
require- ~

trusted

claims

-
-
-~
\‘

trust
model

dynamic client
registration

.

Y »

[ OAuth 2.0 ]

Work taking place in IETF
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Agenda

Introduction: What i1s UMA, why do we need It, and
how far along is It/

Use cases illustrating UMA's unique strengths

Why would an organization want to UMA-enable its
apps!

Existing UMA-conforming implementations

How UMA works to build technical and business trust

Q&A
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Thanks for joining us today

Become an UMAnitarian!
Webinar recording will appear soon!
Visit http://tinyurl.com/umawg

Fve Maler on behalf of and with thanks to the UMA

Work Group
|4 December 201 |

kaNtara
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